Manoeuvre Warfare Utilising Cloud Resources 
This paper will discuss the methods in how combining Manoeuvre Warfare strategy with the implementation of cloud computing resources can be utilised in a 21st century information security model. Proactive measures in securing assets and embedding a deception strategy within a Computer Networks Operations (CNA) can prove to be an efficient and cost effective security measure, especially with the exponential increase in highly advanced technology, in terms of processing power, storage and application, coupled with the readily available knowledge through the power of the Internet, accessible by all consumers and threats alike.
Introduction

History tells us, that technology has always been a driving force in human society with new technological advances occurring everyday. With the exponential impact of the Internet enhancing the lives of people all over the world, cyber criminals have adapted quickly and continuously exploit the vulnerable and unsuspecting computer users. Some of their methods are traditional in nature and others are the by-products of unscrupulous members of society and of the readily available technological knowledge.  
When dealing with cyberspace, security has always been about defence. Securing one’s assets and ensuring that they are protected from attacks has been the information security model of choice for many practitioners within the field. However the time has come to now implement strategies that would be adopted within a ‘real’ world scenario when confronted with an attack. As incorporated by military organisations worldwide, information security needs to become proactive and most certainly go on the offensive. 

By implementing a deception strategy into the security design of a business’s virtual infrastructure, the threat of attack is further neutralised or at the very least, observed and contained. Techniques and methods that have been developed for warfare and battles need to be implemented into the virtual world, since so much of our everyday lives are encompassed within the virtual realm. 

In order to establish why such techniques and methods should be incorporated into the virtual world, and more specifically within a businesses virtual infrastructure, the keywords of Asset, Threat and Vulnerability, need to be defined so that a clear understanding of why deception strategy is required and most importantly how it can be implemented.
Assets, Threats and Vulnerabilities

Assets
The Oxford English dictionary defines threat as – A person or thing likely to cause damage or danger (Oxford, 2010). In the authors opinion there are three key words in this definition these are person, thing and damage. So the term „threat‟ refers to the people or thing, which instigates the damage, not so much the effect of the damage itself.

Vidalis and Jones (2005) completed a through piece of research addressing the nature and the characteristics of the “people” and “things” in relation to forming a classification as to what these would entail. “The term threat agent is used to denote an individual or group that can manifest a threat” (Vidalis and Jones, 2005).
Threat agents that can pose the highest security problem are non- specific target threats, as the malware deployed can cause untold damage to systems and businesses, irreparably affecting businesses and could lead to the infrastructure to become crippled and unresponsive. 

The fact that these threats appear not to be concerned with information or financial gain makes these threat agents unpredictable and hard to contain. Their only purpose is to create disruption, damage and in certain cases destruction.
Stoneburner et al (2002) offer a definition for vulnerability, which states:
“A flaw or weakness in system security procedures, design, implementation, or internal controls that could be exercised (accidentally triggered or intentionally exploited) and result in a security breach or a violation of the system’s security policy.”

Vidalis (2004) concurs and offers a more concise definition stating: “Vulnerability is a measure of the exploitability of a weakness.” The key term that both these commentators identify is weakness. The essence of identifying the vulnerabilities which exist allows an organisation to locate the weaknesses within their systems or processes which may be exploitable. What is important is that vulnerabilities aren‘t simply an information technology issue, whereby misconfigured servers or hosts within the network don‘t possess the correct level of security; vulnerabilities can exist elsewhere. 
Blyth and Kovacich (2005) indicate that vulnerabilities can be categorised into seven distinct areas:

Physical Vulnerabilities – Theft, Vandalism, Sabotage 
Natural Vulnerabilities – Fire, Flood, Power loss 
Hardware/Software Vulnerabilities – Unreliability, Hardware failures, Software  failures 

Media Vulnerabilities – Stolen, Damaged, Dust 

Emanation Vulnerabilities – Radiation interception 

Communication Vulnerabilities – Man in the Middle attack 

Human Vulnerabilities – Greed, Revenge, Blackmail. 

Information and Manoeuvre Warfare
So how can assets be protected from threats taking advantage of any vulnerabilities of a particular system? First and foremost the vulnerabilities in a system need to be identified and either rectified or at the very least observed and analysed. But to take this further and discuss a Manoeuvre Warfare strategy, information and Information warfare to be defined. 
Menou in 1995 defined information as: 

“A product, which encompasses information as thing, as object, as resource, as commodity, what is carried in a channel, including the channel itself, the contents.”
The quotation is quite detailed, and provides a good interpretation as to what information is and what it can encompass. It also inadvertently tells us as information security professionals what we need to protect.
· Information as a Resource 

· The information channel 

· Contents of the information channel
However, where do all these elements lie, and where do they exist in reality?  This leads us onto the Information Environment (IE). However, what is the IE and how does it control information?  A thorough explanation of the term Information Environment (IE) can be taken from the US DoD‘s Joint Publication 3-13 for Information Operations. It states; 
“The information environment is the aggregate of individuals, organisations and systems that collect, process, disseminate, or act on information. The actors include leaders, decision makers, individuals, and organisations. Resources include the materials and systems employed to collect, analyse, apply or disseminate information. The information environment is where humans and automated systems observe, orient, decide, and act upon information, and is therefore the principle environment for decision making.” (JP 3- 13, 2006).
By analysing this interpretation, it is the author‘s view that the IE is an interaction between people in the form of leaders, decision makers, individuals, and organisations with the systems in place which collect, analyse, apply, or disseminate information. Without the mechanisms in place to provide information in a format that can be interpreted, means decision makers would be unable to act and provide an analytical response to a particular problem or situation. This is what the basis of Information Warfare (IW) is all about, affecting this decision making process.

It is apparent that how we define IW, has been critiqued by academics and military officials for some time. There are many different viewpoints as to what IW entails, and the methods from which Information Operations (IO) can be used in a particular theatre of war. However, is IW simply a blanket term that includes the operations undertaken both defensively and offensively, or are they one in the same?
One of the most current and exhaustive quotations which describe IW is cited by Blyth and Kovacich (2006) and states: “The implementation of Information Warfare is the sequence of actions undertaken by all sides in a conflict to destroy, degrade, manipulate and exploit the information assets of their adversaries. Conversely, information warfare implementation also comprises all the actions aimed at protecting information assets against hostile attempts at destruction, degradation, manipulation and exploitation. It is very easy for any country, group, or individual to develop and deploy information warfare techniques.”
Waltz (1998) concurs:

“Information Warfare includes actions taken to preserve the integrity of one’s own information system from exploitation, corruption or disruption, while at the same time exploiting, corrupting or destroying an adversaries information system and the process achieving an information advantage in the application force.”

Providing an adversary with the right information in the wrong time and wrong information in the right time can attribute to undermining a threat agent’s decision-making process, therefore granting information superiority to the Information Security Officer. 
It‘s clear that Information Operations and Information Warfare are both separate entities. IW can be considered the posture that can be taken, whether this is an attacking or defensive stance, whereas IO should be considered a subset of IW, which are performed as the individual methods of attack or defense, which are used in order to affect an adversary‘s decision-making process.
The DoD identifies five core capabilities for conducting information operations (CRS, 2007) (JP 3-13, 2006). These are:

· Psychological Operations (PSYOP) 

· Military Deception (MILDEC) 

· Operational Security (OPSEC) 

· Computer Network Operations (CNO) 

· Electronic Warfare (EW) 
Psychological Operations (PSYOP)

PSYOP can be defined as: “Planned operations to convey selected information to targeted foreign audiences to influence their emotions, motives, objective reasoning, and ultimately the behaviour of foreign governments, organizations, groups, and individuals” (CRS, 2007).

The key term in this definition is influence. The whole nature of PSYOPs is to try and influence the people – or the ―people’s information space” (Denning, 1999). In order to achieve this, the attacker must utilise the different methods available to interact with the ̳people‘. The aim of these methods of attack is to influence people‘s behaviour through the impact of what these operations will have on an individuals psyche. This can be done by inducing fear, desire, logic and other factors which can influence an individual (Denning, 1999).
Military Deception (MILDEC)  
MILDEC can be defined as: “Actions executed to deliberately mislead adversary decision makers with regard to friendly military capabilities, thereby causing the adversary to take (or fail to take) specific actions that will contribute to the success of the friendly military operation.” (CRS, 2007).  The use of MILDEC, or in essence deception, against an adversary destroys information to an extent that an individual‘s perception of the world is a false one (Libicki, 2007). This can be achieved by launching an overall psychological attack undertaking a PSYOPS and MILDEC operation in tandem. The use of deception will induce a specific behaviour, and the psychological operation will be used to influence the adversary‘s perceptions. The overall effect will be the disorientation of the target (Waltz, 1998).  
During World War 2, and the initial lead up to Operation Overload which culminated in the D-Day landings by the Allies in Northern France. The British, Canadian and American forces undertook a psychological operation to create the idea that an impending attack would be commencing in Holland. The Allies achieved this by launching bombing raids in Holland which the Germans perceived that a likely invasion was going to occur in that region. This meant that reinforcements were sent to this area and not to the landing beaches in Normandy and Brittany.

Operational Security (OPSEC)

OPSEC can be defined as: “A process of identifying information that is critical to friendly operations and which could enable adversaries to attack operational vulnerabilities” (CRS, 2007).
What are Cloud Resources?

The concept of Cloud Resources, formally now recognised as Cloud Computing and currently in implementation globally, possesses the ability to radically evolve how individuals primarily use the Internet, enabling everyday users the ability to utilise new capabilities made available through the power of the Internet and the World Wide Web.

Cloud Computing enables individuals to use applications, software platforms and unlimited storage space for personal data all made possible via the Internet.

Rayport ET Heyward (2009) define Cloud Computing as follows:

“Cloud computing represents a new way to deploy computing technology to give users the ability to access, work on, share, and store information using the Internet .The cloud itself is a network of data centres- each composed of many thousands of computers working together – that can perform the functions of software on a personal or business computer by providing users access to powerful applications, platforms and services delivered over the Internet.” 

Kevin Hartig in his article – What is Cloud Computing? in June 2008 states: “Trends in usage of the terms from Google searches shows cloud computing is a relatively new term introduced in the past year” (Hartig, 2009). If this was the case, and cloud computing came to the minds of the technologists and information technology (IT) professionals in 2007, then trying to clearly define a new concept at this early stage of its development maybe difficult.

So why the term Cloud? Its clear that cloud computing is a buzz-word which is gaining momentum throughout the computing industry. Marketing campaigns, especially on television are introducing this term to non-technical people who don‘t know much about computing, let alone new computing concepts.
In contrast NIST offers a different definition: “Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction. This cloud model promotes availability and is composed of five essential characteristics, three service models, and four deployment models” (NIST, 2011).
The key terms in both definitions are resources and services. This implies that cloud computing is a model for providing particular resources as a service. The NIST definition is more specific providing examples of likely resources available to an entity, whether this is a business or an individual user, as well as describing what a cloud environment may entail – three service models and four deployment models.

Below is a graphical representation outlining the NIST definition of cloud computing. The image displays the three components of cloud computing namely – characteristics, service models and deployment models. The use of a layered format shows their positioning in the cloud model.

In order to define the different cloud models, the author will be using the NIST‘s draft definitions. The reason for this is because NIST is a recognised scientific institution, although many commentators may dispute these definitions in the future, so their meanings may change.
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Public

Public Cloud can be defined as: ―The cloud infrastructure is made available to the general public or a large industry group and is owned by an organization selling cloud services‖ (NIST, 2011).
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The public cloud is essentially an on demand service whereby the providers can offer PaaS, SaaS and IaaS to consumers. In this case there will generally be no distinction between a business user and an individual. In the public arena, the services on offer will be charged as an on demand service, which means cost savings for businesses would be cheaper than having to purchase the hardware or software themselves (Krutz and Vines, 2010).
Private
NIST defines the Private Cloud model as: ―The cloud infrastructure is operated solely for an organization. It may be managed by the organization or a third party and may exist on premise or off premise‖ (NIST, 2011).

Hybrid
A definition for the Hybrid Cloud can be: ―The cloud infrastructure is a composition of two or more clouds (private, community, or public) that remain unique entities but are bound together by standardized or proprietary technology that enables data and application portability (e.g., cloud bursting for load balancing between clouds) (NIST, 2011).

The concept of having a mixture of two different models allows an organisation to outsource the less sensitive data to a third party whilst maintaining control of the more critical information. This could be the data itself, in the form of storage, or the applications which access the data. One of the possible reasons for undertaking this type of deployment is the cost, as highlighted in the Public Cloud.
Community

NIST offers a definition for the Community Cloud as: ―The cloud infrastructure is shared by several organizations and supports a specific community that has shared concerns (e.g. mission, security requirements, policy, and compliance considerations). It may be managed by the organizations or a third party and may exist on premise or off premise‖ (NIST, 2011).

Infrastructure as a Service (IaaS)
IaaS can be defined as: “The capability provided to the consumer is to provision processing, storage, networks, and other fundamental computing resources where the consumer is able to deploy and run arbitrary software, which can include operating systems and applications” (NIST, 2011).

What is key about IaaS is that it‘s an on demand service supplying components to support the running of applications – but not the applications themselves. These can be servers, storage space, networking facilities and operating systems. (Kepes, 2011) (Saravag and Kant, 2011). 

Savarag and Kant state that there are potentially five advantages for using an IaaS service and these are:

· 

  Pay per use 

· 

  Instant scalability 

· 

  Security 

· 

  Reliability 

· 

  API‘s  Some of these were discussed earlier namely, scalability and pay per use or on demand. Security as well as reliability will be provided by the vendors themselves (Savarag and Kant, 2011). 
Software as a Service (SaaS)

Software as a Service or SaaS can be described as: “The capability provided to the consumer is to use the provider‟s applications running on a cloud infrastructure. The applications are accessible from various client devices through a thin client interface such as a web browser (e.g., web-based email)” (NIST, 2011).

Platform as a Service (PaaS)

PaaS can be defined by NIST and states: ―The capability provided to the consumer is to deploy onto the cloud infrastructure consumer-created or acquired applications created using programming languages and tools supported by the provider‖ (NIST, 2011).

The ‘Cloud’ enables individuals or businesses to use applications, software platforms and unlimited storage space for personal data all made possible via servers providing the content over the Internet.

The problems this can cause for law enforcement as well as forensic investigators are highly critical since the revolution has advanced faster than forensic investigators have been able to maintain and the law is hindered by the fact that data transfers are occurring across the world, crossing many jurisdictional areas, complicating matters further. However on the flip side of the coin, the 
The fact that cloud computing enables users to utilise storage and applications over the Internet, means the trail of digital evidence is restrained and in most cases the trail non-existent, since the hosting server may be located in a country with poor or inadequate e-crime legislation. 

Deception Strategy

Techniques

PYSOPS

MILDEC

NETOPS

Virtual Honeypots

Conclusions

In the ever-expansive world of digital connectivity, the possibilities available for the average person to utilise the Internet are becoming increasingly immeasurable. As with the ‘real world’, the virtual world has also provided a hugely spiralling and apparently uncontrollable platform for crime and illegal activity to thrive and prosper.

