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. Improvements in or Relating to Electronic Device Security

The present invention relates to the security of electronic devices and in particular,

: though not éxclusively, to the security of mobile telephones and mobile personal data

assistants, commonly referred to as PDA's.

With the 'increasing :popularity'of miobile 'telep,hones' there has unfortunately been a -
. corresponding increase in the instances of mobiletelephone related crime. In 2001 in

the UK alone over 700,000 mobile tclephone handsets were stolen with most being '.

taken during street robberies. Mobile telephone operatmg companies are generally able

to disable a: handset after being informed of its theft so as. to prevent unauthorlsed use.”
Unfortunately it is possxble with thc correct knowledge and equrpment to bypass the '

| steps taken to disable the handset and thereby render it usable.

/

‘AccOrding to ‘the present invention therc is provided a method of authorising the

operatlon an electromc commumcations device compnsmz, s the steps of:

prov1dmg an electromc devrce havmg an mtegral controller o

prov1d1ng a transponder remote from. and separate to the electromc devnce the

transponder belrrg arranged to correspond with the controller; and

“configuring the controller to permit normal operation of the electronic device

in response. to information received from the transponder and to restrict nomial»
-operatlon of the device in the absence of information recerved from the transponder '

wherem initial start up of the dev1ce comprises the steps of:

placing the electronic devrce within range of the transponder

.mitiatmg an activatron sequence -of the electronic device, wherein the .

- electronic device sends an mterrogation signal to the transponder which in tum sendsa

replies to the electronlc device,
‘the electronic devrce relaying mformation relatmg to both the identity of the
device and the transponder to a remoie location and receiving authorrsation from said

remote location to commence normal operation of the dev1cc ~ t ¢«
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N employed in srtuattons where secunty rs paramount For example the device may

L2

The present mvent10n provrdes that- the- operatron of the electromc device is

symblottcally lmked to the presence of the transponder and to an external database

~ which is able to verlfy the valldlty of the device to transpondcr relatronshlp “The

database is able to. commumcate w1th the dcv1ce and can modify the functlonal abtlrty ‘

of the device, whrch is to say that the database may instruct the dev1ce to provrdc only

certain functions fo the. holder of the transponder Whrle specrﬁc reference is made to

an electromc commumcattons device, it will be apprectated that the present mventlon

may be used i m COﬂ_] unctlon with other types of electronic devrce

A~

¢

Commumcatlon betwecn the devnce and the database is made via commumcatlons

means wrthm the device, Commumcatron between the database and the devrce may be’ ‘
“ conducted through commumcatlon channels such for example GSM or GPRS systems

- or via the Internet.

‘The step of initiating the a(:tivation-sequcnce of the electronic device may include the .
step of manually entermg an activation code into the device. "The actrvatlon code may ’

' comprise a stnng of characters ,whlch can be mputted into the devrce via an mput_ :

means of the devrce The input means may comprise a keyboard or keypad of the

. "device. The actlvatton code may be supphed to a user with the transponder For
-enample, the actlvatlon code may be provided on the transponder in the forrn of a
sticker or printed text. Alternatrvcly the acttvatron code may be supphed on a card '

’ whtch accompames the transponder ' ‘

The step of mmatmg the acttvatlon sequence compnses the steps of 1nputtmg a plurahty .

of acttvatlon codes mto the dev1ce The use of more than one actlvatron code may be.

' requrre an - m1t1al activation code to cause the device: to activate, and a subsequent :
actrvatlon codc to ‘cause the device to correspond with the transponder and then ‘

commumcate with the remote location. The subsequcnt actwatron code may be,

————~—=30"""referred toa5"a ‘telationship- 1dent1ty code whrch mmates commumcatlon between ‘the = -

devrce and the transponder b
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The relatlonshlp 1dent1ty code or RID is preferably supphed to the user in a secure
~ sent to the user via a secure email commumcatron

‘The remote locatlon wnth whlch the devrce commumcates mcludes a database arranged v

Y,

B () verlfy the 1dent1ty and status of the devrce and the transponder The database
. mcludes a- reglster which contains 1nformat10n relatrng to the rdentlty of the transponder
. and dev1ce such as, for example, a umque 1dent1ty code. The database can verxfy that :
the correct transponder is bcmg paired wrth the electronic device and that nelther the .

Adevrce nor the transponder are listed as bemg lost or stolen. The authorrsatron

subsequently sent: to’ the electronlc device may permlt the user to use all of the

,functlons of, the devicc or merely a selectron thereof.

‘ The method may include the. additional step of ’causing the electronic device to

correspond perlodlcally with- the database to verlfy the 1dent1ty of the devrce and -

- transponder If the device and or transponder are ‘lost, stolen or otherw1se separated

20

30

from the user then the user can inform the database accordrngly When the device next
: corresponds wrth the database an update can be sent to the device- to ‘alter the ‘
operatlonal profile of the device.- The provrsron of thrs feature enables the use of the |
~device o be restrlcted in the event. that both the transponder and device are separated S

~ from the user but are still in symbrotlc contact w1th one another.

v

_ The database may be configured to correspond with the electronic device and alter the .

mformed of a change of status of the electronic device and/or transponder This

alteratlon may be due to the user 1nformmg the database of the loss or theft of the

device as noted above. - Alternatively, the alteration may be due to the' user of the

device switching to a different service plan. In certain circumstance the database may

- alter the operational profile of he-device to prevent the usc of the electronic device. The

database ‘may instruct the device to erase information contained within the electronic

‘device. The information may be contained within a_memory of the device or on a

removable data carrier of the device. The database. may -comprise more t_han one

' manner and separately from the dev1ce and transponder For example the RID may be - -

 operational parameters of the. electronic. device in response to the database being .«

25

. (
. - Ve
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 database element. For examplc the database may comprlse -an. authorlsatlon and

10

| transponder in response thereto sending a reply 51gnal The controller may send the

15

20

control database element and an authent1catlon database element

ln the embodrment descnbcd the: step ol recervmp mformatlon from the transponder
comprrses the steps of. the mtegral controller sendmg an 1nterrogat10n 51gnal and the

B

1nterrog,atron signal elther contmually, perrodlcally or mtenmttently

'
3o

The step of restricting the normal operatlon of the electromc devme may comprlse the

controller within the device placmg the device in one ofa temporary dormant state and;

a permanent dormant state. The devrce may be placed in to the temporary dormant state .

" in the event that the controller falls to recerve a reply srgnal from the transponder m.f .

reply to the mtcrrogatron srgnal The ‘failure to recerve a reply srgnal may be caused by.-

a number of factors for example the transponder being moved out of range of the

devrce While in the temporary dormant state the controller contmues to send the

| mterrogatron 51gnal Upon entermg the temporary dormant state the normal operation

signal. In such an cvent the controller removes the restrtctlons placed upon the normal

' operatlon of the dev1ce The temporary dormant advantageously prevents third partles :

L s obtalned from the authorlsed user wrthout thelr consent

25

of the device may be elther partially or wholly restncted The devrce may- ‘be removed_
from the temporary dormant state in the event that the controller receives a reply signal”

from the transponder within a predetermmed time limit since the recelpt of a prior reply

from accessing specrﬁc user or device data from the device i in the event that the devrce

v

¢

Thc electromc device may be placed in the permanent dormant state m the event that no

reply to- the mterrogatron signal is recelved by the controller wrthrn a predetermmed'

time period. Upon entenng the pcrmanent dormant state the controller ceases to send

T

. the interrogation signal. -

P
e e e e e e e e e e e e e e e e

~The present invention seeks to.improve the security of electronic devices, and in

- ‘partic'ularl'y. mobile commuvnication devices such as mobile telcphones' by providing an
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actxvatlon and contmued operatlon system Wthh is re51stant to unauthorised

. modification, -alteration or fraudulent abuse ‘The present mvent10n further provides a

‘means of dlsablmg and or restrxctmg the functional aspects of an electronic device in

the event of its theft or loss. The invention also provxdes a method of verrfymg the

' ‘1dent1ty of a electronic devnce prlor to the m1t1a1 actlvauon thereof.

-An embodiment of the present» invention will now: be déscribed with reference to the -

accompanymg drawing in which there is shown a schematlc representatlon of the

1nvent10n In the figure there is shown a mobile telephone handset generally de51gnated

_ 10 The handset 10.i is of a conventlonal type havmgD a keypad 12 and a display 14 and

is able to make and receive voice calls and SMS messages ina conventlonal manner,
[

and may turther be able to transmit and receive .data in the form of broadcast or :

. drstrlbuted content and v1suals and permit peer to peer data and content mterchange

‘ Wxthm the body of the handset 10 there is provided a SIM or USIM card (not shown) or

equivalent which links the operation' of the handset 1o a service 'p'rovider and further

-allows 1nformat10n specnﬁc to the user to be stored therem Such mformatlon may
. mclude for example a telephone number dlrectory, contents scheduler, personal data '

nng tones and text messages. Other information whlch may be stored mcludes banking

and payment information, access registration information, personal identity iriformation

. and cloSed user group data. 'Alternatively, the above mentioned information may be
stored within an internal memory of the handset 10. The handset is provided with a

security system according to the present invention. | I

: Typically the handset 10is supplied to an end-user in a deactiyated 'state and 'before use

25

must be actwated The secunty system is also deactlvated and must be actrvated prior -
to.'use. Activation of the. handset 10 and security system ‘may’ be achleved (
snmultaneously by the mputtmg into the handset 10 via the keypad 12 a numerical

activation ‘code or string 16 Wthh may, for example be prowded ona card 18 supplied

" with the-handset 10. With the handset 10 actrvated the card 18 can be drscarded, itis.
30

preferably‘ be retained in the event that further re-activations and de-activations are

required.
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3 ln an alternatrvc embodiment activation of the handset 10 and secunty system may be '
‘ achleved separately For example the handset 10 may be actrvated by the input of the

activation “code lO whlle the securlty system may be activated by the 1nput of an

addrtlonal actlvatlon code as will be descrlbed in greater detall below

A typlcal GSM moblle telephone once activated commumcates w1th the its network :
using two identifi cation measures.. The first of these 1s known as the Interriational

-_:Mobxle Equrpment Identity or r IMEL This comprrses a ‘unique ﬁfteen digit code Wthhi N
rdentrfies the handset 10. As the IMEI is not portable it cannot subsequently be e
assrgned to another piece of hardware Furthermore ‘the IMEI is ass1gned to the B
| - hardware in such a way that it cannot be altered The second 1dent1ﬁcatron measure is -

~ known as thelnternatronal Mobile Subscnber}ldentiﬁer or IMSI. This compnses_a

o code:which is associated with the SlMo'r.‘USlMcard.' |

15

0

25

In the event of the handset being lost or stOlen' ‘.c‘ommands specific to the IMEI and +
- IMSI can be sent by erther the network provrder or agents of the network provrder to
bar both the handset 10 and the SIM card -If the SIM only is barred»then the phonev
'__.handset 1tself may still remam valuable as it can be used in conjunction with other. -
bnon-barred SIM cards If on the other hand, the handset only is barred for example by_

| llstmg the IMEl'in a table known as the Equrpment Identlﬁcatron Regrster or I:,lR, then o
~ the SIM card may still be used to make calls in another non-barred handset The

R barring of the SIM card and handset can be done relatively qurckly, however thrs can -
~only be donc after the network provrder has been mformed of the loss or theft of the

»handset 10

{

) lt- will be appreciated that circumstance may lead to a signiﬁcanthtime delay before'~the

" SIM or. handset 10 aré barred, for example when the user is not.aware that the handsetl

7

10 is mrssrng Thrs provrdes a ‘window of opportumty when the handset 10 may be

used w1thout permlssmn and/or be acted upon S0 as to be resrstant 1o any subsequent -

T30

network rn1t1ated drsablement procedurcs
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In accordance with the present invention operation of the handset 10, once activated, is

- made dependent’ upon' another 'eleetronic device. In’the. embodiment shown in the -

drawing, the card 18 bearing the activation code 16 ‘s providedf with an electronic

"transponde‘r 20 which can be interrogated by th¢ handset 10. Advantageously the -
* transponder comprises .a radio device which is energised or inter_rogated by, but not

_limited“to, _eleetromagnetie energy emanating from ‘the handset 10. The transponder.‘ZO ‘

is intended to be carried about the,person of the‘user: so that it is kept within a specified

distance of the handset 10. The distance is not normally specified by the user but takes

: into accountvthe'ir intended use profile for the handset 10. For example the distance

may be five to ten' metres Taking the example of the transponder 20 being

: fmcorporated into a card 18, 'the card 18 may be camed m a. wallet of the user.
ﬁAltematrvely« the transponder may, for example, be incorporated into an article which is

~ worn by the user such as an item of jewellery.

I use, the handset 10 contmually sends out a. srgnal consrstmg of small perlods of .
commumcatlon Wthh is ‘specific to the. transponder 20. The stgnal mterrogates the’

-transponder 20 whlch sends a reply to the handset 10 Continued operatron of the - - .

‘ : handset 101 is dependent upon recelvmg a reply ﬁ'om the transponder 20.

| 20

.30

In the event that the. handset 10 fatls to receive a response, for exarnple where thei.

dlstance between the handset 10 and the transponder exceeds the above mentloned

specific dlstance then the handset 10 places itself into a temporary dormant state In

o thls temporary dormant state operatron of the handset lO is drsabled howcver the.f o

} “'perlodrc transponder mterrogatlon srgnal is contmued bhould the handset 10 a
. ,.25( | subsequently reeelve a response from the transponder 20 then the handset.10 removes |
. itself from the temporary dormant state and i 1s able to ['unctlon normally The degree to
. which the handset 10 is dlsabled may be specrﬁed by a number of parties such as the

user, handset supplier network provrder or, in the case of a business provrder the

business operator.. For example the handset may be partrally dlsabled yet it strll may be

ableﬂto receive calls but unable to make them

-
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' VS-_hould the 'handset 10,’when in" the te‘mpo'ra'ry dormant state, fail to receive a response '
' ‘fro'm the from the transponder 20 within a ’speciﬁed time. period then the 'h’andset'
assumes a"permanent "dormant 'state In the permanent dormant state the handset 10-
remains dtsabled and further ceases to send the transponder mterrogatron srg,nal Once -
5 . in the permanent dormant state the handset lO can only be reacttvated by the re-entry of
_ the activation strtng 16 in the presence of the transponder 20 via the keypad 12 Further, .

) verrﬁcatlon checks, dlscussed in &,reater detanl below may also be undertaken |

\

‘l_t'will be appreciated that the‘proyision of the temporary dOrmant state enables the -

10 handset 10 to be automatically reactivated once it re-establishes contact with the . a

transponder 20. The duration of the temporary dormant state may be specrﬁed by the .
 user, handset suppher network provider or busmess operator and accommodates
: 1nstances where the handset 10 is’ separated from the transponder umntentlonally Such:
a separatlon may occur when the handset 10 1s left overmght in a car or ofﬁce and'lr

15 recovered the followmg mommg, by the user. .

Upon entering the permanent dormant state, the handset 10 may be configured so as to

undertake additional functions over and above remaining inactive to a greater or'lesser. h

~+ degree. For example data stored on the SIM card may be erased and ‘or the Dlgltal
.20 Srgnal Processor or DSP disabled thereby rendermg the handset unusable Such‘

addmonal functions may also be mstructed remotely by an authorised third party

 Initial actlvatton of the handset 10 is conducted as follows The handset 107is supplled;
with a card 18 bearmg an actrvatron string 16 and an electromc transponder 20. F or the
- 25 -sake of srmphcrty ‘the transponder 1s shown' mcorporated m the card beanng thc i’
‘ ‘activation strmg, however it will be apprecrated that the handset 10 may be supplled‘
y d. wrth the’ transponder 20 separate from the acttvatton stnng 16. The transponder 20
N - | Jsupplled with the handset is known as the master transponder and is provided wrth a

umque identification code or TID Upon 1mt1al start-up of the handset 10, and' after

_,"_____, 30— —regrstenng with a~moblle network—‘the“handset‘lo looks for the presence of the master L
o transponder 20 by sendmg out a generic srgnal which is not spec1ﬁc to any 1nd|vrdual

- master transponder 20. The signal mterrog,ates the tranSponder 20 whlch sends a
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- Service) . or MMSo(Multimediai Message Service) .forrnats. The' handset 10

20

25

30

9
transponder specrﬁc reply to the handset 10. Upon rece1vmg the reply the handset 10

may then prompt the user to mput the activation stnng 16. If thxs manual mput method R

is requrred then the handset 10 then checks that the actlvatron string 16 correlates with

the master transponder TID. In the event that the string 16 and TID do not match then

the handset 10 will fail to operate Advantageously the handset 10 will commumcate '
 the mlsmatch to the user and allow them an opportumty o re- input the string in case the
mlsmatch is due to an mput error. The user may be- permltted a limited numbcr of .
attempts to mput the correct string. . Further proprietary secunty mechamsms may be _

- incorporated into the transponder 20 and handset 10 to validate the authenticity of a the

above referenced actrvatlon procedure

Assummg that that the activation strmg 16 and TID are correct then the handset 10 -

communicates with a database or 3rd pany authentlcatron centre in order to authorxse

‘the subsequent operatlon of the handset 10. The handset 10 commumcates wrth the

database 1_n an encrypted message form_at,usmg, for example, SMS (Short Message

communicat_es to the authentication centre the TID of the master transponder 20 and the

o lMEI of the handset 10, and 'optionally the SIM or USIM IMS]I and other information

~ which may be deemed necessary Such mforrnatlon may ‘comprise detalls of the

aforementroned proprletary secunty systems The database checks that the TID and

IMEI are both valid and authentic, and further veriﬁes that the TID and IMEI are

correct for each other. Upon confirming that all is in order, the database sends an

actlvatlon instruction to the handset 10 which- perm1ts free operatron thereof The TID,

IME@ and any. further lnformatlon suppl1ed to the database 1s stored securely for ’

possible future retrieval. .

~ An additional layer -of sccurlty relatmg to the mmal start up and pamng of the

transpondcr 20 w1th the handset 10 may be provrded Such a step may be utilised in
high security and/or busmess apphcatrons of the present invention ' In order to

commence the mterrogatlon of the transponder 20 by the handset 10 and the subsequent

. commumcatton of the handset 10 with the remote database the input of a further

activation code may be - requrred. . This further code may be referred to as the



D 10 |
relanonshrp 1dent1ﬁcatron code or RID The RID is preferably supplled to the user in a
" secure manner for example by emall to a.secure address which has been provrded by -

the mtended user of the handset 10

oo 5 | Once the handset 10 has undergone 1mt1al acttvatlon by the mput of the. actrvatron code
| 16 the handset 10 may be mstructed to remain operatlonal in the presence of one or
“more addmonal transponders 22. The addrtronal transponders 22 are: herelnafter
referred to as slave transponders as they can only be assocrated with a handset 10 after
) | it has been activated by the master transponder 20., The slave transponders 22 may not :
| 10 ‘need to be authorised by the authentication centre before being associated with handset - '
10 however the slave transponders 22 on therr own cannot be used for 1mt1al actlvatron‘: .
| of the handset 10. | ’ |
. For example the handset lO may be mtended ) be shared between a number of users '
15 . and hence each is provrded w1th thetr own transponder 22. ‘The llnkmg of the handset :
| 10 to- the addmonal transponders 22 may be effected by the mput of addltronal
activation codes 24. In an alternatlve embodlment a user may be provrded with- a.
number of slave transponders 22 whrch may be secreted about their person or property’
..to enable use of the handset 10.- Slave transponders 22 may be placed in or about the
.20 user s home and workmg envrronment transport means and items of: personal property

such as apparel, handbags, wallets and the llke A user would ‘be. supphed with )

sufﬁcrent slavc transponders 22 to ensurc that one or more 1s always in the v1cm1ty of " N

the handset 10 when. 1t is in their possessnon The master transponder 20 and activation
strmg 26 can then be kept in a-safe place in case they are subsequently needed to

- 25 | “remove thc handset 10 from the dormant state descrlbed above '

. While  the above described -embodiment relates to' mobile telephone .handsets, the
L . invention is -applicable to the security of other types.of electro'ni'c device. For'example

the operation of hrgh value domestrc apphances such as televrslons computers

+

recervmg a response from a transponder in their vrcrnlty The transponder may. be

carried on the.person.of.a 'homeowner wrth the result that the electrical .apphances. can

- —*———30—”mult1medra devices™ such as’ DVD ‘players and the lrke may y be’ depcndent upon them



, . 11 ,
: on]y function when the: homeowner is present within their. home. Alter‘nétively’theﬂ

transponder may be hidden somewhere wrthm the home w1th the result that devnces

removed from the home for example by aburglar are rendered moperatwe R Ty
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e wherem 1n1t1al start upof the device comprlses the steps of:-

“device. = A

S12

Claims

1 - A method of authérising the operation an electronic communications device

‘_comprrsmg the steps of:

provrdmg, an electronlc devrce havmg an mtegral controller

provrdmg a transponder remote from and separate to the electronrc devrce the

'transponder being arranged to correspond w1th the controller and.

¢

) conhg,urlng the controller to permrt normal operatron of the electronlc device -

_m response to information recelved from the transponder and to restnct normal,

. operation of the devrce in the absence of mformatron recerved from the transponder

placmg the electromc device within range of the transponder o

mmatlng an actrvatlon sequence of the electromc devrce wherem the.

electromc device sends an 1nterrogdt|on signal to the transponder which i in turn sends a ‘

replies to the electromc devrce s

the electronrc devrce relaymg mformatlon relatmg to both the 1dent1ty of the‘

devrce and the transponder to a remote locatron and recervrng authorrsatron from sard '

remote locatron to commence normal operatron of the device.

N

2. A method as clarmed in clalm 1 wherem the step of 1n1t1atmg the actlvatlon ‘

‘sequence of the electromc devrce rncludes the step of manually entermg, an: actrvatron

code into the devrce

iR

-3 A method as- clalmed in clalm 2 wherein the step of mmatmg the activation

sequence comprrses the steps of mputtmg a pluralrty of actrvatron codes into the '

EENNS

4. ' A method as clalmed 1n clalm 3 wherem one of said activation codes is a

: "relatlonshrp 1dent1fy code whrch mrtrates commumcatron between the deV1ce and the .~

transponder —— T N o



- ‘ devrce to correspond penodlcally with the database to verrfy the 1dentrty of the devrce |
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5. . A method as clalmed in clalm 4 wherem the relatlonshlp ldentlty code is

supplled to the user in a secure manner

/ . - . - A
L1

6. A method as claimed in any prccedmg claim wherern said remote locanon

includes a. database arranged to verrfy the 1dent1ty and status of thc device and the

transponder. .

7. A method as clalmed in clalm 6 and lncludmg the step of causmg the electromc‘ o

n

and transponder

'8.. A method as claimed in claim 7 wherein the. database‘i's configured to»",‘
correspond with the electronic. deviee and alter the operational parameters of the

‘electromc devrce in response to, the database bemg mformed of a change of status of o

the electromc device and/or transponder

9. A method as clalmed in clarm 8 wherem the database is conﬁgured to prevent

/

- the use of the electromc device.

10 - A method as clarmed in claim 8 or cla1m 9 wherem the database is conﬂgured

+

to erase 1nformatlon ‘contained w1th1n the electromc devrce

7

11. A method as claimed in any of claims d‘to 10 wherein said database_comprises

an authorisation and control databasc; and an authentication database.

- . B . X ) ) X X . . R .
12. A method as claimed in any preceding claim wherein the step of the ¢lectronic.
< device re.ceiving infomiation from the transpo'nder .comprises the steps of the

- controller sending ‘an interrogation signal and the transponder in response thereto

sending a reply signal.

13. . A method as claimed in claim 12 wherein the controller is operablc to send the

mterrogatlon signal either contmually, penodrcally or mtermlttently : i

‘ t

-



14
' ‘ . ! . - ' N - . . ‘. ' D ! .o
14. A method as claimed in any preceding claim wherein the step of restricting the

normal operation of the electronic device comprises the controller placing the device in

~one of a temporary dormant state and a pertnanent dormant state ‘in the absence of

~ receiving a response from the transponder.

15, A method as claxmed in clatm 14 wherem the stcp of placmg the deV1ce in the

temporary dormant state occurs in the event that the controller fdllS to recelve a reply

| ' sngnal from the transponder in reply to the mterrogatmn slgnal
10 | |

16. A vmethod as claimed-in'claim 14 or claim 15, Wherein the‘contro'lle/r continues

"t send the interrogation signal while the device is in the temporary dormant state. ,

15

.20 -

.25

17. ’, A method as clalmed in any of claims 14 to 16 wherem upon entering the

- temporary dormant state- the normal operatlon of thc dewce is one of partially or wholly o

4
’

restricted. .

18. . A method as clair‘ned in any of claims 14 to 17 wherein th‘e‘ device is removed
from the temporary dormant state in the event that the controller recetves a reply si gnal

from the transponder w1thm a predetermined- time llmlt smce the recelpt of a pnor reply.

E sighal.

19, . A method as clatmed in any of clalms 14 to 18 wherem the devrce is arranged

to. sound an alarm to indicate that 1t 1s in the temporary dormant state.

20. A method as clalmed in any of‘ claims 14 to 19 wherem the devrce is placed in
the permanent dormant state in the event that the no- reply to the mterrogatlon sxgnal is -

‘ recelved by the controller w1thm a predetermmed tlme penod

21 A method as claimed ~ m clalm 20 wherem uponrentermg the~permanent~~—~ sreempeer o

' dormant state the controller ceases S 10 send the 1nterrogat10n srgnal

/1
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22 A method as clalmed in any precedmg clalm wherem once normal operatlon of
the device has been authorlsed the devrce may be mstructed 0 operate in response toa

' reply srgnal recelved from an addmonal transponder

v

23 | A method as clalmed in clalm 22 wherem the device may bc mstructed to .

‘ operate in response to reply signals recelved from one or more addmonal transponders

v
'
\
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