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Abstract— Modular Multilevel Converters (MMC) are 
considered very suitable for the transmission of bulk power. 
Increasing the reliability of MMCs forms a real challenge since 
they are built from series connection of sub-modules. Applying the 
concept of fault tolerance to the MMC control system can 
significantly increase the reliability of the MMC as it will be 
available in normal as well as faulty conditions. This paper 
presents an analysis of the MMC reliability enhancement gained 
from applying different fault tolerant control techniques. The 
reliability is investigated through solving differential equations 
generated from Markov chains. 
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I.  INTRODUCTION

The fault tolerant control (FTC) system is the system which 
is able to perform its desired control functions at high level of 
stability and security during the occurrence of a certain fault. 
FTC systems are gaining the interest of many researchers in 
different research fields because of their ability to enhance the 
overall reliability of systems. FTC systems are classified into 
two main types: passive and active [1-3]. 

As shown in Fig. 1, active FTC system receives the 
continuous fault status from the FDU. Then at the fault 
condition, it re-configures the control system to a new system 
which isolates the faulty part of the system and maintains the 
stability of the plant. It is important to mention that the redesign 
process of the system is performed online which normally may 
allow some changes to desired control functions or degradation 
in the performance [4-5].  

The main disadvantage of active FTC techniques is the slow 
response of them due to the time consumed on the fault 
detection and controller redesign. However, the main advantage 
of these techniques is their ability to detect wide range of faults 
[5]. 

In passive FTC, the controller is designed in the offline mode 
then it operates with fixed behavior during normal and 
abnormal conditions. Therefore, it should be designed such that 
it can tolerate the faults [6-7]. The main advantages of passive 
FTC techniques can be summarized in the following points: 

• There is no need for the fault detection process as the
system is working with the same parameters during normal 
as well as fault conditions. 

• The response of them is very fast due to the
elimination of FDU and the control redesign processes. 

However, it is very difficult for one passive FTC system to 
detect different types of faults since they are designed in the 
offline mode [8]. 

Fig. 1: Structure of active FTC. 

According to the literature, there are different types of sub-
module faults that can strike MMCs and affect their operation 
[9-10]. Since MMCs are used in important applications and at 
the same time they form a big investment, it is extremely 
important to detect these fault very quickly to protect the whole 
system from sudden failures. For this particular purpose, the 
sub-module faults are investigated in the following sub-
sections. Moreover, popular fault detection techniques are 
discussed to find out the advantages and disadvantages of each 
method and pointing what is needed in the process of fault 
detection of MMCs.  

MMCs should work at high level of reliability as they usually 
work in critical applications that do not have the luxury of 
losing the power transfer. Based on this fact, it is highly 
recommended to provide the control of the MMC with fault 
tolerance capability to make the MMC able from delivering the 
desired power during faulty conditions without the need to 
block the converter [11]. 

This paper presents an investigation of MMC reliability 
enhancement when two different fault tolerant control 



techniques are used. The first technique is based on using 
redundant sub-modules while the second depends on modifying 
the control of the MMC during faults. Section II presents the 
operation concept of the MMC and its mathematical model. The 
reliability analysis using Markov chains of the MMC is 
illustrated in section III. Section IV shows the conclusion and 
major findings of the presented work. 

II. MODULAR MULTILEVEL CONVERTERS

A. The structure of MMCs

The MMC consists of sub-modules connected in series
forming a leg in each phase. The sub-module can be a half-
bridge or a full-bridge and each sub-module has a capacitor that 
buffers the energy from the dc to the ac side and vice versa; thus 
the dc-link capacitor is not required. A high-speed bypass 
switch is added to the output port of the sub-module to isolate 
the sub-module in case of a fault. As shown in Fig. 2, each phase 
leg is divided into two arms upper and lower. Each arm has 
identical numbers of sub-modules to generate balanced voltages 
in the two arms of each phase. Inductors are installed in arms to 
smooth and filter the currents [12-13]. 

Fig. 2.  The structure of the MMC.

B. MMC Operating Modes

The MMC half bridge sub-module has four operation modes
during which energy is transferred: 

Mode 1: When S1 is closed, S2 is opened, and the arm has 
positive polarity. The current flows into the 
capacitor, charging it. The sub-module is then 
inserted. See Fig. 3(a). 

Mode 2: When S1 is opened, S2 is closed, and the arm has 
positive polarity. The sub-module is bypassed, and 
the current flows towards the next sub-module, 
keeping the capacitor charge constant. The sub-
module is then bypassed. See Fig. 3(b). 

Mode 3: S1 is closed, S2 is opened, and the arm has negative 
polarity. The capacitor starts to discharge and then 
the sub-module is inserted. See Fig. 3(c). 

Mode 4: When S1 is opened, S2 is closed, and the arm has 
negative polarity. The current flows towards the 

next module, keeping the capacitor charge constant, 
after which and the sub-module is bypassed. See 
Fig. 3(d). 

Fig. 3.  Different operating modes of MMC sub-modules. (a) Mode 1. (b) 
Mode 2. (c) Mode 3. (d) Mode 4. 

C. Mathematical Model of MMC

For the purpose of designing an inner control system for the
MMC, it is necessary to mathematically analyze the converter. 
The converter arms, shown in Fig. 4, are represented as variable 
capacitors connected in a series with arm resistance and 
inductance. The number of sub-modules per arm and the 
switching frequency is assumed as infinite to simplify the 
analysis because of the perfect sinusoidal output voltage and 
total voltage balancing between arms. The arm capacitance 
insertion is represented with a modulation value ݉௔௥௠	௫, where 
x may be u for upper arm or l for lower arm. The	݉௔௥௠	௫	is 
varied from 0 to 1. For example, when ݉௔௥௠	௨ = 0, this 
indicates that all sub-modules in the upper arm are bypassed 
and when ݉௔௥௠	௟ = 1, this indicates that all sub-modules in the 
lower arm are inserted. The value ݒߑ஼௫ is the sum of arm 
capacitor voltages. The arm voltage is given by: ݒ௫(ݐ) = ݉௔௥௠	௫(ݐ).  .஼௫ݒߑ

   (1) 
The inserted arm capacitance is given by: ܥ௜௡௦௫ = ஼ೄಾே.௠ೌೝ೘	ೣ(௧)   (2) 

where ܥௌெ is the capacitance of one sub-module and N is the 
number of sub-modules per arm. If the arm current is ݅௫(ݐ), the 
total capacitor voltage dynamics can be expressed by: ௗஊ௩಴ೣௗ௧ = ௜ೣ(௧)஼೔೙ೞ	ೣ.   (3) 

Substituting (2) in (3), the capacitor voltage dynamics can be 
expressed for the upper and lower arms by: ௗஊ௩಴ೠௗ௧ = ே.௠ೌೝ೘	ೠ.௜ೠ஼ೄಾ   (4) ௗஊ௩಴೗ௗ௧ = ே.௠ೌೝ೘	೗.௜೗஼ೄಾ   (5) 

The current ݅ௗ௜௙௙ is the differential current, which circulates 
between the phase legs. The circulating current of any phase is 
described as follows: ݅ௗ௜௙௙ୀ ௜ೠା௜೗ଶ .         (6) 

By performing the necessary circuit analysis, the output phase 
voltage ݒ௢ is given by: ݒ௢ = ௩೏೎ଶ − ௔௥௠ܮ ௗ௜ೠௗ௧ − ݉௔௥௠	௨	Σݒ஼௨ ௢ݒ (7)  = − ௩೏೎ଶ + ௔௥௠ܮ ௗ௜೗ௗ௧ + ݉௔௥௠	௟	Σݒ஼௟.   (8) 



Fig. 4.  The MMC average model. 

III. MMC RELIABILITY ANALYSIS

A system failure can be represented by its probability to 
occur; this is done considering the process behavior as a random 
variable which receive its value from finite state space 
elements. To assess the reliability of the MMC, firstly the 
failure rate of the IGBT ߣ଴ should be assumed. The reliability 
function R(t) is the probability of success for the system which 
is expressed as: ܴ(ݐ) = 1 −  (9)                    (ݐ)ܨ
Where F(t) is the probability of the system failure which is 
complementary to the R(t) and is given by: (ݐ)ܨ = ׬ ݂(߬)݀߬௧଴      (10) 
Where f(t) is rate of change for the failure probability of a 
certain components, thus (10) can be rewritten as: ݂(ݐ) = ௗி(௧)ௗ௧      (11) 

Another important definition is the mean time to failure 
(MTTF) which gives an indication for the expected life time of 
a component that cannot be repaired or maintained, the MTTF 
is expressed as: ܨܶܶܯ = ׬ ஶ଴ݐ݀(ݐ)ܴ      (12) 

For a system without a fault tolerant control, the MMC will 
fail if one sub-module suffers from a fault in either the upper or 
lower legs. To model the reliability of the converter in this case, 
a Markov chain is developed as shown in Fig. 5. 
In this case the failure rate for one sub-module in a certain leg 
should equal: ߣଵ = (2ܰ −  ଴                (13)ߣ(1
Where ߣ଴ is the failure rate of each IGBT switch. 
Based on the Markov chain and from (13) substituting in (11), 
this gives: ௗ௉భௗ௧ = 	ଵߣ	2− ଵܲ(ݐ)     (14) 

Solving the first order differential equation presented in (10), 
the reliability function can be expressed as: ܴ(ݐ) = ଵܲ(ݐ) = ݁ିଶ	(ଶேିଵ)ఒబ	௧ 	       (15) 
From (15) substituting in (12), the mean time to failure is: ܨܶܶܯெெ஼	௪௜௧௛௢௨௧	ி்஼ = ଵଶఒబ ቀ ଵ(ଶேିଵ)ቁ     (16) 

Fig. 5.  Markov chain of the MMC without FTC. 

IV. MMC RELIABILITY ENHANCMENT USING FTC

The enhancement of the MMC reliability is calculated while 
applying two FTC techniques. The first technique achieves the 
fault tolerance using redundant sub-modules while the second 
depends on modifying the control of the MMC without using 
redundant sub-modules. 

A. FTC using redundant sub-modules

Regarding tolerating the fault using redundant sub-modules, 
the idea depends on disconnecting the faulty sub-module and 
inserting a new redundant sub-module without the 
disconnection of the MMC as shown in Fig. 6 [13-15]. 

The process of insertion of the redundant sub-modules is done 
using a strict control. At each triggering time, the control 
system identifies the state of each sub-module by the aid of a 
suitable fault detection algorithm. If any sub-module is 
subjected to high switching commutations or a fault, the control 
system bypasses the faulty sub-module and replaces it by a 
redundant sub-module [15]. 

Fig. 6: Structure of MMC with redundant sub-modules. 

In this case, the reliability of the MMC can be figured out from 
Fig. 7 which has two failure rates. The first failure rate when 
losing one sub-module, ߣଵ. While the second failure rate, ߣଶ 
indicates losing two sub-modules in the same leg. In the sub-
module redundant based FTC, each leg is assumed to be 



equipped with one redundant sub-module. Thus, the sub-
module failure rates are given by: ߣଵ = (ଶேିଵଶ + ଴ߣ(1 ଶߣ (17)    = (ଶேିଵଶ ଴ߣ(    (18) 

According to Markov chain, the failure probability of the first 
state is: ௗ௉భௗ௧ = 	ଵߣ	− ଵܲ(ݐ)     (19) 

Solving the differential equation given in (19) gives: ଵܲ(ݐ) = ݁ି(మಿషభమ ାଵ)ఒబ	௧	           (20)
Following the same way, the failure probability of state 2 gives: ௗ௉భௗ௧ = 	ଵߣ ଵܲ(ݐ) 	ଶߣ	− ଶܲ(ݐ)     (21) 

Solving (21) gives: ଶܲ(ݐ) = (ଶேିଵଶ )(݁ିቀమಿషభమ ቁఒబ	௧	 − ݁ିቀమಿషభమ ାଵቁఒబ	௧	)         (22)

From (20) and (22), the probability of the fail state is the 
summation of ଵܲ(ݐ) and ଶܲ(ݐ): ܴ(ݐ) = ଵܲ(ݐ) + ଶܲ(ݐ) = ቆቀଵିଶேଶ ቁ ݁ିቀమಿషభమ ାଵቁఒబ	௧	ቇ +(ଶேିଵଶ )(݁ିቀమಿషభమ ቁఒబ	௧	)    (23) 

From (23) substituting in (12), the MTTF is: ܨܶܶܯெெ஼	௪௜௧௛	ி்஼	ଵ = ଵఒబ ቀ ଵିேேାଵ)ቁ     (24) 

Fig. 7.  Markov chain of the MMC with the first FTC technique. 

B. FTC based on modifing the MMC inner control

Unlike the previous technique, the MMC is not equipped
by redundant sub-modules. The MMC inner control modifies 
the control and isolates the faulty sub-modules. To simplify the 
calculations and give a sense for the results, the reliability 
calculations will be performed for the simulation model which 
incorporates four sub-modules per arm. In this particular case, 
the Markov reliability chain is developed as shown in Fig. 8. 
The Markov reliability chain shows that the MMC with the 
proposed FTCU have four possible finite states before reaching 
the failure state instead of one as shown in the previous section. 
The possible states are: 

• State 1: The healthy state (no faulty sub-modules).
• State 2: Losing a sub-module in the upper arm.
• State 3: Losing a sub-module in the lower arm.
• State 4: Losing two sub-modules (one in the upper arm 

and one in the lower arm).
• Fail state: Losing two sub-modules in the upper arm or

two sub-modules in the lower arm or both.

In this case, two failure rates should be presented ߣଵ and ߣଶ. ߣଵ 
is the failure rate of one sub-module and will be the same as 
calculated in (13). ߣଶ is the failure rate for losing two sub-
modules and should equal: ߣଶ = (2ܰ −  ଴               (25)ߣ(3
Based on the Markov chain, the probability for the first state P1 
will remain the same as presented in (15). Regarding the 
probability of the second state P2, it can be expressed as 
follows: ௗ௉మௗ௧ = ଵߣ)− + (ଶߣ ଶܲ(ݐ) + ଵߣ ଵܲ(ݐ)     (26) 

From (26) substituting in (11), the solution of the differential 
equation gives: ଶܲ(ݐ) = ଶேିଷଶ ൫݁ି(ఒభାఒమ)௧ − ݁ିଶఒభ௧൯     (27) ଷܲ(ݐ) has the same probability of ଶܲ(ݐ) since the conditions are 
the same. 
Moving to the forth state probability, it is also can be 
emphasized from the Markov chain as follows: ௗ௉రௗ௧ = (ଶߣ2)− ସܲ(ݐ) + ଵߣ ଶܲ(ݐ) + ଵߣ ଷܲ(ݐ)     (28) 

From (28) and substituting in (11), the solution of this 
differential equation is expressed as: ସܲ(ݐ) = (ଶேିଷ)మସ ൫݁ିଶఒభ௧ + ݁ିଶఒమ௧൯ − (ଶேିଷ)మଶ ݁ି(ఒభାఒమ)௧       (29)

The reliability function R(t) is the summation of the four 
probabilities as follows ܴ(ݐ) = ଵܲ(ݐ) + ଶܲ(ݐ) + ଷܲ(ݐ) + ସܲ(ݐ) = ቆ(2ܰ − 2) + (ேିଷ)మସ ቇ ݁ିଶ	(ଶேିଵ)ఒబ	௧	 + ቆ(2ܰ − 3) −
(ଶேିଷ)మସ ቇ ݁ିଶ(ଶேିଶ)ఒబ	௧	 + ቀ(ଶேିଷ)మସ ቁ ݁ିଶ(ଶேିଷ)ఒబ	௧    (30) 

From (6.18) substituting in (6.8), the mean time to failure is: ܨܶܶܯெெ஼	௪௜௧௛	ி்஼ = ଵଶఒబ ቌቆ(ଶேିଶ)ା(మಿషయ)మర ቇ(ଶேିଵ) +
ቆ(ଶேିଷ)ି(మಿషయ)మర ቇ(ଶேିଶ) + ൬(మಿషయ)మర ൰(ଶேିଷ) ቍ  (31) 

Fig. 8.  Markov chain of the MMC with the second FTC technique. 

V. RESULTS AND DISCUSSIONS

To compare between the reliability before and after the 
application of the two fault tolerant control strategies, the 
reliability density functions presented in (15), (23) and (30) are 
plotted against time for five level MMC. The IGBT failure rate ߣ଴ is assumed to be 10ି଻ℎିଵ which is almost three years.  



As shown in Fig. 9, the reliability density function is 
considerably enhanced which means that the rate of failure for 
the MMC has been decreased. This is also clearly appearing in 
table I where the MTTF has significantly increased when 
applying the two FTC strategies. 

Fig.9: The reliability of the MMC using different FTC techniques. 

TABLE I 

COMPARISON BETWEEN MTTF ASSOCIATED WITH

DIFFERENT FTC TECHNIQUES 

CONDITION MTTF (IN HOURS) 
Without FTC 714285 
With redundancy FTC 8750000 
With control based FTC 163958335 

VI. CONCLUSION

In this paper, the reliability of the MMC has been carefully 
studied and analized using Markov chains. The effect of using 
FTC on the MMC is investigated. Results showed that using the 
FTC concept will significantly increase the MTTF of the MMC 
which means that the MMC will be very reliable since it is 
availability has increased to contain normal and faulty 
operation conditions. 
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