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Abstract

The use of digital printing has made the linking of counterfeit banknotes from the
same organised crime groups difficult for law enforcement agencies and Central
Banks. A more reliable and objective means of attributing counterfeits to a common
source is therefore required. An area of potential forensic evidence could be from the
acquisition of trace DNA encapsulated between the layers in a multilayer counterfeit
or from the adhesive used for adhesive external features such as foil patches or foil
strips. By establishing a novel method for the removal and extraction of DNA, the
possibility of profiling encapsulated DNA from counterfeit euro banknotes could be
evaluated.

Preliminary research established that DNA could be removed from the adhesive side
of dot matrix holograms using Chelex resin and phenol chloroform extraction.
However, the percentage yield of DNA successfully extracted was low, with most
results being below 20%. To increase the release of DNA from the adhesive layer of
the dot matrix holograms, xylene, a 1,2-indandione working solution and ethanol were
shown to be successful at separating the adhesive layers of two-layer counterfeits
and on the adhesive used on dot matrix holograms present on some counterfeit
banknotes. Xylene was applied in the swabbing of dot matrix holograms in a
simulated procedural study involving the extraction of DNA through three extraction
processes. Samples were then quantified and DNA profiled to establish the condition
of present touch DNA. Both Chelex resin and phenol chloroform gave partial DNA
profiles in the majority of samples, counter to what the gPCR data suggested in prior

analysis.

A modified Chelex resin extraction with ethanol-based swabbing was applied to
seized counterfeit banknotes to show the potential of the methodology established.
However, no profiles were successfully acquired from either the dot matrix holograms
or the imitation metallic threads analysed. To account for a potential loss of DNA,
direct PCR was carried out on segments of imitation metallic thread taken from 24
counterfeit banknotes. Two of the samples gave partial DNA profiles that had alleles
that could be used for RMP analysis and one profile where the allelic peaks were
challenging to interpret. Although no link between the DNA profiles could be
established using profile comparisons, the results do highlight the potential of

acquiring DNA profiles from DNA encapsulated in the layers of counterfeit banknotes.



This research shows the capability of acquiring DNA from counterfeit banknotes for
forensic investigations, which with further research could be part of a standard
procedure for counterfeit banknote processing to gain intel on organised crime
groups.
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Chapter 1 Literature Review

1.1 Introduction to Currency and Counterfeiting

1.1.1 The Extent of Counterfeiting Banknotes and Legal

Protections of Currency

Counterfeiting poses a very real threat to the integrity of banknotes and consequently
to the degree of trust in banknotes as a secure method of payment. This applies to
both public and retailers alike (de Heij, 2010a). Furthermore, counterfeiters may
exploit the fact that not all retail sector employees are adequately trained with regard
to banknote authentication and accordingly, may be targeted by criminals seeking to
dispose of counterfeit currency (de Heij, 2010a). To combat this, the security printing
industry and banknote issuing authorities invest considerable effort in the
development and deployment of security features designed to keep ahead of
emerging print technologies which are available to the general public, including
criminals (de Heij, 2009 and 2010b). In all cases, the technical evolution of new
security features must be accompanied by ongoing public awareness campaigns, so
as to ensure that the authentication value of the new features is optimised (de Heij,
2009 and 2010b).

Manufacturing and circulating counterfeit currency is a major area of criminal activity.
Investigating such crimes can be an arduous task given the sheer volume of
counterfeits that are seized. The history of counterfeit currency goes as far back as
the 4" Century BCE (Giovannelli et al. 2006). However, the earliest set of regulations
dealing with counterfeiting stemmed from the Geneva Convention of 1929 at the
International Convention for the Suppression of Counterfeiting Currency and Protocol
(Geneva Convention, 1929). Every member state which signed the Convention
document was bound by the International Treaty to prevent and prosecute those
involved in the manufacturing and “uttering” of counterfeit currency (Geneva
Convention, 1929). This was the first instance of an internationally motivated
procedure to quash the production of counterfeit money. The agreement states that
countries are not just responsible for maintaining the integrity of their own currency

but are equally responsible for eliminating the production of all counterfeit currency.

Additional Regulations were implemented in Europe in the earlier 2000s to address
the complications of the introduction of the euro as a universal currency. The 1998,

2000 and 2001 European Regulations and Decisions subsequent to the Geneva
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Convention ensured a unified framework operating across Europe against
counterfeiting (European Union, 1998, 2000 and 2001, Flegar and Radovanovic,
2013). All member states that adopted the euro currency are required to abide by
these regulations. (European Union, 2001, European Union, 2014). The requirements
include both rules on production of currency and also how notes and coins are taken
out of circulation, including counterfeit notes (European Union, 2000 and 2001). The
Directive also states what constitutes the illegal use of digital tools for counterfeiting
as well as providing guidelines on the extent of sentencing for specific crimes. These
include the lawful imprisonment of an individual for a maximum eight years for:
manufacturing counterfeit currency, modifying legal currency or for the early
introduction of legal unreleased currency into circulation all stated in Article 5, section
3 (European Union, 2014). A maximum sentence of five years is suggested for
knowingly adding counterfeit currency into circulation or being involved in the
movement of counterfeit currency, according to Article 5, section 4 of the Directive
(2014). A recent example of the benefits the EU regulations and Geneva convention
was provided in the detention of 8 suspects by Europol in 2016 (Europol, 2016a).
These individuals were associated with a worldwide organised crime syndicate and
were found to be in possession of €3 million worth of counterfeit notes. Notes
manufactured by this group were identified as being in circulation in every EU country.
This information provided weight for the prosecution case and highlights the
effectiveness of having a European union wide network for investigations by Europol

and the EU Central Office for Combating euro Counterfeiting (Europol, 2016a).

In the United Kingdom, sub sections 14 to 23 of part Il of the Forgery and
Counterfeiting Act (1981) provide that it is an offence for an individual to create a
counterfeit banknote or coin with the intention to then attempt to pass it off as genuine,
or simply to make the counterfeit without express permission from a lawful body, (that
being the Treasury for the pound sterling). Furthermore, it is illegal to own currency
that you believe to be counterfeit with the intent of passing it on as genuine. It is illegal
to produce or own materials that the individual intends to use for the production of
counterfeit currency or allow someone else to use such items for such a purpose. The
Act goes further to state that any movement of counterfeit currency, written plan or
agreement to make said counterfeits, is also illegal. Breaching any of these provisions
can lead, on conviction, to a penalty of a minimum fine of £1000. In the past, cases
have resulted in imprisonment for a period of 12 months for attempting to use

counterfeit £20 notes (R. v Edirin-Etareri (Jamil)). More severe cases whereby an



individual was planning to make counterfeit notes resulted in 10 years imprisonment
(R. v Hartley).

Counterfeit currency is often of such poor quality that it does not pose any true threat
to a Country’s economy given it can easily be identified and removed from circulation.
That said Organised Crime Groups (OCGs) producing large quantities of high-quality
counterfeit notes could result with a public loss of trust in banknotes. Normally, the
only counterfeits that pose any true threat are the ones produced to a sophisticated
level which closely emulate genuine banknotes (de Heij, 2010b). A significant
percentage of euro counterfeits, emanate from criminal group activity operating
around Naples, Italy (Donadio, 2012 and Scherer, 2016). In 2018, the euro system
removed 301,000 counterfeit banknotes from circulation in the first half of that year
(European Central Bank, 2018). A further 262,000 counterfeit banknotes were
identified and removed in the latter half of the same year (European Central Bank,
2019). The €20 and €50 euro denomination notes were those most often
counterfeited (European Central Bank, 2018 and 2019). Over 80% of counters
withdrawn from circulation were lower denominations (European Central Bank, 2018
and 2019). These statistics rather than suggesting that the central banks’ abilities to
lower counterfeiting are lacking, highlight that the measures taken to detect and deter
counterfeiting are working. The number of counterfeit notes must be assessed in
context. In excess of 251,000 counterfeit euro banknotes were removed from
circulation in the first half of 2019 (European Central Bank, 2019). Although this figure
is not excessive, considering the twenty-two billion genuine banknotes in circulation
at time of writing (European Central Bank, 2019), the damage is predominantly
against the retail sector within the euro area. In addition to this, significant quantities
of counterfeit banknotes are seized annually by police forces within and outside
Europe, prior to these counterfeits entering circulation, i.e. without there being a
financial victim. In the case of the pound sterling, the large majority of counterfeit
banknotes are seized while in circulation, with 20,000 being seized before entering
circulation and 175,000 counterfeit banknotes taken out of circulation in 2020 (Bank
of England, 2022). It is reported in the United Kingdom that counterfeit pound notes
totalled 103,000 notes in 2021, 72,000 less than in the previous year (Bank of
England, 2022). In total the value of these notes was £2.7 million. The £20 note was
evidenced as being the note most often counterfeited, there being approximately
74,000 counterfeit banknotes of this denomination. The figures disclose that the
counterfeiting of the £20 note was so prolific it constituted just over 83% of the total

number of all counterfeit sterling notes that year (Bank of England, 2019). This trend
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of decreasing circulation counterfeit currency could be attributed to the reduced
circulation of physical currency during the nationwide lockdown. However, the trend
was also present in specific banknotes that new security characters had been
introduced prior to the nationwide lockdown, such as the changing of paper to polymer
for the £10 banknote (Bank of England, 2022).

1.1.2 The Anti-Counterfeiting Features of Banknotes

The quantity of counterfeit banknotes in circulation at any one time is small when
compared to the number of genuine banknotes. However, the authorities in all
countries continue to expend time and financial resource in ways to counter
counterfeit currency. Many countries have implemented a variety of changes to
manufacturing techniques in an effort to make it more difficult and expensive for
criminals to emulate them (Sarkar et al. 2013). Inbuilt features introduced into genuine
notes help both the public and banks distinguish a counterfeit from a genuine note. In
the case of euro banknotes, there have been a series of two redesigns termed the
first series, which began circulation in 2002 (European Central Bank, 2005) and the
second series (or Europa series) that was introduced in 2013 (Marchand and
Palazzeschi, 2014). This allowed for the introduction of newly developed security

characteristics to be included as well as improve on the previous designs.

The key features introduced have to be such that they aid the general public in
distinguishing a genuine note from one that is a counterfeit. Although not completely
fail-safe, it has been established that 79% of counterfeits are distinguishable from
genuine currency by the general public (van der Horst et al. 2016). Three levels of
security exist which act as a barrier to counterfeiters producing an effective simulation

of a genuine banknote.

1.1.2.1 Level 1 Security Features

Firstly, the level 1 security features comprise those aspects that can be examined by
any individual without the need of specialist equipment (Berenguel et al. 2016). These
incorporate characteristics that individuals with impaired eyesight can detect namely

by feel or colour of the note (de Heij, 2009).

The initial feel of a euro banknote is crisp and is instantly recognisable by an individual
(Berenguel et al. 2016). The exact process by which paper banknotes are

manufactured before introducing the security characteristics is not widely available



due to the security risks. The notes’ texture and sheen result from the initial
manufacturing process of the paper using short cotton fibres (Flegar and
Radovanovic, 2013, Mann et al. 2015). The type of paper used for banknotes does
not fluoresce when placed under UV light, as can be seen in

Figure 1 where areas of blue can be seen (van Renesse, 1998). This distinguishes it
from other commercially available paper which produces a light blue fluorescence

when placed beneath UV light. This fluorescence is due to whitening agents used in

the standard paper manufacturing process (van Renesse, 1998).

Figure 1. The front of a genuine €10 banknote under UV light highlights the European Union stars and

triple coloured security fibres. The paper itself does not fluoresce (European Central Bank, 2014).
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Figure 2. The offset printing detail can be seen on the bridge depicted on the back of a genuine €10
banknote (European Central Bank, 2014).



Figure 3. Stars featured on the front of a genuine €10 banknote, printed as part of the offset printed

background (European Central Bank, 2014).

The tactile characteristics associated with banknotes are due to the intaglio printing
process (Gillich et al. 2016, Hofman et al. 2014). Before the intaglio printing is applied
to the note, offset printing applies the background imagery that forms the basis of the

note’s design, which can be seenin

Figure 2 (Soukup et al. 2009, Roy et al. 2010). This is achieved through several rolling
printing cylinders that ensure an even spread of the ink is applied to the ink adhering
print cylinder (Verikas et al. 2011). The use of multiple cylinders in tandem allows
different coloured designs to build and align together on the paper after the application
of each colour (Verikas et al. 2011, Soukup et al. 2009, Geusebroek et al. 2011).
Similar to offset printing, the desired ink colour for the intaglio patterns is applied to a
set of printing cylinders in a manner that produces a uniform thickness of ink before
it is applied to printing plates (Hofmann et al. 2014). In this process a machine etched
plate is used that allows the ink to make its way into the grooves of the printing plate
through capillary action (Hofmann et al. 2014, Kyrychok et al. 2014, Funk et al. 2014).
The excess ink is wiped away from the non-grooved area, avoiding unwanted
patterning across the note or bleeding out of the ink (Hofmann et al. 2014, Kyrychok
et al. 2014, Funk et al. 2014). The printing plates are then pressed against the paper
substrate under several tonnes of force that helps the ink within the printing plates
adhere to the substrate (Hofmann et al. 2014, Kyrychok et al. 2014). Intaglio printing
is located on the edges of all the Europa euro notes both in the form of raised lines
and incorporated in the printed designs themselves (seen in Figure 3). The orientation
of such features helps visually impaired persons to assess the denomination of euro

notes, given each denomination has a unique pattern (Felgar and Radovanovoic,
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2013, Funk et al. 2016, de Heij, 2009). Printing of this detail is only available to
manufacturers responsible for the issuing of security documentation (Negru et al.
2017). Most paper notes incorporate an image embedded into the paper itself which
is only seen when the note is placed in front of a light source. These features are
more commonly known as watermarks (Figure 4). They are introduced into the paper
at the wet end of the manufacturing process, using a process called cylinder moulding
(Bicknell and Laporte, 2009, Chambers et al. 2015 and Flegar and Radovanovic,
2013). A watermark is essentially produced by varying the paper density in different
parts of the image (Kumar, 2011, Chambers et al. 2015). Variations in the depth of
the cylinder allows for the change in density of the paper when put under the pressure
of the cylinder mould (Bicknell and Laporte, 2009). As well as the watermark, there is
an embedded security thread in the notes, with the note’s value visible on the thread,
depicted in Figure 5 (Marabello et al. 2017, Flegar and Radovanovic, 2013 and
Chambers et al. 2015). This can be seen by the naked eye (albeit faintly) but does
not appear fully until light is transmitted through the note (European Central Bank,
2014). Security threads are often made of a polymer or metallic material, although in
some documents it is polyester (Bicknell and Laporte, 2009, van Renesse, 1998). The
possible addition of iron oxide pigment produces a thread of a dark black colouration,
as in the first series of Euros (Marabelo et al. 2017). The exact materials used, and
techniques implemented to produce banknotes are often withheld from public
knowledge, to further protect the currency from counterfeiting.
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Figure 4. The Europa portrait and value of the banknote can be seen when viewed in transmitted light.
(European Central Bank, 2014).



Figure 5. When viewed in transmitted light the security thread is visible with the denomination present
in the thread in a genui ne banknote (European Central Bank, 2014).
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Figure 6. The holographic stripe on the front of a genuine Europa series €10 banknote (European
Central Bank, 2014).

1.1.2.2 Level 2 Security Features

A key security feature is the Diffractive Optically Variable Image Device (DOVID) that
appear as a partial foil strip or a foil stamp hologram that exhibit diffractive properties
when tilted (Figure 6). The holographic effect is achieved using nanoscale diffractive
grating (Staub and Tompkin, 2000, Tamulevi€ius et al. 2018). The specific orientation
and shape of the nanoscale structures allows for the reflection of varied colours of
light from different viewing perspectives (Staub and Tompkin, 2000). The engineering
and design used in generating the holograms lead to an easy to recognise feature
and thus a barrier to counterfeiting. Achieving an equivalent metallic structuring
requires expensive and specialised equipment (TamuleviCius et al. 2007 and 2018).

An example of this detailed feature can be seen in the foil viewing window with a



portrait of the Greek mythological figure, Europa (seen in Figure 6), that the new
series is named after (Kinegram®, 2019). These are key features readily recognised
by members of the public and used by them in authenticating notes (de Heij, 2010b).
The Europa series of notes from 2013 incorporates several additional visual security
features. In all the Europa notes, the numerical value of the note is depicted in the
bottom left-hand corner (Figure 7) using what is generically referred to as the emerald
(Papadimitriou, 2013). When the note is tilted, a “rolling bar effect” can be seen
moving down the number (seen in figure 8) as it changes colour from green to gold
(Papadimitriou, 2013, de Heij, 2010b). This feature was first introduced in the 10 Yuan
banknote in China (Papadimitriou, 2013, de Heij, 2010b). The specific colour change
is to aid recognition but also means notes with this feature are almost impossible to
counterfeit without reproducing the exact manufacturing techniques employed by the

banknote producer (Papadimitriou, 2013).
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Figure 7. The numerical value on the bottom left of the Europa series of notes, in this image a €10
banknote, under visible light a “rolling bar effect” can be seen if the viewing angle is changed
(European Central Bank, 2014).

Figure 8. A genuine €100 banknote from the first series under magnification, showing the numerical
value of the note in incorporated into the design of the note in microprinting (Flegar and Radovanovic,
2013).
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Figure 9. Under infrared light a genuine €5 banknote’s watermarks, serial number, metallic thread,

holographic strip and parts of the artwork can be seen (Bruna et al. 2013).
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Figure 10. The two images on the left-hand side are taken from a genuine €100 banknote, with
transmitted light through the note (left) and with reflected light (centre). The image on the right is an

example of a counterfeit with transmitted light through the note (Flegar and Radovanovic, 2013).

Level 2 security features require specialised equipment to see them and as such are
deployed in specialised machinery such as cash deposit or vending machines which
verify notes (Brown 2004, Flegar and Radovanovic, 2013, Heinonen, 2015). An
example of such a secondary level security feature is the metallic thread which runs
through the note (Figure 5 and Figure 9). The machine can read the strip which
incorporates a magnetic barcode which encodes the note’s value (Heinonen, 2015,
de Heij, 2010b). Although this feature is not used by the public, the thread itself is
visible to the naked eye when held to a light. This of itself acts as a basic verifying
feature (de Heij, 2010b). Some of the more basic hidden security features can be

located using a magnifying glass or microscope. Microprinting is a level 2 feature
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most obvious to the public as it can be faintly seen without the need of a microscope.
Microprinting is incorporated into the larger printed objects on the note such as the
number value or the art depicted on the note using the offset printing process
(Heinonen, 2015, Flegar and Radovanovic, 2013). Some of the microprinting can be
seen at 0.8 mm tall but the 0.2 mm printed lettering is impossible to see without using
specialist magnifying equipment. (Flegar and Radovanovic, 2013). The minute sizing
of the lettering and the detail achieved (seen in Figure 8) at this scale makes it
currently difficult to replicate this feature without utilising the same mechanical
process as in the genuine notes’ manufacture (Flegar and Radovanovic 2013, van
Renesse, 1998). However, in time the possibility of more sophisticated intaglio

printing becoming available to the public is a genuine concern (Corzo et al. 2016).

The inclusion of specialist inks used in the printing process cause visual changes
which become apparent under different light sources. Infrared light discloses specific
changes allowing the DOVID strip to be visible or partial sections of the depicted
artwork to appear. By way of example, the first series €5 banknote (Figure 9) when
viewed under infrared light only has the foil strip and the number five alongside part
of the background artwork visible (Bruna et al. 2013). The serial number on the
opposite side of the note and the magnetic strip can be seen faintly (Bruna et al.
2013). Other features are distinguished when viewed under UV light.

Figure 1 shows some of the ink used for specific parts of the note’s artwork becomes
fluorescent when placed under various wavelengths of UV light such as a red-orange
fluorescence (Berenguel et al. 2016, Bunzli, 2010 and 2017, Steudel et al. 2018,
Suyver and Meijerink, 2002). This security property is not restricted highlighting
properties within inks but can identify the fibres incorporated into the paper. In the first
series of euro notes these fibres generated green, orange and blue fluorescence
under UV light at a wavelength of 365 nm (Mutanen et al. 2003). The Europa series
of notes include fibres in three colours: red, blue and yellow. Each fibre fluoresces
under UV light of a wavelength of 365 nm (European Central Bank, 2014). These
fibres are introduced into banknote paper in such a way that they are completely

random in their distribution (van Renesse, 1998).
Lastly, the level 3 security properties are fully covert and confidential, known only to

the Central Banks. This is to prevent the replication of these properties. These tend

to be features incorporated at the point of the banknotes’ paper manufacture before
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the application or introduction of the primary and secondary security features
(Berenguel et al. 2016).

1.1.3 The Manufacturing of Counterfeit Banknotes

The trend monitored following the release of new banknotes, is that there is an initial
decrease followed swiftly by an increase in counterfeit note production, emulating the
new security features (de Heij, 2010b). Such changes are to be expected as
counterfeiters look to simulate or emulate the new characteristics to more
successfully fool individuals not familiar with the newly introduced notes.
Counterfeiters often ‘attack’ the security features by emulating them using cheap
stationery or counterfeit composites acquired online such as digital images for printing
or stick on holograms. The production of counterfeit notes can be linked to personal
use by criminal groups, individual use, or the forward selling of the counterfeits
themselves (Ciancaglini et al. 2013). Online acquired US dollar banknotes from the
darkweb for example, can fetch for 25% to 50% of their face value (Ciancaglini et al.
2013). These counterfeit notes claim to simulate the microprint, security thread,
watermarks and the different inks used in genuine notes (Moore and Rid, 2016). The
easy access to counterfeit components and counterfeit notes themselves present a
threat to public confidence in euro banknotes. Counterfeit euro banknotes do not need
to be made to the same quality of those that the central banks of the Eurosystem,
they simply have to convince a busy shop owner or blend into a handful of notes
during a transaction (Prime and Solomon, 2010, Itri¢ and Modri¢, 2017, Bicknell and
Laporte, 2009). Counterfeiting is not likely to be reduced with the increase of
ecommerce as the use of physical currency will still be needed for many years to
come. This is evident as many countries rely heavily on physical currency such as
Japan’s Yen with 18.9 billion banknotes in circulation (Bank of Japan, 2022) or still
use a mixture of digital and physical currency regularly such as the UK with 4.6 billion

banknotes of Pounds Sterling in circulation (Bank of England, 2022).

A forensic examiner looking at a potentially fake document, must first identify what
characteristics are dissimilar to those found on a genuine example (Bicknell et al.
2009). Commonly, the intaglio print effect of counterfeit notes is simulated to give the
distinctive feel a handler can expect from a genuine note. Techniques to achieve this
to the same quality are mostly beyond the scope of the general public, but
counterfeiters can emboss the desired print onto an offset printed design to closely

replicate intaglio printing (Pfeifer et al. 2016, Negru et al. 2017). The machinery to
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simulate this effect at a low quality is available to buy, providing an avenue for

counterfeiters to produce a more convincing product (Negru et al. 2017).

If the counterfeiter is looking to produce a more sophisticated counterfeit they can
incorporate UV inks into the printing process (Andres et al. 2014). Whilst this
simulates the features of a genuine note when placed under UV light, the inks often
used can appear much brighter in terms of the intensities of the colours under UV
light (de Heij, 2010b). UV light can also reveal the use of standard printing paper given
standard paper often fluoresces white when placed under UV light. The security paper
used in genuine notes does not demonstrate this property. The difference is due to
wood-based cellulose used in most commercial or high-quality plain office paper,
whereas cotton fibres are used in the production of paper banknotes (van Renesse,
1998, Marabello et al. 2017). It must be borne in mind that rag paper composed of a
cotton cellulose mixture that can be bought in stationary retailers, may be a more

convincing substitute (Prime and Solomon, 2010).

Among one of the most counterfeited security counterfeiters are the notes’
watermarks. These are purposely designed to make them hard to reproduce
accurately. However, given this feature is used by shop keeps or consumers to
validate notes, attempts are made to simulate the feature in various ways. The
simplistic approach adopted is by using two layers of paper to produce the counterfeit
banknote. This technique allows the counterfeiter to print the watermark onto one side
of the paper before it is adhered to another layer giving the illusion of an internal
watermark. From the literature it is not clear as to what adhesive is used to adhere
the paper layers of a counterfeit banknote. However, this is likely to reduce the

information available to the public.

The use of a double layered counterfeit note also allows for the inclusion of a
embedded thread (Voinea et al. 2015). The skill and time needed for to manually
position the thread in each note means the thread is sometimes drawn or printed
(Marabello et al. 2017, Chambers et al. 2015). The same is true for the positioning of
a watermark as well as the level of detail needed for this to appear genuine (Flegar
and Radovanovic, 2013). A poorly drawn watermark example can be seen in Figure
11. A series of raids carried out in 2016 in Lithuania, resulted in the seizure of €3
million worth of unassembled counterfeit banknotes discovered in houses and
vehicles. This seizure included unprinted paper that had the watermarks and security

threads already incorporated. Machinery for offset and laser printing, UV and offset

13



inks, as well as €50 dot matrix holograms were confiscated. The counterfeiters had
already succeeded in putting some low-quality notes into circulation. Even though
they were relatively poor quality, they manged to circulate across the EU, eventually
being detected in 15 of the 27 European member countries (Europol, 2016b). This
case example emphasises the broad reach counterfeiting can have, including the
potential difficulties in identifying the source when they are found across such a

widespread geographical area.

Some counterfeiters may not include a watermark in their product and instead focus
on the easy to spot OVDs in an effort to fool busy note handlers (de Heij et al. 2010b).
OVDs are one of the most prevalent features in banknotes for the general public to
identify (de Heij, 2010b). Due to the sensitive nature of OVD production the
information on processes involved in the production of the genuine characteristic is
not widely available. This is likely to reduce potential harm such information
possesses. However, the production of lower quality holograms is accessible to the
general public. These OVDs, previously had been imitated through cheaper metal
foils that were heat stamped onto the paper (Negru et al. 2017, Hartl et al. 2013,
Bicknell and Laporte, 2009). More recently there has been the use of dot matrix
holograms that emulate the authentic OVDs (Boyle et al. 2002). These can be bought
on the internet as sheets of several ‘stickers’ that can then be manually applied to
fabricated note (Boyle, 2002, Lancaster, 2004). This allows for the application of the
hologram securely to the paper surface in a similar manner to which a modern self-
adhesive stamp is applied (Ruprecht et al. 2021). As of yet there is no research
indicating the types of adhesives used by OCGs to produce these adhesive dot matrix
holograms. Europol searches have commonly found adhesive holograms in Europe
such as a series of searches in 2019 in Portugal that resulted in taking down of the
second largest counterfeit currency group in Europe (Europol, 2019). With so many
routes of attack for counterfeiters, and the constant upgrading of technology, the
central banks of the world are always developing new hurdles for counterfeiters to

overcome in an effort to stem the flow of counterfeit currencies.

1.2 The Nature of DNA and Banknotes

More reliable and objective means of attributing counterfeits to a common source is
required. Ideally, this should individualise the human operator(s) in preference to the
machine as counterfeiting operations frequently employ multiple printers at a single

location producing the same counterfeit type, albeit with slightly different print
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characteristics (Donadio et al. 2012, Pfeifer et al. 2016). New approaches are
required to recognise links between confiscated counterfeit items and the criminal
groups who produced same. One route worthy of examination is analysis of trace
DNA (deoxy-ribose nucleic acid) evidence (Barash et al. 2010, Subhani et al. 2019).
It is hypothesised that during the counterfeit manufacturing process, DNA from the
manufacturer is transferred and trapped by adhesives used in the counterfeit
production. The DNA fixed in the adhesive matrix may be protected from any external
DNA contamination which results from the counterfeits circulation. The technique
used to separate the adhesive will ultimately destroy the counterfeit, but it may

generate an evidential connection to those involved in its manufacture.

Studies have investigated the persistence of DNA on the surface of banknotes but to
date there are no studies to evidence if DNA can persist between the layers in
banknotes, particularly within pockets in the adhesive matrix. Research by van den
Berge et al. (2016), established that mixed profiles of between 2 to 6 people could be
identified on the surface of notes. However, the research only examined what are
assumed to be genuine banknotes and external DNA deposits. The researchers’
findings do not necessarily suggest that DNA from a counterfeiter can persist on the
surface of a counterfeited item once in circulation. The research could have been
extended to include additional note denominations. Some notes, particularly those of
lower value are used more extensively than others (European Central Bank, 2018
and 2019) and as such could have varied persistence of DNA. Genuine banknotes
are unlikely to hold any encapsulated DNA pockets due to the stringent manufacturing
processes used in their production. Although the researchers used 52 samples, the
sources of the note samples were limited. The notes were removed from 13
individuals each providing an average of 4 notes. A more significant result could have
been achieved using an increased sample size. Details as to the year of issue of the
notes examined should have been supplied as this suggests how long they may have
been in circulation. Notwithstanding these deficiencies, the results identify the risk of
contamination by innocent bystanders who do no more than handle the notes whilst
in circulation. The risk of contamination from innocent individuals of any DNA found

within a counterfeit banknote when it is extracted is therefore a consideration.

Raymond et al. (2009) analysed the persistence of trace DNA over time when left in
different environments. Their comparisons were between samples left within a lab
setting and those taken from an outdoor environment. They found that the successful

acquisition of a complete profile diminished rapidly, over a period of a few weeks
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when the trace DNA was left on outdoor environment objects. In comparison, samples
of trace DNA persisted in lab stored samples for nearly six weeks. The research was
conducted in the context of trace DNA in burglary situations, but the findings highlight
the difficulties which exist in recovering a profile from surfaces that are exposed to
environmental variables (Raymond et al. 2009). Counterfeit notes are sometimes in
circulation for some time and as such the possibility of introducing other DNA profiles
linked to innocent bystanders is increased. DNA has been found to persist for several
days on surfaces (Quinones and Daniel, 2012). The encapsulation of DNA in the
adhesive matrix of counterfeit banknotes may provide a viable source of intact DNA,

uncontaminated by those who have innocently handled the notes.

The introduction of banknote security features have provided counterfeiters with
significant challenges in producing counterfeit notes which would be accepted as
genuine by both the public and commercial institutions. That said, the key issue which
remains a problem for authorities looking to stamp out counterfeiting is the fact that it
is difficult to trace counterfeit notes to the point of origin once they have been released
into general circulation. Examination of counterfeit notes handed into central banks
which look similar to one another have, when examined in detail, been shown to
demonstrate varying characteristics (Bozi¢evi¢ et al. 2012). The variations which
existed in counterfeited notes that may have been manufactured by the same group
of individuals made them easier to link to any single source. This is due principally to
the fact that counterfeiters do not pay as much attention to the uniformity of each
batch of notes they produce as is demanded by the treasury (Hofman et al. 2014).
Counterfeiters use machinery which can achieve only limited accuracy levels
(Bozicevic et al. 2012).

Traditionally, when most counterfeits were offset printed (Pfeifer et al. 2016), technical
analysis of the printed image and in particular print defects associated with the
origination artwork was sufficient to determine if two or more counterfeits came from
the same source (Gillich et al. 2016, Bicknell et al. 2009). The advent and increasing
dominance of digital printing (in particular inkjet) means that this is no longer the case
(Berenguel et al. 2016). This scenario is exacerbated by the number of makes and
models on the market and the rapidly evolving nature of the technology, which in in
some cases has effectively neutralised the value of traditional security features, e.g.
microtext and rainbow printing (Brown et al. 2017). Due to the accessibility of cheaper
digital printing, OCGs have been found using the modern inkjet approaches and older

printing process to increase production. An example of which happened in a case
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across Italy and France where a crime syndicate was dismantled after successfully
producing and distributing 45,000 €100 counterfeit banknotes causing €4.5 million
worth of damage in that denomination alone (Europol, 2018). If not for a tip off to the
French National Police, the operation would likely have continued to cause financial
damage to the economy (Europol, 2018). Cases like this highlight the need for
forensic techniques to help reduce the damage caused by OCGs and help provide
further evidence for criminal proceedings. As with most OCGs, the production and
use of counterfeit currency is used to facilitate other illegal activities such as drug
dealing. One such case in 2022 had counterfeit 50-euro banknotes of a value of
€25,000 seized from a series of properties that was primarily being used to help fund
production and distribution of marijuana in Spain (Europol, 2022). It can be said that
establishing the source of counterfeit currency may also lead to the dismantling of
other OCG activities.

Given its evidential significance the holographic patches and strips on the counterfeit
euro banknotes may be worthy of forensic analysis. These elements of a counterfeit
banknote manual application most likely in a non-sterile environment. This
distinguishes counterfeits from notes produced legitimately in sterile conditions.
Given the adhesive nature of these dot matrix holograms, DNA may be transferred
from the individual applying the hologram to the counterfeit during application. It may
also be possible to source trace DNA profile from within the main body of a counterfeit
note. The DNA fixed in the adhesive matrix may be protected from any external DNA
contamination which results from the items’ circulation. The technique used to
separate the adhesive will ultimately destroy the counterfeit, but it may generate an
evidential connection to those involved in its manufacture. Counterfeiters regularly
use multiple layers of paper to replicate attributes such as the watermarks which exist
in genuine notes (Voinea et al. 2015, Takolo et al. 2015B). By using two pieces of
paper when creating a note, a counterfeiter can print a simulation of a watermark on
one side of the paper and include an internal simulation of a metallic thread. The two
layers are then glued together providing a note with potentially deceptive security
features (Voinea et al. 2015). Utilising this technique provides a simulated watermark
and metallic thread which appear when the document is viewed in transmitted light,
much like a genuine banknote. These double layered counterfeits may provide a
valuable source of a suspect's DNA profile (Voinea et al. 2015). During the
manufacturing of double layered counterfeits, some of the counterfeiter's DNA may
get trapped within the adhesive layer during production. The difficulty is in

successfully extracting a potential suspect's DNA profile from the adhesive matrix
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without compromising its integrity to allow the evidence to be used by the prosecution

in a court case.

There is the potential of removing any external DNA that could contaminate the
downward DNA analysis through the use of pre-swabbing of the surface (Ruprect et
al. 2021, Haas et al. 2021). Haas et al. (2021) used double distilled water to wash the
external surface of postcards sent during the First World War. This ensured that there
was no contamination present in their samples which were highly sensitive due to the
age of the saliva deposits being 100 years old. Although in Ruprecht et al. (2021)
state that there is unlikely to be a risk of contamination after the stamp has been
placed firmly on the paper substate they still state remove of any external
contamination is still advised in case work. However, research by Ng et al. (2007) did
not take this approach when investigating direct DNA extraction of envelope flaps.
Instead, they opted to introduce cuttings of the flaps directly into the DNA extraction
process before moving onto the downstream processing of the DNA sample for
profiling. From their findings it was not reported that there were any contamination
issues with either the mock samples or case work samples that were processed in
this way. It could be inferred therefore, that the removal of any external biological
material may be less of a concern when dealing with methodologies that are targeting
the internal aspects of adhesive samples through such processes as swabbing. In all
the above examples the substrates have been paper porous based surfaces with an
adhesive. As of 2022, there has been no research directly comparing the persistence
of DNA on paper-based and polymer-based banknotes. Champion et al. (2021) did
investigate the use of Diamond™ nucleic acid dye on both types of banknote
substrate. The researchers found that there was a difference in the amount of cellular
material between polymer and paper but this could easily be down to the difficulties
of the visualising steps used (which had to be adjusted for the paper banknotes). It
would be expected that the amount of DNA would vary as there has been shown that
the type of material trace DNA is deposited on can affect its transfer (Atlketbi and
Goodwin 2019, Daly et al. 2012, Hefetz et al. 2019).

Due to the low expected concentration of DNA present on trace DNA, it would be
expected that gaining an STR profile would prove difficult when considering DNA
samples sourced from adhesive (Ng et al. 2007). In the case of Ruprecht et al. (2021)
the expected amount of DNA for stamps was not the case when looking at the number
of STR loci detected, with a majority of samples being above the EDNA upload

threshold, some of which had 16 loci present. Hypothetically, given the manual

18



contact of counterfeiters when they construct the counterfeit note their fingerprints
may be deposited between the layers in a similar manner to other surfaces
investigated in forensic cases such as stamps (van Oorschot et al. 1997, Haines et
al. 2013, Ruprecht et al. 2021). The adhesive nature of the glues used in the notes’
construction may capture the fingerprints but distort them to the extent that they
cannot be used for a match search. Any fingerprints whether they are damaged or
intact may still contain genetic material worthy of examination and cross matching as
was shown by Haines et al. (2013). They used SYBR Green | effectively to
demonstrate the presence of DNA in fingermarks. Further research has shown that
recovering the DNA present in fingerprints is beneficial to forensic cases. The DNA
can be recovered from the application of a variety of fingerprint lifting techniques
(Templeton and Linacre, 2014, Lowe et al. 2003). Recent research by Subhani et al.
(2019) has expanded the research demonstrating that DNA profiles can be
successfully acquired utilising most standard fingerprint lifting techniques.
Furthermore, they identified that there was no statistically significant variation in the
success of acquiring DNA profiles regardless of the different fingerprint lifting
techniques used. The evidential potential of extracting DNA profiles from fingerprints
has promoted the development of specialised DNA kits which optimize the extraction
process (Kopka et al. 2011). Previous research has demonstrated successful
extraction of DNA profiles from fingerprints (Subhani et al. 2019) or even latent
contact points is possible (Balogh et al. 2003). The same may be possible and
techniques may be developed to extract profiles from encapsulated DNA in

counterfeit banknotes.

1.3 Sources of DNA and Recovery Processes

The resulting DNA profile established from a counterfeit banknote could be a robust
means of linking an individual to a case, or at least identifying a common source for
counterfeit items (Butler, 2006). The process of extracting and profiling any sample
can be automated to save time, but the initial recovery of the suspected DNA source
must be carried out by a specialist forensic examiner (Phillips et al. 2012, Guo et al.
2017). DNA extraction from bodily fluid and hair samples has become a widely used
forensic process. However, the value of trace DNA is often overlooked. Gill and
Budowle define trace DNA or low template DNA, as being a DNA sample of 100
picograms (Gill et al. 2001) to 200 picograms (Budowle et al. 2009A). The source of
these levels of trace DNA is not currently fully understood. Recent research has

identified that the likely source of trace DNA in fingerprints is a mixture of corneocytes
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(Burrill et al. 2021a) and cell free DNA contained in sweat (Burrill et al. 2021b).
Corneocytes are epidermal skin cells that have cellularly differentiated to lose their
cell nucleus and replaced parts of the cell wall with keratin, termed cornification
(Bragulla and Homberger, 2009). Although corneocytes may have lost their nucleus,
they still contain degraded fragments of DNA that can be profiled to a varying degree

of success (Burrill et al. 2021a).

The general consensus of forensic geneticists is that these samples are at such a low
concentration of DNA, that they are susceptible to being missed in analysis. The loss
of such evidence can be a result of higher concentration DNA profiles overpowering
the weaker trace signals (van Oorschot, 2010). Contaminants from the evidence
(Bright and Petricevic, 2004) or the material composition of the evidence can affect
the persistence of trace DNA over time (Meakin et al. 2017, Goray et al. 2012,
Raymond et al. 2009). In an effort to compensate for this, examiners have
increasingly used tapelifts (Barash et al. 2010). By first lifting a partial sample from
the area of interest, the risk of contamination or damaging the material evidence is
reduced (Barash et al. 2010). The resulting tapelift can then be used for the DNA
extraction process, either by swabbing the adhesive side of the tape (May and
Thomson, 2009) or by direct extraction from the tapelift (Forsberg et al. 2016, Joel et
al. 2015). Some studies have looked to remove the adhesive from tape types using
either swabbing or a serrated approach using a solvent such as hexane (Steadman
et al. 2015). The researchers’ findings indicated that although scrapping the adhesive
away from the tape was successful in removing a large portion of the adhesive, this
was not dissolved in the applied extraction methodology and resulted in variable
results in terms of quantifiable DNA. The encapsulation of any present DNA in the
adhesive likely inhibited the ability to effectively extract any present DNA. This would
suggest that the swabbing of an adhesive surface is one of the most optimum DNA
recovery methods, especially when including a solvent for the active recovery of any
DNA present. Swabbing technique can also vary the outcomes of the recovery of
DNA evidence. Previous research has highlighted the variable results depending on
the implenetation of single swabbing and double swabbing. Double swabbing
consists of the initial swabbing of a piece of evidence followed by a secondary swab
to recover any remaining potential evidence (Hedmna et al. 2020). Often the primary
swab is soaked in a swabbing agent such as water or triton-x (Thomasma and Foran,
2012) but the second swab can either be dry or also soaked, depending on the
evidence being evaluated (Hedman et al. 2020). Acetone has also been used the

swabbing of electrical tape used for improvised explosive devices which led to an
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increase of 70% in DNA recovery (Feine et al. 2017). Although in these cases the
sample preparation has led to an improved success rate in acquiring a STR (short
tandem repeat) profile, other techniques may cause downstream negative effects on
the DNA analysis. As shown by Peterson and Kaplan (2011), it is possible that
techniques to recover DNA may in fact be causing binding issues for the DNA
extraction step leading to a loss of yield. However, this has not been shown in Chelex
resin (Tobe et al. 2007) and phenol chloroform (Poon et al. 2009) extractions that do
not rely on the binding of DNA molecules to facilitate extraction. The techniques
implemented in tapelift DNA analysis could be extrapolated to affect the extraction of
DNA from the adhesives which exist in counterfeit banknotes. Extracting DNA from
an adhesive matrix could have further implications in forensic cases involving

adhesive substances and trace DNA.

1.4 Visualisation of Trace DNA

A growing field in forensic trace DNA work has examined the use of a non-toxic DNA
dye that was originally used for gel electrophoresis (Haines et al. 2015). Known as
Diamond™ nucleic acid dye, it is proving a useful tool as it is able to permeate the
cell membrane and bind to DNA leading to a fluorescent effect. It does this through
its minor groove binding chemistry that actively binds to the DNA backbone (Haines
et al. 2015). This has led to several researchers applying it to trace DNA on surfaces
such as on fingermarks before swabbing (Kanokwongnuwut et al. 2018a) or lip prints
(Kanokwongnuwut et al. 2019a). In highlighting the DNA present on a surface, a
forensic examiner is able to swab areas where DNA has been shown to be present.
However, although the dye has shown promise while using fingermarks on glass
slides and in DNA solutions, it has not yet been successful in visualising DNA on the
adhesive of counterfeit holograms. A set of two alternative approaches have been
hypothesised to further establish the use of the dye on counterfeit banknote layers.
Firstly, it has been shown that the fluorescence from the dye binding to DNA can be
visualised on swabs (Kanokwongnuwut et al. 2018a and 2018b). Instead of adding
the dye to the hologram directly, it could instead be placed on a swab that has been
used to swab an adhesive layer with xylene, freeing the DNA from the adhesive.
Research also suggests that the dye could be used to highlight areas of evidential
value of evidence tapes (Cook et al. 2021). The researchers found that the use of
Diamond™ nucleic acid dye was successful to a varying degree in the visualisation
of deposited DNA depending on the tape types. This would suggest that the

successful visualisation of DNA Diamond™ nucleic acid dye can vary according to
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different substrate types and adhesives indicating more research is needed in other
areas such as counterfeit banknote components. Other fingermark enhancement
techniques have been used to target swab areas of interest without specifically
targeting the presence of DNA. 1,2-indandione fingermark enhancement is one such
reagent commonly used in the application of highlighting ridge detail in porous based
fingermark evidence (Nicolasora et al. 2018). Instead of highlighting genetic material,
the reagent reacts with present amino acids that allows for the fluorescence of ridge
detail within a fingermark (Assis et al. 2022). However, fingermark enhancement
reagents such as 1,2-indanedione have been shown to be detrimental to downstream
DNA sampling (Lee et al. 2019). The use of diamond dye could therefore provide a
potential methodology to target swab areas of evidential value within the adhesive

layers of counterfeit banknotes without inhibiting the downstream DNA analysis.

1.5 DNA Extraction

To obtain a DNA profile from a sample, it must first be extracted from the source. This
source may be one of many forms: hair, skin cells or as previously mentioned, from
fingerprints. Dealing with such minute pieces of evidence requires the expert
understanding of a forensic examiner to both locate and identify same. It can be
worth all of the time and effort to locate such evidence given the impact having such
evidence holds for a legal case. The importance rests in what they contain at a
molecular level, DNA. This barcode of information, which is unique to every individual,
comprises four bases, adenine, guanine, thymine and cytosine (Cowell et al. 2015).
The varying order of the bases provides a unique variation in each person’s genetic
code. Forensic examiners have in their armoury a wide repertoire of extraction

methods to apply to whatever type of DNA evidence is available.

Polymerase chain reaction or PCR is a crucial reaction step in DNA profiling that
involves replicating specific sections of the genetic code, creating a more
concentrated sample of that replicated locus (Alaeddini, 2012). It has been
demonstrated that PCR works without the need for extracting DNA from swabs.
Notwithstanding this, for most forensic examiners, samples need to be extracted
(Templeton et al. 2015). The reason for this tends to be to ensure removal of PCR
inhibitors that can prevent the successful acquisition of a profile or profiles from any
sample. This is particularly true in cases where testing trace DNA (Hu et al. 2014,
Barbisin and Shewale, 2010, Samsuwan et al. 2018). Examples of PCR inhibitors are

found in common source forensic DNA samples such as haemoglobin in blood
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(Caputo et al. 2016) and indigo dye in jeans (Pirlea et al. 2016). The main extraction
technique used by forensic examiners involves using silica-based or solid phase spin
columns such as the QIAamp kit from Qiagen. Extraction using this technique has
been used to extract DNA of a quality sufficient to facilitate the production of DNA
profiles from 55-year-old skeletal remains (Lee et al. 2010). The silica membrane in
the spin columns allows for the selective filtration of any potential inhibitors in the
sample by shifting the pH (Chancon-Cortes and Griffiths, 2014 and Boom et al. 1990).
The change in pH forces any genetic material to temporarily bind with the silica
membrane, leaving any inhibitors or contaminants to be centrifuged through the filter
(Chancon-Cortes and Griffiths, 2014 and Boom et al. 1990). The genetic material in
the column can then be spun out into an Eppendorf by altering the pH further through
solutions (Chancon-Cortes and Griffiths, 2014 and Boom et al. 1990). Silica spin
columns present a reliable and automatable approach to DNA extraction (Phillips et
al. 2012). However, when extracting degraded DNA, short-fragmented DNA below
120 base pairs can be lost during the membrane washes (Carter and Milton, 1993).
This poses a problem as degraded DNA containing STR loci that are shorter than this
threshold could be lost through the matrix membrane (Alonso et al. 2018). A further
potential problem is that large sequences may be broken apart by the silica matrix
(Schiebelhut et al. 2017, Green and Sambrook, 2018). DNA also permanently binds
to the silica membrane, removing it from any further analysis (Shaw et al. 2009).
Furthermore, samples may not be appropriate for the silica membrane to filter given
their viscosity, or because there is large a quantity of debris present (Cartozzo et al.
2018). Magnetic bead extractions use the same chemistry except the silica particles
are attached to magnetic beads that allow the manipulation of the sample and
extracting media through the washing steps (Stoop et al. 2017). This may be
alternatively used to the spin column as it allows for more viscous or detritus filled
samples to be processed (Harrel et al. 2018). Magnetic bead extraction has also been
shown to have a higher recovery rate of short fragments (Rohland et al. 2007). The
ease of use without relatively harmful reagents when using silica-based extractions,
make them commonly used in forensic casework (Nimbkar and Bhatt 2022).
However, silica-based DNA extraction is one of the most expensive of all the
extraction techniques available (Schiebehut et al. 2016). As an alternative, resin-
based extractions can be carried out such as Chelex bead extraction. DNA samples
are produced using this technique through the introduction of styrene divinylbenzene
copolymer beads that have an affinity to metallic contaminants present in the source
sample (Walsh et al. 1991). The benefit of this technique is that the overall cost of

each extraction is greatly reduced. It is a simpler process than the multiple extraction
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tube changes required for silica column extractions (Pirlea et al. 2016 and Lounsbury
et al. 2012). Chelex bead extraction has been shown to be more effective at removing
inhibitors such as the clothing dye phthalocyanine (Pirlea et al. 2016). They found
that Chelex extraction was successful in removing phthalocyanines, common denim
dyes that inhibit processes in a PCR. Due to the risk of diluting the sample, Chelex is
not often applied to trace DNA samples (Singh et al. 2018). However, the use of filter
columns or a DNA precipitation step mitigates this issue (Norén et al. 2013, Singh et
al. 2018). Recent research has utilised these to successfully acquire profiles from
trace levels of DNA (Norén et al. 2013). Chelex extraction could prove a useful
extraction technigue when dealing with adhesive substances as the beads primarily
act to remove inhibitors without any interactions with potentially encapsulated DNA
(Walsh et al. 1991). The addition of solvent such as xylene would be required to help
dissolve the adhesives present (May and Thomson, 2009). This process could be
coupled with the scraping off of adhesive matrix (Ng et al. 2007) who did not consider
the use of a solvent to help dissolve inhibitory adhesive in the examination of DNA
from envelope adhesive flaps. As an alternative the adhesive side could be swabbed
using a xylene (or other solvent) loaded swab that could then be extracted (May and
Thomson, 2009). This extraction technique would avoid DNA on the non-adhesive
surface of the counterfeit banknote that has been handled by innocent bystanders,
such as cash handlers or examiners of the central banks, who analysed the note
(Quinones and Daniel 2012). Solvent swabbing could be a useful technique to avoid
any cross contamination from other points on the counterfeit banknote when it comes

to the extraction step.

One of the most reliable extraction techniques that forensic examiners can use is
organic extraction or more specifically termed: phenol chloroform extraction
(Cartozzo et al. 2018, Kus et al. 2016). The use of phenol chloroform allows for the
separation of genetic material in the sample using the varied solubility of genetic
material and contaminants such as proteins. The proteins and lipids are separated by
centrifugation into the organic and interphase layers while the DNA lies in the upper
agueous portion (Green and Sambrook, 2017, Cartozzo et al. 2018). The upper
agueous layer can then be removed and mixed with ethanol or isopropanol to force
the precipitation of the present DNA, allowing it to be centrifuged to form a pellet (Tan
and Yiap 2009). The use of phenol chloroform is dangerous as phenol and chloroform
are toxic and phenol is flammable but not very volatile (Campos and Gilbert 2019,
Kus et al. 2016, Chacon-Cortes and Griffiths, 2014, Kramvis et al. 1996). When used

safely and correctly it can produce higher yield DNA samples which are purer than
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those sourced using other extraction techniques (Schiebelhut et al. 2017, Kus et al.
2016, lyavoo et al. 2013). Fridez and Coquoz (1996) demonstrated that phenol
chloroform extraction was the most successful technique when extracting DNA from
saliva samples under postage stamps. Up to 100 ng of DNA was extracted from a
single stamp. This equates to the quantity of saliva placed under the stamps (Fridez
and Coquoz, 1996). It was also reported that the delay in the placement of saliva on
the stamp and the extraction of DNA did not affect the yield gained in extraction. This
is significant when extracting DNA from counterfeit banknote as the time delay
between the time of production of the item, the circulation of the notes and their
eventual confiscation may be months. The use of Chelex was not as successful at
producing high yields of DNA. Only 20% of the anticipated DNA being extracted when
compared with the technique using phenol chloroform (Fridez and Coquoz, 1996).
Unlike the silica column and Chelex bead extractions, a degree of special training and
long periods of handling time are necessary to successfully carry out organic
extraction (Chacon-Cortes and Griffiths, 2014, Mi et al. 2013). However, the results
from phenol chloroform extraction can provide a greater yield of DNA when dealing
with degraded samples such as bone compared with magnetic bead kits as shown
by lyavoo et al. (2013). The researchers compared several silica-based extraction
kits and phenol chloroform and found that all extractions were successful in acquiring
DNA with phenol producing the greatest yield. However, in more recent research, it
has been shown that an extraction step could be skipped, instead opting for a direct
introduction of the sample into the DNA profiling step when considering human bone
samples. This has also been shown for other sample types such as clothing fibres
(Blackie et al. 2018), substrate punches (Cavanaugh and Bathrick, 2018) and swabs
(Templeton et al. 2013 and 2016). Blackie et al. (2018) and Templeton et al. (2016)
demonstrate that using their methodology it was possible to obtain touch DNA profiles
directly from the sample source. Their research investigated fingermarks (Templeton
et al. 2016) placed on plastic slides and clothing fibres (Blackie et al. 2018). Both
were shown to be successful sample sources. Templeton and Linacre (2014) were
then able to utilise this technique in investigations involving drug shipments. They
successfully produced a near complete DNA profile from a sample of tape taken from

drugs packaging.
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1.6 DNA Quantification and Allelic Typing
1.6.1 Quantifying DNA

For DNA extraction, it is important that both the concentration and quality of the DNA
are high. To best assess the quantity and quality of the DNA sample, devices such
as a nanodrop are used to spectrally measure the concentration of DNA, normally in
nanograms per microlitre, and quality through applying Beer-Lambert’s law (Green
and Sambrook, 2018). The Beer-Lambert law value is expressed by the 260/280 ratio
that gives the spectral ratio of DNA that has an absorbance of 260 nm to amino acids
present with an absorption of 280 nm (Green and Lambert, 2018), effectively giving
a value to the quality of the sample. However, with the levels of DNA expected from
trace DNA samples, readings from a nanodrop may not be possible due to the
technologies’ lack of sensitivity to lower concentrations (Rohland and Hofreiter,
2007). The nanodrop also lacks the necessary sensitivity for other contaminants, as
the method of measuring the ratios of the DNA and protein present will not quantify
the non-protein-based contaminants that could affect later analysis (Green and
Sambrook, 2018). Samples may also be made up of several different organisms’ DNA
given the presence of bacteria. This means any readings may in fact be as a result of
nonhuman DNA extracted from a sample, due to spectrophotometry not being
species specific (Rohland and Hofreiter, 2007).

Further conventional methods have been developed to evaluate the concentration of
DNA from forensic evidence. One such technique is the use of quantitative PCR
(qPCR) or real-time PCR (RT- PCR). First established using ethidium bromide, the
protocol allows for the active monitoring of DNA concentration during the PCR
process (Higushi et al. 1993). The ability to quantify the amount of DNA present in
sample, allows an examiner to establish how much of an evidential sample needs to
be added to the DNA profiling step (Vrane$ et al. 2017). Modern uses of the process
use DNA dyes that are not carcinogenic such as SYBR Green, a nonspecific dye or
more specific locus probes like Tagman® probes (Alonso and Garcia, 2007, Bowyer
et al. 2007). During a standard PCR protocol, a DNA sample of 2 ng/uL is added to a
reaction mixture. The mixture includes solutions of magnesium chloride, the primers
for the pre-designated site of interest, free unbound base nucleotides and a
polymerase enzyme, normally a lab derivative of the enzyme taq polymerase
(Hedman et al. 2009). The reaction itself involves a set of temperature changes
carried out by a specialised heat block, termed a thermocycler, that cycles through

pre-programmed steps (Giesse et al. 2009). The end-product is a sequence
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corresponding to the template targeted by the primers that has been exponentially
replicated. To monitor the reaction as it undergoes the cooling and heating stages, a
dye or probe system can be utilised to give real time analysis of the reaction. The
added dye loosely binds to the DNA in the case of SYBR green or is incorporated into
the DNA replicate which leads to a fluorescence effect from an attached fluorophore
when using probes (Valasek and Repa, 2005). As more DNA is replicated, the
intensity of fluorescence increases (Valasek and Repa, 2005). A specialised
thermocycler is used that incorporates both an emitter and detector (Valasek and
Repa, 2005). By measuring the resultant fluorescence as the reaction takes place,
the cycle at which it reaches a threshold is monitored. This is termed the cycle
threshold (ct) (Alonso and Garcia, 2007) or quantitative cycle (Cq) (Ruijter et al. 2021)
value. This value is monitored in the evidential samples of interest and in a set of DNA
standards. These DNA standards are diluted down in a set of factors that leads to a
variation of the ct value during the gPCR that can then be plotted logarithmically to
produce a standard curve (Ruijter et al. 2021). By comparing the ct value of the DNA
standards to the evidential samples of unknown DNA concentration, the
concentration of the evidential samples can be calculated (Dhanasekaran et al. 2010).
When using data from the standard curve, the R2 value must be monitored ensuring
all the data points are close to a linear regression with value close to 1 (Cropper et
al. 2022).

DNA quantification techniques used in forensic applications have varying
mechanisms to generate fluorescence (Valasek and Repa, 2005). SYBR green is one
of the most widely used dye in gPCR assays given its general affinity for double
stranded DNA (Dragan et al. 2012). SYBR Green binds to double stranded DNA
specifically through the ionic interaction between its positive nitrogen binding site and
the negative DNA phosphate group (Dragan et al. 2012). Its accuracy means it is
often selected for various forensic examinations to assess DNA concentrations
(Nicklas and Buel, 2003, Shewale et al. 2007). SYBR green is not autosomal DNA
specific however, meaning any biproducts of the PCR, such as primer dimers that
form a double strand structure, will be quantified alongside the desired sample
sequence (Bowyer et al. 2007, Kumar et al. 2016). To overcome this, DNA specific
probes can be used that anneal specifically on the desired DNA locus of interest
(Thomas et al. 2013 and LaSalle et al. 2011). Therefore, any fluorescence will
represent only the quantity of the desired DNA locus. Such probes include scorpion
locus probes (Whitcombe et al. 1999 and Thomas et al. 2013) or TagMan® assay

probes (LaSalle et al. 2011). Scorpion probes consists of a fluorophore-quencher pair
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that forms a hairpin loop at the end of the primer (Thelwell et al. 2000). When the
extension stage occurs in the PCR, the action of the endonuclease enzyme, causes
the hairpin molecular structure to change that allows the fluorescence of the
fluorophore (Thelwell et al. 2000). Whereas Tagman has a fluorophore and quencher
combined mechanism termed a donor-receptor FRET (fluorescence resonance
energy transfer) pair (Belke et al. 2005, Nagyl et al. 2017, Thelwell et al. 2000). During
the process of primer annealing and extension, the extension from the fluorescent
probe causes the detachment of the fluorophore from the quencher, leading to the

fluorescence of the fluorophore (Holland et al. 1991, Valasek and Repa, 2005).

The main benefit of using a probe system compared with a SYBR Green based qPCR
is that multiple genomic regions can be identified and quantified to increase the
successful detection of DNA, termed multiplexing (Correa et al. 2020). There are
several kits that have been developed and validated for forensic DNA quantification
purposes such as the Quantifiler™ Human DNA Quantification range of kits produced
by Applied Biosystem™ (Thermo Fisher Scientific, 2020) and the PowerQuant
systems from Promega (Promega, 2020). These kits often target at least one non-
variable human autosomal region with some including a sex determining locus
located on the Y chromosome such as the Quantifiler™ Duo DNA Quantification kit
(Barbisin et al. 2009 and 2011). Alongside the sex determining locus (labelled with
the dye FAM) and autosomal locus (labelled with the dye VIC) the Quantifiler™ Duo
contains an internal positive control (IPC). The IPC is a section of artificial template
in the form of a plasmid included in all the reactions and acts to monitor if the PCR
has occurred and if there is any inhibition present (Barbisin et al. 2011). Inclusion of
the IPC is achieved through the NED dye marker to allow it to be multiplexed
alongside the quantifying markers. This kit has been used for several investigative
areas due to it having both a general autosomal marker and a Y chromosome-based
marker (Barbisin et al. 2011) making it useful for mixture interpretation in assault
cases (Sethi et al. 2013) or degraded DNA such as in trace DNA evidence (Barbisin
et al. 2011, Zoppis et al. 2014, Sessa et al. 2019).

The Quantifiler Trio™ DNA Quantification kit expands on the Quantifiler™ Duo DNA
Quantification kit by including three human specific target primer sets (Griffin et al.
2022). This allows a degradation index (DI) to be established for samples that may
prove difficult to STR profile due to degradation of the sample or present PCR
inhibitors (Lin et al. 2018). The Quantifiler Trio™ kit establishes a degradation index

through the use of two amplicons with one small amplicon (80 bp) and a larger
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amplicon (214 bp) (Lin et al. 2018). By taking the ratio of the signal of the shorter
amplicon compared to the larger amplicon a DI can be established (Vernarecci et al.
2015). Although quantification data may indicate there is sufficient DNA present to
produce a DNA profile, the DI indicates the condition of the DNA present which will
also affect the resulting DNA profile (Vernarecci et al. 2015). Vernarecci et al. (2015)
established that any values greater than 4 are considered to indicate degradation with
likely a partial or no DNA profile being present when analysed further using the
Globalfiler® PCR amplification kit. If the DI is less than 4 this would indicate no or a
minor level of degradation meaning a full or partial DNA profile may still be obtainable

even at concentration between 33.3 pg/uL and 3 pg/uL.

Although SYBR Green assays use a different mechanism to detect DNA, they have
been shown to be just as sensitive to DNA as probe-based assays (Tajadini et al.
2014). However, due to the risk of false positives with SYBR Green and the need to
efficiently select evidential samples, Tagman is more commonly used (Bowyer et al.
2007). The use of pre-developed Tagman assays also removes the costs of
developing and validating primer sets to be used in the SYBR Green gPCR assays if
the primary information needed is the concentration of genomic DNA (Vrane$ et al.
2017). For both DNA quantification mechanisms, the costs can be further reduced
but maintain the accuracy of the kits by reducing the reaction volume. This allows for
the same quantification result in terms of the fluorescence measured during the PCR
cycles but reduces the price of reagents significantly (Adler et al. 2011, Cho et al.
2017, Frégeau and Laurin, 2015, Subhani et al. 2019). This has also been shown to
be possible with some STR profiling kits (Lui et al. 2014).

Factors that influence the successful acquisition of a DNA profile in later lab analysis
include the presence of PCR inhibitors or other contaminants. Their presence can
slow down or prevent the replication reaction occurring. PCR inhibitors are chemical
compounds that prevent the PCR from occurring at optimised functionality. The main
way in which inhibitors cause this effect is through the interaction with the polymerase
enzyme that carries out the reaction (Alaeddini et al. 2012). In these instances, the
inhibitor may denature or breakdown the enzyme itself reducing its efficiency within
the reaction (Alaeddini et al. 2012, Green and Sambrook et al. 2019). They may also
actively compete with other components of the reaction such as the magnesium,
reducing the efficiency of the reaction such as with calcium (Opel et al. 2010). Some
inhibitors also bind to the DNA template preventing enzyme activity from accruing on

those strands (Opel et al. 2010). Alternatively, inhibitors may prevent the detection of
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the fluorescence emitted from fluorophores during gPCR when assessing the quantity
of DNA present (Sidstedt et al. 2015).

1.6.2 DNA Profiling

After the samples have been quantified using a qPCR kit (LaSalle et al. 2011), the
appropriate concentration of the sample can be added to an STR profiling PCR
mixture (Durney, et al. 2015, Ham et al. 2016). Each STR is formed of a DNA code
that repeats a specific number of times, with each locus only appearing at a specific
frequency within each human population (Sun et al. 2003, Roewer, 2013, Butler,
2007), except in case of monozygotic twins (Li et al. 2013). Each locus is given a
numerical value for the number of repeats in the sequence, termed the allele, when
creating a DNA profile (van der Gaag and de Knijff, 2015). STRs provide forensic
geneticists with a form of molecular barcode that can be linked to each individual
(Edwards, 1991, Gill, 1997). These unique molecular barcodes are used by forensic
geneticists when attempting to identify potential suspects involved in a crime
(Bornman et al. 2012). To assess the STR allelic profile of a given sample, the profile

must be acquired through the use of capillary electrophoresis (CE).

To first prepare a set of samples for CE, a PCR must be conducted to allow for the
analysis of the specific STR loci of interest (Phillips et al. 2014). In order to establish
a forensic DNA profile for a sample, a mixture of fluorescently labelled primers are
used that replicate specific STRs during a PCR, these are incorporated into the strand
copy as a fluorescent label (Alonso et al. 2018, Butler et al. 2004, Hill et al. 2009).
The resulting PCR product samples are then prepared for CE by the addition of a
loading dye mixture consisting of LIZ internal size standard and HiDi™ formamide.
The Hidi™ acts to separate the DNA strands into single stands to allow for the
detection step of CE (Butler et al. 2004). The LIZ internal sizing standard aids the
downstream software analysis in establishing the peak heights of all the detected
STRs through comparison of the predetermined peaks in the standard to the unknown
peak (Butler et al. 2004 and Applied Biosystems, 2022). As the samples are passed
through a set of polyacrylamide filled capillaries the fragments separate according to
molecular weight as they travel (Dash and Das 2017, Durney, et al. 2015). This is
achieved by applying a current through the system that attracts the negative charged
DNA fragments through the capillary towards the detector, much like in gel

electrophoresis (Butler et al. 2004). The detector at the end monitors the fluorescent
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labels according to their specific wavelengths as they pass at specific time intervals
(Butler et al. 2004).

Each of the STRs selected vary in length sufficiently meaning that each can be
assigned a different fluorescent colour for its primers. This allows for multiplexing
where several loci can be analysed in one sample, reducing the time and the amount
of sample required in each experiment (Kimpton et al. 1993 and Bano et al. 2015).
Various kits include numerous STR loci, alongside different dyes depending on the
country or lab (Green et al. 2013). In the UK one of the main kits is the AmpFLSTR
NGM Select PCR amplification kit, which uses 4 dyes (Shackleton et al. 2019). The
dyes are coloured blue using the dye FAM, green using VIC, yellow with NED and
red with the dye PET (Green et al. 2013). FAM corresponds to the STR loci
D10S1248, vWA, D16S539 and D2S1338 (Applied Biosystems, 2015). VIC is
designated to the Amelogenin locus, D8S1179, D21S11 and D18S51. NED labels
D22S1045, D19S433, THO1 and FGR loci. Lastly, PET is linked with the loci D2S5441,
D3S1358, D1S1656, D12S391 and SE33.

Although there are only a limited number of dyes available, the different STR loci can
be evaluated separately due to the variation of their molecular mass (Kimpton et al.
1993, Jiang et al. 2012). Each STR locus varies in base length sufficiently so that no
two STR loci with the same dye colour have the same molecular weight. As they
migrate through the acrylamide during CE, STR loci that share the same dye label
will arrive separately at the detector, allowing them to be measured independently
(Lazaruk et al. 1998, Durney et al. 2015). The detector provides the data in the form
of peaks where the dye signal has been measured (Fuijii et al. 2018, Gill et al. 2000A).
Each peak, measured in relative fluorescence units (RFU), corresponds to a
measured allele within each STR locus that is compared to an allelic ladder that has
run alongside the process (Lazaruk et al. 1998, Budowle et al. 2009B, Karkar et al.
2018). The allelic ladder is composed of all the possible STR alleles. When analysing
the output, the allelic ladder provides a framework for the by which the peak present
in the profile can be assigned an allelic designation (Budowle et al. 2009B, Gill et al.
2000B). A forensic geneticist must first interpret the peak output from capillary
electrophoresis before uploading the evidence profile to a national DNA database. In
the case of trace DNA, this can be particularly challenging as the peaks present will
not be pronounced or may have become subject to allelic drop out or drop in
(Petricevic et al. 2010, Westen et al. 2009). Allele drop-outs, whereby the allelic signal

is lost, is largely due to the low level of genetic material in trace DNA, making the
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resulting profile incomplete (Petricevic et al. 2010, Westen et al. 2009). The loss of
alleles makes profile matching more difficult and reduces the reliability of such
evidence if used in court (Balding and Buckleton, 2009, Dgrum and Bouzga, 2015).
Researchers have compensated for the loss of alleles through altering the sample
injection process (Westen et al. 2009). However, this process may in some cases
lead to allele drop ins. This means that alleles that are not truly present in the sample
are produced, thus reducing the reliability of the evidential analysis (Gill et al. 2000B,
Petricevic et al. 2010). Each allele of a STR locus appears at a specific rate in every
population (Buckleton et al. 2016, Moretti et al. 2016). By measuring the rate of
appearance for each allele within each population, a match probability can be derived.
This is reported as the chance that a random individual taken from the population

would be a match to an evidence profile (Thompson et al. 2018).

Current research is looking to replace allelic peak DNA profiles by directly sequencing
the genome, using next generation sequencing, to provide the nucleotide base
information (Sobiah et al. 2018, Bornman et al. 2012, Wang et al. 2017). Bornman et
al. (2012) have demonstrated that next generation sequencing could effectively
sequence STR loci used in the American DNA profile database, CODIS. Furthermore,
Sobiah et al. (2018) shows that single nucleotide polymorphisms, where there are
single nucleotide base differences in sections of DNA, could replace STR profiling
using next generation sequencing (Sobiah et al. 2018 and Alonso et al. 2017) The
cost of lab machinery necessary for the sequencing is a major consideration. At
$100,000 on average for each sequencer and necessary reagents, it may be some
time before it becomes as affordable as STR kits and capillary electrophoresis
(Sobiah et al. 2018).

1.7 Interpreting Trace DNA Evidence

Gill and Budowle define trace DNA or low template DNA, as being a DNA sample at
a quantity of 100 picograms (Gill et al. 2001) to 200 picograms (Budowle et al. 2009B).
The general consensus of forensic geneticists is that these samples are at such a low
concentration of DNA, that they are susceptible to being missed in analysis or
susceptible to profiling artefacts that make an STR profile difficult to interpret. Due to
more sensitive detection techniques, samples with these low DNA concentrations are

becoming more useful in forensic cases (Menchhoff et al. 2020).
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Although modern techniques become more effective at acquiring DNA profiles from
a few cells, this may pose problems in interpretation. As far back as 1997 it has been
possible to take a few human cells and successfully detect the STR profile of the
source (Findley et al. 1997). This sensitivity has only been improved in the following
decades leading to quantification and profiling kits that can detect DNA that has been
secondarily transferred. Where a person has touched a second person, who has then
gone to transfer both individual’s DNA to an object via contact (Farmen et al. 2008,
Samie et al. 2019).

The loss of such evidence can be a result of higher intensity DNA profiles concealing
the weaker trace signals (van Oorschot, 2010). In the case of STR artefacts these
can appear for several different reasons. For instance, in the case of degraded DNA,
longer STR loci can appear to have a weaker signal or peak height termed an RFU
value compared to the shorter loci, creating a sloping affect in the overall profile
(Bright et al. 2013, Balding and Buckleton 2009). In particularly low template DNA
samples, larger sized alleles may be lost in the analysis, termed allele drop-out (Gill
et al. 2000B, Van Nieuwerburgh et al. 2009). This is where the DNA has become too
degraded in sections to be amplified. In other cases, profiles may have peaks that
have “stuttered” which suggests the amplifying polymerase enzyme has slipped
behind or ahead of its target locus, causing it to appear shorter or longer than the
actual length of the amplicon (Gill et al. 1997, 2000B). Other artefacts can appear in
both degraded and intact samples such as pull up alleles (Gill et al. 2000B, Fuijii et al.
2018). This is where one allele in a specific dye channel is found in the other dye
channels due to a pull up effect (Fujii et al. 2018). Therefore, a forensic scientist must
correctly identify these and account for them, especially when interpreting trace DNA
samples that may be found in counterfeit banknotes. Low concentrations of template
DNA can be susceptible to contaminants from the evidence (Bright and Petricevic,
2004) or the material composition of the evidence can affect the persistence of trace
DNA over time (Meakin et al. 2017, Goray et al. 2012, Raymond et al. 2009). In an
effort to compensate for this, examiners have increasingly used tapelifts (Barash et
al. 2010) or alternative swab types such as nylon FLOQ swabs (Comte et al. 2019).
The methodologies used for these types of evidence techniques could be

extrapolated to acquire DNA from the adhesive layers of counterfeit banknotes.
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1.8 DNA Databases

When using DNA profiling, forensic examiners can compare the acquired profile to a
local database of convicted criminals when there are no potential suspects
(Amankwaa and McCartney, 2019). In the UK the primary database is the National
DNA Database or NDNAD that is maintained so as to be compliant with laws in
England and Wales (Maguire et al. 2013, Amankwaa and McCartney, 2019). Scotland
and Ireland both have their own databases that contribute to the NDNAD, the Scottish
DNA Database (SDNAD) and Northern Ireland DNA Database (NIDNAD) (Amankwaa
and McCartney, 2018). In Europe, it is suggested that each member state adopts a
system containing at least 12 STR loci to create the best-established database
(European Union, 2009). Alongside this, member states who agreed to the Prim
Decision are eligible to search and share their own data with other members of the
EU (Toom, 2018), effectively creating a continent-wide searchable database. In the
United States their database termed CODIS has a total of 922,673 forensic profiles
with over 13 million offender profiles (FBI, 2019). Different countries apply different
numbers of STR loci in these forensic profile databases. Most, if not all, include at
least one sex determining loci such as the Amelogenin locus on the X chromosome
(Kayser, 2017). Currently Europe’s guidelines state to include 12 STR loci in
member’s states DNA profiles (Council Res. 2009). However, some choose to go
beyond this such as Germany (Hohoff et al. 2013), England and Wales at 17 STR loci
in forensic profiling and 24 for Scotland (Butler et al. 2017). American forensic
examiners expanded their datasets from 13 to 20 STR loci for their CODIS database
(Hares, 2015). The greater number of STR loci effectively increases the statistical
significance of a matching profile (Santos et al. 2013). By comparing the profiles taken
from an incriminating item or deceased individual to a country’s respective criminal
DNA database, the probability of a match can be assessed (Dgrum and Bouzga,
2015, Thompson et al. 2018).

Due to the variability of DNA profiles taken from a crime, there are guidelines as to
how many loci a profile contains before it can be searched and stored on a database.
The standard number of loci required in a search is 6 for many countries such as in
the US (FBI, 2022) and members of the European Union (ENSFI, 2017) with the UK
opting for 8 loci with a lower threshold if a non-routine search is carried out (Home
Office, 2020). This threshold ensures that the evidential value of a match within a
database is substantial enough for a forensic examiner to use in a case compared to

a profile where only a few alleles would provide a less powerful probability value
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(Pope and Puch-Solis, 2021). Hicks et al. (2010) found there is value in considering
profiles with less than 6 loci depending on the available size of DNA database.
However, this needed further study as their data was based on simulated data.

Due to the nature of circulating notes often ending up in multiple jurisdictions, large
interlinking DNA databases would help to assess any potential suspect’s profiles,
especially in places like Europe and America with far reaching currencies (Goldberg,
2010). In the cases of particularly deceptive counterfeits, these can be circulated to
several different countries (Europol, 2018). However, the Prim Decision allows for
the searching of other EU databases, thus allowing for an effective profile search in

neighbouring countries where the items may have been produced (Toom, 2018).

1.9 The Reliability of Evidence Using the Balance of

Probabilities

The probability of a DNA profile match between an evidential DNA sample taken from
a counterfeit banknote and a DNA profile from a database forms the basis of how the
evidence is evaluated in court (Gill et al. 2015). In order to present DNA evidence in
court, a statistical approach must be taken to further emphasise the weight of finding
a piece of DNA evidence. The random match probability is a probability value given
that a DNA profile picked at random from a population could match a known DNA
profile by chance (Ng et al. 2018). This is calculated by assessing the frequency of
identified alleles in a sample with the frequency of the alleles in allelic frequency
population database. This is different to the STR databases used by law enforcement.
Instead of containing information on individual DNA profiles, the data collected is of
the frequency of the alleles in each STR locus within a geographical population that
is analysed according using the DNA profiling kits of the specific jurisdiction (Bodner
et al. 2016). One such data base set up by ENFSI (European Network of Forensic
Science Institutes) is STRIJER (STRs for Identity ENFSI Reference Database)
(Bodner et al. 2016). The database is open source with all datasets checked for
accuracy to maintain it as a centralised reliable database (Bodner et al. 2016). The
random match probability is then presented as 1 over the total allele frequency of
each of the alleles found in the evidence profile. Care should be taken when applied
RMPs by applying appropriate sub population corrections to the Theta value in the
Balding — Nichols correction (Ng et al. 2018, Balding and Nichols et al. 1994). The
correction seeks to compensate for the uncertainties of dealing with populations that

may have subpopulation variation in their allelic frequencies (Balding and Nichols et
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al. 1994). Within a subpopulation, the frequency of a given allele may be conserved
due to common ancestry. Although this allele may be conserved within that
subpopulation, in the wider population it may not be. Therefore, the RMP calculation
may be skewed against the accused if they are from the subpopulation and the wider
population frequency of that allele is being considered (Ng et al. 2018, Balding and
Nichols et al. 1994). The applied Theta value for a population can have significant
changes to the RMP outcome, especially when dealing with STR population data that
may not truly represent the subpopulations present (Ng et al. 2018). Coupled with this
is the likelihood ratio which establishes the ratio of probabilities of an observation (i.e.
a piece of evidence) given the two competing hypothesis that represent the
prosecution’s hypothesis and the defence’s hypothesis. This establishes the weight
of the evidence being presented. In forensic genetics, the prosecutions hypothesis,
often described as H, (Stern et al. 2017) would be the probability that a DNA profile
found at a crime scene and the reference profile of a suspect are from the same
individual. The defences’ hypothesis is the probability that the DNA profile from a
suspect matches the crime scene profile by chance and the two are unrelated to one
another, described as Hq (Gill et al. 2015, Stern et al. 2017, Ng et al. 2018). Allowing
for the comparisons of the strength of the evidence through a likelihood ratio together
with RMPs allows for the strength of the evidence to be evaluated in context of the

Prosecution’s and Defence’s hypotheses (Martire, 2018).

These two statistical evaluations of DNA evidence are both used in court evidence,
but problems can arise in some cases between the two when they have been
inappropriately considered for non-mathematically based evidence types. In R. v T
(2010), a likelihood ratio was established for the matching of a trainer to a footprint
found at the scene of a rape. However, the forensic examiner converted a descriptive
verbal statement as a numerical value, making the ratio subjective by using a footprint
scale made up of seven values. This led to an appeal of the conviction to not guilty,
as the weight of the evidence was over-stated through the use of a subjective value
in the likelihood ratio (R. v T, 2010).

This is evident of the Prosecutor’s fallacy whereby the evidence of probabilities
inappropriately favours the prosecution (Martire, 2018). Also known as the
transposed conditional, this happens when the probability of a match occurring is
reported when the evidential and reference sample do not in fact match (Thompson
et al. 2003). In the case of the Defence’s fallacy, the evidence would need to be a

probability value that incorrectly suggests a random match had occurred. In both
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fallacies, this can happen if the probability value is incorrectly reported as including
(Prosecutor’s fallacy) or excluding (Defence’s fallacy) the defendant from the list of
suspects due to errors in the interpreting of the DNA profile prior to calculating the
RMP or sampling errors (Thompson et al. 2003). The reporting of evidence incorrectly
in terms of probability can therefore risk the evidence being considered under the
Prosecution’s or Defence’s Fallacies depending on the resulting probability and how
it is presented (Matrtire, 2018).

A growing area in forensic statistics is the use of Bayesian Theorem to expand on the
use of likelihood ratios. Bayesian Theorem acts to predict the chances of having
received a matching piece of evidence according to the two competing hypotheses.
It does this by considering both the posterior odds (considered in likelihood ratios)
and prior odds of having acquired a piece of evidence under a specific proposition
(Kruse, 2012). In Bayesian theorem, the prior odds are the probability values of the
evidence occurring according to the Prosecutor’s and Defence’s hypothesis. Thus,
these pre-determined values act as the probability of an event occurring at a source
level (Stern et al. 2017). An example of this is presented by Breathnach and Moore
(2013). In the research, they looked to assess saliva and DNA evidence in oral
intercourse cases together to establish a likelihood of whether the action had or had
not occurred. To establish the prior odds, they established in a mock case the
potential of gaining a positive result for saliva alongside obtaining a DNA profile which
could link to a potential suspect. However, there were a number of factors not
controlled in the study, the practical example of the use of a Bayesian framework is
still evident in case work. Although the approaches of Bayesian frameworks are not
routinely applied in everyday forensic casework, there is the potential for this
extension of likelihood ratios to be applied to various evidence types in court
especially DNA evidence (Gill et al. 2022).

1.10 Effect Sizes

When using statistical analysis, the p-value of a statistical test is often reported with
> 0.05, making the data not significantly different or < 0.05 indicating the data is
significantly different, meaning the null hypothesis can be rejected considering the
data (Benjamin and Berger, 2019). However, alongside this, the effect sizes of the
dataset should be reported (Sullivan and Feinn, 2012). The resulting value of an
effect size highlights the weight of which the data represents the statistical outcome.

This ensures that the overall weight of the data is taken into account when
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considering the statistical outcome of a comparative test. This is done by comparing
the variation of the values within the groups of data analysed to ascertain the
strength of the interaction of the variables (Sullivan and Feinn, 2012). A small effect
size may indicate the variance in the data explains a small amount of a non-
significant outcome and therefore more data is needed. Whereas a large effect size
for a statistically significant outcome would indicate the variance in the data explains
the relationship found within the data. Different statistical tests warrant various
forms of effect size that consider the data depending on how the data is being
statistically compared (Cohen, 1988). In this thesis the use of effect sizes will
highlight the strength of the data such as the use of eta- squared (n?) which is used
alongside the ANOVA and Kruskal-Wallis tests. In the case of n?, a small effect size
is considered below n?=0.01, medium at n?>= 0.06 and large at n>= 0.14 (Cohen,
1988). When using the Mann Whitney U test, a Pearson r correlation effect size was
calculated with a small effect size considered below r= 0.1, medium at r=0.3 and
large at r= 0.5 (Cohen, 1988).

1.11 Conclusion

Notwithstanding the rise of digital money and electronic banking and commerce, the
need for the ability to exchange hard currency remains. There will be a place for paper
and polymer money for years to come particularly when one considers the part it plays
in the economies of developing countries. Given this there is a need to increase the
armoury available to investigate and successfully prosecute those criminals involved
in producing counterfeit currency. The increasing prevalence of easy access to the
worldwide internet has created an increased threat from counterfeiters, providing
them with a larger network to exchange materials, methods and the end product
counterfeit banknotes. Whilst large quantities of counterfeit items, including simulated
banknotes are seized, many manage to enter circulation. If public trust in the World’s
currencies is to be maintained, new techniques to aid authorities in identifying and

prosecuting incriminating individuals involved in counterfeiting must be developed.

The research detailed in this thesis will explore the use of commonly used techniques
in DNA recovery and extraction to establish if these can be used to acquire DNA from
adhesive layers of counterfeit banknotes. Previous research identifies that there are
techniques that have been applied to other similar evidence types (Feine et al. 2017
and Ruprecht et al. 2021) that could be adapted and applied to assess the viability of

encapsulated DNA in counterfeit banknotes. Preparation and extraction techniques
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should be established to assess which is best in freeing DNA from the adhesive matrix
or if the step in the process could be skipped completely through direct PCR (Blackie
et al. 2018).

Counterfeit banknotes are not a major threat to most countries’ economies due to
them making up a small proportion of the overall money in circulation. However, they
do pose issues for individuals and businesses that place their trust in the currency in
question. This is where the influx of deceptive counterfeit banknotes can have a
greater negative economic effect on members of the public. In the past, identifying
the minute differences between counterfeits produced using offset printing was
enough to link counterfeits from a common source (Pfeifer et al, 2016, National
Research Council, 2006). However, with the advent of digital printing, counterfeit
banknotes are printed without imperfections that can be used to link them together
(Bozicevi¢ et al. 2012, National Research Council 2006). Coupled with the ease of
printing, characteristics such as security holograms or OVDs are available to
counterfeiters through mass produced adhesive holograms that can make a
counterfeit banknote difficult to spot at first glance (de Heij et al. 2010b, Cockburn et
al. 2005).

Many studies have investigated the persistence of DNA on the surface of banknotes.
To date there is only one study looking at the presence of DNA between the adhesive
layers in counterfeit banknotes (Kwok et al. 2019). Van den Berge et al. (2016),
established that mixed profiles of between 2 to 6 people could be identified on the
surface of banknotes. However, the research only examined what are assumed to be
genuine banknotes and external DNA deposits. The researchers’ findings do not
necessarily suggest that DNA from a counterfeiter can persist on the surface of a
counterfeit item once in circulation. However, it did highlight the possibility of profiling

trace DNA from banknotes.

Due to the difficulties in verifying the accountability of a counterfeiter’'s DNA profile
being present on the surface of a counterfeit banknote, an alternative approach is
needed. As stated by Voinea et al. (2015), some counterfeiters use two layers of
paper that are then glued together while incorporating an internal imitation security
thread and watermark. By utilising this technique, the watermark and metallic thread
are visible when the document is inspected in transmitted light, much like a genuine
banknote. These elements of the counterfeit banknote are applied manually most

likely in a non-sterile environment. This distinguishes counterfeits from notes
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produced legitimately in sterile conditions. This may mean that during the
manufacturing process, some of the counterfeiter's DNA will get trapped within the
adhesive layer (van Oorschot et al. 1997, Haines et al. 2013). The same may also be
true for counterfeiters who have used adhesive holograms to simulate holograms
used on genuine banknotes (de Heij, 2010b). These layered counterfeits may provide
a valuable source of a suspect's DNA profile much like in cases where DNA is
extracted from tape layers. The difficulty lies in successfully extracting a potential
suspect’s DNA profile from the adhesive matrix without compromising its integrity to
allow the evidence to be used in a court case. Research by May and Thompson
(2009) and Templeton and Linacre (2014) proved there were methods for extracting

high quality DNA samples from evidence involving tape layers.
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1.12 Aims and Objectives
1.12.1 Aim

The aim of the research detailed in this thesis was to establish if DNA can be extracted
from the layers of a counterfeit banknote and if so, could a STR profile be acquired

from it.

1.12.2 Objectives

In order to investigate this aim, the main objectives were:

1) investigate the use of manual and solvent approaches in the separation of
counterfeit banknote adhesive layers.

2) Establish the appropriate extraction process through the testing of various
extraction methods alongside a solvent incorporated into the swabbing and lysis step.

3) Have volunteers make composite counterfeits that were then given to a secondary
volunteer for handling thereby simulating the circulation of a counterfeit banknote.

4) Apply the technique to counterfeit banknotes provided by the Central bank of

Ireland and De Nederlandsche Bank to establish if DNA profiles could be extracted
using the established methodology.
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Chapter 2 Evaluation of DNA in Composite
Counterfeit Banknotes

2.1 Introduction

The primary set of objectives for this chapter were 1) investigate the use of manual
and solvent approaches in the separation of counterfeit banknote adhesive layers.
and 2) establish the appropriate extraction process through the testing of various
extraction methods alongside a solvent incorporated into the swabbing and lysis
step. The research detailed in Sections 2.2.1, 2.3.1 and 2.4.1 look to address
objective 2 by examining the use of Chelex resin and phenol chloroform extraction
in a preliminary methodology of extracting DNA from the adhesive side of the dot
matrix holograms. However, at this stage of the research, the types of solvents had
not been fully investigated or researched. As research has shown the use of water
on adhesive crime scene tapes, water was used instead to reduce the number of
variables that were considered, instead focussing on the extractions (Phetpeng et
al. 2015) using a set of known quantities of DNA for the “counterfeiter”. Sections
2.2.4, 2.3.4 and 2.4.4 follow on from this by using a widely used quantification Kit,
the Quantifiler™ Duo DNA quantification kit (Thermo Fisher Scientific, 2020), to
apply a similar method on counterfeit banknotes as a mock protocol to greater
understand the method by which objective 4 could be addressed. Alongside this the
Quantifiler™ Duo DNA quantification kit was tested at full volume and half volume to
establish if there was any benefit or detriment to using less of the reagents. Halving
the reaction volume has been shown to achieve the same levels of sensitivity

compared to the full volumes (Cho et al. 2017), making the process cost effective.

For objective 1, investigate the use of manual and solvent approaches in the
separation of counterfeit banknote adhesive layers, various solvents and methods
were being considered. As will be mentioned for the preliminary research sections in
this chapter on the various DNA extraction approaches, the methods used were
focussing on the use of manual techniques in separating the adhesive layers of
counterfeit banknotes. However, in the process of using these techniques in
sections 2.2.4, 2.3.4 and 2.4.4, the need for the application of a solvent was evident.
The methodologies detailed in sections 2.2.2 and 2.2.3 looked to address the first
objective through the use of solvents such as xylene, ethanol and 1,2-indandione.
Xylene was initially used as there was evidence present in the literature that

indicated it may be useful in its application on the adhesive layers of counterfeit
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banknotes. 1,2-Indandione was also tested as there was some research indicated it
could be used as a dual recovery method (Alketbi and Saif 2022) for fingermark and
DNA evidence. Research had shown this was possible with stamps (Ruprecht et al.
2021), it was therefore hypothesised that this would be possible with the internal
adhesive sides of counterfeit banknotes. Later literature lead to the use of ethanol
being investigated for its separation of adhesive layers detailed in sections 2.2.3,
2.3.3 and 2.4.3 (Ruprecht et al. 2021). This was being considered over xylene as
ethanol is more commonly used with DNA samples and would likely be less of a

detriment to the samples while processing (Lei et al. 2022).

2.2 Methodologies

Ethics Declaration

All experimental designs and involvement of volunteers were approved under
Proportional Ethical Approval provided by the Staffordshire University ethics
Committee, with written consent given from all volunteers for their involvement in

the research herein detailed.

2.2.1 Preliminary Examination of Deposited DNA on Dot
Matrix Holograms

2.2.1.1 Sample Preparation

A set of 5 serial dilutions at a factor of 1 to 5 from a 590 pg/uL pre-quantified extracted
DNA stock were prepared to simulate the concentrations at which trace DNA is likely
to be deposited. Each dilution was carried out in triplicate for each DNA acquisition
technique. Of each dilution, 2 yL was placed onto the adhesive side of a hologram
before being placed onto banknote paper. The holograms themselves were dot matrix
holograms with an adhesive present on one side. In total, 45 control samples were
produced with known DNA content, 15 for each DNA acquisition process. A set of 9
adhesive holograms that had been manually placed onto a paper substrate by a
volunteer were also prepared. Both the dot holograms and the paper substrate were
provided by the European Central Bank. The paper substrate sheets were examples
of the paper type used to produce euros and the holograms were purchased online
(the exact source of which was not given due security reasons). The un-assembled
banknote components were sterilised using UV light for a period of 15 minutes
(Templeton and Linacre 2015) and wiped with 100% ethanol (Siriboonpiputtana et al.
2018) before applying the prepared DNA samples or being handled by the volunteer.
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Alongside these substitute counterfeit banknotes, seized counterfeit banknotes were
included in the initial analysis (Table 1).

Table 1. List of the €50 counterfeit banknotes examined and their respective County within the
Republic of Ireland where they were taken out of circulation. Samples were provided by the Central
Bank of Ireland. The indicative aspect refers to the categorization of the counterfeit banknote by the
ECB according to the general area it was from (EU), the series of banknote it is a counterfeit of (A
being the first series of euros), the denomination being counterfeited (50 euros), the process applied (P
= traditional offset printing or C colour copying using equipment such as inkjet printers) and a final

numerical value for the sequential order in which it was found.

Date Taken Out

Date

Serial Number of Circulation Received Indicative County
Y43811679599 07/03/2018 13/03/2018 © Leitrim
Y83811672257 05/02/2018 22/03/2018 g Kilkenny
Y43811679599 02/11/2018 06/11/2018 o Kerry
Y13811670500 05/03/2018 26/03/2018 % Tipperary
Y13811670500 22/03/2018 27/03/2018 5‘: Louth
Y43811679599 27/07/2018 16/08/2018 . Westmeath

2.2.1.2 Sample Processing and DNA Extraction

After leaving the hologram to adhere to the paper substrate over a 7-day period (Tan
et al. 2020), the holograms were manually lifted off the note paper using a scalpel
and tweezers. The adhesive side and the surface area to which the hologram was
adhered to were then swabbed using sterile cotton swabs (Deltalab, 2016) with DNA
free water. In areas where the adhesive had bound to the paper substrate, a sterile
scalpel was used to free the adhesive. The same separation and swabbing process
was carried out on the seized counterfeit banknotes. All separation tools were either
already sterile or sterilised through exposure to UV light for 15 minutes (Templeton
and Linacre 2014) and wiped with 100% ethanol (Siriboonpiputtana et al. 2018).

The sample swabs were then extracted using either a Chelex resin extraction (Section
2.2.1.2.1) according to the protocol provided by the manufacturer (Biorad
Laboratories, 2000a and 2019) or a 25:24:1 phenol chloroform isoamyl (Sigma
Aldrich, 2019) extraction as per the protocol described by Green and Sambrook
(2017) (Section 2.2.1.2.2). A third group was prepared for direct gPCR samples, these
were cut into 6 equal segments and directly introduced into each PCR well using a
sterile scalpel blade (Templeton et al. 2015 and 2016, Liu et al. 2014a and 2014b).
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2.2.1.2.1 Chelex Resin Extraction

Each swab head was snapped into an Eppendorf before adding 1000 uL of DNA free
water and 2 uL of proteinase K into each of the samples. The tubes were then
vortexed briefly and then incubated in a shaker (1000 rpm) for 30 minutes at 56°C.
These were then spun in a microcentrifuge for 3 mins at 13,000 rpm. The swab was
then removed and 175 pL of a 5% chelex working solution was added using a 1000ul
pipette. The Chelex solution was on a magnetic stirrer for the duration of the time of
pipetting to ensure adequate suspension of the resin. The samples were then
incubated at 56°C for 30 minutes. Afterwards they were vortexed at high speed for 5
to 10 seconds and incubated at 100°C for 8 minutes using a screw-down rack. The
final step had the samples vortexed again at high speed for 5-10 seconds and spun
in a microcentrifuge for 2-3 mins at 13,000 rpm before pipetting aliquots of the extract
into microcentrifuge tubes (ensuring not to uptake any of the resin).

2.2.1.2.2 Phenol Chloroform Extraction

Swabs were snapped into Eppendorf tubes and 600 puL of DNA free water and 2 L
of proteinase K was added before incubating at 56°C in shaker for 30 minutes at 1000
rpm. Afterwards the swabs were removed with a sterile toothpick. For the isolation
step an equal volume of phenol: chloroform isoamyl (600 uL). The tube samples were
then gently inverted until an emulsion formed before centrifuging at 12000 rpm for 1
minute. The top aqueous phase was then removed using a 1000 pL pipette and then
a 200 uL pipette to a fresh Eppendorf, ensuring the aqueous layer was not disturbed
when getting the last of the top layer. Any remaining interphase and organic phase
were discarded appropriately. This washing step was repeated 3 times until no protein
was visible at the interphase of the organic and agueous phases. An equal volume of

chloroform (600 uL) was added before repeating the wash step.

For the ethanol precipitation, sodium acetate 3M (20 yL) was added to each sample
before adding 1200 uL of ice-cold ethanol. The sample was then vortexed briefly and
left on ice to allow the DNA to precipitate (30 minutes). These were then centrifuged
at 12,000 rpm for 10 minutes at -20°C. The supernatant was then removed using a
pipette, ensuring not to disturb any pelleted genetic material on the bottom of the
Eppendorf. The tubes were then halfway filled with 70% ethanol and recentrifuged at
12000 rpm for 2 minutes at 4°C in a microcentrifuge. The supernatant was then
removed again and discarded. Any remaining ethanol was evaporated off by leaving
the open tube at room temperature until the last traces of fluid evaporated. DNA free

water (30 pL) was then added to resuspend any DNA present.
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2.2.1.3 Quantitative PCR

The samples were then quantified using 2 sets of primers for the STR loci THO1
(Vanderheyden et al. 2007) and SE33 (Hill et al. 2011) in a SYBR Green master mix
(Bio Rad, UK) as per the manufacturer’s instructions (Bio-Rad Laboratories, 2000b)
in a 20 pL reaction. The samples were analysed using a StepOnePlus™ Real-Time
PCR System (ThermoFisher Scientific, 2022a). Data was exported to Microsoft Excel
(Microsoft Corporation, 2022) and statistical analysis was carried out using SPSS
(IBM Corp., 2022). The two sets of primers were tested using annealing temperatures
from 60 to 66°C in a standard PCR thermal cycler with analysis of the PCR products
via gel electrophoresis to establish that the primers successfully produced PCR
products for both loci. However, the SYBR Green Supermix has a standard annealing
temperature set as of 60°C with the components of the Supermix compensating for
any variability of annealing temperatures (Bio-Rad Laboratories, 2000b). Both primer
sets were kept at a concentration of 1 uM with the SYBR Green master mix
throughout the analysis.

2.2.2 Xylene, 1,2-Indandione and Hexane Adhesive
Separation

2.2.2.1 Application of Xylene

A counterfeit banknote consisting of a double paper layer with imitation metallic thread
was totally immersed in xylene for one minute. A scalpel blade was then used to pry
apart the paper layers around the ends of the embedded thread, where there was
likely a weaker adhesive bond between the paper, as an access point. First the blade
was pierced into where the imitation metallic thread was present, ensuring that the
blade only passed between the layers and not through either the paper or the thread.
The blade could then be moved through the layers, ensuring that the side of the blade
that was prying through the layers was the blunt end. Using the sharp side led to the
tearing of the paper layer in all instances this was tried. This was repeated on three
other counterfeit banknotes but instead 100 pL of xylene was added at a time to an
access window that was made using a scalpel blade to form an access flap to the
embedded thread. For the dot matrix hologram removal, a similar approach to the
double paper layered banknotes was applied. Instead of using a scalpel blade
however, a set of tweezers was used to lift the hologram off the paper substrate.
Xylene was placed on the opposing side of the hologram and allowed to permeate
through the paper layers behind the hologram. This was attempted on two counterfeit

holograms present on counterfeit banknotes.
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2.2.2.2 Application of 1,2- Indandione

Another solvent-based reagent 1,2-indandione was also investigated. Prior to the
addition of a 1,2-indandione working solution the counterfeit banknote was split into
four sections and the 1,2-indandione working solution was poured onto each section,
ensuring enough of the solution was added to cover the segments. The segments
were then left in an oven at 80°C for 5 minutes. The working solution consisted of
0.25g of 1,2-indandione, 45mL of ethyl acetate, 45mL of methanol, 10mL of acetic
acid, 1 mL of zinc chloride stock solution (0.1g of zinc chloride, 4mL of ethyl acetate
and 1mL of acetic acid), 1L of HFE 7100 (Defence Science and Technology
Laboratory, 2019).

2.2.2.3 Application of Hexane

In a similar manner to Section 2.2.2.1, hexane was added to the adhesive layer of a
counterfeit banknote consisting of a double paper layer with imitation metallic thread
and a dot matrix hologram on its surface. For the paper layer separation, 100 pL of
hexane was added repeatedly to allow for the permeation of the solvent through the
paper before attempting to separate the paper layers by running a scalpel blade
across the edges of the applied area. This was also applied in the same manner to
the opposing side of the present dot matrix hologram, allowing the solvent to
permeate to the other side of the paper where the hologram was attached. A set of

tweezers were then used to attempt to remove the dot matrix hologram.

2.2.3 Ethanol Adhesive Separation

To remove the dot matrix holograms, 200 uL of 100% ethanol was added to the
reverse side of counterfeit banknotes using a pipette, allowing for the ethanol to
permeate through to the dot matrix hologram side. This volume was used as it allowed
for the permeation of the ethanol to the opposing side of the paper layers, without
over saturating it. A sterile scalpel was then used to lift a corner of the dot matrix
hologram to allow for its removal using sterilised tweezers. This was applied to three
samples of counterfeit €50 banknotes with the dot holograms present. A similar
process was used to separate the adhesive paper layers of the counterfeit banknote.
Ethanol was deposited using a pipette at 1000 L, ensuring the edges around the
banknote were saturated. If more ethanol was needed, a further 1000 uL was added.
A sterilised scalpel was used to slide between the top of the region where the imitation
metallic thread was exposed. Care was taken to ensure the tip of the blade was

manoeuvred between one side of the paper layer and the imitation metallic thread to
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avoid tearing through the paper layer. With the application of further ethanol, the
scalpel blade was able to be manoeuvred around the edges of the counterfeit
banknote, ensuring the non-serrated edge of the blade was used to help pry apart the
two paper layers. To completely expose the imitation metallic thread, sterilised
tweezers used to the pull apart the two layers, taking care to use the tweezers in such
a way to avoid cross contaminating the external surface of the banknote with the
internal. This was carried out on two counterfeit €500 banknotes that had been pre-
selected with imitation metallic threads present, indicating they were composed of two

layers of paper.

2.2.4 Evaluation of DNA Sampling in Counterfeit
Banknotes

2.2.4.1 Sampling

To demonstrate the analysis of counterfeit banknotes for DNA in practice, six
counterfeit banknotes were selected (Table 2) to have their hologram carrier foils
removed. These were removed from circulation in The Republic of Ireland by Law
enforcement and provided by the Central Bank of Ireland. The plastic carrier foil was
manually removed using sterilised tweezers before the adhesive layer was swabbed
twice (Hedman et al. 2020) with cotton swabs (Deltalab, 2016) soaked in 60 puL of
xylene (May and Thomson 2009). Four sets of swab samples were prepared for each

extraction, consisting of two swabs from each sample.

Table 2 The €50 counterfeit banknotes provided by the Central Bank of Ireland with the dot matrix
holograms present and which county they were received from. The indicative aspect refers to the
categorization of the counterfeit banknote by the ECB according to the general area it was from (EU),
the series of banknote it is a counterfeit of (A being the first series of euros), the denomination being
counterfeited (50 euros), the process applied (P = traditional offset printing or C colour copying using

equipment such as inkjet printers) and a final numerical value for the sequential order in which it was

found.
Date Taken
: Date .
Serial Number Out of ) Indicative County
: : Received
Circulation
Y83811672257 | 22/01/2018 | 05/02/2018 o Monaghan
<
Y83811672257 | 11/01/2018 | 22/01/2018 g‘ Dublin
Y43811672505 | 11/01/2018 | 22/01/2018 3 Dublin
o
Y43811679599 B _ § Dublin
Y43811672500 | 03/01/2018 | 22/01/2018 % Galway
w
Y43811672505 | 06/01/2018 | 22/01/2018 Kildare
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2.2.4.2 DNA Extraction

Each swab was individually placed in investigator lyse and spin baskets (Qiagen,
2020) to be centrifuged alongside 2 pL of proteinase K and 300 uL of DNA free water
(Bruijins et al. 2019, Horjan et al. 2016, Qiagen, 2020). In the case of the Fire Monkey
kit this was altered to accommodate the initial digestion step (Section 2.2.4.2.1). The
lysis spin baskets allowed for the removal of any material in liquid suspension on or
within the swab (Bruijins et al. 2019). Each sample was then extracted using silica
spin columns from Revolugen Fire Monkey Kit (Revolugen, 2020) or a magnetic bead
extraction kit from Genesig (Genesig, 2020) according to the manufacturer's
instructions or Chelex extraction (Biorad Laboratories, 2000a) according to the

protocol provided by the manufacturer.

2.2.4.2.1 Fire Monkey Kit

To each sample 300 pL of LSDNA reagent and 20 pL of proteinase k was added
before vortexing the samples. These were incubated for 20 minutes at 56°C. Each
sample had 350 pL of reagent BS and was vortexed briefly. This was followed by
adding 400 pL of 75% isopropanol and vortexed briefly, ensuring the solution was
then clear. A 1000 pL pipette was then used to transfer 600 yL of the sample to a
spin column. This was then centrifuged at 8000 rpm for 1 minute and the flow-through
discarded. Any remaining sample was then added to the spin column and the wash
step was repeated. To the spin column 500 pL of WS reagent was added and then
centrifuged at 8000 rpm for 1 minute. The flow through was then discarded. Each
sample then had 500 pL of 90% ethanol to the spin column and centrifuged at 14000
rom for 3 minutes before discarding the flow through. The samples were then
centrifuged again at 14000 rpm for 1 minute and any flow though was discarded. The
column was then placed into a pre-warmed tube at 80°C and 100 pL of elusion buffer
was added (also at 80°C) to the spin column and incubated at 80°C for 1 minute. For
2 minutes the column was centrifuged at 4000 rpm to remove the eluted sample from

the column.

2.2.4.2.2 Magnetic Bead Extraction

To each sample, 20 L of tube 1 and 200 pL of tube 2 was added alongside 10 pl of
internal extraction control. These were then vortexed before leaving for 15 minutes.
From tube 3, 500 pL was added to each sample tube before vortexing the sample
briefly. They were then left to on the workbench for 5 minutes before placing on the

magnetic rack and the liquid was removed. To each sample 500 pL from tube 4 was

49



added and then vortexed before leaving to stand for 30 seconds. They were then
magnetised and the resulting supernatant removed. This was then repeated for
reagent tubes 5 and 6. The final step had 200 pl of tube 7 added before vortexing and
leaving the samples to stand for 30 seconds. These were then magnetised and the

resulting liquid was removed to a new labelled Eppendorf to be analysed.

2.2.4.2.3 Chelex Resin Extraction

To each supernatant tube from the lysis spin basket step 175 pL of a 5% chelex
working solution was added using a 1000ul pipette. The Chelex solution was on a
magnetic stirrer for the duration of the time of pipetting to ensure adequate
suspension of the resin. The samples were then incubated at 56°C for 30 minutes.
Afterwards they were vortexed at high speed for 5 to 10 seconds and incubated at
100°C for 8 minutes using a screw-down rack. The final step had the samples
vortexed again at high speed for 5-10 seconds and spun in a microcentrifuge for 2-3
mins at 13,000 rpm before pipetting aliquots of the extract into microcentrifuge tubes

(ensuring not to uptake any of the resin).

2.2.4.3 DNA Quantification

The samples were then quantified using a Quantifiler™ Duo DNA quantification kit
from Applied Biosystems™ (Thermo Fisher Scientific, 2020) at full volume at 25 L
total volume and half volume at 12.5 pL total volume according to the manufacturer’s
specifications and analysed using a StepOnePlus™ real-time PCR system (Thermo
Fisher Scientific, 2022a). The Quantifiler Duo kit consists of a human DNA marker
(RPPH1) detected, the male chromosomal marker (SRY) and an IPC. Data was
exported to Microsoft Excel (Microsoft Corporation, 2022) and statistical analysis was
carried out using SPSS (IBM Corp., 2022).
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2.3 Results
2.3.1 Preliminary Examination of Deposited DNA on Dot

Matrix Holograms
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Figure 11. The average concentration of DNA acquired from the Chelex extraction technique and the
phenol-chloroform extraction technique alongside the STR locus used to quantify the concentration.
The legend indicates the concentration of DNA placed on the adhesive side of the hologram before

swabbing. Error bars indicate the standard error of the data sets

The results for Chelex showed low levels of DNA detected, with the majority of
samples only producing 10% or less of the originally placed DNA. The phenol
chloroform extractions had the lowest detected concentrations of DNA, with levels
appearing lower than 2% of the DNA placed on the holograms. In order to establish
the distribution of the data, a normality test was carried out, to ensure that any
assumptions made by further statistical analysis were appropriate to the data (Kaur
and Kumar, 2015). The normality tests for both extraction groups gave p-values =
0.000 (p < 0.05), indicating the data was not normally distributed. As the data was not
normally distributed, a nonparametric test was applied to the data as it did not meet
the required parameters to carry out a more robust parametric test (Kaur and Kumar,
2015). A Kruskal-Wallis test was therefore carried out to establish the potential
differences between the extraction method groups for each of the loci (Kruskal and
Wallis, 1952). Both the comparison of the THO1 and SE33 loci between the Chelex
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resin and phenol chloroform extractions were found to be not statistically significant
(p = 0.165, n? = 0.033, n = 30 for THO1 and p = 0.093, n? = 0.065, n = 30 for SE33).
Not included in Figure 11, are the detected DNA concentrations for the direct PCR
carried out. The main reason for this is the data was not reliable due to the lack of
established melt curves and many of the data points indicated no fluorescence was
detected. In the case of the direct PCR approaches the melt curves did not represent
the curve expected for the amplification of a DNA locus, instead it contained data
points that indicated a large amount of fluorescent noise for the duration of the
temperature variation. This data was therefore not included in Table 3. The detected
levels of DNA for the volunteer and counterfeit banknote samples as shown in Table
3. As there was no way to ascertain how much DNA may have been placed on the
hologram, the samples could not be compared to the potential deposited DNA ( Table
3). All the volunteer and counterfeit banknotes gave readings of less than 100 pg/uL
of DNA except for one of the volunteer samples that contained 122 pg/uL when

measured using the THO1 STR locus after Chelex extraction.
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Table 3. The detected DNA concentrations (pg/uL) of DNA from the Chelex extraction technique and
the phenol-chloroform extraction technique alongside the STR locus used to quantify the concentration
of DNA on the volunteer and counterfeit banknote counterfeit holograms.

Phenol Phenol
chloroform chloroform
extraction: extraction:

THO1 SE33

(pg/pL) (pg/pL)

Chelex Chelex
Sample extraction: extraction:
Type THO1 SE33

(pg/pL) (pg/pL)

Counterfeit banknote
hologram

122.071

hologram

4.465 4.372 6.212 2.030

Volunteer prepared counterfeit

2.3.2 Xylene, 1,2-Indandione and Hexane Adhesive

Separation

On the addition of xylene, the layers easily separated, especially with the addition of
more xylene between the layers as they detached, making it possible to completely
separate the layers. As can been seen in Figure 12 it was possible to remove the
imitation security thread within the paper layers without damaging the thread. This
has been repeated a further 3 times with counterfeit banknotes with similar
characteristics. Figure 13 shows the resulting effect of the addition of 1,2-indandione
to a counterfeit banknote. The counterfeit banknote was a previously analysed item
where the hologram was removed in Kwok et al. (2019), the remaining paper has then

been cut into four segments.
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As xylene was used for the separation of the paper layers of a counterfeit banknote,
xylene was theorised to have the same effect on counterfeit holograms. Xylene was
applied to the opposing side of a hologram present on a banknote and allowed to
permeate through the paper layers to the side the hologram was present on. This
proved successful in allowing for the weakening of the adhesive bonds underneath
the hologram, enough so that the hologram could be lifted off using a pair of sterile
tweezers (Figure 14). The similar process used for hexane was unsuccessful in
separating either the adhesive layer of the paper aspects of the counterfeit banknotes

and the removal of a dot matrix hologram from the paper substrate.

Figure 12. The removed imitation security thread removed using xylene from a counterfeit banknote.

Figure 13. Two sides of the same counterfeit banknote that have been separated through the addition
of 1,2-indandione.
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Figure 14. The paper surface of a counterfeit banknote where a counterfeit hologram has been
removed using xylene, exposing the paper layer underneath.

2.3.3 Ethanol Adhesive Separation

Figure 15. The removed hologram from a counterfeit €50 banknote (left), with the removed hologram
(right) using 100% ethanol. Counterfeit banknote provided by the Central Bank of Ireland.

Figure 16. The separated paper layers of a counterfeit €500 banknote, with the removed imitation
metallic thread using 100% ethanol. Counterfeit banknote provided by De Nederlandsche Bank.
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From the use of ethanol, the dot matrix holograms were removed successfully from
the surface of the paper substrate. The amount of time between depositing the
ethanol and removing the dot matrix hologram was not monitored but the hologram
had to be removed before the ethanol completely evaporated. Once the ethanol was
no longer present, it was not possible to remove the hologram without damaging the
sample. All three €50 samples had the dot matrix hologram successfully removed.
In the case of the €500 counterfeit banknotes, the paper layers were successfully
separated to expose the imitation metallic thread. One of the counterfeit banknotes
proved more difficult to separate than the other sample. However, with the addition

of more ethanol the layers were successfully separated.

2.3.4 Evaluation of DNA Sampling in Counterfeit

Banknotes

The results show that more DNA was detected in samples while using a PCR reaction
volume of 12.5 pL (Appendix 2-4). Although none of the samples had the human DNA
marker (RPPH1) detected, the male chromosomal marker (SRY) was detected in
many of the samples. The half volume reactions had the most successful set of results
with only 7 of the reactions having no detected sample DNA (Figure 18). Whereas
the 25 pL reactions (Appendix 5-7) had 23 reactions with unsuccessfully detected
DNA readings for the SRY locus (Figure 17). The effectiveness of the different
extraction techniques cannot be statistically compared due to the sample size. All
standard curves were above a R-squared of 0.95, indicating the values detected for
the standards could be reliably used to compare to the unknown samples. All samples
had the internal positive control marker present suggesting the PCR did occur in all
sample wells with ct values comparable to the negative controls indicating no
inhibition was present (Barbisin et al. 2011). As the data was not normally distributed
(p-value <0.05), a Mann-Whitney Test was conducted between the full 25 L volume
reaction mixture samples and the 12.5 pL to establish if there was a statistically
significant difference in the medians between the two volumes. The results from the
test gave a p-value of 0.114 (p >0.05, n = 24, r = 0.331) suggesting there was no
significant difference in the results between using the full reaction volume and the half

reaction.
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Figure 17. The average detected concentration of DNA using the male SRY marker (pg/pL) from
primary (Al) and secondary (B1) swabs taken from the adhesive hologram residue left on counterfeit
banknotes. Reaction volumes were all set to 25 pL. Error bars indicate the standard error of the data
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Figure 18. The average detected concentration of DNA using the male SRY marker (pg/uL) from
primary (A1) and secondary (B1) swabs taken from the adhesive hologram residue left on counterfeit
banknotes. Reaction volumes were all set to 12.5 uL. Error bars indicate the standard error of the data

sets.
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2.4 Discussions

2.4.1 Preliminary Examination of Deposited DNA on Dot

Matrix Holograms

The Chelex based extraction technique was found to consistently achieve the highest
yield in extracting detectable levels of DNA. The phenol-chloroform extractions did
produce some detectable DNA, but most samples did not reach above 5 pg/uL of
DNA, especially when using the THOL1 based qPCR. A clear spike in the detected
DNA is seen in the lower concentrations of DNA planted in the SE33 locus for both
extractions. This is due to the percentage proportions being higher for lower
concentrations rather than there being more DNA detected. The variable values of
DNA acquired are likely due to the adhesive interaction with the deposited DNA,
preventing it from being extracted efficiently (May and Thomson 2009). Water rather
than a solvent was initially used in the study to first establish the extraction and overall
sample preparation before moving onto solvent use detailed later in the thesis.
Research has also shown that water as a moistening agent performs just as well as
other swabbing reagents when dealing with adhesive on evidential tape (Phetpeng et
al. 2015). Alternatively, the use of a solvent such as xylene was considered as it has
been proven to be more effective than water or phenol chloroform in removing DNA
from adhesive tape lifts. The THO1 and SE33 loci were both used to establish the
condition of the samples. As the THO1 locus appears no longer than 200 base pairs
and the SE33 locus appears longer at above 300 base pairs (Hills et al. 2010,
Vanderheyden et al. 2007), the aim was to use these to quantify any degradation or
damage to the DNA present in the form of a degradation index (Balding and Buckleton
2009, Bright et al. 2013). The data between the two different loci was expected to be
different as larger loci degrade faster than shorter loci (Vernarecci et al. 2015) to
compare the larger locus to the smaller locus to form a ratio to indicate how degraded
a sample is (Lin et al. 2018, Vernarecci et al. 2015). However, as can be seen in
Figure 11 the locus SE33 in most phenol chloroform samples indicated a higher
concentration of DNA compared with the THO1 locus target. The same was true for
the chelex extracted samples but only in two of the concentrations (35 pg/uL and 295
pg/uL). This was unexpected as the variability in the concentrations of the loci is
expected to be skewed with the THO1 locus being the more prominent throughout the
samples. The SE33 was expected to be much lower in concentration as the locus is
larger than the THO1 locus, making it more susceptible to degradation (Vernarecci et
al. 2015). A degradation index was not carried out for this reason. The disparity

between the two loci could be down to inhibition within the PCR that could explain the
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variability in the results (Steadman et al. 2015). In the methodology (Section 2.2.1)
scaclpel blades were used to help free the adhesive for swabbing. This may have
contributed to the inhibition of the PCR as it has been shown to be less beneficial
than using swabbing alone (Steadman et al. 2015). The use of a solvent to prevent
any inhibition from present adhesive previously mentioned may have compensated
for this.

To establish the significance of the results, a Kruskal-Wallis test was carried out on
the separate extraction methods and the STR loci used. The comparison of Chelex
extraction and phenol chloroform extraction for both loci gave p-values of >0.05 for
both sets of STR loci at 0.165 for THO1 and 0.093 for SE33 from the Kruskal-Wallis
test. This indicates there was no significant difference between the results. The effect
size was found to be small for the THO1 (n? = 0.033, n?>> 0.01, n = 30) locus indicating
a small level of the variation in the data could be explained by the extraction
processes (Cohen et al. 1988). The effect size for the SE33 locus was found to be
medium THO1 (n? = 0.065, n? > 0.06, n = 30) indicating a moderate level of the
variation in the data could be explained by the extraction processes. As phenol
chloroform is a solvent it was expected that this would have been more effective
freeing the DNA from any adhesive present in the sample. However, this was not the
case as Chelex appeared to be more affective although not to a significant level.
Adopting a different methodology in swabbing processes coupled with other types of
extraction such as magnetic bead extraction and silica spin columns may improve the
success of the sampling. The addition of a post extraction step where the DNA is
concentrated down using devices such as Microcon® DNA Fast Flow Filters (MERCK,
2021) the chelex may improve the detectability of any DNA present as well as improve
the results for DNA profiling (Norén et al. 2013). The use of xylene as a solvent directly
on the DNA source while swabbing will also likely improve the results as was shown
in similar research carried out by May and Thomson (2009). In the case of the direct
PCR set of samples, the data was not sufficiently reliable to give an accurate reading
for how much DNA was present or if the reaction was successful. This could be due
to the adhesive interaction with the DNA and PCR mixture causing an inhibitory effect
or the type of swab involved which has not been used before in this process.
Alternative swab types have been used such as the microFLOQ swab produced by
Copan for direct PCR approaches (Comte et al. 2019, Sherier et al. 2020), that could
be researched further to establish a more successful method. This was attempted in
a small number of the samples where the cotton swab used to swab the adhesive
side of the dot matrix holograms was cut into segments before being introduced

directly to the PCR well (Section 2.2.1). However, from the data there was a
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concentration indicated from the qPCR but the melt curves indicated that there was
no PCR product presence. Instead, the graphical representation of the melt curve
consisted of fluorescent noise whereby the data points fluctuated drastically
throughout the temperature change of the wells. The data could therefore not be
verified by a distinct PCR product being present in the melt curve analysis.

2.4.2 Xylene, 1,2 Indandione Separation and Hexane

Adhesive Separation

Previously, May and Thompson (2009) indicated the possibility of xylene being used
to separate the adhesive layers of counterfeit banknotes. Although in their research
they used solvents to swab the adhesive side of tape-lifts. It was hypothesised that a
solvent could be used to separate the adhesive layers of a counterfeit banknote.

This was then attempted on other double layered counterfeit banknotes, but this was
not as successful. Other attempts were made on four counterfeit banknotes using
xylene to separate the paper layers but instead an access window to the imitation
metallic thread was made. For three of the counterfeit banknotes this proved relatively
straight forward, ensuring that the scalpel did not pierce straight through both layers
of the paper. However, one of the notes proved more difficult to separate as the
adhesive was not as readily dissolved by the xylene. This could be due to a couple of
hypothetical factors, either: the type of adhesive used may have been different
between each note or the concentration of the adhesive used varied between the
counterfeit banknotes. It can be said that the use of xylene was successful in
achieving the aim of separating the paper layers of counterfeit banknotes. Hexane,
another solvent was also used (Testolin and Lain 2005 and Lappé and Kallmeyer
2011), but the adhesive bonding between the layers was not sufficiently weakened to
remove the adhesive hologram or the adhesive paper layers.

In the research for Section 2.2.1 counterfeit holograms were separated manually
using a pair of tweezers and scalpel blade. This may have allowed for any
encapsulated DNA to remain trapped in the adhesive even when swabbed. In a
similar process of adding xylene to the double paper layers of counterfeit banknotes,
xylene was added to the paper layer underneath the dot matrix hologram on a
counterfeit banknote (Figure 14). This proved successful in allowing for the
weakening of the adhesive bonds underneath the hologram, enough so that the

hologram could be lifted off using a pair of sterile tweezers. By applying xylene on
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one side, the risk of introducing external DNA contamination is reduced while allowing
for the effective removal of the hologram. The concern, however, is that some of the
encapsulated DNA released by this process may be lost. A more reliable process was
needed.

To combine the manual and xylene techniques to remove holograms from counterfeit
banknotes, the carrier foil was first removed to leave the hologram and adhesive on
the surface of the counterfeit banknote. The residual adhesive hologram could be
then removed onto a cotton swab using xylene. This method allows for the swabbing
of potentially encapsulated DNA without the risk of introducing external DNA or using
excessive volumes of xylene that may remove any potentially encapsulated DNA. The
resulting extracted and quantified results of the swabs can be found in Section 2.3.2.
However, there was a concern that there may be DNA degradation due to the
hazardous properties of xylene (Chen et al. 2008, Liu et al. 2010). Previous research
by May and Thomson (2009) had considered the use of saliva quantities of DNA that
would not reflect the concentrations of DNA expected from touch DNA samples. The
researchers also compare their method of xylene solvent use with a standard
procedure in their case work on mock crime scene tapes and found no detrimental
effect on the recovery. However, this would not directly reflect the same quantities of
DNA expected in single deposition samples compared to tape lifts taken from worn
clothing due to the expected deposition variation between different surface types and
duration of deposition (Ruan et al. 2017).

The use of 1,2-indandione proved successful in the separation of paper adhesive
layers of the counterfeit banknote segments it was applied to. However, it was not
clear what component of the working solution was causing the adhesive layers to
separate. HFE 7100 and ethyl acetate were part of the working solution used which
potentially could have allowed for the removal of the adhesive with them both being

solvents (Nicolasora et al. 2018).

In the application of both xylene and 1,2-indandione a small number of samples were
analysed. This would therefore not account for the possibility that other counterfeit
banknotes samples from other sources may have different adhesives present that
would vary the effectiveness of the solvents to separate the layers. Other solvents
would therefore need to be considered in these instances. However, for the samples
used here the xylene and 1,2-indandione solutions were successful in the aim to

separate the adhesive layers of the counterfeit banknote samples.
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2.4.3 Ethanol Adhesive Separation

In comparison to the xylene based adhesive removal, the ethanol results were almost
identical in terms of the procedural methodology but allowed for an easier separation
of the adhesive layers. Thus, successfully achieving the aim of separating the
adhesive layers of counterfeit banknotes. The one variation in its use was the speed
at which the ethanol evaporated was faster, leading to more being applied
periodically. Care had to be taken to ensure that a sufficient volume was added when
separating the adhesive paper layers to avoid over saturating the paper, to help avoid
the tearing of the paper and risking contamination. To avoid tearing the paper layers
from within the adhesive layer, the non-serrated edge of the scalpel was used to part
the two paper layers. The separation of the paper and adhesive along the edge of the
counterfeit banknotes allowed for sterilised tweezers to pull apart the two paper layers
along the edges with the further addition of 100% ethanol. In the case of the dot
matrix holograms, ethanol was allowed to permeate through the reverse side of the
paper to the underside of hologram in a similar manner to the use of xylene (Section
2.2.2). The dot matrix was then lifted using sterilised tweezers, using one of the
corners to avoid introducing contamination with repeated handling. This allowed for
the dot matrix hologram to be more easily removed from the paper substrate than
was found with the use of xylene. The use of 100% ethanol was considered due to a
study published by Ruprecht et al. (2021). In the research, a removal solution
consisting of a mixture of cyclohexane and propanol was used to separate adhesive
stamps from envelopes, followed by swabbing of the adhesive side of the stamps with
100% ethanol. Although their removal solution was not used in this research, in art
restoration ethanol is also a commonly used solvent for the removal of adhesive tapes
(Mirabile et al. 2020, Smith et al. 1984). Ethanol is also widely used in the preparation
of DNA samples for DNA extraction and precipitation so is unlikely to cause any
unforeseen downstream negative effects for DNA profiling (Lei et al. 2022). As
ethanol has been frequently used as a swabbing agent and in DNA extraction, it was
hypothesised that it could be used to separate the paper layers of counterfeit
banknotes whilst limiting any damage to any present trace DNA evidence present
(Chapter 4).

As with the discussion for the xylene and 1,2-indandione separation techniques, only

a small number of samples were initially analysed using this method. Although this

would make this limited, further work in Chapter 3 and Chapter 4 highlight the
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potential of the use of ethanol to separate the adhesive layers in counterfeit

banknotes consistently.

2.4.4 Evaluation of DNA Sampling in Counterfeit

Banknotes

The results show that more DNA was detected in samples while using a PCR reaction
volume of 12.5 pL. With the RPPHL1 locus there was no detected amplification of the
target DNA in any of the unknown samples. The ct values for the IPC indicated that
there was no inhibition in the reactions with ct values remaining consistent with the
negative controls (Barbisin et al. 2009). All standard curves were also above a R?
value of 0.95 indicating there was no issues with the use of the standard curves for
any of the loci. This was investigated further with positive controls that ruled out any
issues with the PCR machinery used or the quantifiler kit itself. The lack of the RPPH1
locus appearing in the samples could be due to the level of degradation or inhibition
for potential DNA present (Funes-Huacca et al. 2011). Due to the swabbing of the dot
matrix holograms removing some of the holographic material, there may have been
an inhibitory effect on the VIC dye marker being detected. However, this was not
investigated further as an alternative process of removing the whole dot matrix
hologram was being considered as more effective from the previous work with the
solvent xylene (Sections 2.2.2, 2.3.2 and 2.4.2). Although none of the samples had
the human DNA marker (RPPH1) detected, the male chromosomal marker (SRY)
was detected in many of the samples. The half volume reactions had the most
successful set of results with only 7 of the reactions having no detected sample DNA
(Figure 18). Whereas the 25 uL reactions had 23 of the 36 sample reactions with
unsuccessfully detected DNA readings (Figure 17). A Mann Whitney U test was used
to establish if there was a difference between the use of the two volumes. From the
results of the test, it can be said that there was no statistically significant difference
between the two volumes with a p-value of 0.114 (p >0.05, n = 24, r = 0.331). This
suggests that the use of a half volume reactions for the qPCR is not statistically
different in the detection of sample DNA, allowing for smaller volumes of the reagents
to be used for the same resulting quantification result. The effect size was indicated
as being medium by the reported value (r > 0.3) indicating the volume differences
explained moderate variation in the data. The overall concentrations of Y
chromosomal DNA detected were too low to gain potential complete DNA profiles,
with highly variable standard errors for the samples due to the small sample size. The

consensus in the literature is that the threshold for successful DNA profiling is above
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100 pg/pL. However, this is not to say that at least partial DNA profiles would be
obtainable at amounts lower than 100 pg (Gill et al, 2000 and 2001). Aditya et al.
(2011) suggest that quantification data does not directly link to the successful profiling
of an evidential sample. In some cases, profiles are still obtainable when no DNA has
been detected during the quantification process. The same was suggested by
Schniffer et al. (2005) where they obtained partial profiles from as low as 12.5 pg/uL
concentration samples that had been extracted using Chelex resin. DNA profiling of
the swabbed counterfeit samples would need to be carried out to establish the
potential contamination from the examiner. There are also other qPCR systems other
than the Quantifiler™ Duo kit available that provide higher sensitivities, down to 1
pg/uL for low copy number DNA as the Investigator Quantiplex HYres kit (Qiagen,
2021). However, these are not compatible with the available Applied Biosystems Step

One Plus system at the university (Thermo Fisher Scientific, 2022a).

Due to this stage of the research occurring after the first loosening of covid-19
restrictions in the UK, the experimental design could not yet rely on volunteers due to
the safety concerns at the time. Instead, the samples analysed were of seized
counterfeit samples to expand on the preliminary work looking at deposited DNA on
dot matrix holograms (Sections 2.2.1, 2.3.1 and 2.4.1). At this stage of the research,
xylene had not been used to separate the adhesive layers of the dot matrix hologram.
Thus, why the polymer carrier foil was removed off the surface of the dot matrix
hologram rather than removing the hologram completely from the paper substrate.
This could have affected the gPCR results as the swabbing had to remove as much
of the adhesive as possible, to reach the layer at which the paper and adhesive met.
Although this removed the need to separate the dot matrix hologram from the paper
substrate, this did introduce a lot of the holographic and adhesive material to the
extraction process. This could have inhibited the downstream gPCR analysis by
introducing too much of the adhesive (Barbaro et al. 2011, Zech et al. 2012). This
may have further encapsulated the DNA which has been speculated in research by
Ng et al. (2007) in envelope sourced DNA samples. Due to the samples consisting of
counterfeit banknotes, there was no way in which to verify if DNA was already present
and at what concentration. This would have helped to verify and control the resulting
concentration results post extraction. To further investigate this, a simulated

procedural study was carried out (Chapter 3).
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2.5 Conclusions

The preliminary study sought to establish the possibility of acquiring DNA from the
adhesive present on dot matrix holograms. From the data it was not possible to
discern whether phenol chloroform or chelex resin extraction was the more optimal
methodology to extract the samples. This was not able to meet the objective of
establishing an optimum extraction process for the adhesive samples but established
if trace levels of DNA could be acquired from one of the adhesive layers of a
composite counterfeit banknote. More research was needed to further evaluate this.
The use of two primer sets, THO1 and SE33 also proved complicated in the data
interpretation. Although the use of two probes was not as successful as hoped, the

use of multiplex gPCR systems was considered for further research.

Instead of using a SYBR Green based qPCR, the research moved towards using a
multiplex system, the Quantifler Duo DNA quantification kit, followed by the
implementation of other extraction methodologies. To swab the samples the solvent,
xylene was used to allow for the removal of the adhesive dot matrix hologram, after
the carrier foil had been removed. Although there were similar issues in establishing
the optimum extraction methodology

Following from this there was research highlighting the use of solvents as a potential
swabbing solution to help remove and release encapsulated DNA present in the
adhesives present in the counterfeit banknotes. For the comparison of xylene, 1,2-
indandione and ethanol, all three solvent approaches proved successful in the
separation of the adhesive layers of the counterfeit banknotes analysed. Successfully
achieving the aim of separating the adhesive layers of counterfeit banknotes using
these solvents. For the xylene samples it was shown to be successful in the
separation of both the double paper layers and the dot matrix holograms. However,
there was a concern that there may be DNA degradation due to the hazardous

properties of xylene (Chen et al. 2008, Liu et al. 2010).

This led to the investigation of alternative solvents that may be less detrimental to
trace DNA samples. Ethanol is often used in the extraction stages of DNA sample
processing as well as being used as a swabbing agent for tapelifts (Ruprecht et al.
2021). It was hypothesised that it would be successful in the separation of adhesive
layers within counterfeit banknotes. From the samples it was clear that ethanol was

an appropriate solvent for the separation of the adhesive layers as it successfully
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dissolved the adhesive bonds present in the counterfeits. The solvent also evaporated
faster when compared to the application of xylene, preventing any risks of
contamination through the handling of the counterfeit. The next steps were to
implement the findings from these smaller studies into a larger simulated procedural
study to establish how these techniques could be applied together to meet the aim of

establishing if a STR profile could be acquired from counterfeit banknotes.
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Chapter 3 Simulated Procedural Study to
Evaluate the Presence of DNA in Composite
Counterfeit Banknotes

3.1 Introduction

The next stage of the research looked to meet the objective of having volunteers
make composite counterfeits that are then given to a secondary volunteer for handling
thereby simulating the circulation of a counterfeit banknote. The aim of this was to
establish what is the optimal extraction process to extract the DNA whilst establishing
if there was any risk of DNA transfer for the external surface of a counterfeit banknote
into the adhesive layers. This would be evaluated through analysing the quantity of
DNA present and the condition of the STR profiles. The idea was to improve on the
studies carried out in Chapter 2 and instead have individuals place their fingermarks
on the adhesive side of the dot matrix holograms to introduce trace levels of DNA.
This was briefly touched upon in Chapter 2 but a large sample size involving
volunteers was needed to expand on the aim of developing a methodology of
acquiring DNA from a counterfeit banknote.

3.2 Methodology

Ethics Declaration

All experimental designs and involvement of volunteers were approved under
Proportional Ethical Approval provided by the Staffordshire University ethics
Committee, with written consent given from all volunteers for their involvement in

the research herein detailed.

3.2.1 Sample Preparation and Extraction

Three volunteers, two female (volunteers A and B) and one male (volunteer C),
were asked to not wash their hands for 1 hour and 30 minutes before placing their
individual fingermarks on the adhesive side of dot matrix holograms (provided by
the ECB). In this time, they were told to carry out their day as normal, refraining
from washing their hands and wearing gloves during this time. This was to allow for
natural fingermarks to be placed onto the adhesive (Templeton and Linacre 2014).
No analysis was done prior involved of the volunteers of either their shedder status

or potential shared alleles. Thirty samples were taken from each volunteer (ten for
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each of the extraction techniques applied) producing a total sample set of 90. These
were then placed on banknote paper provided by the ECB that had been cut into
2.5cm? squares and stored for 1 week in sterile petri dishes (Tan et al. 2020). This
prevented any risk of contamination while the samples were stored and was also
beneficial in allowing for easier handling of the samples during processing. All dot
matrix holograms and banknote paper used was sterilised first with 70% methylated
spirit (Parsons et al. 2016) before placing them in UV light for 15 minutes before use
in the research (Templeton and Linacre 2014). Tweezers used were sterilised by
soaking them in 70% methylated spirit (Parsons et al. 2016) for 1 hour followed by
exposure to UV light for 15 minutes for each use. Two days into the storage period
the newly formed composite counterfeit banknotes were handled by the male
volunteer (volunteer C) after rubbing their hands behind their ears and neck. The
composite counterfeit banknote segments were gently rubbed between the hands of
the volunteer for 10 seconds each (Schelte et al. 2021). This was to introduce
sebaceous material (McLaughlin et al. 2021) to the external aspects of the
composite counterfeit banknote, imitating a circulation event. On removal from
storage, the composite counterfeit banknotes were double swabbed (Hedman et al.
2020) with 60 pL of DNA free water using cotton swabs (Deltalab, 2016). Water was
used as it is a common swabbing agent (Phetpeng et al. 2015) and there was no
adhesive present on the surfaces of the exposed paper or plastic carrier foil of the
dot matrix holograms. The dot matrix hologram was then removed manually using
sterilised tweezers and the adhesive side was double swabbed by first placing 30
pL of xylene onto the adhesive before using a swab with 30 p of xylene to swab the
surface using cotton swabs (Deltalab, 2016). For the phenol chloroform and the
chelex resin extractions the swabs were then added to investigator lyse and spin
baskets (Qiagen, 2020) with 300 pL of DNA free water and 2 uL of proteinase K
present. These were left for 1 hour in a 56°C heated shaker at 900 rpm. The baskets
were then centrifuged according to the specifications provided by Qiagen (2020).
The resulting lysis solution was then extracted using phenol chloroform and Chelex
resin according to the methodology in Section 2.2.1 and a magnetic bead extraction
kit, BTA Prepfiler kit, according to the manufacturer’s guidelines (Thermo Fisher
Scientific, 2022b) detailed in Section 3.2.1.1. The Chelex resin extraction had an
additional step of condensing the product from an estimated 300 pL to 30-40 pL
using the Microcon® DNA Fast Flow Filters (MERCK, 2021) by adding the extract
supernatant to the filter tubes and centrifuging at 500 g for 23 minutes. The tube
filters were then inverted and centrifuged to remove the sample at 1000 g for 3
minutes (MERCK, 2021).
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3.2.1.1 BTA Prepfiler Magnetic Bead Extraction

In preparation before the extraction steps the Eppendorf of magnetic particles was
incubated at 37°C for 10 minutes and vortexed till the particles were completely
resuspended. The lysis buffer was also incubated at 37°C for 15 minutes. Primary
and secondary swabs were snapped into investigator lyse and spin baskets
(Qiagen, 2020) with 220 uL of BTA PrepFiler Lysis Buffer and 3 uL of DTT. Tubes
were then vortexed and added to a shaker at 900 rpm, for 40 minutes at 70°C. They
were then centrifuged for 2 minutes at 12,000 rpm. Samples were then left to reach
room temperature before adding 15 uL of the magnetic bead suspension. To ensure
the magnetic particles were suspended the Eppendorf was vortexed briefly and
inverted every 5 minutes. To each sample, 300 uL of isopropanol was added before
vortexing them briefly before pulse spinning them in a centrifuge. The samples were
then placed on a shaker at 1000 rpm for 10 minutes. These were then vortexed
before a pulse spin and placed onto a magnetic stand until the particles adhered to
the side of the Eppendorf. Waste supernatant was then pipetted out, taking care not
to disturb the magnetic beads. For the following wash step, the process was
repeated three times. First, 600 pL of wash buffer A was added to the sample
before vortexing and pulse spinning. The Eppendorf was then placed on the
magnetic stand, allowing for the particles to adhere to the side of the tube. Waste
liquid was then removed and 300 uL of wash buffer A was added before vortexing
and pulse spinning the tube. After placing the samples back onto the stand and the
particles had adhered to the side, the waste liquid was again removed. The final
wash step had 300 uL of wash buffer B added to the samples with them being
vortexed and pulse spun. The samples were then left on the magnetic stand for the
partciles to adhere on to the side of the tube before removing the waste
supernatant. Samples were then left with the tubes open to allow them to dry for no
more than 10 minutes. To each sample, 30 yL of elution buffer was added and the
sample was vortexed and pulse spun to resuspend the particles. The samples were
then placed in a shaker at 70°C and 900rpm for 5 minutes. These were then
centrifuged for 7 minutes at max speed (10,000rpm) and the supernatant was

transferred to a fresh tube.

3.2.2 DNA Quantification

The resulting extracted samples were then quantified using the Quantifiler™ Duo

DNA quantification kit from Applied Biosystems™ (Thermo Fisher Scientific, 2020)
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according to the manufacturer’s guidelines in half volumes at 12.5 pL and analysed

using a StepOnePlus™ real-time PCR system (Thermo Fisher Scientific, 2022a).

3.2.3 DNA Profiling

DNA profiles were produced using the AmpFLSTR™ NGM SElect™ PCR
amplification kit at half reaction volumes with 5 yL of Master mix and 2.5 pL of NGM
Select primer set alongside 5 L of DNA sample (Thermo Fisher Scientific, 2021). All
reaction were carried out at 29x cycles with positives and negative present for each
plate. The PCR consisted of one step at 95°C for 11 minutes, a second step at 94°C
for 20 seconds followed by 59°C for 3 minutes for 29 cycles and a final step of 60°C
for 10 minutes (Thermo Fisher Scientific, 2021). The DNA profile PCR products were
then loaded onto an Applied Biosystems™ 3500 Genetic Analyser plate with 8.5 uL
of Hidi formamide and 0.5 pL of LIZ™ size standard for each 1 uL of DNA template
(ThermoFisher Scientific, 2022c). All samples were prepared on ice when loading the
plate and a final heating step at 95°C for 3 minutes before moving the plate to an ice
box was carried out to ensure any DNA present was single stranded before placing
the plate onto the Genetic Analyzer (ThermoFisher Scientific, 2022c). The Genetic
Analyzer was run with an injection voltage of 1.2 kV for 15 seconds using POP-4™
separation matrix polymer (ThermoFisher Scientific, 2022c). All sample data sets
were loaded onto GeneMapper™ ID — X Software v1.6 alongside an allelic ladder
provided with the NGM kit (ThermoFisher Scientific, 2022c). Outputs were analysed
using an analytical threshold for the RFU values set to 50 RFU to exclude any detector
background noise (Heathfield et al. 2022, Martin et al. 2014). Profiles were then
exported to Microsoft Excel (Microsoft Corporation, 2022) for allele composition and
RFU analysis. Statistical analysis was carried out using SPSS (IBM Corp., 2022).
Heterozygote imbalances were calculated by taking the RFU values for heterozygote
locus sets in an STR locus and dividing the RFU value of the smaller height by the
larger RFU value (Kelly et al. 2012).

3.3 Results
3.3.1 DNA Quantification

The data from the RPPHL1 locus in the external samples did not vary between the
three extraction techniques, with the means remaining below 3 pg/uL (Table 4). In
comparison the internal samples had the chelex resin and phenol chloroform at a
mean of 1.85 and 0.26 pg/uL respectively but the BTA prepfiler samples had a higher
mean of 13.08 pg/uL (Table 4). From the SRY locus the data suggested a different
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trend for the external samples, with the Chelex resin and phenol chloroform samples
having higher means of 5.74 pg/uL for the chelex resin samples and 14.68 pg/uL for
the phenol chloroform. The BTA Prepfiler samples had the highest mean of recovered
DNA at 17.68 pg/pL. The mean DNA extracted for the internal samples for the SRY
locus indicated similar mean values to the RPPH1 locus for internal samples except
from the BTA Prepfiler kit which had no detected DNA for any of the samples. The
chelex resin extractions had a mean of 2.01 pg/pL and the phenol chloroform samples
had a mean of 0.93 pg/uL which closely reflected the RPPHL1 locus values for the
internal samples (Table 4Table 4. Descriptive statistics of the DNA concentration (pg/uL) detected
by the two markers, SRY and RPPH1 alongside the location of the samples. The only detected SRY
locus based samples consisted of the samples produced from volunteer C placing
their DNA on the internal adhesive of the dot matrix holograms. There was no SRY
locus DNA detected in the samples that had either volunteer A or B’'s DNA placed on
the adhesive dot matrix hologram. This was expected as the volunteer involved with
the external deposition of DNA was male, and the volunteers who deposited their
DNA in the internal aspect of these samples was female. Although there was a lack
of SRY locus compared to the RPPH1 locus for the external samples in comparison.
The disparity between the SRY and RPPHL1 loci for the external samples was not
expected as the male volunteer was the primary source of DNA. This could have been
due to the DNA degradation causing the loss of loci (Foran et al. 2006, Swango et al.
2007). Due to the use of the silica system in the BTA Prepfiler kit, the DNA could have
been lost from the permanent binding of the DNA to the silica matrix (Shaw et al.
2009) or lost from the washing step (Cartozzo et al. 2018).

A normality test was carried out for each location’s data set according to the genetic
markers RPPH1 and SRY loci. All the groups according to extraction and sample
source location were found to not be normally distributed (p <0.05). Kruskal-Wallis
tests where therefore carried out comparing the concentrations of the DNA from each
extraction method applied to each sample location according to the two genetic
markers. For the comparisons of the RPPH1 marker data the external samples had
no statistical difference between the concentration of the DNA detected and the
extraction method used with a p-value of 0.146 (p > 0.05, n? = 0.021, n = 90).
However, for the samples sourced from the internal adhesive sides of the dot matrix
holograms there was a statistical significance with a p-value of 0.001 (p < 0.05, n? =
0.132, n = 90). A pairwise comparison for the internal extracted samples found that
the comparison of the phenol chloroform to both the Chelex resin and BTA Prepfiler

extractions were statistically significantly different with p-values of 0.018 and <0.0005
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respectively. The mean values for the DNA quantified for the phenol chloroform was
0.26 pg/pL with both the Chelex resin and BTA Prepfiler extraction samples being
higher at 1.85 pg/pL and 13.08 pg/uL respectively (Table 4). The comparison of
Chelex resin extraction and the BTA Prepfiler kit found a p-value of 1.00 suggesting
there was no statistically significant difference (p > 0.05).

The Kruskal Wallis tests for the SRY marker had contrasting results for the external
and internal comparisons with there being no significant difference in the values for
the internal samples (p = 0.603, p > 0.05, n? = -0.011, n = 90) but there was a
significant difference in the distribution of the external sourced samples with a p-value
of 0.023 (p < 0.05, n? = 0.064, n = 90). A pairwise comparison was also carried out to
establish the differences between the extraction techniques. For the comparison of
Chelex resin and phenol chloroform there was a p-value of 1.00 suggesting there was
no statistically significant difference in the means of the two groups (p > 0.05). The
same was true for the BTA comparisons with Chelex resin and phenol chloroform

extractions at p-values of 0.084 and 0.131 respectively (p > 0.05).

Table 4. Descriptive statistics of the DNA concentration (pg/uL) detected by the two markers, SRY and
RPPH1 alongside the location of the samples.

- 95% Confidence
2 Std. Interval for Mean
§ Extraction n Deviation Std. Error Lower U
| pper
Bound Bound
Tcu ChelexResin 0.76 0.95 0.17 0.4 1.11
g g Phenol Chloroform = 1.59 3.15 057 0.42 2.77
E = BTA Prepfiler 2.72 4.29 0.78 1.12 4.32
~ = ChelexResin 1.85 2.51 0.46 0.92 2.79
g Phenol Chloroform  0.26 0.84 0.15 -0.05 0.58
= BTA Prepfiler 13.08 22.08 4.03 4.83 21.32
Tés ChelexResin 5.74 11.45 2.09 1.46 10.01
g Phenol Chloroform  14.68 35.76 6.53 1.33 28.03
E L BTA Prepfiler 17.68 26.78 4.89 7.68 27.68
& = ChelexResin 2.01 11 2.01 -2.1 6.12
g Phenol Chloroform ~ 0.93 5.09 0.93 -0.97 2.83
= BTAPrepfiler 0 0 0 0 0
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3.3.2 DNA Profiling

3.3.2.1 Allelic Compositions

In terms of the interpretation of the profiles, all genotypes were considered
heterozygote within the samples. Both the Chelex resin and phenol chloroform-based
extractions produced partial DNA profiles except for one of the samples for the phenol
chloroform extractions. In the case of the BTA Prepfiler kit, only 7 of the 40 samples

had a patrtial profile detected (Appendices 10-11).

From the 60 samples taken from the internal adhesive side of the dot matrix
holograms, 6 had mixed profiles that contained alleles that were not in the DNA
profiles of the volunteer’s that placed their fingermarks on the dot matrix hologram
adhesive. The alleles detected could be linked uniquely to the male volunteer
(volunteer C) within the volunteer group, as the alleles detected were not present in
the reference profiles for the 2 female volunteers (A and B) including one detection of
the Y Amelogenin marker. Three of the samples were sourced from volunteer A’s
internal samples. Of the 6 alleles detected of volunteer C in volunteer A’s sample set
(consisting of 4 alleles in 1 sample and 1 allele present in 2 other samples) 5 of the
alleles were unique to the male volunteer (C), the other allele was also present in
volunteer B’s reference DNA profile. In the case of volunteer B’s internal adhesive
samples, 2 of the samples (1 from the Chelex extractions and 1 from the phenol
chloroform extractions) had 2 alleles that could be contributed to the male volunteer

(C), 1 of which was the Y Amelogenin marker.

A normality test for the externally sourced samples was carried out for the three
groups of extraction techniques and the total number of alleles detected in each
sample taken from the external aspect of the composite banknotes. The data for
Chelex resin and phenol chloroform having normally distributed data (p = 0.288 and
p = 0.215 respectively). However, the BTA Prepfiler kit data was not normally
distributed. A one-way ANOVA was carried out on all three groups as most of the
data was normally distributed with only the data points for BTA Prepfiler being not
normally distributed due to there being no data values. The test showed that there
was a statistically significant difference between the extraction groups with a p-value
of <0.001 (p < 0.05, n? = 0.368). This was followed by a Tukey HSD Post Hoc test to
compare the differences between the groups. For the BTA Prepfiler kit group there
was a statistically significant difference between the Chelex resin and phenol

chloroform groups, both of which had a p-value of <0.001. However, for the
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comparison of Chelex resin and phenol chloroform there was no statistical difference
between the groups (p = 0.949). The same analysis was then repeated for external
samples but the values used were only for the number of alleles pertaining to
volunteer C who was expected to be the primary contributor. This was to avoid any
risk of alleles other than the ones deposited by the volunteer C being accounted for
in the analysis as this was individual who came into contact with the outside of the
composite counterfeit banknote. Any unique alleles to volunteers A and B alongside
unknown alleles that may influence the analysis were therefore removed from the
count of alleles. The normality test indicated that the data for the phenol chloroform
and Chelex resin samples was normally distributed (p = 0.493 and p = 0.121
respectively). The normality test for the BTA Prepfiler kit indicated that the data was
not normally distributed. A one-way ANOVA was selected again as the data points
present were again found to be normally distributed. The one-way ANOVA analysis
indicated that there was a statistically significant difference between the groups (p =
0.000, n? = 0.360). From the Tukey HSD post hoc test the BTA Prepfiler was
statistically significantly different from the Chelex resin and phenol chloroform groups
in terms of the number of alleles present for volunteer C. The BTA Prepfiler kit
samples had the lowest of means at 0.5 alleles with the other extraction techniques
performing better at a mean of 3 alleles for Chelex resin and phenol chloroform at 2.6
alleles (Table 5). The comparison of the number of alleles present pertaining to
volunteer C for Chelex resin and phenol chloroform extractions was found to be not

statistically significant (p = 0.552).

For the internal samples a normality test was carried out on the three extractions
according to the number of total alleles observed in the three extraction groups. From
the normality tests it was found that the Chelex resin extractions had a normal
distribution at a p-value of 0.243. However, the BTA Prepfiler kit and phenol
chloroform extractions had p-values of <0.001 and 0.038 respectively, indicating the
data was not normally distributed (p < 0.05). A Kruskal-Wallis was therefore used to
compare the three groups. The comparison of the three groups established there was
a statistically significant difference between them in terms of the average number of
alleles observed with a p-value of <0.001 (n? = 0.286). A pairwise comparison was
conducted to establish the differences between the groups. For the comparisons,
there was no statistical significance found when the phenol chloroform extracted
group was compared to the BTA Prepfiler kit (p = 0.055) and the Chelex resin
extractions (p = 0.608). However, when comparing the BTA Prepfiler kit and the

Chelex resin, there was a statistically significant difference (p = <0.0005). The Chelex
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resin samples had the highest number of alleles at a mean of 13.25 compared to the

lower 4.25 mean number of alleles for the BTA Prepfiler samples.

Much like in the external based samples, the internal sample data for the number of
alleles was re-analysed but the statistical analysis only considered the number of
alleles that were detected for the primary individual who would have come into contact
with the sample area. In this case the alleles pertaining to the volunteer A and B
reference profiles who placed their fingermarks on the adhesive side of the dot matrix
holograms. The normality tests established that the data for the BTA Prepfiler kit (p =
<0.001) and the phenol chloroform (p = 0.003) groups were not normally distributed.
The Chelex resin data set was normally distributed (p = 0.252). The data was
therefore evaluated using a Kruskal-Wallis test that showed there was a statistically
significant difference between the groups (p = <0.001, n?> = 0.260). A pairwise
comparison was then conducted to the establish the relationship between the three
groups. The phenol chloroform when compared to the BTA Prepfiler kit (p = 0.286)
and the Chelex resin (p = 0.204) extractions, were not statistically significance. When
comparing the BTA Prepfiler kit and the Chelex resin groups, there was a statistically
significant difference between them (p = 0.000). This indicates that the higher mean
alleles of 12.6 for Chelex is statistically significant to the lower mean of 4.1 alleles for
BTA Prepfiler.
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Table 5. Descriptive statistics of the number of alleles detected externally from the composite counterfeit

banknotes after extraction. These consist of the number of total alleles detected followed by: The number

of alleles that can be contributed to the primary individual who handled the composite counterfeit

banknote, the alleles that were unique to that individual within the group, the number of alleles that could

be contributed to the volunteer who introduced their DNA to the adhesive side of the dot matrix hologram,

alleles that were unique to that volunteer and the number of alleles that were shared between the two

volunteers.

95% Confidence

. Std. Interval for Mean
Extraction Mean e Std. Error
Deviation Lower Upper
Bound Bound
ChelexResin 5.85 25 0.56 4,68 7.02
Number of alleles Phenol Chloroform 5.55 3.97 0.89 3.69 741
BTA Prepfiler 0.85 2.54 0.57 -0.34 2.04
ChelexResin 3 1.86 0.42 2.13 3.87
Number of Alleles
(oe]gligl N EN [N NA\ YAl Phenol Chloroform 2.6 2.09 0.47 1.62 3.58
Individual
BTA Prepfiler 05 1.67 0.37 -0.28 1.28
ChelexResin 0 0 0 0 0
Number of Unique Alleles
(oe]plid [N ETJRTN A ERAl Phenol Chloroform 0.05 0.22 0.05 -0.05 0.15
Individual
BTA Prepfiler 0 0 0 0 0
ChelexResin 54 2.52 0.56 4.22 6.58
Number of Alleles
Contributable to Phenol Chloroform 4.5 3.15 0.71 3.02 5.98
Secondary Individual
BTA Prepfiler 0.8 244 0.55 -0.34 194
ChelexResin 24 1.43 0.32 1.73 3.07
Number of Unique Alleles
Contributable to Phenol Chloroform 2.2 1.61 0.36 1.45 2.95
Secondary Individual
BTA Prepfiler 0.3 0.8 0.18 -0.08 0.68
ChelexResin 3 1.86 0.42 2.13 3.87
Shared Alleles Phenol Chloroform 2.35 1.9 0.42 1.46 3.24
BTA Prepfiler 05 1.67 0.37 -0.28 1.28
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Table 6. Descriptive statistics of the number of alleles detected internally from the composite counterfeit
banknotes after extraction. These consist of the number of total alleles detected followed by: The number
of alleles that can be contributed to the primary individual who placed their fingermark onto the adhesive
side of the dot matrix hologram banknote, the alleles that were unique to that individual within the group,
the number of alleles that could be contributed to the volunteer who introduced their DNA to external
aspect of the composite counterfeit banknote, alleles that were unique to that volunteer and the number
of alleles that were shared between the two volunteers.

95% Confidence

. Interval for Mean
Extraction Mean Sl Std. Error

Deviation
Lower Upper

Bound Bound

ChelexResin

Number of alleles Phenol Chloroform 8.9 8.33 1.86 5 12.8
BTA Prepfiler 4.25 9.63 2.15 -0.26 8.76
ChelexResin 12.6 6.62 1.48 9.5 15.7
Number of Alleles
Contributable to Primary [N llel(eifo]qn)] 7.55 8.48 1.9 3.58 11.52
Individual
BTA Prepfiler 4.1 9.41 2.1 -0.3 8.5
ChelexResin 4.3 4.62 1.03 2.14 6.46
Number of Unique Alleles
Contributable to Primary [El=lalelNedsl{elge] elisy! 3.25 4.24 0.95 1.27 5.23
Individual
BTA Prepfiler 2.35 5.33 1.19 -0.15 4.85
ChelexResin 6 3.46 0.77 4.38 7.62

Number of Alleles
Contributable to Phenol Chloroform 4.4 4.3 0.96 2.39 6.41
Secondary Individual
BTA Prepfiler 1.75 4.09 0.91 -0.16 3.66

ChelexResin 0.1 0.31 0.07 -0.04 0.24

Number of Unique Alleles
Contributable to Phenol Chloroform 0.4 0.99 0.22 -0.07 0.87
Secondary Individual

BTA Prepfiler 0 0 0 0 0

ChelexResin 6 3.43 0.77 4.39 7.61
Shared Alleles Phenol Chloroform 4 453 1.01 1.88 6.12

BTA Prepfiler 1.75 4.09 0.91 -0.16 3.66
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Figure 21. The alleles detected from the external sourced samples from the composite counterfeit

banknotes according to the associated volunteer within each extraction group. This comprises of the

alleles for volunteer C who handled the external aspects of the composite counterfeit banknote

alongside the alleles shared with the other two volunteers that appeared in the DNA profile. Error bars
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Figure 22. The alleles detected from the internal adhesive layer of the composite counterfeit banknotes

according to the associated volunteer within each extraction group. This comprises of the alleles for

volunteers A and B who placed their fingermarks on the adhesive side of the dot matrix holograms

alongside the alleles shared with the male volunteer (C) that appeared in the DNA profile. Error bars

indicate the standard error of the data sets.
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3.3.2.2 Allelic Heights and Heterozygote Imbalances

[ External Total RFU Average M Internal Total RFU Average
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Figure 23. The average RFU for the detected DNA profiles on both the external and internal
components of the composite counterfeit banknotes from each extraction methodology. Error bars
indicate the standard error of the data sets.
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Figure 24. The average RFU for the detected DNA profiles according to the volunteers’ profiles on the
external surface of the composite counterfeit banknotes from the three extraction methodologies. Error

bars indicate the standard error of the data sets.
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Figure 25. The average RFU for the detected DNA profiles according to the volunteers’ profiles on the
internal surface of the composite counterfeit banknotes from the three extraction methodologies. Error
bars indicate the standard error of the data sets.
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Figure 26. The average heterozygote balance for the DNA profiles taken from the external and internal
surfaces of the composite counterfeit banknotes from the three extraction methodologies. Error bars

indicate the standard error of the data sets.
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Figure 27. The unique alleles detected that were not directly attributable to volunteer C from the

external surface of the composite counterfeit banknotes, split according to the extraction techniques

used for the sample.
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Figure 28. The unique alleles detected that were not directly attributable to volunteers A (group A) or B
(group B) from the internal adhesive of the composite counterfeit banknotes, split according to the

extraction techniques used for the sample.
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Table 7. Descriptive statistics of the RFU values for the external and internal sourced samples

alongside the RFU values for the volunteer specific alleles.

95% Confidence Interval

Extraction Mean S_td', Std. Error ey i e
Deviation
Lower Upper Bound
Bound
ChelexResin 112.86 23.58 5.27 101.83 123.9
Total Average RFU for Ph |
External Sourced ol e':(o 137.19 | 5388 12.05 111.98 162.41
Samples oroform
BTA Prepfiler 13.78 35.29 7.89 -2.74 30.29
Chelex Resin 131.5 67 14.98 100.14 162.85
Average RFU for
Bxternal Source Phenol 115.94 73 16.32 81.78 150.1
Alleles Pertaining to Chloroform
Volunteers A and B
BTA Prepfiler 10.9 34.56 7.73 -5.27 27.08
ChelexResin 116.23 31.25 6.99 101.6 130.86
Average RFU for
External Source Phenol
Alleles Pertaining to Chloroform 133.88 50.99 114 110.02 157.75
Volunteer C
BTA Prepfiler 13.78 35.29 7.89 -2.74 30.29
ChelexResin 160.41 57.97 12.96 133.28 187.54
Total Average RFU for Bh |
Internal Sourced €no 16351 | 11149 | 24.93 111.33 215.69
Chloroform
Samples
BTA Prepfiler 104.51 225.45 50.41 -1 210.02
ChelexResin 165.65 55.38 12.38 139.73 191.57
Average RFU for
Internal Source Phenol 15292 | 127.91 28.6 93.05 212.78
Alleles Pertaining to Chloroform
Volunteers A and B
BTA Prepfiler 108.19 232.48 51.98 -0.62 216.99
ChelexResin 5.75 17.73 3.97 -2.55 14.05
Average RFU for
Internal Source Phenol 28.38 59.3 13.26 0.62 56.13
Alleles Pertaining to Chloroform
Volunteer C
BTA Prepfiler 0 0 0 0 0

The average of the external and internal average RFU values varied between the
different extraction processes. From Figure 23, the overall RFU value for the Chelex

and phenol chloroform samples can be seen as being relatively similar with most
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samples being no higher than 200 RFU. Neither the external nor internal groups for
the Chelex resin sample group have an RFU lower than 100 with the same being true
for the phenol chloroform samples. The BTA Prepfiler had similar values for the
external samples to the other extractions but some of the highest RFU values at
above 600 RFU for the internal samples. However, only 7 of the 40 samples had

alleles present.

Figure 24 shows that Chelex had no unique alleles for volunteers A and B indicated
by the lack of average RFU values. However, alleles present that could be linked the
volunteer C had an average of above 100 RFU. The phenol chloroform group had the
widest range of RFU values for all categories of alleles compared to the other
extraction techniques. However, there were unique alleles to the volunteers’ A and B

present with average RFU values of 229, 101 and 74.

The average overall RFU values for the externally sourced samples were tested for
normality. The test indicated that the BTA Prepfiler data was not normally distributed
(p = 0.000) while the Chelex resin and phenol chloroform were both normally
distributed (p = 0.154 and p = 0.222) indicating that the date was normally distributed.
As most of the data was normally distributed with only the BTA Prepfiler not being
normally distributed due to the lack of values, the choice was made to carry out a
parametric based test. A one-way ANOVA was carried out between the three groups
which found that there was a statistically significant difference (p = 0.000, n? = 0.657).
The Tukey HSD post hoc test comparison of the three groups found that there was
statistically significant difference between the BTA Prepfiler kit when compared to the
Chelex resin and phenol chloroform overall RFU values (p = 0.000). The sample
profiles acquired form the BTA Prepfiler extractions had the lowest overall mean RFU
at 13.78 with the Chelex resin and phenol chloroform both being higher than the BTA
Prepfiler mean RFU at 112.86 and 137.19 respectively (Table 7). However, the
comparison of Chelex resin to the phenol chloroform average RFU values was found

to be not statistically significantly different (p = 0.136).

To establish the comparison between the three extraction techniques more precisely,
the RFU of alleles pertaining to volunteer C were considered as they were the primary
individual who handled the external aspect of the composite banknote. The normality
test for the three groups established that the BTA Prepfiler kit and Chelex resin data
sets were not normally distributed (p = 0.000 in both cases) but the phenol chloroform

data was normally distributed (p = 0.445). Comparisons made using the Kruskal-
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Walllis test found there was a statistically significant difference in the average RFU
values (p = 0.000, n? = 0.587, n = 60). A pairwise comparison found that the BTA
Prepfiler kit samples were statistically significantly different from the Chelex resin and
phenol chloroform groups (both p = 0.000). The BTA Prepfiler was again the lowest
mean RFU value at 13.78 with both Chelex resin and phenol chloroform being higher
at mean RFUs of 116.23 and 133.88 respectively (Table 7). There was no statistical

significance between the phenol chloroform and Chelex resin groups (p = 1.000).

The normality test for the overall RFU values for the internally sources alleles from
the composite counterfeit banknotes indicated that the phenol chloroform data set
was normally distributed (p = 0.135) but not the Chelex resin (p = 0.004) or BTA
Prepfiler kit groups (p = 0.000). A Kruskal-Wallis test established that there was a
statistically significant difference between the groups (p = 0.002, n? = 0.181) for the
total average RFU. The pairwise comparison found that the there was no statistically
significant difference between the phenol chloroform and Chelex resin extraction
groups (p = 1.000). There was a statistical significant difference when comparing the
BTA Prepfiler kit group to both phenol chloroform (p = 0.016) and Chelex extraction
(p = 0.013) RFU values. The BTA Prepfiler mean RFU values were higher in the
internal samples at 104.51 than the external RFU values. However, the Chelex resin
and phenol chloroform in the internal samples were still higher than the BTA Prepfiler
samples at mean RFUs of 160.41 and 163.51 respectively (Table 7).

To evaluate the RFU values in detail the RFUs for alleles pertaining to volunteers A
and B were compared for each extraction technique in terms of the internal sourced
samples. A normality test indicated that the BTA Prepfiler kit (p = 0.000), Chelex resin
(p = 0.004) and phenol chloroform (p = 0.047) groups were not normally distributed
(p < 0.05) A Kruskal-Wallis test was therefore carried out. The test established that
there was a statistically significant difference between the groups with a p-value of
0.007 (p < 0.05, n? = 0.141, n = 60). The pairwise comparison established that there
was a statistically significant difference in the comparison of the BTA Prepfiler kit
group to the phenol chloroform (p = 0.040) and Chelex resin (p = 0.009) extraction
groups. The exclusion of volunteer C’s allleles for the RFU value evaluation did not
vary the mean RFU values for each extraction when compared to the total average
RFU of all alleles detected. However, the difference between extraction groups
remained the same with the BTA Prepfiler mean RFU values at 108.19 for the lowest
RFU mean. The Chelex resin average RFU values for the present alleles for

volunteers A and B was the highest at 165.65 and 152.92 for the phenol chloroform
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group (Table 7). There was no statistical significance between the phenol chloroform

and Chelex resin groups (p = 1.000).

From Figure 26 the overall heterozygote imbalances for paired alleles can be seen.
Similar means were seen for both the Chelex resin and phenol chloroform extractions
for average heterozygote imbalances across the external and internal samples. All
imbalances present for the Chelex resin and phenol chloroform were between 1 and
0.4 ratios. Only 5 samples contained alleles from the BTA Prepfiler extractions, 4 of

which were taken from the internal adhesive of the composite counterfeit banknotes.

Figure 27 and Figure 28 show the number of alleles present with the samples that
were foreign in origin, These were either found to be possible contribution from the
other volunteers in the study or unknown alleles that did not appear in any of the
reference DNA profiles for the three participants. Group A and group B refers the
volunteer’s involved in the deposition of the cellular material onto the adhesive side

of the imitation holograms used.

3.4 Discussion

3.4.1 DNA Quantification

From the statistical comparison of the RPPH1 based marker it was found statistically
that there was no difference between the extraction methods for the external sourced
samples but there was a difference in the values for the internal samples (p = 0.001).
Th effect sizes for these groups was found to be small for the external samples (n? =
0.021, n = 90) indicating only a small level of the variance was explained by the
different extraction techniques (n? > 0.01). The internal samples had a medium effect
size (n? > 0.06) indicating the extraction methods explains a moderate level of the
variance within the data (n? = 0.132, n = 90). From the pairwise comparison of the
three extraction techniques of the internal samples, it was shown that the values of
the Chelex resin extraction (p = 0.018) and BTA Prepfiler kit (p = 0.00) compared to
the phenol chloroform were statistically significantly different. This can be seen in the
means of the BTA Prepfiler and Chelex resin extraction at 13.06 pg/puL and 1.85 pg/uL
respectively compared to the 0.26 pg/uL for the phenol chloroform (Table 4). The
comparison of the Chelex resin and the BTA Prepfiler means indicated no statistical
difference between the extraction techniques (p = 1.00). This would suggest that from
the three extraction techniques, Chelex resin BTA Prepfiler were the most suitable

technique in extracting DNA from the adhesive side of dot matrix holograms, with BTA
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Prepfiler potentially obtaining more DNA overall with a mean of 13.06 pg/uL.
However, these values lie below the 100 picrograms threshold for low copy DNA (Gill
et al. 2001), the condition of the sample profiles cannot be guaranteed in terms of

number of present alleles.

For the SRY marker data the samples taken from the internal adhesive dot matrix
hologram layer had no statistical difference indicated by the Kruskal Wallis test (p =
0.603). However, the external samples had a p-value of 0.023 suggesting there was
a statistically significant difference within the groups. The internal samples had a
negative value, a less than small effect size indicating the extraction methods explains
a minute level of the variance within the data (n? = -0.011), likely due to the large
number of zero values for the SRY locus. The effect size for the external samples
was medium at n? = 0.064 (n? > 0.06, n =90) indicating a moderate proportion of the
variance is explained by extraction methods used. For the results of the pairwise
comparison there was no observed significant difference between each of the three
groups when considering the adjusted Bonferroni correction p-values. The p-value is
adjusted according to the number of comparative groups being used to avoid
obtaining false positives when using multiple test comparisons (Dinno, 2015). This
would suggest that although there is an overall significant difference for each of the
groups, when considering them individually the statistical difference is not present. It
should be noted that the data for the internal samples for the SRY marker only
represent the sample set where the volunteer placing their fingermark on the adhesive
of the dot matrix hologram was male. No male specific SRY DNA was quantified
within any of the female samples in relation to the internal adhesive sourced samples.
This could therefore explain the lack of statistical difference between the extraction
techniques when considering the internal samples and the male specific SRY marker.
All quantification data was verified through observing an exponential amplification for
all samples as well as ensuring the presence of the IPC being amplified in all samples

including negative wells suggesting there was no PCR inhibition (Barbisin et al. 2009).

Most of the samples with detectable levels of DNA could potentially contain partial
profiles with the gPCR data suggesting that for the BTA Prepfiler kit extracted
samples, there are higher concentrations of DNA to provide partial DNA profiles (see
3.3.2 and 3.4.2). All samples indicated cycle threshold values of 28 - 29 for the IPC
marker suggesting the reactions were successful and indicated no variation between

the extraction methods (data not shown).
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3.4.2 DNA Profiles

3.4.2.1 Allelic Compositions

In order to evaluate the condition of the samples after three extraction processes, the
samples produced using volunteers A and B were DNA profiled. Samples produced
using volunteer C’s DNA for the internal adhesive samples was not carried forward
onto DNA profiling as the expected profiles would be the same for the external and
internal samples. Samples were also not run in triplicate or duplicate (Caragine et al.
(2009), instead opting for single PCR runs of samples as this was simulated
procedural run. The intent was therefore to ensure that samples could be re-examined
if any parameters for the PCR were further investigated. The analysis of the profiles
consisted of statistically analysing the whole data set of alleles detected and
separating the alleles according to the individuals that potentially contributed to the
profiles. This was carried out to avoid miss interpreting alleles that could potentially
be introduced from secondary contact, presenting as non-self DNA (Szkuta et al.
2018) as well as to establish if there were any foreign alleles that were not expected
to be present. In terms of the overall profiles produced, the BTA Prepfiler kit was the
least successful with the majority of samples not producing any DNA profiles whether
externally or internally as can be seen in Figure 21 and Figure 22. Of the 40 extracted
samples using the BTA Prepfiler kit, only 7 produced any DNA profiles. In comparison
the Chelex resin and phenol chloroform extractions were far more successful with all
Chelex samples having partial profiles present and phenol chloroform having all
except 4 samples with a detected DNA profile. Any stutter present was found to be
below the RFU threshold of 50 but evidence of allele drop-out was evident from the

partial profiles produced.

From the overall samples taken from the external composite banknotes the majority
of the external profile alleles were assignable to volunteer C who was involved in
simulating the circulation process (Figure 21). From the analysis of the alleles
detected on average as a whole (p = < 0.001) and with the inclusion of only volunteer
C’s present alleles (p = 0.00), there was a statistically significant difference found
between the three extraction techniques. Both of which had large effect sizes at for
the overall allele count data (n? = 0.368, n = 60) and for the volunteer C specific alleles
(n? = 0.360, n = 60), indicating the extraction methods explained substantial and
meaningful variation in the data. The statistical comparison through the Tukey HSD
Post Hoc tests established that there was only a statistically significant difference

between the BTA Prepfiler kit samples and the two other extraction processes: phenol
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chloroform and Chelex resin extractions. As the mean for the number of alleles
detected for the BTA Prepfiler kit was 0.80, considerably lower than the 5.4 and 4.5
for the Chelex resin and phenol chloroform extractions respectively.

The number of alleles detected in the internal sample swabs from the adhesive dot
matrix holograms were compared using a Kruskal-Wallis test in Section 3.3.2.1. This
established that there was a significant difference in the means for the three
extractions (p = <0.001). The n? value (n? = 0.286, n = 60) indicating the magnitude
of effect sizes were large (n? > 0.14), indicating the extraction methods explained
substantial and meaningful variation in the data. The pairwise comparisons showing
that the Chelex resin and phenol chloroform had statistically significant greater
number of alleles detected compared to the BTA Prepfiler. The same was shown for
when considering the detected alleles that could be linked to volunteers A and B. This
would suggest that in terms of the extractions, the BTA Prepfiler kit was the least
efficient at extracting DNA from the adhesive side of the dot matrix holograms, with a
mean number of alleles detected equal to 4.25, compared to Chelex resin which
performed marginally better than phenol chloroform, with a mean of 8.90 alleles
detected compared to a mean of 13.25 alleles detected using Chelex. Previous
research has found similar results when comparing Chelex resin extraction and
phenol chloroform extraction (van Oorschot et al. 2003). However, due to the
appearance of shared alleles between all the profiles it is difficult to distinguish one
profile volunteer from another when trying to include the maximum number of alleles.
There were alleles that only appeared in each individual and could be considered
unique in the volunteer group. Of the ones pertaining to volunteers A and B, the
unigue alleles only appeared within the adhesive sourced samples except for one of
the phenol chloroform samples. In the case of internal samples where volunteers A
and B’s DNA was to be expected, the profiles detected could be contributed to them
as a primary contributor in the majority of cases. However, in 6 of the samples there
was the presence of alleles not present in volunteers’ A and B DNA profiles but were
present in volunteer C’s the risk of contamination from the simulated circulation
process cannot be ruled out. However, as there are also alleles present that are of an
unknown origin there is a likely possibility that these have been introduced through
secondary transfer from contact from common items. The effect sizes for the
statistical comparisons of the allelic profiles for the external and internal samples gave
n?values greater than 0.14 (n? = 0.260 for the internal), indicating the magnitude of
effect sizes were large, indicating the extraction methods explained substantial and

meaningful variation in the data.
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Foreign alleles were detected with only 2 alleles present that can be established
uniquely to volunteer A and 5 from volunteer B (Figure 27). There were also alleles
that had an unknown origin that were not present in the any of the 3 reference profiles
for the volunteers. Figure 28 showed that there were a large number of foreign alleles
present in the internal adhesive layer. The samples from volunteer A (Group A) had
the highest number in the phenol chloroform extraction samples. Overall, the majority
of foreign alleles detected were of an unknown source, with volunteer A’s internal
samples being the exception with alleles present that could be attributed to volunteer
C. This could likely be from secondary transfer from volunteers A and B or an
unknown individual to volunteer C’s hands from a commonly held object such as a
door handle (Jansson et al. 2022). Some alleles may possibly be a result of drop in

alleles that was not excluded from the analysis (Petricevic et al. 2010).

There is the possibility that during the volunteers’ time period before placing their
fingermarks, they could have come into contact with a surface volunteer C had
recently or frequently come into contact with such as a door handle on the day of the
preparation of extracted samples. What the volunteers did before depositing their
fingermarks was not controlled other than the period of time abstaining from hand
washing and wearing gloves. While depositing the fingermarks the amount of
pressure was not controlled with contact time being no more than 10 seconds. This
could have allowed for the variation in the amount of DNA deposited (Hefetz et al.
2019). This was also true for the sebaceous deposits on the external surface of the
composite banknotes (Schulte et al. 2021). The research varies for the accumulation
period of cellular material to produce natural fingermark deposition (Templeton and
Linacre 2014, Burrill et al. 2021c, Lam et al. 2022). The 1 hour and 30 minutes was
chosen to ensure DNA had accumulated to natural level whilst remaining close to the
literature which can vary between 1 hour and 2 hours (Burrill et al. 2020 and 2021b,
Sessa et al. 2019). This may have allowed for the potential risk of secondary DNA
transfer to either volunteer A or B as has been shown in research by Meakin et al.
(2017) and Fantinato et al. (2022). Both papers have discussed and investigated the
transfer of non-self DNA that could potentially lead to complications in the
interpretation of criminal evidence. Both volunteers A and B cohabited which would
play a factor in the deposition of other alleles that would likely affect the allelic
composition of the DNA profiles through secondary transfer (Fantinato et al. 2022).
To compensate for this future research should consider the use of volunteers that do
not cohabit to limit the potential secondary transfer of DNA. Research by Kita et al.

(2008) carried out their volunteer preparation by having the individuals sit in a room
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for a set time, refraining from touching their necks which would mitigate the risk of
secondary transfer of surface DNA (Kita et al. 2008). This was not done as the
volunteers were only selected due to them being in a social bubble at the time of the
carrying out of the research over the course of the COVID pandemic when the use of
indoor spaces was still regulated. This also prevented any pre-screening of the
profiles for shared alleles to make the interpretation of profiles easier as the selection
of other volunteers was not possible at the time. Future work could include these
methodologies as well as asking volunteers to refrain from touching potentially shared
objects and avoid other volunteers to prevent secondary transfer of DNA (Meakin et
al. 2017). Secondary transfer could explain the presence of foreign alleles present in
the samples as well (Jansson et al. 2022). Foreign alleles that could not be affiliated
to any of the volunteers did appear in some of the samples. These largely consisted
of one or two alleles rather than whole profiles of alleles that could not be linked to
the volunteers. These likely transferred in the form of secondary transfer from a
surface or item the volunteer handled in the time leading to the sampling. As these
were not present in the volunteer DNA profiles, they were able to be eliminated from
the statistical comparisons. Foreign alleles are unlikely to affect the overall
interpretation of results as research by Jansson et al. (2022) established that foreign
alleles were common in their shedder analysis, with only a small fraction of samples
containing foreign DNA than constituted more than 20% of the DNA profile. Factors
effecting deposition surface area, surface contact time for both external and internal
such as shedder status may have likely had a factor but this was compensated for by
including the volunteers in all three extractions processes whilst also collecting
deposited samples at the same time of day to avoid any intra-variation in deposited
DNA (Kaesler et al. 2022).

The swabbing of the composite counterfeit banknote would likely also reduce the risk
of contamination from volunteer C’s DNA profile when simulating a circulation event.
Similar research by Ruprecht et al. (2021) found the swabbing of stamps before
removing them for DNA profiling reduced the risk of external contamination. It should
also be noted that instead of DNA extraction, the stamps were segmented before
being introducing them directly to the DNA profiling PCR master mix. Highlighting that
the effective swabbing of the surface of the stamps allowed for the DNA profiling of

the sample to occur without any risk of contamination.

Comparing DNA profiles to the gPCR data (Sections 3.3.1 and 3.4.1) the BTA

Prepfiler kit samples had the highest average concentrations of DNA. This would have
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suggested that there was a greater likelihood of gaining partial DNA profiles
compared to the other extraction methods which did not acquire the same
concentrations of DNA. However, the inverse was found to be the case for the
produced DNA profiles. Although the gPCR data from Sections 3.3.1 and 3.4.1 would
have suggested that the BTA Prepfiler kit had substantially more success in the
extraction of DNA present on the internal adhesive of the dot matrix holograms,
quantified DNA would not necessarily indicate the condition of the DNA profile that
could be present in the case of trace DNA (Lin et al. 2018). The data did show that
there were several samples that had more alleles present than the means of the other
two extraction processes. This may explain the higher concentrations of DNA
detected in the BTA Prepfiler samples. As the samples likely contain degraded DNA,
the loss of loci is likely (Foran et al. 2006, Swango et al. 2007). Although the RPPH1
locus is detectable in the qPCR data for the BTA Prepfiler extracted samples, this
would not indicate the condition of the rest of the potential DNA (Lin et al. 2018).
Positives and negatives analysed alongside the samples in the Genetic Analyzer
indicated no issues with the set-up of the capillary electrophoresis process as well as
re-runs of some of the samples indicated no change in the results. More recent
developed gPCR kits such as the Quantifiler™ Trio could compensate for this
disparity when considering low template DNA (Lin et al. 2018). The variations in DNA
concentration and the number of alleles detected could be due to do with the
biochemistry of the extraction processes. The BTA Prepfiler kit is specifically
designed and advertised as being useful for the application on tapelifts in forensic
case work (ThermoFisher Scientific, 2022b). However, research by Forsberg et al.
(2016) has shown that Chelex provided better results than the BTA Prepfiler Express
protocol when used directly with SceneSafe FAST tape. This was also true for
research by Stoop et al. (2017) that found the use of phenol-chloroform extraction
outperformed the BTA Prepfiler kit. Chelex resin and phenol chloroform both use the
chemistry of the DNA to allow for sample separation to remove any inhibitors rather
than relying on the binding of DNA (Forsberg et al. 2016, Dairawan and Shetty 2020).
This could potentially explain the variation between the three extraction processes,
affecting how further down inhibition or loss of DNA. There is the potential that the
PCR reaction may have been inhibited as the RFU values for the majority of samples

did vary between low and high molecular weight STRs (Appendices 10 - 11).

As both the Chelex resin and phenol chloroform produced similar results, the Chelex
resin extraction method was selected to be applied to counterfeit banknotes provided

by the European Central Bank. Both extractions are relatively cheap in terms of
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purchasing the Chelex resin and phenol chloroform reagent but the Chelex resin
extraction method requires fewer plastic ware changes and is less hazardous than
phenol chloroform. This allows for a wider application of the methodology as there
are fewer risks to the practitioner and less training is required. Added to which there
are the lower overall costs if this were to be applied at a practitioner level.

3.4.2.2 Allelic Heights and Heterozygote Imbalances

The comparisons of the average RFU values for the external samples found that the
average RFU values overall RFU there was a statistically significant difference (p =
0.000). The effect sizes for the statistical comparisons gave an effect value of n? =
0.657 (n?> 0.14, n = 60), indicating the magnitude of effect sizes were large, indicating
the extraction methods explained substantial and meaningful variation in the data.
For the comparisons of the Chelex resin and phenol chloroform extractions there was
no difference statistically (p = 0.136). However, as with the allele totals, there was a
statistical difference with the BTA Prepfiler samples compared to the other extraction
techniques (p = 0.000). The BTA Prepfiler samples had the lowest mean RFU value
at 13.78 with the Chelex resin and phenol chloroform being significantly higher at
112.86 and 137.19 respectively. This was also the case for the average RFU values
when considering the alleles specific to volunteer C who came into contact with the
surface to simulate the circulation of the composite counterfeit banknote (p =0.000).
The effect size was again large with n?> = 0.587 (n*>> 0.14, n = 60), showing the
extraction methods explained substantial and meaningful variation in the data. A
pairwise comparison found that the BTA Prepfiler kit samples were statistically
significantly different from the Chelex resin and phenol chloroform groups (both p =
0.000). The BTA Prepfiler samples had the lowest mean RFU value at 13.78 with the
Chelex resin and phenol chloroform being significantly higher at 116.23 and 133.88
respectively. There was no statistical significance between the phenol chloroform and
Chelex resin groups (p = 1.000). Dividing the data according to the reference profiles
for the volunteers gives a clearer depiction of the RFU as there were alleles of
unknown origin or other volunteer’s present that will affect the overall RFU (Figure
24). The 95% confidence interval for the average RFU values ranged from 101.83 —
123.90 and 111.98 — 162.41 respectively for the Chelex resin and phenol chloroform
extraction groups (Table 7). This was expected due to the low levels of DNA normally

associated with trace DNA evidence were deposited (Budowle et al. 2009B).

Overall RFU values for all the present alleles for the internal composite samples A

Kruskal-Wallis test established that there was a statistically significant difference
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between the groups (p = 0.002, n? = 0.181, n = 60) for the total average RFU. For the
internal sourced samples there were higher RFU values detected when considering
all the alleles present compared to the external samples. The BTA Prepfiler kit had
the lowest average RFU value at 104.51 (Table 7), likely due to the lack of alleles in
the majority of samples. However, in the samples that were successfully profiled,
some of the highest average RFU values were present at over 600 RFU (Figure 23).
Statistically there was an overall significance statistically when considering the RFUs
(p = 0.002). The effect size of was considered large with a value of n? = 0.181 being
greater than 0.14 (n = 60), showing the variation in the data was explained
substantially by the extraction methods used. The Chelex resin and phenol chloroform
extractions had no difference for the overall average RFU values (p = 1.000).
Significant statistical differences were only found in the comparison of the two solution
extraction techniques and the BTA Prepfiler kit samples (p = 0.016 for phenol
chloroform and p = 0.013 for Chelex resin). This indicated that of the three extraction
techniques, phenol chloroform and Chelex resin extraction provided samples with the
highest mean RFU values for the external sourced samples at 160.41 for the Chelex
resin and 163.51 for phenol chloroform extracted samples. Similar to the allele
number data, the average RFU values for the Chelex and phenol chloroform
extraction groups were found not to be statistically significantly different (p = 1.000).

To further understand the sample contributions, the RFU values were considered
according to the reference profiles in a similar manner to the external samples
previously (Figure 25). There was a statistically significant difference between the
extraction groups p-value of 0.007 (p < 0.05, n? = 0.141, n = 60). The effect size was
indicated as being large suggesting the variation could be largely explained by the
different extraction techniques used. In the pairwise comparison it was found that
there was a statistically significant difference for the Chelex resin (p = 0.009) and
phenol chloroform (p = 0.040) compared to the BTA Prepfiler kit samples. However,
this was not the case when comparing phenol chloroform and Chelex resin extraction
RFUs (p = 1.000). This would suggest that although the average Chelex resin
extraction and phenol chloroform RFU values were statistically different from the BTA
Prepfiler kit, the phenol chloroform and Chelex resin extraction values did not differ
significantly. The BTA Prepfiler samples had the lowest mean RFU value at 108.19
with the Chelex resin and phenol chloroform being significantly higher at mean RFUs
of 165.65 and 152.92 respectively. The samples for the BTA Prepfiler were again

lacking in alleles which would have made the comparison of the RFUs in favour of
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the other two extraction techniques. This would also contribute to heterozygote

imbalances within the RFU values between the samples.

Most of the heterozygote peak imbalances observed had a mean of 1 to 0.4 except
for the external BTA Prepfiler kit external samples (Figure 26). However, this group
had only one sample average present for the data set due to the lack of heterozygote
pairings. To establish the heterozygote imbalance between the alleles, only alleles
known to be heterozygote within the volunteers were considered heterozygote within
the experimental samples. The majority of alleles present were also solitary peaks
within the specific STR locus, with two peaks only appearing in a few of the samples.
The relatively high imbalances are likely due to the degradation of the samples as the
low copy number of DNA present in the sample alongside the efficiency preparation
techniques will cause an increase of variance in the peak ratios (Hansson et al. 2017,
Chong and Wallin 2022). Kelly et al. (2012) modelled the variability in heterozygote
balance and established that in the cases of low template DNA, the imbalance
between allelic heights is highly variable. The heterozygote imbalance between
alleles could be due to potential inhibition in the case of the internal samples as any
adhesive present in the sample from the swabbing process may still be present in the
lower down PCR stages of the analysis (Griffin et al. 2022). Although this would be
unlikely the case for the external samples as there were no substances that could

have potentially inhibited the extraction and PCR processes.

3.5 Conclusion

The simulated procedural study was carried out with the objective of producing and
simulating the circulation of composite counterfeits with the intention of evaluating
the potential encapsulated DNA. The aim of this was to establish a procedural
methodology that could successfully acquire trace levels of DNA if present
underneath the dot matrix holograms of counterfeit banknotes. From the findings it
was clear that if contact has been made with a counterfeiter and the adhesive side
of the dot matrix hologram, there is the potential to get a partial DNA profile. This
was successful where samples were extracted using phenol chloroform and chelex
resin extractions. The next objective was to apply the chelex resin extraction
methodology on counterfeit banknotes with the intent of acquiring a potential DNA

profile.
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Chapter 4 Genetic Evaluation of Counterfeit
Banknotes

4.1 Introduction

The objective of this chapter was to apply the knowledge acquired from the studies
detailed in the previous chapters on counterfeit banknotes, with the aim to acquire a
DNA profile. This consisted of removing the dot matrix holograms and imitation
metallic threads through the application of ethanol before either swabbing the
sampling area or introducing a counterfeit banknote component directly into the
DNA profiling PCR. In the case of the dot matrix holograms, these were removed
using ethanol from the surfaces of counterfeit €50 banknotes and swabbed. For the
€500, the paper layers were separated using ethanol and the area around the
imitation metallic thread was swabbed. The swabs were then extracted using chelex
resin extraction and the resulting extracts were DNA profiled. For the direct PCR,
the imitation metallic thread of the counterfeit banknotes was exposed again using
ethanol to separate the adhesive paper layers, except instead of swabbing the area
the thread was removed. The thread could then be introduced directly to the PCR
for the DNA profiling reaction after being segmented to fit the tubes. In both these
approaches of extraction and direct PCR, the aim was to successfully establish if
DNA could be acquired from the adhesive layers of a counterfeit banknote and
establish how much of a DNA profile could be obtained.

The final section of this chapter set to establish if the use of Diamond™ nucleic acid
dye, could be used to help target areas of forensic interest in the adhesive layers of
counterfeit banknotes. If successful, it could potentially increase the success and
efficiency in the processing time to evaluate if components of counterfeit banknotes
were to be taken forward for DNA analysis. The methodology applied adapted the
use of previous research to establish if a fingermark is present on the adhesive side
of a dot matrix hologram, could it be visualised with the dye. This could then be
DNA profiled while avoiding the unnecessary processing of samples with a higher

likelihood of having DNA deposits from the counterfeiter.
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4.2 Applied Procedural Study
4.2.1 Methodology

Ethics Declaration

All experimental designs were approved under Proportional Ethical Approval
provided by the Staffordshire University ethics Committee.

4.2.1.1 Samples

All samples were provided by the ECB having been sourced from National Central
Banks from their respective evidence storage. No details were available as to what
conditions these were stored in. These consisted of 18 counterfeit €50 banknotes
(Table 8), all of which had dot matrix holograms present and 12 counterfeit €500
banknotes (Table 9) with an embedded security thread imitation and dot matrix
hologram (heat foil stamp variation). Each counterfeit banknote was seized from a
county within the Republic of Ireland (Table 8) or a province within the Netherlands
(Table 9) Within the two numerations, the notes had the same indicative

characteristics that made them difficult to identify from the same source.
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Table 8. Lists the €50 counterfeit banknotes provided by the Central Bank of Ireland with the dot matrix
holograms present. The indicative aspect refers to the categorization of the counterfeit banknote by the
ECB according to the general area it was from (EU), the series of banknote it is a counterfeit of (A
being the first series of euros), the denomination being counterfeited (50 euros), the process applied (P
= traditional offset printing or C colour copying using equipment such as inkjet printers) and a final
numerical value for the sequential order in which it was found.

Date Taken
Date

Received

Indicative  Serial Number Out of County
Circulation

Y83811672252
Y33811679592
Y43811672505
Y43811672500
Y43811672500
Y33811679592
Y43811672555
Y43811672505
Y33811677792
Y85811672257
Y83811672257
Y43811672500
Y43811672505
Y13811670500
Y43811672500
Y83811672257
Y13811670500
Y83811672252

2020 Unknown

eyTT00O0500vN3
puejaJ| Jo angnday
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Table 9. Lists the €500 counterfeit banknotes provided by De Nederlandsche Bank alongside the
county they were taken out of circulation from. The indicative aspect refers to the categorization of the
counterfeit banknote by the ECB according to the general area it was from (EU), the series of banknote
it is a counterfeit of (A being the first series of euros), the denomination being counterfeited (500
euros), the process applied (P = traditional offset printing or C colour copying using equipment such as

inkjet printers) and a final numerical value for the sequential order in which it was found.

Date Date Taken
, Indicative  Serial Number Out of
Received . :
Circulation
X02906092514 Groningen
X02906096285 Friesland
X01004213369 Drenthe
o N35013454996 Limburg
Jo> Y02906033951 Zeeland
2019 § Y02906034059 2017 Noord-Brabant
3 X00943013396 Gelderland
S P25001170435 Overijssel
B X00942973265 Flevoland
X03603262052 Noord-Holland
N35013455419 Zuid-Holland
Y00006194134 Utrecht

4.2.1.2 DNA Sampling and Profiling

The dot matrix holograms for the €50 counterfeit banknotes and the embedded
security thread imitations in the €50 counterfeit banknotes were processed using the
ethanol separation methodology detailed in Section 2.4.2 and according to the Chelex
resin extraction methodology (Section 4.2.1.2.2). Samples were not quantified prior
to DNA profiling as the aim was to evaluate the potential DNA profiles. DNA profiling
was carried out on all samples using the methodology outlined in Section 4.2.1.2.3.

4.2.1.2.1 Ethanol Dot Matrix Removal and Paper Layer Separation

The removal of the dot matrix holograms was achieved through the addition of 200
ML ethanol was allowed to permeate through the reverse side of the paper to the
underside of hologram. If more was needed, more ethanol was added till it was able
to permeate to the opposing side of the paper. The dot matrix was then lifted using
sterilised tweezers, using one of the corners to avoid introducing contamination with
repeated handling. Tweezers used were sterilised by soaking them in 70%
methylated spirit (Parsons et al. 2016) for 1 hour followed by exposure to UV light

for 15 minutes for each use. The adhesive side of the dot matrix hologram was then
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double swabbed using 60 pL of 100% ethanol on each cotton swab (DeltaLab,
2016).

For the paper layer separation, ethanol was deposited using a pipette at 1000 pL,
ensuring the edges around the banknote were saturated. If more ethanol was
needed, a further 1000 uL was added. A sterilised scalpel was used to slide
between the top of the region where the imitation metallic thread was exposed. Care
was taken to ensure the tip of the blade was manoeuvred between one side of the
paper layer and the imitation metallic thread to avoid tearing through the paper
layer. With the application of further ethanol, the scalpel blade was able to be
manoeuvred around the edges of the counterfeit banknote, ensuring the non-
serrated edge of the blade was used to help pry apart the two paper layers. To
completely expose the imitation metallic thread, sterilised tweezers were used to
pull apart the two layers, taking care to use the tweezers in such a way to avoid
cross contaminating the external surface of the banknote with the internal.
Tweezers used were sterilised by soaking them in 70% methylated spirit (Parsons
et al. 2016) for 1 hour followed by exposure to UV light for 15 minutes for each use.
New sterile scalpel blades were used for every counterfeit banknote. The area
around the imitation metallic thread was then swabbed twice using cotton swabs
(Deltalab, 2016) soaked in 60 yL 100 ethanol.

4.2.1.2.2 Chelex Resin Extraction

Each swab head was snapped into an Eppendorf before adding 300 uL of DNA free
water and 2 pL of proteinase K into each of the samples. This was different to the
previous methodology in order to reduce the dilution of the sample. The tubes were
then vortexed briefly and then incubated in a shaker (1000 rpm) for 30 minutes at
56°C. These were then spun in a microcentrifuge for 3 mins at 13,000 rpm. The swab
was then removed and 175 pL of a 5% chelex working solution was added using a
1000ul pipette. The Chelex solution was on a magnetic stirrer for the duration of the
time of pipetting to ensure adequate suspension of the resin. The samples were then
incubated at 56°C for 30 minutes. Afterwards they were vortexed at high speed for 5
to 10 seconds and incubated at 100°C for 8 minutes using a screw-down rack. The
final step had the samples vortexed again at high speed for 5-10 seconds and spun
in a microcentrifuge for 2-3 mins at 13,000 rpm before pipetting aliquots of the extract
into microcentrifuge tubes (ensuring not to uptake any of the resin). Chelex resin
extraction product was condensed from an estimated 300 pL to 30-40 pL using the
Microcon® DNA Fast Flow Filters (MERCK, 2021) by adding the extract supernatant
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to the filter tubes and centrifuging at 500 g for 23 minutes. The tube filters were then
inverted and centrifuged to remove the sample at 1000 g for 3 minutes (MERCK,
2021).

4.2.1.2.3 DNA Profiling

DNA profiles were produced using the AmpFLSTR™ NGM SElect™ PCR
amplification kit at half reaction volumes with 5 uL of Master mix and 2.5 uL of NGM
Select primer set alongside 5 uL of DNA sample (Thermo Fisher Scientific, 2021). All
reaction were carried out at 29x cycles with positives and negative present for each
plate. The PCR consisted of one step at 95°C for 11 minutes, a second step at 94°C
for 20 seconds followed by 59°C for 3 minutes for 29 cycles and a final step of 60°C
for 10 minutes (Thermo Fisher Scientific, 2021). The DNA profile PCR products were
then loaded onto an Applied Biosystems™ 3500 Genetic Analyser plate with 8.5 pL
of Hidi formamide and 0.5 yL of LIZ™ size standard for each 1 yL of DNA template
(ThermoFisher Scientific, 2022c). All samples were prepared on ice when loading the
plate and a final heating step at 95°C for 3 minutes before moving the plate to an ice
box was carried out to ensure any DNA present was single stranded before placing
the plate onto the Genetic Analyzer (ThermoFisher Scientific, 2022c). The Genetic
Analyzer was run with an injection voltage of 1.2 kV for 15 seconds using POP-4™
separation matrix polymer (ThermoFisher Scientific, 2022c). All sample data sets
were loaded onto GeneMapper™ ID — X Software v1.6 alongside an allelic ladder
provided with the NGM kit (ThermoFisher Scientific, 2022c). Outputs were analysed
using an analytical threshold for the RFU values set to 50 RFU to exclude any detector
background noise (Heathfield et al. 2022, Martin et al. 2014). Profiles were then
exported to Microsoft Excel (Microsoft Corporation, 2022) for allele composition and

RFU analysis.

4.2.2 Results
Of the 18 €50 counterfeit banknotes (Table 8), one gave a partial DNA profile.

However, this particular counterfeit banknote had a damaged dot matrix hologram
that was only partially attached to the paper substrate. Of the 12 €500 counterfeit
banknotes detailed in Table 9, none of the samples gave a DNA profile from the

embedded security thread imitations.
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4.2.3 Discussion

As stated in the results, none of the samples were able to give a DNA profile. This
was not expected as previous research in Chapter 3 found that a partial DNA profile
could be acquired in most of the Chelex resin extracted samples. The lack of DNA
could be due to several factors. Firstly, the samples produced in Chapter 3 were aged
for one week in total before processing. The counterfeit banknote samples processed
in Table 9 were taken out of circulation in 2017, making the minimum age of the
sample being 5 years. This would likely reduce the possibility of acquiring a DNA
profile through swabbing alone, if there is any DNA from a counterfeiter present
(Dissing et al. 2010, Raymond et al. 2009). The way in which the counterfeit
banknotes were stored may also have been a factor. However, due to the counterfeit
banknotes being seized and placed into secure storage by the central banks. It is
therefore unlikely that the conditions they were kept would be detrimental to present
DNA as any steps to preserve the condition of the counterfeit banknotes would protect
the integrity of the counterfeit banknote itself and any present DNA. This would
include conditions such as humidity or direct sunlight that is known to be detrimental
to DNA persistence as any moisture or UV damage would also be detrimental to the
counterfeit banknote itself (Hall et al. 2014). The act of the counterfeit banknotes
being in circulation may be a more important factor in the degradation of any potential
present DNA in the adhesive layers as they may have been under different
environmental conditions, affecting the fragmentation of present DNA (Alaeddini et
al. 2012).

As swabbing and DNA extraction were both being used, there was the potential that
DNA was being lost in the steps from between the swabbing of the sample and final
Microcon® concentration step. Loss of evidential DNA is well documented, with DNA
loss occurring at both the swabbing stages and the extraction process. More
specifically in Chelex resin and phenol chloroform extractions (van Oorschot et al.
2003). Vandewoestyne et al. (2013) established the potential loss of cell free DNA in
DNA extraction especially in trace DNA from contact samples. Although there is
research showing that use of DNA purification devices such as the Microcon®
apparatus does improve the resulting DNA profile (Norén et al. 2013). Romano et al.
(2019) successfully acquired DNA profiles from 14-year-old case work fingermark
samples. They applied an automated magnetic bead system (BioRobot EZ1 and EZ1
DNA investigator kit) that may have improved their success rate of DNA profiles

acquired through automation. However, their process of directly adding crimescene
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tape samples to the extraction process would also reduce the loss of any DNA that is
associated with swabbing. This could explain the results moving from the simulated
procedural study (Chapter 3) to the applied study (Section 4.2) where the samples
are likely from partial fingermarks. As the areas of highlighted fingermark presence
that could be introduced to the extraction process avoids the loss of any DNA present
when considering partial fingermarks. This was not of concern in the simulated
procedural study as the fingermarks present covered the entirety of the dot matrix
holograms, removing the possibility that the areas of evidential value could be missed.
Ruprecht et al. (2021) found that the use of non-targeted swabbing reduced the
possibility of gaining a DNA profile in a similar example. Non-targeting swabbing may
be losing the DNA by not allowing for the removal of the DNA from the adhesive matrix
or through the further merging of present DNA into the adhesive matrix. Ruprecht et
al. (2021) applied the 1,2-indandione working solution to highlight areas of fingermark
contact on the adhesive side of stamps. This allowed for the targeting of present
fingermarks for swabbing, increasing the recovery of DNA of 83.3% in samples and
providing a technique for the dual recovery of evidence from adhesive surfaces.
Similar research by Bathrick et al. (2021) an optimised technique in enhancing
fingermarks with 1,2-indandione on copy paper with the intention of preventing
downstream negative impacts on DNA processing the samples. The identification of
DNA containing fingermarks could also be attempted using Diamond™ nucleic acid
dye Kanokwongkuwut et al. (2020). Research had suggested the successful use of
the dye on adhesive tapelifts for identifying DNA containing fingermarks
(Kanokwongkuwut et al. 2020). Through the application of fingermark enhancement
techniques, there could be an increased success in the acquiring of DNA from

targeted swabbing approaches (Ruprecht et al. 2021).
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4.3 Direct PCR
4.3.1 Methodology

Ethics Declaration

All experimental designs were approved under Proportional Ethical Approval
provided by the Staffordshire University ethics Committee.

4.3.1.1 Samples

All samples were provided by the ECB having been sourced from National Central
Banks. The counterfeits from Table 10 consisted of 24 counterfeit €500 banknotes,
all of which had an embedded metallic thread simulated and dot matrix holograms
(heat foil stamp variation). Each counterfeit banknote was seized from a province
within the Netherlands and had the same indicative characteristics that made them

difficult to decern from different sources.
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Table 10. Lists the €500 counterfeit banknotes sourced from the Netherlands provided by De
Nederlandsche Bank and the respective counties they were found. The indicative aspect refers to the
categorization of the counterfeit banknote by the ECB according to the general area it was from (EU),
the series of banknote it is a counterfeit of (A being the first series of euros), the denomination being
counterfeited (500 euros), the process applied (P = traditional offset printing or C colour copying using
equipment such as inkjet printers) and a final numerical value for the sequential order in which it was

found.

Date Date Taken
: Indicative Serial Number Out of
Received : :
Circulation
X00942973526 2015 Drenthe
X00943015034 2016 Drenthe
X01004212235 2015 Zeeland
N35013451989 2016 Zeeland
X00943017185 2015 Overijssel
Y02906031647 2015 Flevoland
X00943114248 2016 Flevoland
Y02906034743 2015 North Holland
X02906040341 2016 North Holland
E X00942973436 2015 South Holland
Z P25001135011 2016 South Holland
2019 g Y02906034689 2016 Ultrecht
3 X05627699929 2015 Groningen
S X00942971771 2016 Groningen
= X03603263195 2015 Limburg
Y00006193666 2016 Limburg
P25001179561 2015 North Brabant
X04524884642 2016 North Brabant
Y02906031899 2015 Gelderland
Y00006152653 2016 Gelderland
X00942973625 2015 Friesland
X02906092541 2016 Friesland
X01004152061 2016 Overijssel
X00942954869 2015 Ultrecht

4.3.1.2 DNA Sampling and Profiling

All counterfeit banknotes were processed using the methodology detailed in Section
2.2.3. The imitation metallic thread was removed using sterilised tweezers and placed
in a petri dish. A sterile scalpel blade was then used to segment the thread into 5 mm

strips before placing them in a PCR tube. The ends of the thread (5 mm) were not
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included in the tube and were discarded. DNA profiling was carried out on all samples

using the methodology outlined in Section 4.3.1.2.1.

4.3.1.2.1 Direct PCR for DNA Profiling

DNA profiles were produced using the AmpFLSTR™ NGM SElect™ PCR
amplification kit at full reaction volumes with 10 yL of Master mix and 5 uL of NGM
Select primer set alongside 10 pL of DNA free water (Thermo Fisher Scientific, 2021).
This was to make up the reaction volume to 25 uL and helped introduce the imitation
metallic thread segments by using the water to adhere the segments to move them
to the PCR tube. All reaction were carried out at 30x cycles with positives and
negative present for each plate. The PCR consisted of one step at 95°C for 11
minutes, a second step at 94°C for 20 seconds followed by 59°C for 3 minutes for 30
cycles and a final step of 60°C for 10 minutes (Thermo Fisher Scientific, 2021). The
DNA profile PCR products were then loaded onto an Applied Biosystems™ 3500
Genetic Analyser plate with 8.5 uL of Hidi formamide and 0.5 pL of LIZ™ size
standard for each 1 pL of DNA template (ThermoFisher Scientific, 2022c). All samples
were prepared on ice when loading the plate and a final heating step at 95°C for 3
minutes before moving the plate to an ice box was carried out to ensure any DNA
present was single stranded before placing the plate onto the Genetic Analyzer
(ThermoFisher Scientific, 2022c). The Genetic Analyzer was run with an injection
voltage of 1.2 kV for 15 seconds using POP-4™ separation matrix polymer
(ThermoFisher Scientific, 2022c). All sample data sets were loaded onto
GeneMapper™ ID — X Software v1.6 alongside an allelic ladder provided with the
NGM kit (ThermoFisher Scientific, 2022c). Outputs were analysed using an analytical
threshold for the RFU values set to 50 RFU to exclude any detector background noise
(Heathfield et al. 2022, Martin et al. 2014). Profiles were then exported to Microsoft

Excel (Microsoft Corporation, 2022) for allele composition and RFU analysis.

4.3.1.3 Random Match Probability

Random match probabilities were carried out in Microsoft Excel using the calculation
described by Balding and Nichols (1994) with a Balding-Nichols correction (or theta)
value of 0.01 (Ng et al. 2018). All allele frequencies were taken from the whole
European population found in the STRIdER database (Bodner et al. 2016). All loci
were treated as heterozygous if only one allele was present, with the value 1 being

used for the resulting frequency for any missing alleles.
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4.3.2 Results

4.3.2.1 DNA Profiles

Of the 24 counterfeit banknotes processed, 3 gave partial DNA profiles. The resulting
profiles can be seen in Figure 29, Figure 30 and Figure 31. The three counterfeits
were sourced from three Provinces within the Netherlands: South Holland in 2015
(Figure 29), North Holland in 2016 (Figure 30) and North Brabant in 2016 (Figure 31).
The South Holland had 16 alleles present in the profile. The North Holland sample
had 2 potential alleles with stutter present for both. The North Brabant 14 alleles, with

three peaks with RFU values that may suggest they are homozygote alleles.

Table 11. The detected alleles for the two interpretable partial DNA profiles acquired from the imitation
metallic threads of two counterfeit banknotes. The * icon indicates alleles that may be homozygous
due to the RFU values.

. South North
STR Loc Holland Brabant
D10S1248 14, 16 12,15
VWA 18 19
D16S539 13 11
D251338 23 NR
Amel X Y
D8S1179 14 14*
D21S11 NR 33.2
D18S51 17 NR
D2251045 NR 15*
D19S433 15, 15.2 NR
THO1 21, 22 6
FGA NR NR
D2S441 [ 10,11,14 [ 11,14
D3S1358 NR 17+
D1S1656 15.3 15
D12S391 NR 19
SE33 NR NR
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Figure 29. The electropherogram of the partial DNA profile acquired from the 2015 counterfeit
banknote removed from circulation in South Holland. Labels highlight the GeneMapper™ ID — X
Software identification of alleles (top of the label) and the measured RFU value (bottom of the label).
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Figure 30. The electropherogram of the partial DNA profile acquired from the 2016 counterfeit
banknote removed from circulation in North Holland. Labels highlight the GeneMapper™ ID — X
Software identification of alleles (top of the label) and the measured RFU value (bottom of the label).
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Figure 31. The electropherogram of the partial DNA profile acquired from the 2016 counterfeit

banknote removed from circulation in North Brabant. Labels highlight the GeneMapper™ ID — X
Software identification of alleles (top of the label) and the measured RFU value (bottom of the label).
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4.3.2.2 Random Match Probabilities

The RMP for the partial profiles from the South Holland (2015) and the North Brabant
(2016) were calculated using the allele frequencies for Europe taken from STRIdER
(Bodner et al. 2016). Both calculations used the RMP calculation from Balding and
Nichols (1994) with the Balding-Nichols Correction included in the calculation at a

value of 0.01.

The RMP for the South Holland sample gave a 1 in 114,061,000 chance that the
profile could have come from a random individual in the population. For the
calculation, allele 14 (RFU 426) on the D2S441 locus was excluded from the
calculation. The North Brabant partial profile gave a 1 in 281,230,693 chance that the

profile could have come from a random individual in the population.

4.3.3 Discussion

To overcome the potential loss of DNA during swabbing and extraction without the
application of fingermark enhancement techniques discussed in Section 4.2.3, direct
PCR was considered for the imitation metallic threads of double layered counterfeit
banknotes. Compared the Chelex resin extraction methodology established in
Section 4.2.1, the direct PCR approach proved more successful. Two of the three
samples with present alleles within their profile were interpretable to the degree that
allowed for RMPs to calculated. Both the South Holland and North Brabant samples
had low levels of allelic stutter present. As the profiles did not contain the full
number of expected alleles for every locus, it can be said that they were only partial,
likely due to allelic drop out due to DNA degradation (Petricevic et al. 2010, Westen
et al. 2009). There was a general decrease in the RFU values from the lower
molecular weight STR loci to the higher molecular weight STRs such as the SE33
locus. With most of the allele drop out occurring at the higher molecular weight
STRs (Figure 29 and Figure 31) which was to be expected due to the trace levels of
DNA present (Romano et al. 2019). DNA profile degradation can particularly be
seen in the North Brabant (Figure 31), where there is a clear sloping effect in the
RFU values form low to high molecular weight STRs (Bright et al. 2013). The initial
RFU values for the smaller STRs are above 100 RFU, with the larger STRs
dropping down to above 50 RFU (Figure 31.). There was evidence of stutter peaks
occurring at STR D10S1248 for allele 15 with stutter -1 to the peak. The overall
profile could potentially have homozygous alleles present at D8S1179, D22S1045
and D3S1358. In all three STRs the present alleles are double the RFU value
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compared with other alleles from other sections of the profile. For this reason, the
RMP was calculated with these STRs being considered homozygous for the
potential contributor as a homozygote genotype presents as double the heights of
heterozygote sets of alleles (Benschop et al. 2011). All these loci were above a RFU
value of 200 which has been a suggested threshold of determining true homozygote
loci by Roeder et al. (2009).

The South Holland sample profile had varying RFU values across both the small and
large loci which is expected in low template DNA samples (Benschop et al. 2013).
The D2S441 locus had three alleles potentially present (Figure 29). The alleles
consist of allele 10 (RFU of 120), 11 (RFU of 124), and 14 (RFU of 426). Alleles 14
could potentially be a sign of a mixed profile due to its RFU value, but it may also be
a result of allele drop-in (Gill et al. 2000B). For this reason, it was excluded from the
RMP calculation. The FGA STR locus, a high molecular weight STR locus did have
higher RFU vales than some of the lower molecular weight STRs. The two alleles
present 21 (RFU 270) and 22 (RFU 252), had double the RFU of the alleles found at
the D19S433 STR locus of a lower molecular weight. This may suggest a mixture of
donors maybe present such as the third allele at D2S441 but due to the low template
that is likely present suggested by the high allele drop out, the variability of RFU
values between the different molecular weight STRs may also be due to stochastic
affects (Benschop et al. 2013). Heterozygote peak balances for the South Holland
(Figure 29) and North Brabant (Figure 31) profiles were all largely similar except for
the STR D10S1245 in the North Brabant sample. The allele peaks here had RFU
values of 121 and 194 indicating a ratio of 0.62.

The North Holland sample did have potential alleles present in the produced profile.
However, the three potential peaks all had evidence of potential incomplete
adenylation in electropherograms (Figure 30.). STR D10S1248 has allele 7 present
with an RFU of 131 with two peaks on either side at 57 and 96 RFU. D22S1045 has
a similar case with allele 10 being present at an RFU of 77 and a secondary peak at
50. The presence of the stutter peaks makes the interpretation of the partial profile
challenging. The presence of only two potential alleles makes further comparisons
from other samples less powerful and less evidentially valuable. However, this does
show that potential acquirable DNA profiles vary in condition when using the direct
PCR method. In comparison, the South Holland and North Brabant partial profiles
were able to produce RMPs of 1 in 114,061,000 and 1 in 281,230,693 respectively
(Section 4.3.2.2). Although these RMPs do not meet the 1 in 1 billion probability
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normally associated with a full profile (Ng et al. 2018, Semikhodskii et al. 2021), the
small probabilities with a partial DNA profile shows the intelligence gathering potential
of trace DNA evidence within counterfeit banknotes. The two partial profiles do not
share any similar alleles which does not allow for the linking of the two counterfeit
banknotes from a similar source. However, it does give the basis of further
investigation as it can be assumed that OCGs use several individuals in the

manufacturing of counterfeit banknotes.

The emulation of an embedded counterfeit security thread lends itself to direct PCR
as it is easy to manipulate and place into PCR tubes. Full reaction volumes were also
used as half volumes would not completely submerse the sections of thread in the
PCR tube. Research has also shown that full volumes for DNA profiling when
considering direct PCR are advisable (Dargay and Roy 2016). The primary drawback
of direct PCR is the lack of repeatability (Martin et al. 2022). The majority of the thread
was used in this research for each sample PCR mixture, there for removing the
possibility of repeating the examination. Direct PCR could potentially provide DNA
profiles from counterfeit holograms removed from counterfeit banknotes. However,
there is an increased risk of contamination when dealing with external components of
a counterfeit banknote as well as contamination for reagents (Ruprecht et al. 2022).
Martin et al. (2022) suggested a method of direct PCR that allows for the
reproducibility of samples by introducing split tapelift samples to produce replicates.
However, the samples were tapelifts where DNA was lifted from evidence multiple
times allowing for the accumulation of DNA on known areas on the tapelifts. This may
pose practical issues in the case of the embedded security thread imitation as the
location of potential DNA is not known. Therefore, by splitting the embedded security
thread imitation across profiling reactions to establish a consensus DNA profile may
be less successful in establishing a profile in this example. A blended approach of

direct PCR and extraction could allow for reproducibility as with Forsberg et al. (2016).

The use of a blended direct PCR and DNA extraction methodology may cause for the
same problems when acquiring a DNA profile as was found in Section 4.2.2.
However, this would need to be further researched in the context of its application to
counterfeit banknote DNA analysis. The successful production of the DNA profiles
using direct PCR over the application of Chelex resin extraction (Section 4.2.3) could
be due to the inclusion of cell free DNA. Vandewoestyne et al. (2013) established that
cell free DNA may be lost in DNA extraction techniques which would account for the

improvement of acquiring DNA profiles from the imitation metallic thread. More recent
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research has supported the evidential value of cell free DNA when it comes to trace
DNA evidence (Burrill et al 2021c). The exclusion of a swabbing and extraction step
prior to sample processing proved successful when using direct PCR in research by
Cavanaugh and Bathrick (2018), highlighting the need for the inclusion of cell free
DNA when considering trace DNA samples (Quinones and Daniel 2012). Other
methods are available such as mtDNA sequencing that could provide a higher
success rate of acquiring DNA profiles where the concentration has been insufficient
for standard profiling (Zapico et al. 2021). Next Generation Sequencing could also
provide a more sensitive analysis (Xu et al. 2022) but it currently too costly to be
applied in every day forensic examination. Especially when considering multiple
counterfeit banknotes that would be processed to establish if a link between the

present DNA profiles can be made.

The successful acquiring of partial DNA profiles in the adhesive layers of counterfeit
banknotes highlights the potential intelligence value of trace DNA evidence in the
context of counterfeiting. The partial profiles that could be potentially acquired could
be a major significant asset to anticounterfeiting agencies the fight against
counterfeiting. The costs of sampling, extraction and quantification are also reduced
considerably, although forensic laboratories may have regulatory requirements that
prevent them from circumventing these steps (Cavanaugh and Bathrick 2018). The
use of direct PCR in this application shows the capability of its use outside of gaining
reference profiles (Martin et al. 2022).

4.4 Diamond Dye Targeting of Fingermarks

Ethics Declaration

All experimental designs were approved under Proportional Ethical Approval

provided by the Staffordshire University ethics Committee.

4.4.1 Methodology

A volunteer was asked to rub their hand around their neck and behind their ears to
build up sebaceous material on their hands. They were then asked to peel away a
dot matrix hologram from the carrying sheet before placing their fingermarks onto the
adhesive side of three dot matrix holograms. Two dot matrix holograms simulating
the holograms found on the first series of euro banknotes and one dot matrix

hologram strip that simulated the holographic DOVID found on the more recent
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Europa series of euro banknotes (European Central Bank, 2014). The hologram was
preplaced onto a mounting slide using a set of tweezers sterilised with 70%
methylated spirit (Parsons et al. 2016). A pre-prepared solution of a 1:20 dilution of
the diamond dye and 75% ethanol (Kanokwongnuwut et al. 2018a) was then placed
onto the dot matrix hologram adhesive at a volume of 10 yL. A slide cover was then
placed over the hologram to help spread the dye. Images were then taken using the
DCS® 5 system from Foster and Freeman (Kwok et al. 2023). This consisted of a 36.3
MP camera set up for fluorescent fingermark imaging using a UV imaging module
with an illumination bandwidth of 445-510nm and filtered at 549 nm (Kwok et al.
2023). Glass slides were used for negative and positives with the expected
fluorescence for a present fingermark and clean slide observed with the addition of

the dye.

4.4.2 Results

Figure 32. Dot matrix hologram with a sebaceous fingermark material present with ridge detail visible
with the addition of diamond dye.
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Figure 33. Dot matrix hologram with a sebaceous fingermark material present but not as visible with
the addition of diamond dye.

Figure 34. Dot matrix hologram strip with a sebaceous material present but not as visible with the
addition of diamond dye. The contrast for the capture of the image has been increased to highlight the

lack of fluorescence from cellular material.

The results from the three holograms varied significantly between each dot matrix
hologram. The volunteer was asked to repeatedly place their finger onto the adhesive
by first removing the dot matrix hologram from the carrying sheet and then directly
placing their fingermark onto the adhesive. From the visualisation of the dot matrix
hologram samples, the sample from Figure 32 indicated clear ridge detail. Ridge
detail can be seen around the right corner of the hologram from the initial manipulation
of the dot matrix with further details faintly visible at the centre of the hologram from
the secondary deposition. However, from Figure 33 has no clear ridge detail visible
across the hologram with any fluorescence being due to the hologram itself and
background fluorescence from the surface of the imaging platform. Figure 34 had a

similar issue where there was no ridge detail visible with all the fluorescence observed
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being due to the dot matrix hologram itself rather than the dye highlighting cellular
material. The holograms themselves in negative controls also exhibited the orange
fluorescence present for the holographic sections of the holograms as seen in the
Figure 32, Figure 33 and Figure 34.

4.4.3 Discussion

The applications of the diamond dye had a mixed set of outcomes from the three
samples tested. The aim for this methodology was to establish if there was any
potential to use diamond dye to target areas of forensic interest through the
highlighting of genetic material. Although this was successful in one sample, the
others were not successful in identifying any cellular material. The variation between
the three samples using sebaceous material could be due to several factors. Due to
the fluorescence of the components of the dot matrix hologram, there may have been
interference with the dye, this can be shown in Figure 34 where the dot matrix
hologram strip was composed of a larger area of dot matrix hologram. The adhesive
nature may have also been a factor as the application of the dye has shown to work
where tapelifts have been used to lift fingermarks off handled items (Haines and
Linacre 2018). However, there may be variability in this when the fingermarks have
been placed directly onto the adhesive rather than lifted. This would not discredit the
use of diamond dye as a potential dual recovery and target swabbing agent as there
are several studies showing its functionality in different mock case work samples such
as gun casings to the surface of polymer banknotes (Haase et al. 2019,

Kanokwongnuwut et al. 2019b).

As the work was only carried out on a small number of dot matrix holograms there
would need to be a larger data set to establish the use of diamond dye for the targeted
swabbing of adhesive components of counterfeit banknotes. Although it was not able
to highlight cellular material in two of the three samples, the successful sample had
clear ridge detail that could be used for targeted swabbing. To improve on the
effectiveness, more controls could be in place for the use of volunteers by using
natural fingermark deposits on the dot matrix holograms with various individuals with
varying shedder status (Kanokwongnuwut et al. 2019b). Studies have shown
alternative techniques in applying the dye such as using a spray that may prove more

effective in highlighting areas of forensic genetic interest (Hughes et al. 2022).
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4.5 Conclusion

In the first section of Chapter 4 the objective was to apply the established methods
from the previous chapters with the aim to acquire a DNA profile. Although it was
successful in consistently separating the adhesive layers with a potential application
in procedural work, none of the samples gave a successful DNA profile. It was
therefore hypothesised that the extraction steps were decreasing the amount of DNA
present. This could have been through loss between each tube exchange from the
ysis step to the final concentration step of the methodology or over dilution of the
sample to the point where DNA would not be detected. Instead, a direct PCR
approach was adopted and tested in Section 4.3 that was successful in acquiring a
set of partial DNA profiles from the direct PCR of the imitation metallic thread taken
from counterfeit €500 banknotes. Although the profiles acquired had no matching
alleles a random match probability could be produced from them highlighting that

there was evidential value to the profiles acquired.

Diamond™ nucleic acid dye has shown to have uses in forensic trace analysis and
was therefore considered for its use in targeted swabbing to help improve the success
of acquiring a DNA profile from counterfeit banknotes. By applying it onto the
adhesive of handled dot matrix holograms it was hypothesised that any highlighted
ridge detail could be then targeted for further DNA analysis. However, from the
images of the samples there was only one working sample. Although it was not
consistently successful in its implementation in the designed methodology, there were
likely factors that inhibited the successful application of the dye for trace DNA
evaluation. Future work could improve on the methodology applied with a greater
variety of volunteers and conditions to evaluate the use of the dye in counterfeit
banknotes. Further developments in the technigue of using diamond dye for the
screening and targeting of evidentially valuable counterfeit banknote adhesive layers
could allow for the increased success of acquiring DNA profiles from counterfeit

banknotes.
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Chapter 5 Conclusions and Future
Considerations

5.1 Conclusions

The findings of the work successfully tested the aim of separating the adhesive layers
of counterfeit banknotes using solvents such as xylene and ethanol in a novel
procedure. This allowed for the access to the adhesive layers of counterfeit banknotes
for further DNA analysis.

From the simulated procedural study, it was shown that if trace DNA is present, it can
be extracted and profiled from the adhesive of dot matrix holograms. The
comparisons of the extraction techniques used indicated that Chelex resin and phenol
chloroform were the optimum techniques to apply within the tested parameters. This
was shown in both the allelic compositions of the profiles and the resulting RFU
values. Thus, achieving the aim of establishing an optimised methodology for the
extraction of DNA from composite counterfeit banknotes. From the allelic
composition, it was found that the individuals who placed their fingermarks were
present on the dot matrix holograms as the primary profiles. Although there were
some foreign alleles present this could be from the secondary transfer of DNA to the

volunteer’s hands.

As Chelex resin extraction is both safer and easier to use than phenol chloroform
extraction, the methodology was applied to counterfeit euro banknotes to address the
aim of acquiring DNA profiles from the notes. However, none of the extractions of
swabs taken from the dot matrix holograms and embedded security thread imitations
of counterfeit euro banknotes were successful in acquiring a DNA profile. The
concentrations at which DNA is deposited are likely highly variable, which was evident
from the application of the method on seized counterfeit banknotes. To further
address the aim of evaluating the presence of DNA profile on counterfeit banknotes,
direct PCR was investigated. In the case of the counterfeit euro banknotes with
double paper layers, it was shown that there is a potential for DNA to be encapsulated
on the embedded security thread imitation. Thus, allowing for the move towards a
method without sample preparation to acquire a DNA profile. To improve the success
of acquiring a DNA profile from counterfeit banknote adhesive layers, Diamond™
nucleic acid dye was applied to handled dot matrix holograms. This was with the

intention of highlighting any present deposited DNA that could then be swabbed for
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further DNA analysis. However, from the images of the samples there was only one
working sample. As the samples were not consistently successful there were likely
factors that inhibited the successful application of the dye for trace DNA evaluation
as previous research has shown it has a wide range of applications (Haase et al.
2019, Kanokwongnuwut et al. 2019b).

The aim of acquiring DNA profiles from counterfeit banknotes was successfully
achieved. However, with there being only two partial profiles with non-matching
alleles, a potential link could not be established between the two separately sourced
counterfeit euro banknotes. The findings of the study do highlight the potential of
acquiring partial DNA profiles present in counterfeit banknotes. The findings have
shown that there is evidential potential for acquiring a suspect's DNA profile from a
counterfeit banknote. With the application of a direct PCR approach and the use of
ethanol to separate the adhesive layers of the counterfeit banknotes it is possible to
gain a partial DNA profile of a potential counterfeiting suspect. Although it was not
possible to acquire a full DNA profile future work could improve the success rate of
acquiring a DNA profile. With further work it could be possible to acquire a greater
number of DNA profiles from counterfeit banknotes, providing an increased evidential
value to the seizure and forensic investigation of counterfeit banknotes. The research
findings indicate the capability of acquiring DNA from counterfeit banknotes for
forensic investigations, which with further research could be part of a standard
procedure for counterfeit banknote processing to gain intel on OCGs. Through the
identification of matching DNA profiles between different geographically sourced
counterfeit banknotes, the movement and potential source of counterfeit banknotes
could be identified. Not only would this help to investigate and apprehend the
networks of OCGs that fund their activities through counterfeiting banknotes but it

also maintains the trust that the general public holds in physical currency.

5.2 Future Considerations and Recommendations

Future considerations should focus on the use of ethanol specifically as this would be
more beneficial for DNA evidence gathering and easier to implement in a procedural
setting when separating the adhesive components of counterfeit euro banknotes. The
optimisation of the swabbing methodology for dot matrix holograms could move
towards the use of targeted swabbing using fingermark enhancement techniques.
This would allow for the dual recovery of evidence and the potential increase in the

success of acquiring DNA profiles from counterfeit samples. Although this has proved
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useful with other sample types such as glass (Hughes et al. 2022), tapelifts
(Kanokwongnuwut et al. 2020) or swabs (Kanokwongnuwut et al. 2018b), this was
not successful when applied to the adhesive sides of the dot matrix holograms.
Through the use of Diamond™ nucleic acid dye the success rate of acquiring a DNA
profile from a counterfeit banknote’s adhesive layers could be increased. Although
not reliably successful in its evaluation in Chapter 4, there is the potential to have
future work expand on this area further. With further sample collection and evaluation,
the use of diamond dye could increase the success of acquiring a DNA sample from
the adhesive layers by targeting the highlighted contact points, in a similar manner to
the methodology implemented in tape lift samples (Haines and Linacre, 2018). The
issues may be due to the chemistry of the counterfeit components such as the
adhesive and metallic hologram present in the dot matrix hologram that may have
inhibited the fluorescence of the dye. More research would need to be carried out to
establish if this is the case. However, the optimization of the carrying reagents and
alternative application techniques such as spraying the surface may allow for the
locating of fingermarks present in the adhesive counterfeit banknote layers and better
surface coverage (Hughes et al. 2022). This would be beneficial in allowing for the
prioritising of samples that have known fingermarks present for DNA analysis and
ensure the appropriate areas are analysed further for swabbing or direct PCR to
optimise the acquisition of DNA profiles (Cook et al. 2021).

To further develop the methodology of acquiring DNA from counterfeit banknotes the
processing of dot matrix holograms could be further altered. In Chapter 4 the use of
ethanol double swabbing and chelex extraction was unsuccessful in acquiring DNA
profiles. However, the use of direct PCR was successful with the use of ethanol to
separate the adhesive layers. Although the direct PCR profiling of the samples did
give a set of partial DNA profiles, there were only in two of the samples which could
be clearly interpreted. A growing area of research has been in the application of NGS
or next generation sequencing on low levels of DNA (Xavier and Parson, 2017 and
Fordyce et al. 2015). Recent research has also used the method of whole genome
amplification (WGA) alongside NGS (Xu et al. 2022) to improve the success of
acquiring STR genotypes from trace levels of DNA. This is where the entire genome
is replicated to produce a larger amount of DNA, unlike a standard PCR whereby
specific sequences are targeted (Xu et al. 2022). The application of both WGA and
NGS in future work could therefore increase the amount of a profile acquired and the
number of successfully acquired DNA profiles when applied to counterfeit banknote

samples. Through the use of NGS, larger sections of sequence can be analysed such
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as SNPs and Y-STRs that can be used to further an investigation of potential suspects
outside the standard use of STR profiling (Thanakiatkrai et al. 2017). NGS has also
been applied in mitochondrial DNA sequencing, a process already used in forensic
genetics through the application CE (Templeton et al. 2013). The use of mitochondrial
analysis could prove useful if investigated in counterfeit banknotes as mitochondrial
DNA has a higher copy number present than autosomal DNA. However,
mitochondrial sequencing is less informative compared to STR profiling as the
sequence is inherited maternally (Butler and Levin, 1998). The use of next generation
sequencing is still a growing area in forensic science however, with costs being the
main factor preventing its wide-spread use (Foley and Oldoni, 2023). As the
technology develops further with reduced costs and a wider this could a technique
that could improve the evidential value of counterfeit banknote from a genetic

perspective.

Further work could investigate the success rate of acquiring DNA using direct PCR
on the embedded security thread imitation as well as from the dot matrix holograms
found on counterfeit banknotes. Such work could also establish the likelihood of
acquiring a DNA profile from components of a counterfeit banknote. This could be
done through a similar volunteer study as was done in Chapter 3 but instead look to
quantify the DNA with a more sensitive gPCR system such as the Quantifiler Trio
Quantifiication kit (Liu et al. 2014b) and vary the surface area contact of the
volunteer’s fingers to establish how much of a fingermark would be required to deposit
enough trace DNA to acquire a DNA profile. Although the study in Chapter 3
investigated dot matrix holograms specifically, another approach could have
volunteers handle metallic thread to establish the potential DNA profile that could be
acquired. These studies could asl compare the use of the Chelex resin extraction
methodology and the direct PCR approach in terms of the success in acquiring a DNA
profile and how much of a profile can be obtained. In these future studies, more prior
selection and preparation of the volunteers could also be established to avoid the risk
of secondary transfer to the volunteers (Butcher et al. 2019) and establish individuals
with as few shared alleles as possible to make any potential mixtures easier to
interpret (van den Berge et al. 2016). Thus, further informing forensic examiners of
the most evidentially valuable sections of a counterfeit banknote for DNA profiling,
helping to streamline and reduce the cost of processing. Similarly in the simulated
procedural study, likelihood ratios or Bayesian frameworks (Gill et al. 2022) could

have established the activity level probability of acquiring a DNA profile if an individual
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had made a counterfeit banknote. This was not carried out as it was not the main aim

of the research here.

Due to the regulations surrounding the acquisition of DNA profiles, according to
United Kingdom Accreditation Services and the uploading of DNA profiles to the
NDNAD, the partial profiles acquired could not be used for a database search.
However, further work from forensic practitioners with appropriate accreditation and
links could repeat the methodology for the direct PCR of DNA profiles from imitation
metallic thread taken from counterfeit banknotes. This could also include evidential
interpretation of the profiles in the context of a potential suspect’'s DNA profile using
likelihood ratios. The application of these methodologies detailed in this research are
not restricted to counterfeit euro banknotes. Counterfeits of other currencies are likely
to possess imitation security threads and dot matrix holograms that have been applied
manually especially in case where paper currency is still used, such as in the USA
(The Bureau of Engraving and Printing, 2023). Although polymer banknotes are less
susceptible to counterfeiting, over time counterfeiting does occur with the
advancement of technology available to the public (Mann and Roche, 2022). These
counterfeits could include the adhesive dot matrix holograms seen in euro counterfeit
banknotes examined in Chapters Chapter 2Chapter 3Chapter 4, instead having them
placed on a polymer substrate. Any counterfeit items that possess the adhesive layers
to imitate or replicate characteristics of a genuine document, may potentially have the
DNA of the counterfeiter present in the adhesive layers present. The acquisition of
DNA profiles from counterfeit banknotes, allows for the further gathering of

intelligence on OCG activities and ensures that public trust in banknotes is retained.
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Appendix

Appendix 1. shows the data for the DNA concentration of the counterfeit hologram samples extracted
using Chelex and phenol chloroform extractions and quantified using the loci THO1 and SE33.

Planted | _ Chelex et ChTher:‘OI chFl’her:‘oI
S&: Extraction: Extraction: Ext(r)erlgti?)rr:? Ext‘r);gti%rrrlr:l
THO1 SE33

(PlUL)  (pgil)  (pglhl) THOL SE33

(pg/pL) (pg/pL)
0.074 1.262 5.383 1.139 8.844
0.074 0.081 51.822 0.000 3.014
0.074 0.275 5.016 0.205 16.477
0.148 9.356 2.914 0.036 1.328
0.148 6.253 3.689 0.480 1.340
0.148 4.430 3.742 0.850 1.356
0.295 0.019 1.497 0.059 0.724
0.295 0.273 1.327 0.019 0.611
0.295 19.805 1.457 0.082 0.633
0.590 0.074 0.919 0.033 0.582
0.590 0.005 0.715 0.078 0.327
0.590 0.054 0.766 0.027 0.351
1.180 0.003 0.462 0.066 0.203
1.180 2.193 0.387 0.033 0.152
1.180 0.001 0.439 0.019 0.198
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Appendix 2. shows the raw quantification data for the swabs from a counterfeit hologram taken from a counterfeit

hologram that have been extracted using Chelex resin. A1-A3 in the sample name presents the triplicate set for each

sample of the primary swab. B1-B3 in the sample name represents the triplicate set for each sample of the secondary

swab. All samples were quantified using the Quantifiler Duo Quantification kit at half the recommended reaction

volume (12.5 pL). IPC corresponds to the internal positive control, SRY is the male chromosol marker and RPP

(RPPH1) is the human autosomal marker.

Extraction Sample/Marker ‘ Ct
41A1 IPC 30.24
41A1 RPP Undetermined
41A1 SRY Undetermined
41A2 IPC 29.977
41A2 RPP Undetermined
41A2 SRY 31.25
41A3 IPC 29.863
41A3 RPP Undetermined
41A3 SRY 30.797
41B1 IPC 29.713
41B1 RPP Undetermined
41B1 SRY 30.325
41B2 IPC 29.737
41B2 RPP Undetermined
41B2 SRY 30.538
S 41B3 IPC 29.593
g 41B3 RPP Undetermined
5 41B3 SRY 29.708
% 44A1 IPC 29.574
= 44A1 RPP Undetermined
© 44A1 SRY Undetermined
44A2 IPC 29.685
44A2 RPP Undetermined
44A2 SRY 29.661
44A3 IPC 29.609
44A3 RPP Undetermined
44A3 SRY 29.284
44B1 IPC 29.561
44B1 RPP Undetermined
44B1 SRY 29.34
44B2 IPC 29.871
44B2 RPP Undetermined
44B2 SRY 31.273
44B3 IPC 29.975
44B3 RPP Undetermined
44B3 SRY 30.857

Ct mean

30.02662

31.02344
30.02662

31.02344
30.02662

31.02344
29.68099

30.19045
29.68099

30.19045
29.68099

30.19045
29.62265

29.47261
29.62265

29.47261
29.62265

29.47261
29.80254

30.48994
29.80254

30.48994
29.80254

30.48994

Ct SD

0.193086
NaN
0.319762
0.193086
NaN
0.319762
0.193086
NaN
0.319762
0.077156
NaN
0.43107
0.077156
NaN
0.43107
0.077156
NaN
0.43107
0.056562
NaN
0.266492
0.056562
NaN
0.266492
0.056562
NaN
0.266492
0.21563
NaN
1.017329
0.21563
NaN
1.017329
0.21563
NaN
1.017329

Quantity
0.333109

1.384477

0.009125
2.580989

0.01322
5.825882

0.019472
5.118053

0.016348
11.19255

0.032286

12.39829

6.795093

0.033558
10.25818

0.045707
13.32478

0.043664
2.464104

0.008954
1.400473

0.012585
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Appendix 3. shows the raw data for the swabs from a counterfeit hologram taken from a counterfeit hologram that

have been extracted using silica spin columns. A1-A3 in the sample name presents the triplicate set for each sample

of the primary swab. B1-B3 in the sample name represents the triplicate set for each sample of the secondary swab.

All samples were quantified using the Quantifiler Duo Quantification kit at half the recommended reaction volume

(12.5 pL). IPC corresponds to the internal positive control, SRY is the male chromosol marker and RPP (RPPHL1) is

the human autosomal marker.

Extraction Sample/Marker Ct

Silica Spin Column

070A1 IPC
070A1 RPP
070A1 SRY
070A2 IPC
070A2 RPP
070A2 SRY
070A3 IPC
070A3 RPP
070A3 SRY
070B1 IPC
070B1 RPP
070B1 SRY
070B2 IPC
070B2 RPP
070B2 SRY
070B3 IPC
070B3 RPP
070B3 SRY
640A1 IPC
640A1 RPP
640A1 SRY
640A2 IPC
640A2 RPP
640A2 SRY
640A3 IPC
640A3 RPP
640A3 SRY
640B1 IPC
640B1 RPP
640B1 SRY
640B2 IPC
640B2 RPP
640B2 SRY
640B3 IPC
640B3 RPP
640B3 SRY

29.745
Undetermined
30.689
29.795
Undetermined
30.63

29.836
Undetermined
30.405

29.74
Undetermined
30.615
29.696
Undetermined
30.53

29.856
Undetermined
29.869
29.744
Undetermined
33.372

29.597
Undetermined
29.766
29.611
Undetermined
30.844
29.589
Undetermined
29.757

29.729
Undetermined
Undetermined
29.766
Undetermined
29.716

Ct mean

29.79224

30.57464
29.79224

30.57464
29.79224

30.57464
29.76405

30.33816
29.76405

30.33816
29.76405

30.33816
29.65075

31.32764
29.65075

31.32764
29.65075

31.32764
29.6945

29.73641
29.6945

29.73641
29.6945

29.73641

Ct SD

0.045618
NaN
0.149601
0.045618
NaN
0.149601
0.045618
NaN
0.149601
0.082849
NaN
0.408278
0.082849
NaN
0.408278
0.082849
NaN
0.408278
0.081487
NaN
1.850955
0.081487
NaN
1.850955
0.081487
NaN
1.850955
0.092947
NaN
0.02951
0.092947
NaN
0.02951
0.092947
NaN
0.02951

Quantity
4.892102

0.01445
3.72919

0.015165
2.981576

0.018231
5.033174

0.015347
6.39693

0.016461
2.675285

0.028291
4.91177

0.001601
10.95762

0.030785
10.15511

0.012719
11.41758

0.031012
5.354219

4.380317

0.032092
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Appendix 4. shows the raw data for the swabs from a counterfeit hologram taken from a counterfeit hologram that

have been extracted using magnetic bead extraction. A1-A3 in the sample name presents the triplicate set for each

sample of the primary swab. B1-B3 in the sample name represents the triplicate set for each sample of the secondary

swab. All samples were quantified using the Quantifiler Duo Quantification kit at half the recommended reaction

volume (12.5 pL). IPC corresponds to the internal positive control, SRY is the male chromosol marker and RPP

(RPPH1) is the human autosomal marker.

Extraction Sample/Marker

Magnetic Bead Extraction

555A1 IPC
555A1 RPP
555A1 SRY
555A2 IPC
555A2 RPP
555A2 SRY
555A3 IPC
555A3 RPP
555A3 SRY
555B1 IPC
555B1 RPP
555B1 SRY
555B2 IPC
555B2 RPP
555B2 SRY
555B3 IPC
555B3 RPP
555B3 SRY
951A1 IPC
951A1 RPP
951A1 SRY
951A2 IPC
951A2 RPP
951A2 SRY
951A3 IPC
951A3 RPP
951A3 SRY
951B1 IPC
951B1 RPP
951B1 SRY
951B2 IPC
951B2 RPP
951B2 SRY
951B3 IPC
951B3 RPP
951B3 SRY

Marker

IPC
RPP
SRY
IPC
RPP
SRY
IPC
RPP
SRY
IPC
RPP
SRY
IPC
RPP
SRY
IPC
RPP
SRY
IPC
RPP
SRY
IPC
RPP
SRY
IPC
RPP
SRY
IPC
RPP
SRY
IPC
RPP
SRY
IPC
RPP
SRY

29.787
Undetermined
30.981
29.665
Undetermined
Undetermined
29.827
Undetermined
30.157
29.502
Undetermined
30.822
29.712
Undetermined
Undetermined
29.655
Undetermined
29.431

29.7
Undetermined
Undetermined
29.734
Undetermined
29.111
29.666
Undetermined
Undetermined
29.581
Undetermined
29.703

29.4
Undetermined
29.403
29.546
Undetermined
30.123

Ct mean

29.75986

30.56892
29.75986

30.56892
29.75986

30.56892
29.62308

30.12668
29.62308

30.12668
29.62308

30.12668
29.70025

29.11102
29.70025

29.11102
29.70025

29.11102
29.50894

29.743
29.50894

29.743
29.50894

29.743

Ct SD

0.084382
NaN
0.582437
0.084382
NaN
0.582437
0.084382
NaN
0.582437
0.108441
NaN
0.983223
0.108441
NaN
0.983223
0.108441
NaN
0.983223
0.034105
NaN
NaN
0.034105
NaN
NaN
0.034105
NaN
NaN
0.095998
NaN
0.361498
0.095998
NaN
0.361498
0.095998
NaN
0.361498

Quantity

3.89351

0.011374

7.558781

3.133971

0.022345
18.31712

0.012956

5.853429

8.004076

0.040509

6.254617

5.186696

0.052678

7.51471

11.94121

0.032427
31.95478

0.041456
14.466

0.02298
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Appendix 5. shows the raw data for the swabs from a counterfeit hologram taken from a counterfeit hologram that

have been extracted using Chelex extraction. A1-A3 in the sample hame presents the triplicate set for each sample

of the primary swab. B1-B3 in the sample name represents the triplicate set for each sample of the secondary swab.

All samples were gquantified using the Quantifiler Duo Quantification kit at the recommended reaction volume (25 pL).

IPC corresponds to the internal positive control, SRY is the male chromosol marker and RPP (RPPH1) is the human

autosomal marker.

Extraction Sample/Marker

Chelex Extraction

41A1 IPC
41A1 RRP
41A1 SRY
41A2 IPC
41A2 RRP
41A2 SRY
41A3 IPC
41A3 RRP
41A3 SRY
41B1 IPC
41B1 RRP
41B1 SRY
41B2 IPC
41B2 RRP
41B2 SRY
41B3 IPC
41B3 RRP
41B3 SRY
44A1 IPC
44A1 RRP
44A1 SRY
44A2 1PC
44A2 RRP
44A2 SRY
44A3 IPC
44A3 RRP
44A3 SRY
44B1 IPC
44B1 RRP
44B1 SRY
44B2 IPC
44B2 RRP
44B2 SRY
44B3 IPC
44B3 RRP
44B3 SRY

29.881
Undetermined
Undetermined
29.93
Undetermined
Undetermined
29.891
Undetermined
Undetermined
29.771
Undetermined
Undetermined
29.695
Undetermined
Undetermined
29.899
Undetermined
Undetermined
29.802
Undetermined
33.11

29.885
Undetermined
Undetermined
29.671
Undetermined
30.067
29.775
Undetermined
30.323
29.927
Undetermined
Undetermined
29.937
Undetermined
31.492

Ct mean

29.90075

29.90075

29.90075

29.788458

29.788458

29.788458

29.786125

31.588673
29.786125

31.588673
29.786125

31.588673
29.879374

30.907238
29.879374

30.907238
29.879374

30.907238

0.02618525

0.02618525

0.02618525

0.10288848

0.10288848

0.10288848

0.10783566

2.1517093
0.10783566

2.1517093
0.10783566

2.1517093
0.09079018

0.82694006
0.09079018

0.82694006
0.09079018

0.82694006

Quantity

1.96E+36

0.0040488

0.0447653

0.0365913
4.01E+36

5.60E+35

0.0145311
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Appendix 6. shows the raw data for the swabs from a counterfeit hologram taken from a counterfeit hologram that

have been extracted using silica spin columns. A1-A3 in the sample name presents the triplicate set for each sample

of the primary swab. B1-B3 in the sample name represents the triplicate set for each sample of the secondary swab.

All samples were gquantified using the Quantifiler Duo Quantification kit at the recommended reaction volume (25 pL).

IPC corresponds to the internal positive control, SRY is the male chromosol marker and RPP (RPPHL1) is the human

autosomal marker.

Extraction Sample/Marker

Silica Spin Column

070A1 IPC
070A1 RRP
070A1 SRY
070A2 IPC
070A2 RRP
070A2 SRY
070A3 IPC
070A3 RRP
070A3 SRY
070B1 IPC
070B1 RRP
070B1 SRY
070B2 IPC
070B2 RRP
070B2 SRY
070B3 IPC
070B3 RRP
070B3 SRY
640A1 IPC
640A1 RRP
640A1 SRY
640A2 IPC
640A2 RRP
640A2 SRY
640A3 IPC
640A3 RRP
640A3 SRY
640B1 IPC
640B1 RRP
640B1 SRY
640B2 IPC
640B2 RRP
640B2 SRY
640B3 IPC
640B3 RRP
640B3 SRY

29.873
Undetermined
Undetermined
29.932
Undetermined
Undetermined
29.887
Undetermined
Undetermined
29.79
Undetermined
Undetermined
29.788
Undetermined
32.201
29.804
Undetermined
Undetermined
29.994
Undetermined
Undetermined
29.825
Undetermined
30.253
29.827
Undetermined
30.62

29.743
Undetermined
30.169
29.808
Undetermined
Undetermined
29.901
Undetermined
30.619

Ct mean

29.897654

29.897654

29.897654

29.794167

32.201286
29.794167

32.201286
29.794167

32.201286
29.88182

30.436556
29.88182

30.436556
29.88182

30.436556
29.817465

30.393597
29.817465

30.393597
29.817465

30.393597

0.03074235

0.03074235

0.03074235

0.00843498

0.00843498

0.00843498

0.09711216

0.25999683
0.09711216

0.25999683
0.09711216

0.25999683
0.07934871

0.31832403
0.07934871

0.31832403
0.07934871

0.31832403

Quantity

1.35E+36

0.0082991

8.82E+30

0.0386646

0.0289208

0.041323

0.0289601
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Appendix 7. shows the raw data for the swabs from a counterfeit hologram taken from a counterfeit hologram that
have been extracted using magnetic bead extraction. A1-A3 in the sample name presents the triplicate set for each
sample of the primary swab. B1-B3 in the sample name represents the triplicate set for each sample of the secondary
swab. All samples were quantified using the Quantifiler Duo Quantification kit at the recommended reaction volume
(25 pL). IPC corresponds to the internal positive control, SRY is the male chromosol marker and RPP (RPPHL1) is the
human autosomal marker.

Extraction ‘ Sample/Marker | Ct Ct mean Ct SD Quantity
555A1 IPC 29.851 29.831017 | 0.04394183
555A1 RRP Undetermined
555A1 SRY Undetermined
555A2 IPC 29.862 29.831017 | 0.04394183
555A2 RRP Undetermined
555A2 SRY Undetermined
555A3 IPC 29.781 29.831017 | 0.04394183
555A3 RRP Undetermined
555A3 SRY Undetermined
555B1 IPC 29.924 29.807808 | 0.10388439 | 6.40E+36
555B1 RRP Undetermined
555B1 SRY Undetermined
555B2 IPC 29.724 29.807808 | 0.10388439
555B2 RRP Undetermined
S 555B2 SRY Undetermined
3 55583 IPC 29.775 29.807808 | 0.10388439
g 555B3 RRP Undetermined
= 555B3 SRY Undetermined
& 951A1 IPC 29.972 29.76564 0.18023679 | 6.75E+32
2 951A1 RRP Undetermined
S 951A1 SRY Undetermined | 30.127563 | 0.0864678
= 951A2 IPC 29.689 29.76564 0.18023679
951A2 RRP Undetermined
951A2 SRY 30.189 30.127563 | 0.0864678 0.0406691
951A3 IPC 29.636 29.76564 0.18023679
951A3 RRP Undetermined
951A3 SRY 30.066 30.127563 | 0.0864678 0.0447923
951B1 IPC 29.689 29.642378 | 0.05630757
951B1 RRP Undetermined
951B1 SRY 30.163 30.741497 | 0.8175369 0.0414896
951B2 IPC 29.58 29.642378 | 0.05630757
951B2 RRP Undetermined
951B2 SRY Undetermined | 30.741497 | 0.8175369
951B3 IPC 29.658 29.642378 | 0.05630757
951B3 RRP Undetermined
951B3 SRY 31.32 30.741497 | 0.8175369 0.0166502
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Appendix 8. The mean DNA concentration data (using the RPPH1 human autosomal marker) of swabs taken from

counterfeit holograms prepared by volunteers to produce composite banknotes and extracted according to the three

extraction techniques: Chelex resin extraction, phenol chloroform extraction and BTA Prepfiler kit.
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Location Phenol BTA Chelex

External
Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal

0.00
0.00
0.00
0.00
2.28
0.00
5.13
0.00
0.00
0.00
0.00
0.00
2.24
0.00
0.00
1.77
0.28
0.00
0.00
0.00
0.00
0.00
0.00
0.00
2.28
0.00
5.13
0.00
0.00
0.00
0.00
0.00
2.24
0.00
0.00
1.77
0.28
0.00
0.00
0.00

1.99
1.32
1.32
0.00
0.00
0.00
0.00
2.38
8.77
1.34
1.34
0.00
1.26
1.26
0.00
0.00
0.00
1.48
0.00
0.00
4.44
21.44
451
30.04
3.62
18.51
6.01
62.87
16.07
74.54
16.36
25.95
3.31
71.38
5.61
33.94
1.79
16.77
1.93
29.10

0.12
0.00
1.60
1.06
0.89
2.68
1.84
1.13
0.00
0.00
191
0.00
2.27
1.79
1.88
0.00
1.49
1.73
1.89
5.65
0.00
1.87
0.92
2.60
3.56
451
0.00
2.41
0.00
8.34
0.00
9.37
0.00
4.57
0.00
3.87
0.00
0.00
1.34
1.64
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0.00
0.00
3.56
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15.92
2.59
0.00
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0.00
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0.84
1.19
0.00
0.94
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0.00
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2.39
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171



Appendix 9. The mean DNA concentration data (using the SRY make human autosomal marker) of swabs taken from

counterfeit holograms prepared by volunteers to produce composite banknotes and extracted according to the three

extraction techniques: Chelex resin extraction, phenol chloroform extraction and BTA Prepfiler kit.
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Internal
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Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal
External
Internal

Phenol

0.00
0.00
146.48
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
40.06
0.00
0.00
0.00
0.00
0.00
120.32
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
40.75
0.00

BTA

0.00
0.00
0.00
0.00
2.64
0.00
3.99
0.00
3.14
0.00
0.00
0.00
0.00
0.00
3.37
0.00
0.00
0.00
0.00
0.00
14.02
0.00
0.00
0.00
27.99
0.00
19.85
0.00
47.57
0.00
37.46
0.00
27.41
0.00
106.10
0.00
8.92
0.00
57.04
0.00

Chelex

13.14
0.00
0.00
0.00

39.22
0.00
0.00
0.00
0.00
0.00
0.00
0.00

18.80
0.00
0.00
0.00
0.00
0.00
0.00
0.00

24.10
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00

35.86
0.00
0.00
0.00
0.00
0.00

17.83
0.00
0.00
0.00
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27.86
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Appendix 10. The corresponding alleles and RFU values for the allelic peaks detected for swabs taken from counterfeit holograms prepared by volunteer A to produce composite banknotes and
extracted using Chelex resin and phenol chloroform extractions (BTA Prepfiler was left out as there were no alleles detected in the samples). The columns consist of where the sample was taken,
how it was extracted and the corresponding STR loci. Colours indicate the potential source of the alleles according to the reference profiles of each volunteer (profiles on request). Green indicates the
allele can be associated with volunteer A, orange indicates that it is a shared allele present in volunteer A’s and volunteer C’s profile, light blue indicates an allele that is present in volunteer C’s profile,
dark blue indicates an allele pertaining to volunteer C when analysing the internal samples, light green indicates an allele that is associated with volunteer A and B’s reference profiles, purple indicates

a unique allele that is not found in volunteer A’s profile but is present in volunteer B’s profile who was not involved with these samples and yellow indicates an allele not found within any of the

volunteer’s reference profiles.

Location Extraction D10S1248 D2S1338 D8S1179 D21S11 D18S51
External
13 12 10
Internal
68 60 64
13
External
81

X
Internal
404

Internal % X 13 12
) 137 335 81
16
External 99
Internal X 13 12 30.2
61 81 117 59
13
External 70
Internal -:
External
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Location  Extraction D2251045 D19S433 D2S441 D3S1358 D1S1656 D12S391

External
62
14
Internal
104
External
Internal 14 16 30.2
173 207 86
16,
External
X 102
el % 16 14 24 16 24
S 87 116 94 105 51
External 16 17.3
93
Internal 16 24
113 84
External -
Internal -
External 16 14 24
120 111 97
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16
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16
124
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Location

Extraction
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External
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D22S1045 D19S433 D2S441 D3S1358 D1S1656 D12S391
16 14 11.3
118 245 89
22
127
16 14 23
137 132 218
1183
66
16 9.3
53 124
16 24 11
134 219 101
11 16 21 11 16.3
146 366 116 195 82
14 19
114 130
24 1:3:3
78 762
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Appendix 11. The corresponding alleles and RFU values for the allelic peaks detected for swabs taken from counterfeit holograms prepared by volunteer B to produce composite banknotes and
extracted using Chelex resin, phenol chloroform and BTA Prepfiler extractions. The columns consist of where the sample was taken, how it was extracted and the corresponding STR loci. Colours
indicate the potential source of the alleles according to the reference profiles of each volunteer (profiles on request). Green indicates the allele can be associated with volunteer B, orange indicates
that it is a shared allele present in volunteer B’s and volunteer C’s profile, light blue indicates an allele that is present in volunteer C’s profile, dark blue indicates an allele pertaining to volunteer C

when analysing the internal sample, purple indicates a unique allele that is not found in volunteer B’s profile but is present in volunteer A’s profile who was not involved with these samples and yellow

indicates an allele not found within any of the volunteer’s reference profiles.
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