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Abstract—Intelligent Reflecting Surface (IRS) has recently
been combined with cutting-edge technologies to meet the
demanding requirements of six-generation (6G)-based IoT con-
sumer electronics (CE) communication systems. This paper
considers IRS-assisted hybrid orthogonal frequency division
multiple access (OFDMA) and non-orthogonal multiple access
(NOMA) systems under proactive jamming attacks. Jamming
severely affects the performance of CE devices, reducing data
rates, increasing packet loss, and significantly reducing commu-
nication reliability. A jamming-aware fairness-oriented design is
proposed to overcome such attacks and maintain fairness between
CE devices. Specifically, the fairness index (FI) is maximized
under relevant constraints, including secure transmission require-
ments and transmission power constraints. However, due to the
non-convex and fractional nature of the proposed jamming-aware
FI optimization framework, an iterative algorithm is developed
to solve the problem and evaluate the optimization parameters,
namely the IRS phase reflection coefficients and the per-user allo-
cated power level (i.e., CE device). To validate the effectiveness
of the proposed jamming-aware FI maximization framework,
its performance is compared with a set of benchmarks. The
simulation results demonstrate its superiority in ensuring fairness
among users and providing secure jamming-resistant communi-
cation in IRS-assisted OFDMA-NOMA CE-based systems.

Index Terms—Consumer electronics, intelligent reflecting sur-
face (IRS), jamming, NOMA, OFDMA, fairness.

I. INTRODUCTION

UE TO the progressive adoption of Internet-of-Things

(IoT) technology in our daily activities, there has been an
explosive demand for consumer electronics devices (CEDs),
such as smartphones, laptops, and other loT-based devices [1].
In particular, traditional CEDs have been used to perform
unique functions and operate without connections to other
CEDs. However, next-generation CEDs can connect to other
CEDs and the Internet [2] and thus perform multiple tasks.
However, the tremendous proliferation of modern CEDs poses
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serious challenges in the manufacture of intelligent multi-
functional CEs and in the availability of potential network
solutions to support the paradigm shift towards next-generation
CEDs [3], [4]. In particular, potential solutions should be able
to support the massive connectivity requirements of CEDs
while providing a reliable, secure, energy-efficient, and fair
quality of service (QoS) [5]. Specifically, the diversity of chan-
nel conditions poses serious challenges in offering reasonable
QoS to users (i.e., CEDs) who have poor channel conditions
(i.e., cell-edge CEDs) [6]. In particular, there is no unique
definition of fairness. Such a definition varies depending on
whether the targeted or resultant fairness is considered [6].
On the other hand, due to the open nature of wireless com-
munication systems, jammers can attack legitimate channels
by transmitting jamming signals, thus blocking the trans-
mission of legitimate users [7]. Jamming attacks have the
potential to significantly disrupt and degrade the performance
of wireless networks [8]. Such attacks can lead to extensive
disruptions, reduced data transmission rates, increased packet
loss, compromised signal quality, and overall deterioration
in the network’s ability to efficiently and reliably transmit
data. Depending on their transmission functionality, jamming
attacks can be classified as proactive and reactive jammers [9].
As CEDs are expected to perform critical tasks such as fintech
and healthcare [2], ensuring their security against jammers
(i.e., threats) while maintaining reliable QoS becomes an
essential requirement. Consequently, extensive research efforts
have been conducted to provide secure and fair services in
recent CE-based communication systems. In particular, the
widespread use of consumer electronics cannot be achieved
without initiating multiple access techniques that can support
the massive connectivity of CEDs while securing them for
different jamming attacks [2]. Consequently, non-orthogonal
multiple access (NOMA) has recently been considered a
promising candidate for the deployment of CEDs [10]. On the
other hand, intelligent reflecting surface (IRS) technology can
play a crucial role in helping communications in consumer
electronics applications [11].

IRS has been recently identified as cutting-edge technol-
ogy that can achieve fairness between users and provide
secure communication. Specifically, an IRS unit consists of
a set of passive reflecting elements connected to a set of
controllers that can intelligently steer the radio frequency
signal in the intended direction [12]. This enables the
use of IRS technology as a potential solution to support
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communication with CEDs (i.e., IoT devices) at the cell edge,
which, as a result, improves fairness between CEDs [10].
Furthermore, IRS technology is passive, lightweight, and
compatible with existing communication infrastructure [13].
With such potential capabilities, several emerging multiple-
access (MA) techniques have recently been investigated with
the support of IRS technology. For example, IRS-assisted
multiple antenna techniques [14], IRS-assisted orthogonal MA
(OMA) techniques [15], and IRS-assisted non-orthogonal MA
(NOMA) systems [16]. Although OMA techniques reserve an
orthogonal resource block (RB) for each user, NOMA can
serve more than one user in each RB through power domain
superposition coding (SC). Due to its advantages, NOMA is
considered an enabling MA technique; however, implementing
a stand-alone NOMA in dense networks raises several practical
challenges, such as the complexity of successive interference
cancellation (SIC) [17]. Consequently, integrating NOMA with
other MA techniques was identified as a potential solution to
overcome these challenges while improving spectral efficiency.
Such integrated systems include NOMA with multiple anten-
nas, NOMA with orthogonal division MA (OFDMA) [17], and
NOMA with time division MA (TDMA) [18]. In OFDMA-
NOMA systems, the available bandwidth is divided into
sub-bands, and the users are grouped in clusters; as such, a
sub-band is reserved to serve a group of NOMA users.

A. Related Work and Motivation

Recent studies have explored different methods to tackle
design challenges in IRS-assisted OFDMA-NOMA systems,
leveraging the potential of hybrid OFDMA-NOMA and IRS
technologies. In these systems, an IRS unit is assigned to
enhance transmission for each group of users within each sub-
band. Various resource allocation techniques for IRS-assisted
hybrid OMA-NOMA systems (such as TDMA-NOMA and
OFDMA-NOMA) were previously explored. In [19], a simple
IRS-assisted NOMA-based system was considered, in which
an IRS unit was dedicated to support users’ transmissions.
Specifically, a power minimization framework was developed
to minimize transmit power in the system. The work in [20]
proposed a Sum Rate Maximization (SRM) resource allocation
technique, which incorporates the assumption that users can
harvest energy and decode information. Consequently, an
alternative optimization (AO) algorithm was adopted to solve
the problem. In [21], an IRS-assisted hybrid TDMA-NOMA
system was considered. Specifically, users were assumed to
be self-empowered, and a resource allocation framework was
formulated to maximize throughput. In [22], an energy-efficient
resource allocation technique was proposed for an IRS-assisted
hybrid TDMA-NOMA system. In [23], the authors proposed a
power minimization framework under QoS constraints assuming
that each cluster is served by one IRS unit. The work in [3]
considered a set of IRS units to support a set of CEDs, where
the sum rate is maximized under QoS constraints. A power
minimization framework for the IRS-assisted CE system in [11]
was considered. Furthermore, in [24], a secure framework was
investigated for an IRS-assisted [oT CE system.

Although several resource allocation techniques were
developed in the literature for IRS-assisted hybrid
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OFDMA-NOMA systems, the fairness of such systems under
jamming attacks has not been considered. However, with the
progressive utilization of IoT networks, providing a secure
and fair QoS becomes vital, which cannot be achieved with
conventional resource allocation techniques. In particular, this
paper investigates proactive jamming attacks due to their
potential to compromise the security of the communication
system and their relatively simple and dynamic nature.
Proactive jammers can easily switch between periods of
inactivity and jamming, often without synchronization with
IoT transmissions. This straightforward approach to launch
such attacks increases their relevance in the context of security
mitigation. This motivates the need to propose a jamming-
aware, fairness-oriented resource allocation technique for
IRS-assisted hybrid OFDMA-NOMA systems under proactive
jamming attacks.

B. Contribution

The main contributions of this paper can be summarized as:

o An IRS-assisted hybrid OFDMA-NOMA system is
presented in a proactive jamming environment. In
particular, users are divided into groups, and the avail-
able bandwidth is split into sub-bands (i.e., channels).
Consequently, an IRS unit is dedicated to serving each
group of users while offering a secure mechanism against
a proactive jammer.

o To maintain fairness between CEDs, quantified by the
Fairness Index (FI), a jamming-aware resource allocation
framework, namely the secure FI maximization (FIM), is
developed with the main objective of improving system
fairness while mitigating the impact of proactive jam-
ming.

« However, the FIM problem is non-convex with joint
optimization parameters: power allocations and the IRS
units’ phase-shift coefficients. The objective function of
FIM is fractional, which presents additional difficulty in
solving the problem. Hence, an iterative algorithm based
on sequential convex approximation (SCA) is proposed
to handle the non-convexity and fractional nature of the
problem.

o Furthermore, a set of simulation results is provided
to validate the effectiveness of the proposed jamming-
aware FIM resource allocation technique. Furthermore,
the performance of the proposed resource allocation
technique is compared with a set of unaware and aware
benchmarks [24], [25].

The remainder of the paper is organized as follows. Section II
introduces the IRS-assisted hybrid OFDMA-NOMA system
model under jamming attacks and presents the secure FIM
resource allocation framework. The proposed SCA is pro-
vided in Section III. Performance evaluation is discussed in
Section IV and conclusions are given in Section V.

II. SYSTEM MODEL AND PROBLEM FORMULATION
A. System Model

This paper assumes that a single-antenna base station
(BS) communicates with N single-antenna users through a
bandwidth of B. Furthermore, the bandwidth, B, is equally
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Fig. 1. Example of an IRS-assisted OFDMA-NOMA-based CE network.

divided into M = % sub-bands, where each sub-band is
referred to as By, i.e., B, = A%,Vm eM=/{1,2,...,M},
and it is dedicated to serving a cluster of two CEDs in the
presence of a proactive jammer. Figure 1 shows the network
model with various types of CE devices. In particular, a
proactive jammer attacks the transmission in each sub-band
by transmitting a random signal within a period called Tj(m).
Then, the jammer turns to sleep mode, where such jamming
and sleep modes can be modeled as a Markov process [9].
To facilitate downlink transmission between the BS and the
clusters, as well as deal with jamming attacks, a set of IRS
units is deployed, where the m” IRS unit is referred to as J,,
Vm € M. In fact, J,, is equipped with L reflecting elements
and is located at (x3,,, y3,,). Specifically, in the m™ sub-band,
i.e., By, the power domain NOMA is deployed to serve CEDs
with support J,. Consequently, selecting the users in each
sub-band (i.e., clustering) and assigning an IRS unit for each
cluster have a considerable impact on the overall performance
of the system. Therefore, an efficient clustering and IRS
assignment algorithm that considers the system’s requirements
is proposed. Since NOMA transmission is considered in
each sub-band, the BS transmits the following superposed
signal within each By, x;, = 21-2:1 DimSim, Ym € M =
{1,2,..., M}, where p; , and s;,, are the power assigned to
the i user, i.e., CED in the m sub-band (u;,m) and the
corresponding symbol, respectively. Hence, the total allocated
transmit power is given as P; = an/lzl le: | Pim- In particular,
since J,, is dedicated to transmit in B,,; then, the received
signal from the users in B, can be written as:

Fim = (him + hE @) xm + nim, Vi € {1,2}, Ym € M, (1)

where h;,, denotes the channel between the BS and u; ,,
hﬁi € C'™L represents the channel between J, and u; .

Specifically, A; , and hH are assumed to be Rayleigh fading

Wh,m, and b, = \/Z .

respectively. Furthermore, g,, € C*! is the channel between
BS and J,,. In particular, the channel between BS and J,, is
assumed to be a Rician fading channel and can be modeled
as follows [26]:

gn = ( [~ glos 4 / NLOS>7 )

and are modeled as h; ,, =

where d, P, LOS, and gI,;lOS are the distance between

BS and 3J,, the path loss exponent, the line-of-sight
(LOS) component, and the none-LOS (NLOS) component,
respectively. Furthermore, ¢ is the Rician factor, ®,, =
diag[e/®.1, ..., e/®L] is the diagonal phase reflection matrix
of J,, where 6,; € [0,2x] is the phase shift of the ith
reflecting element of J,,. With this, it is assumed that the first
user in each cluster, i.e., uj,, has the strongest equivalent
channel conditions, i.e.,

by + Ol (3)

The channel ordering in (3) implies that u; ,, should be able to
decode the packet intended for u; ,, before decoding its desired
packet with signal-to-interference plus noise ratio (SINR),
which is given as:

[T A C N e

p2,m’h1,m +hz,1®mgm|2
(Pl,m’hl,m + hZ’IGmgm}z + Ulzm)

Then, u; ,, decodes its own message with the following SINR:

SINR} ,, = ,Vm e M. (4)

pl m|h1 m +hm lomgm|

2
Gl,m

SINR ,Yme M. 5)

Unlike the strongest user, the weakest user only decodes its
message without performing any SIC with the following SINR:

2
pZ,m’hZ,m + hg’2®mgm|
2
(pl,m’hZ,m + hZ’ZGmgm’ + Uzzm)
Thus, the SINR of the weakest user can be written as:

SINRy,, = Min.{SINR] . SINR3 .}, Vm e M. (7)

,Vm e M. (6)

SINR; ,, =

With this, the achieved rate at each user can be written as:
Rim = Bylog(1 + SINR; ), Vi € {1,2},Vm e M. (8)
The sum rate (throughput) of the system can be written as:

M 2
Ryum = Z ZRi,m' ©)

m=1 i=1
To quantify the achieved fairness, Jain’s FI is considered,
which can be written in terms of the achieved rate as:

2
M 2
(Zm:l Zi:l Ri,m)
M 2 2\’
K(Zm:l Zi:l Ri,m)

Optimal fairness based on FI is attained when R; ,, is identical
for all i, resulting in FI = 1.

FI =

(10)

B. Jamming and Success Probability Analysis

The proactive jamming strategy can be characterized by
the time intervals between consecutive jamming signals on a
given channel m,! denoted as Tj(m). To successfully deliver
a packet of size D for transmission i on channel m, the

transmission time t)(cm) = R,L must be shorter than the interval
i,m

between the jamming signals on channel m, TJ(m), where R;

IChannel and sub-band carry the same meaning in this paper.
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is the transmission rate over m for transmission i. The success
probability over m for transmission i is computed as:
pice — pr(t§m> < T;’"’). (11)
For a memory-less jamming, where TJ(m) follows a statistically
independent exponentially distributed random variable with an
average of Tl(m), the expression for P*¢,, ; is stated as:

Pl = e )" (12)
The expression of the probability of success in (12) over
channel m is a function of the achieved rate on m. To ensure
a QoS requirement in terms of a minimum probability of
success threshold y for each transmission i on channel m,
the transmission rate should be chosen so that P““m,i > y.
Using (12) and after some algebraic manipulations, the success
probability constraint can be expressed in terms of R; ,, as:

R; ,, > D (13)
im— — T _~-
In(y)T\™

C. Problem Formulation

Traditional SRM frameworks for IRS-assisted NOMA
systems were typically designed solely to maximize the
achieved sum rate, overlooking the presence of jamming
attacks and fairness considerations. This paper introduces a
novel approach that considers fairness while being aware
of potential jamming attacks. The primary objective is to
maximize FI within an IRS-assisted OFDMA-NOMA network
that operates in the presence of proactive jamming attacks
and adheres to predefined constraints. This resource allo-
cation technique is termed secure FIM (S-FIM), which is
formulated as:

P; : max. FI (142)
DimsOb
subject to R,',m > T ) (14b)
In(y)T;
M 2
Z Zpi,m < Pmax, (14¢)
m=1 i=1
2 2
|h1,m + hgyl®mgm| = |h2,m + hfnl,z(amgm ’ (14d)
P2.m = Pl,m> (14e)

where Ppax 1S the maximum available power budget at the BS.
Note that the constraints in (14d) and (14e) ensure the success-
ful implementation of SIC. Furthermore, the constraint in (14c)
maintains the transmit power less than the total available power
budget in the BS, that is, Ppax. In particular, solving the
S-FIM optimization problem P; cannot be achieved without
addressing critical aspects. First, as every two users (i.e.,
CEDs) are selected in a cluster, the clustering should be
determined before solving the problem. In addition, an appro-
priate IRS unit should be chosen for each cluster. Worse still,
conventional approaches cannot be used to solve problem Py
for several reasons. First, the problem P; is nonconvex, and its
objective function is fractional. Furthermore, the optimization
parameters (the power allocation and reflection coefficient
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matrix of each IRS unit) are of a joint nature. Together, these
aspects introduce additional complexity to solve Pj.

While the optimization framework in (14) is tailored for
proactive jamming, it can be modified to accommodate various
types of jamming attacks by deriving the success probability
specific to each attack and considering its jamming strategy
and parameters. Integrating the derived success probability
into (14) enables extending the proposed resource allocation
technique to accommodate the considered jamming attack.

III. THE PROPOSED SOLUTION

This section provides a detailed approach to solve the
S-FIM optimization framework Pj. Specifically, an efficient
grouping strategy is first presented. Then, an iterative method
is proposed to solve the problem Pj.

A. Clustering Approach and IRS-Assignment

While an exhaustive search can select the best users in
each sub-band (i.e., clustering), such a search is unaffordable
in a dense network, where the computational complexity
exponentially increases with the number of users. Additionally,
since there is a set of available IRS units, assigning the
best IRS to each cluster of users is a complicated task that
should also consider the unique characteristics of IRS units.
Accordingly, a clustering strategy and IRS-assignment are
proposed that capture the realistic conditions of the system.
To be specific, the following critical facts about IRS-assisted
NOMA-based systems are provided to shed more insight
into the proposed clustering approach. First, since the users at
each sub-band receive the reflected signal from the IRS unit,
selecting users with higher correlation improves the quality of
the received signal. Second, SIC is successfully implemented
when the gain difference between user channels in each cluster
is high [27]. Therefore, the proposed clustering takes into
account the above key facts. With this, the correlation between
users i and j with respect to J,, can be defined as follows [28]:

H
|hi,mhj’m|
[l 11yl

The channel gain difference between users is given as [27]:

Cijom = (15)

Dijm = |101og |hy; 1> — 101og by} []. (16)

Our clustering and IRS assignment searches for the users with
the highest correlation in channel gains based on J,, [16].

B. The Proposed Solution for Py

Considering the clustering strategy in the previous dis-
cussion, a comprehensive approach to solve P; is now
provided. In fact, most existing work uses AO to deal
with the joint nature of the optimization parameters where
the optimization parameters are alternatively evaluated until
convergence. However, such an approach requires a longer
computational time. Consequently, a single-stage iterative
algorithm is proposed to solve the problem. Specifically,
SCA is used to handle the non-convexity and joint nature of
the problem, thus simultaneously evaluating the optimization
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parameters. In particular, each non-convex term (i.e., objec-
tive function or constraints) is approximated with a linear
(i.e., convex-concave) term. The problem is then addressed
using an iterative approach to obtain a sub-optimal solution
with reasonable convergence. With this, a non-negative slack
variable, namely A, is inserted to approximate the objective
function. Consequently, the optimization problem P; can be
formulated as follows:

Py : max. A (17a)
)‘s[]i.mﬁb
. D
subject to R;, > — (17b)
In(y)T;"
2
M 2
(Zm:l Zi:l Ri,m)
m TR A, (17¢)
K(Zm:l it Ri,m)
M 2
Y pim <P (17d)

m=1 i=1
2 2

|h1,m +hnt’1®mgm| = ’hZ,m +hZ’2®mgm’ s

(17e)

(176
Although the objective function of P, is linear, the con-
straints (17b), (17c¢), and (17¢) are non-convex. For the
sake of simplicity of notation, it is assumed that z;,, =
[h; " diag (gm), him] [26]. Accordingly,

him + D 1O g =

P2,m = Plm-

2
|zi,mrm| s (18)
'gm 1 ..

where r,, = [,Bm,]e/ ey ﬂm,Leiem’L’ I]T'

To handle the non-convexity of (17b) and (17c), a set of
slack variables is incorporated such as

Rim = By log(1 + SINR; ;) > 8 m. (19)
Sim> = Xims (20
2
M 2
(Zm:l Zi:l 5i,m)
> A 21

M 2
K(Zm:l Zi:1 Xi,m)
Accordingly, the non-convex constraint in (17b) can be
replaced with the following convex constraint:
D
ln(y)TJ(m)'
Now, the slack variable ¢;, is introduced to deal with the
non-convexity of (19), as follows:

5i,m = — (22)

‘Si.m
(14 SINR;m) = Cims Ciym = 27Pm . (23)

Considering the assumption in (18), (23) can be rewritten as
2
pi,m|zj,mrm|

ket Pom|Zmtm| ™ + 07,
ie{l,2,Vme M,j<i.

Z ;],m - 17

(24)

To address the non-convexity of the constraint (24), a set of
slack variables is introduced as follows:

Gntn| = @i € (12, Vme M. j<i,  (25)

Pinim = Gim. i € {1,2L,Vme M, j<i,  (26)
2
o) i Gjom — 1)B;
— 'j,i,m . > (Jm . ) /,m‘ (27)
k=1%im T+ Oim ﬂj,m

The constraint in (27) can be divided into two parts as:

(Gum — 1) BP Ym e M.j <, (28)

i—1
Z ®.im + Ojm
k=1

The constraints (28) and (29) are non-convex because
of the non-convexity of the right-hand side for each of
them. Accordingly, the first-order Taylor expansion is
exploited to approximate the non-convex terms by lower lin-
ear (convex-concave) approximations. Specifically, the convex
approximations of (28) and (29) can be, respectively, written as

Oim =

Vme M,j<i. (29)

= jm’

2
Him > (g.(’) )ﬁ(n 4 2,3(” ( @ _ )(,3 ﬂ(’))
+ B, (;,-,m g(’)> Vme M,j<i, (30)

l'_
> jim+ 07, < ,3(0 + 2,30) (:Bj,m ﬂ(t) )
k=1

VYme M,j<I, 3D
where aj( ) is the ¢ approximation of ¢ ; ,,. Similarly, the

non-convexity of the constraints (25) and (26) can approxi-
mated by the following convex constraints:

1Zi 0D + 2|27 )|

[E)i(zi,mrm) — ER(zi,mrf,?), 3(ZimEm) — S(zi,mr%))}

(qf?n> +2(q§f,)n>qi,m @), (32)
p/(t;)n (ql(?n) + 2P(l) (q,(t,)n)% m (q(l) )
(le?n) Pim = P} = Liim- (33)

With the multiple slack variables, the non-convex con-
straints (23) can be replaced with the following convex
constraints,

(19) = {(30), 31), (32), (33)}.

To address the non-convexity of the constraint (20), the left-
hand side is approximated with a convex approximation
through a first-order Taylor expansion:

- 8[()?,,) > Xim-
Similarly, the non-convexity of (21) is addressed as follows:

(Z%:l Z?:l 3i’m>2 Ay?

> = (36)

K(Z%:] Z?:l xi,m) Y
The constraint (36) can be divided into two inequalities:

2
(Z%:l 21'2:1 ‘Si,rn) > hy?, and K(Z%:] Z?:l xi,m) <.
37

(34)

2
80 + 250, (Sim (35)
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The first-order Taylor expansion is used to write the lower
approximations of the two constraints in (37) as follows:

M 2
(Z ZS,;,,,) > )\(t)y(t) + /A0 (y_y(t))

m=1 i=1

1
(5 _
ooy (x A ) (38)
M 2 )
K(Z in,m> =3 +20 (=) 69
m=1 i=1

Considering the above multiple slack variables incorpora-
tion, the objective function of the original FIM problem, i.e.,
Py, can be approximated as follows:

max. A

(14a) = { subject to (30) — (33), (35), (38), (39). 0

On the other hand, the constraint expressed in (17e) can be
accurately represented by a convex constraint as follows:

2
() +2(a%) (@1 — i)
2
> (qé?m) + 2(615),,1) (q2.m — (45),). ¥m.

Considering the above approximations of the objective
function and constraints, the non-convex FIM problem P; can
be approximated by a convex optimization problem as:

(41)

P;: ma}\x. A (42a)
subject to (14c), (14e), (30), (31), (33), (42b)

(22), (33), (35), (38),(39), (41), (42c)

where A represent the set of optimization parameters, i.e.,
A= X, Pims Oms Goms Sisms Xisms Qjms Bioms s iim}. With
this, the original S-FIM problem can be solved iteratively
by solving the approximate optimization problem P3. The
iterative algorithm is run until convergence, which is achieved
when the absolute difference between two successive solutions
is less than a predetermined limit, i.e., |]A\(+D) — 10| < €.

C. Initial Values Selection

Since P3 is solved iteratively, it is crucial to select the
appropriate initial values. In particular, selecting arbitrary
initial values could affect the convergence and feasibility of
the problem. Accordingly, a simple approach is provided to
select the initial values. First, transmission power levels are
chosen that meet the maximum power budget limitations. This
can be achieved by solving the following problem:

P; : Find p, Vi, Vm (43a)
P
M 2
subject to Y > pi) < Py, (43b)
m=1 i=1
P = P\ (430)

The analysis starts by evaluating the initial slack variables
by substituting these initial power values into the definitions
of the slack variables. For example, 8;2 = Bplog(l +

SINR; ;»), where SINR;,, can be evaluated by substituting
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Fig. 2.
allocations.

FI performance versus transmit power for different resource

pim® into (4), (5), and (6). Similarly, x{» = 6{)2. The
remaining initial slack variables can be found using the same

methodology.

IV. SIMULATION RESULTS

This section illustrates the superior efficacy of the proposed
S-FIM resource allocation technique through extensive
MATLAB simulation experiments, comparing its performance
with two benchmark approaches:

1. A jamming-aware secure SRM (S-SRM) for the IRS-
assisted OFDMA-NOMA system: This approach is a variant of
S-FIM, but is designed to maximize the achieved sum rate in
the IRS-assisted OFDMA-NOMA system. In particular, Rgym
is maximized under the same constraints.

2. Jamming Unaware Sum-rate Maximization for the
IRS-free OFDMA-NOMA system (SRM IRS-free): In this
benchmark scenario, a traditional jamming-unaware hybrid
OFDMA-NOMA system without any IRS support is consid-
ered, where an SRM problem is formulated in this context.

A. Simulation Setup

This simulation assumes that a set of 10 CEDs, N = 10,
is randomly distributed within a circular field with a diameter
of 40 meters. The bandwidth is 10 MHz, i.e., B = 10 MHz.
Additionally, the IRS units are also located within the network
area. Furthermore, the number of IRS elements is set to 16
elements, that is, L = 16. On the other hand, the noise variance
is assumed to be 10™2 watt. The average jamming periods for
the various sub-bands are configured as 50, 100, 30, 45, 50 x X
ms, where 0 < X < 1 represents the jamming severity factor.
The transmission power is set to Ppyax and the packet size D
to 2-KB. Our main performance metrics are the network sum
rate, FI, and the number of dropped users. These metrics are
evaluated at different levels of jamming severity and transmit
power levels. Simulation experiments are carried out using the
MATLAB R2019 programs and the CVX toolbox.

B. Simulation Results

Figure 2 illustrates the FI as a function of transmission
power for the S-FIM IRS-assisted, S-SRM IRS-assisted,
and SRM IRS-free resource allocation techniques under a
jamming severity factor of X = 0.9 and a success probability
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Fig. 3. The achieved sum rate for the proposed FIM against transmit power
for different resource allocation techniques.

requirement of y = 0.9. As demonstrated in Fig. 2, the
proposed S-FIM resource allocation method surpasses the
other designs in terms of FI, regardless of transmission power.
Specifically, an FI of 0.7 is achieved in the proposed S-FIM
design, while it is almost 0.2 for the S-SRM IRS-assisted
design. This shows that the proposed S-FIM technique is
superior when considering fairness as a performance metric.
Figure 3 compares the sum rates achieved using our
proposed S-FIM IRS-assisted, S-SRM IRS-assisted, and con-
ventional SRM IRS-free resource allocation techniques. These
comparisons are made with a jamming severity factor of X =
0.3 and y = 0.9. It is evident from the figure that the
proposed jamming-aware designs significantly outperform the
conventional SRM IRS-free design. This superior performance
is because our designs consider the presence of jamming
activities and adapt the transmission parameters to ensure
compliance with the probability of success requirement. As
expected, IRS-assisted S-SRM surpasses the proposed S-FIM
and the traditional IRS-assisted SRM design in terms of the
total sum rate achieved. This superiority can be attributed to
S-SRM, which primarily aims to maximize overall system
throughput without considering the rate achieved for individual
users. Consequently, the S-SRM resource allocation technique
tends to allocate a larger portion of the power budget to users
with more favorable channel conditions, leading to a higher
overall sum rate. On the other hand, S-FIM prioritizes fairness
among users. This objective of fairness is accomplished by
allocating higher power levels to users with less favorable
channel conditions. Consequently, the overall sum rate of the
IRS-assisted S-FIM resource allocation technique is reduced.
Fig. 4 shows the sum rate of the proposed S-FIM design
as a function of transmission power for different levels of
jamming severity X and y = 0.9. Three severity levels of
jamming are simulated: X = 0.3,0.6, and 0.9, which have
high, moderate, and light jamming activities, respectively.
Figure 4 illustrates that the performance of the sum rate
is superior at higher values of X, which corresponds to
lighter jamming attacks. This outcome aligns with expectations
because lower values of X, indicative of more severe jamming
attacks, increase the probability of transmission corruption
(dropped transmissions) due to jamming. Finally, in Figure 5,
the number of dropped transmissions attributed to jamming
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Fig. 4. Sum rate versus the transmit power for various jamming levels X.
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for the three resource allocation designs is presented under the
jamming severity of X = 0.3, 0.6,0.9, and y = 0.8. Figure 5
reveals that jamming-aware designs outperform conventional
SRM IRS-free design by minimizing the number of dropped
transmissions. Specifically, compared to the conventional SRM
IRS-free design, the proposed jamming-aware designs sig-
nificantly reduce the number of dropped transmissions, with
reductions of 7 to 2, 6 to 1, and 5 to 1 transmissions for
X = 0.3,0.6, and 0.9, respectively. This reduction remains
consistent across all types of CE-IoT devices, as they utilize
the same proposed jamming-aware communication design and
are assumed to be equipped with the same communication
capabilities. Therefore, regardless of the device type, the
proposed jamming-aware designs consistently improve the
system performance in terms of the number of dropped trans-
missions. This performance improvement can be attributed
to the jamming-aware nature of our proposed designs, which
seek to meet the specified success probability requirement and
reduce the number of failed transmissions. Figure 5 further
shows that as the severity of jamming increases (corresponding
to lower values of X), the number of packets dropped increases
in all designs. However, it is evident that our proposed
designs consistently achieve the specified success probability
requirements.

V. CONCLUSION

This paper introduced a resource allocation technique
that prioritizes fairness and considers the presence of
proactive jamming attacks within an IRS-assisted hybrid
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OFDMA-NOMA system. The primary goal of this technique
is to maximize the fairness between the simultaneously served
users while considering the impact of jamming attacks and sat-
isfying a set of design constraints. The jamming-aware fairness
maximization problem was mathematically formulated, which
turned out to be a joint non-convex optimization. Therefore,
an iterative algorithm was proposed to solve the formulated
problem and thus evaluate the optimization parameters. The
simulation results revealed that S-FIM IRS-assisted techniques
outperformed the conventional SRM IRS-free design in terms
of fairness and sum-rate performance at different jamming lev-
els. The results also demonstrated that incorporating jamming
awareness into resource allocation designs leads to substantial
enhancements in network throughput, fairness, and a reduction
in the number of dropped packets. As future work, we intend
to expand our investigation to include other jamming types,
including reactive, smart, sweep, and selective jamming sce-
narios. Such expansion will enhance the proposed technique’s
effectiveness in mitigating various threats in connected CE
devices. Additionally, another important research direction
involves the development of a testbed comprising a network
of CE devices to experimentally verify the efficacy of the
proposed jamming-aware resource allocation technique.
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