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Abstract 
Digital devices are the modern evolving zeitgeist. They increasingly dominate every 

aspect of daily life, and without them it is increasingly difficult to participate in 

society. As a result of this the Digital Forensic (DF) field is one of the most 

challenging and ever-present domains within law enforcement. The evidential 

potential of these devices increases with every new advancement. However, the 

effect of these devices is that they take longer to examine correctly, they are more 

complex and there are more of them to examine. 

There have been ongoing developments to introduce automation technologies in 

Artificial Intelligence (AI) and Machine Learning (ML) to attempt to solve this urgent 

need for increased efficiency. However, these advancements have come with 

increased concern over the governance of these tools and how this can be 

effectively used whilst maintaining legal standards and principles. This has been 

achieved until this point with the requirement for human verification of any use of 

automation technologies. 

This thesis proposes a novel term of ‘True Automation’ to refer to the concept of 

relying upon an automated software or device and the analysis that it conducts 

without needing a human-in-the-loop component, in an attempt to maximise the 

gains in terms of efficiency which can be obtained through the use of automation 

technologies. In addition, the thesis proposes a novel assessment metric dubbed the 

Practical Reliability (PR) Metric, for the synthesising of technical accuracy and 

reliability into a single usable and understandable metric that can be for the rapid 

and accurate assessment of automation technologies. 

Finally, a novel assessment framework for the assessment of automated tools 

within the image analysis domain is proposed, with accompanying documentation 

and guidance as to how it can be used to assess tools in a real-world environment. 

The requirements for this framework are obtained from a combination of secondary 

and primary research methods, making use of academic research in the field, as well 

as the input from serving practitioners in the DF unit of a UK Home Office Police 

Force. 
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Rigorous testing of both the framework and the metric is conducted using both 

expert review and technical testing. 

Framework testing involves expert validation, review of the thresholds set and 

technical review.  

This testing shows that, following appropriate revision, all 8 of the proposed gate 

thresholds were accepted. Additionally, practitioner acceptance testing indicates 

that 92% of survey respondents and 73.9% of interview respondents would be willing 

to use automated tools without human review if they passed the framework. 

Metric testing shows that current tool developers have not published the data 

necessary to conduct meaningful F1 and Matthews Correlation Coefficient (MCC) 

calculations. Therefore, the metric is tested against 17 image manipulation detection 

methods. This testing shows scores ranging 0.3240 to 0.4960. All results fall within 

the expected 0 – 1 range but were below the required passing threshold. However, 

the produced testing results showed that the required simplified score was achieved, 

accurately representing the required F1 and MCC values, whilst providing a value 

which could easily be interpreted by non-technical practitioners. 

Following these results, the thesis concludes that the framework is effective and 

suitable at the task and would be viable for assessment of automation tools, and the 

metric is effective at simplifying complex model assessment metrics whilst 

maintaining technical relevance. As a result, it is shown that the adoption of ‘True 

Automation’ is possible with appropriate safeguarding. However, cultural, legal and 

ethical considerations remain which can only be addressed by increasing 

collaboration between the technical and forensic domains.   
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1.0 Introduction 
The following chapter introduces the project, and provides the research background, 

motivation, as well as the initial problem domain specification and justification. 

The chapter also introduces the first contribution to knowledge in providing the 

definition of ‘True Automation’. 

As well as serving as an overall introduction, the chapter provides the basis and 

context for all subsequent chapters of the work and gives the reader the information 

that is needed to understand and inform the remainder of the project report. 

The chapter provides the problem definition first, before moving to the ‘True 

Automation’ definition to assist in understanding how the problem definition is being 

addressed within the project. The specific domain is then explored, with a focus 

group being explained and conducted, this ends with the selection of image analysis 

of the problem domain based on this focus group and the knowledge of the 

researcher. 

Following this establishment, the chapter moves to explaining the required research 

components such as the research aim, hypothesis, questions and objectives. 

Specific requirements such as contributions to knowledge are also given. The 

chapter then ends with an explanation as to how the remainder of the thesis has 

been structured. 

1.1 Research Background 
Society is increasingly dependent upon electronic communication devices in a variety 

of forms, from traditional computers and laptops, to tablets and phones, with the 

propagation of these devices being extreme to the point that there are more people 

on the planet that own a mobile phone, than own a toothbrush (Bentson, 2024). These 

devices now form an integral part of daily life for people all over the world, with 

increasing capability and complexity coming as a natural extension of society’s 

developing reliance upon them. 

This prevalence does not only extend to the ownership of devices, but people are also 

making use of these devices at record rates, with an upward trend on display. In fact, 
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as of April 2025, the global average screen time per day was 6 hours and 40 minutes, 

an increase of 30 minutes since 2013 (Duarte, 2025), additionally we are using devices 

from a younger age, with research showing that 98% of United Kingdom (UK) under-2-

year-olds view screens on a typical day (Fish et al., 2026). 

A natural change because of the pervasiveness of these devices, is the relationship 

that users have with them, and how they are used, as well as to what extent they 

permeate lives. Particularly, the use of mobile devices has changed with users moving 

from seeing them as purely voice or text communication mediums to being a key part 

of interpersonal relationships and how people interact with the world around them. 

This is evidenced with the method by which people form relationships, with meeting 

partners online outpacing all other means of introduction in 2019 (Rosenfeld, Thomas 

and Hausen, 2019). 

This shift has wide ranging ramifications across all of human society, not the least of 

which is law enforcement and forensic investigations. As the use and presence of 

devices has increased, the capabilities of these devices have also increased – the 

smartphone has become an immersive digital environment which contains a wealth 

of digital evidence about suspects and victims which would have previously been 

difficult or impossible to obtain. An example of this is the 2014 case of Michelle Carter 

and Conrad Roy. During this case, it was found that the vast bulk of the relationship 

between the two subjects was almost exclusively conducted via mobile phones and 

text messages, which afforded the judicial system an in-depth look into the 

relationship as it was seen by those subjects. This enabled the prosecution and 

conviction of Carter for encouraging the suicide of Roy, something that would have 

been much harder to achieve without the level of insight afforded by the forensic 

analysis of the messages sent between them, an example of this is shown below in 

Figure 1: 
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Figure 1 - Messages between Carter and Roy (USA Gov, 2014) 

This has obvious judicial benefits, however, it also increases the strain and 

requirements placed upon DF analysis and the teams that undertake this, due to the 

increase in the amount of data present on said devices, as well as the volume of 

devices that are being submitted. 

A further implication of this societal shift which impacts upon the DF domain is that 

criminality is shifting towards the use of digital media, and is actively employing 

advanced and digitally enabled counter-forensic techniques, further advancing the 

problems that are facing the DF domain in respect of time taken for analysis, and the 

level of information that is available to investigators (Andreja, 2025).  

A recent and impactful example was the world-wide EncroChat and Sky ECC 

systems that was used by criminal entities to send messages with perceived 

impunity. The use of this system was massively impactful for law enforcement 

across the world, as traditional DF processes could not penetrate the encryption in 

use on the devices. This required the use of advanced covert cyber techniques to 

address, leading to significant legal and ethical challenges discussed in Chapter 3.7 

to this thesis (Andreja, 2025).  

The above notwithstanding, an unexpected benefit that can be obtained in these 

cases is that the individuals involved in the use of these systems felt confident and 

assured in the defences that they had employed, meaning that when this was 

broken, millions of messages were obtained by law enforcement which were openly 

discussing a range of serious criminality, leading to a significant evidence pool being 

obtained. 
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This leads into concerns that have been consistently raised within the field of DF, 

including publications as far back as Rogers and Seigfried, (2004), which have 

continued into the modern arena as shown in Luciano et al. (2018), Gentry and Soltys 

(2019), Sunde and Dror (2019) and Kim and Lee (2020). 

These works state that whilst there are several issues that face the DF environment, 

there are some key, and persistent, challenges identified which require addressing. 

The identified key issue is that investigations are increasingly including the 

examination of digital devices, which leads to investigators having to deal with 

potentially extremely large numbers of devices (Patil et al., 2022). Further to this, due 

to the amount of data that is held on these devices, examination of even small devices 

can take a significant amount of time. These problems combine resulting in the fact 

that DF Laboratories are struggling to cope with the level of demand being placed 

upon them (Rappert, Wheat and Wilson-Kovacs, 2021), which necessitates a change 

in strategy and the adoption of newer solutions and technologies (Qadir and Varol, 

2020). 

Breaking this down further, one of the most significant and growing areas of DF 

analysis is the requirement for image analysis (Holt, Bossler and Seigfried-Spellar, 

2022). There are a multitude of reasons for this, which will be explored in this thesis, 

including not only the increasing abundance of devices capable of storing and sharing 

images, the increasing existence of tools that make use of AI and automation 

technologies for the purposes of image analysis (Grossman and Grimm, 2025), but 

also the increasing prevalence of “DeepFakes” and AI-generated imagery increasing 

the accessibility and prevalence of images which constitute an offence under UK Law 

(Verdoliva, 2020), as well as the technology to make such images being far more 

accessible to everyday users than has been seen in previous years (Hawkins, 2025). 

Additional to the above technical points, there exists further issues such as the 

psychological trauma that is inflicted upon digital forensic examiners when they must 

manually review and classify images of offence, especially indecent images of 

children (Strickland, 2022). 

It is logical to expand upon this and state that these concerns would not act in 

isolation. The psychological trauma inflicted upon examiners would interact with the 
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increasing workload outlined above, adding additional strain to a system already 

struggling to keep pace with changing technology and criminality, as well as 

investigative practice. 

One of the prominent solutions proposed in the most recent academic works aiming 

to solve these problems is the introduction of ML into DF processes (Qadir and Varol, 

2020). However, this has not been without issues, the main being that there is a lack 

of applicable datasets which limits the effectiveness, and research, in relation to the 

combination of these fields (Bhatt and Rughani, 2017). 

This thesis builds on the research of Qadir and Noor (2021), in which they conducted 

a review of ML and its use within the DF field, following their review, they proposed a 

basic framework for the use of ML within the field. However, this was very limited and 

did not seek to involve the law-enforcement professionals in its creation, nor did it 

consider whether their framework for an automated tool would ensure that the 

findings of that tool would be admissible in court. Additionally, this thesis expands 

upon the existing framework considerations around Explainable Artificial Intelligence 

(XAI) conducted by (Khalid, Iqbal and Fung, 2024), in which the authors stated that in 

order for DF to continue making use of automation technology in any meaningful 

manner, the need for XAI must be addressed to ensure key elements such as 

Transparency, Accountability and Reproducibility when using AI tools. 

As of the time of writing this thesis, there does not appear to be any current research, 

nor work, towards developing a workable and viable framework against which ML, or 

a tool using ML, could be assessed in terms of its applicability to criminal justice and 

the extent to which the court system could rely on such a tool in lieu of human 

analysis. As stated above, the XAI work conducted by Khalid, Iqbal and Fung (2024) 

points out the problem and takes steps towards addressing this but still requires a 

human-in-the-loop component which has a significant effect on the time-saving 

potential that is desperately required by the DF domain. The researcher, as part of his 

role, has attended multiple conferences, events and discussions around increasing 

the use of AI and automation technology within law enforcement, and within these 

discussions, a key omission has been the testing, verification and assessment of tools 

that are being considered for use within the domain. This omission was emphasised 
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at the 2025 ACE conference on Deepfake analysis and the criminal justice system, in 

which it was pointed out that there is no current formal, nor informal, system for the 

validation of AI tools for use within either the court system, nor the wider Criminal 

Justice System (Hawkins, 2025). 

The result of this lack of uniformity and clarity is that there is a lack of engagement 

and trust of automated processes within the UK Criminal Justice sector and Court 

system. This issue was showcased in the 2026 UK Government White Paper on 

Policing, which discussed the use of AI in depth, and introduced a new system of 

nationalisation for the use of AI within Policing (Home Office, 2026). 

This thesis looks to address this concern by creating a novel framework against which 

those tools could be assessed, and which would provide the Criminal Justice system 

evidence to justify any such future reliance on truly automated analysis of image files 

within the realm of DF analysis. 

1.1.1 Problem Statement 
The above chapter states the background to this research, and the overall problems 

that are facing the DF domain following the increase in the prevalence and 

complexity of devices.  The chapter also shows that in response to the concerns 

raised, the DF domain has moved to increase the use of innovative technology such 

as AI and ML. 

The issue that is raised is that the ongoing requirement for human oversight either 

reduces or eliminates the efficiency benefits that are obtained. 

Accordingly, this thesis seeks to answer the question as to whether it would be 

possible to remove the requirement for this oversight and rely on automated tools to 

perform their function without needing to be checked by a human user. The project 

looks to address whether this would be acceptable from a user perspective, what 

assessment and assurance would be required, and whether current technology is 

able to meet these requirements. 

The thesis follows DF domain trends in using AI, XAI and ML as tools to obtain a 

result. The project does not aim to utilise these technologies as assessment tools, 

rather how they themselves and their use within DF specific tools can be assessed 
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and relied upon to produce reliable and trustworthy results. As this is a novel use, the 

focus on the thesis is on how this assessment could be completed, with the main 

deliverable being the assessment framework. Due to the limitations of the thesis 

(Chapter 8) it was considered that the produced framework (Figure 40) would need 

additional stakeholder engagement to be fully developed. As such, the practical 

adoption of this framework is considered beyond the scope of this thesis but is 

identified as a key future work. 

1.2  True Automation Definition 
When considering the applicability of such concepts to DF, or any process, the 

differences between AI, ML and Automation (Figure 2), and how these concepts 

interact, must be explored. It is important to define these terms and the concepts 

that will be used at the outset of this thesis. 

In a broad sense, and the sense that will be used for this thesis – whilst the concepts 

of ML and AI focus upon the formation of conclusions and results based on input 

data, with automation or Robotic Process Automation (RPA) referring to the robotic 

process of repeating specified actions in a defined order, without the necessity of 

including a human user in that process (Jarrett and Choo, 2021). 

 

Figure 2 - Automation and ML/DL/AI (Jarrett & Choo, 2021) 

As the DF domain has developed several tools have been created to assist in the 

analysis of suspect image files (Qadir and Noor, 2021). However, historically tools 
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have not met a usable level of automation – neither making use of advanced 

computing paradigms and capabilities – nor being relied upon by investigators as 

they conduct only base level analysis or extraction of files. Almost all analysis of 

image files within the context of criminal justice investigations makes use of human 

investigators to review tool findings, including when those tools themselves are the 

elements performing analysis. The purpose of these reviews is to corroborate and 

verify the findings of the tools, and ensure that evidence has been correctly located, 

or negated as the situation warrants, a process that has been called Human-In-The-

Loop (NPCC, 2026). However, this also introduces several issues such as the 

potential for error and the time taken, as previously discussed (Platzer, Stuetz and 

Lindorfer, 2014). 

This practice, whilst appropriate for the security checking of tool results, has the 

result of curtailing meaningful gains for the criminal justice sector from the 

advancement of technology and automation capability. Potential for gains in terms 

of time, efficiency and for preventing harm to investigators in respect of their need to 

review potentially harmful material that has been located as part of an investigation, 

are lost when there is a need for a human to manually verify the results of that 

automated capability. 

However, as technology in the realms of AI and ML-based models has increased in 

complexity and reliability, there has been a recent move towards adoption of those 

technologies, with tools such as SkinSheriff working to integrate computational 

analysis which would allow for a consideration of removing the human element from 

criminal analysis (Platzer, Stuetz and Lindorfer, 2014). 

As a result of the above, the researcher has coined the term ‘True Automation’ to 

describe a conceptual paradigm in which ML and AI software systems are designed, 

and relied upon, to conduct their specific function or task entirely without human 

intervention. In this context, ‘True Automation’ refers to solutions that achieve their 

stated objectives independently, removing the need for any human involvement in 

the process. 

This differs from traditional RPA as discussed above in that the novel term allows for 

the use of, and reliance on, AI and ML based intelligent tools without the need for 
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human review, whereas traditional RPA simply allows for the conducting of repetitive 

actions without any intelligent feature set or analysis. 

This is the term that will be used throughout this thesis. 

1.3 Problem Domain Justification 
Within the domain of DF, there are multiple disciplines and areas that could be 

considered – the domain is wide ranging and covers multiple disciplines (Solomon 

et al., 2011). 

As such, when reviewing the scope of this thesis, as well as the limitations and 

applicability of any findings from the research, and the final produced framework, it 

is necessary to narrow the scope of this to a defined domain within the DF field. 

In order to achieve this, the author’s own knowledge and experience within the law 

enforcement domain, as well as primary research in the form of a targeted focus 

group was used. 

1.3.1 Focus Group to determine Problem Domain 
The focus group that was conducted had two significant criteria for the directing of 

the discussions that were held. 

- Objective 1 - The most common use of automation within the DF field 

- Objective 2 - The challenges facing the DF field 

These factors directed the discussions that were held at the time of the group taking 

place. 

In order to ensure that the results were captured in both reliable and usable format, 

the questions that were recorded on a Notion document, and the responses were 

recorded as they were spoken. The raw notes that were taken during the course of 

the focus group are contained as Appendix 1. 

Although it would have been preferable to record this directly, this was not possible 

due to ethical considerations and the wishes of the participants. 

Once the results of the focus group were obtained, the results were analysed and the 

key themes were identified, which were used to answer the two objectives that are 

outlined above. This is detailed in the following sections. 



Automated Digital Forensics – Towards acceptance of Machine Learning and Artificial Intelligence-based automation within forensic analysis of image files 

 

10 
 

1.3.1.1 Participant Profiles 
The focus group that was conducted contained eight members, made up of various 

professionals involved in the Staffordshire Forensic Partnership (SFP). 

These members included serving Police Officers, Supervisors, Retired Investigators 

and teaching staff from Staffordshire University involved in delivering DF-based 

material. 

At the time that the focus group was conducted, a specific decision was made to 

keep the sample size specific to the SFP, this led to the stakeholder profile being 

limited in diversity and viewpoint.  

Although this constitutes a potential limitation, this decision was specific to the 

intended purpose of the focus group, which was not to create generalisable findings 

but to provide early-stage, practitioner-informed, justification for the selection of an 

appropriate problem domain for the thesis.  

Accordingly, it was decided to keep the participant pool restricted to operational 

practitioners. This ensured that discussions remained grounded in real-world 

investigative requirements, avoiding the potential for the dilution of findings through 

commercial interests, vendor perspectives or broader technological considerations 

unrelated to operational practice. Specific, detailed, personal data was not obtained 

from the participants, as this was not required and would have led to concerns 

around the ethics of the research and was also a subject of concern from the 

participants. 

Although this could lead to concerns regarding participants suitability, and their 

ability to comment on the questions and topics that were posed, their presence 

within the SFP means that they are involved in the DF field to the point that these 

concerns are not problematic. Hence, no additional information was required. There 

are no considerations being made regarding length of service, or difference in 

opinion based on role or experience level and therefore, although it was considered, 

no additional information was required nor recorded. 

The participants have been coded, with a breakdown of the different positions 

shown below in Table 1. 
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 Table 1 - Participant Mapping for SFP Focus Group 

Participant Organisation Participant Number Position 

University of Staffordshire 1 Teaching Staff 

Law Enforcement (Non-

Officer) 

2 SFP Administrative 

Staff 

Law Enforcement 3 Investigative 

Supervisor 

4 Serving Investigators 

from a variety of 

investigation units 

involved in the 

investigation of sexual 

offences. 

5 

6 

7 

8 

1.3.1.2 Questions and Format 
Within the focus group session that was held, the researcher asked the group 

several open-form questions, making use of the Tell, Explain, Describe (TED)-style 

open question format to encourage open form answers, with more specific 

questions asked to obtain direct answers where required (Tümen Akyildiz and 

Ahmed, 2021). 

This was done as, at this stage of the project, qualitative data was required in order 

to capture the key themes that were being identified by the participants – as the aim 

of the focus group was to obtain detailed information about how automation is used 

within DF, as well as the domains that are most commonly seen, qualitative data was 

decided to be the most effective way of ensuring that usable information was 

obtained (Morgan, 2018). 

The following is a list of the questions that were asked, including an explanation as 

to the rationale for each question; 
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- Tell me about any use of automation that you are aware of within DF. 

This question was intended to obtain information about the different uses of 

automation within real-life criminal justice investigations. This was the primary 

question for discussion, as if there was a domain that was the one encountered 

by most participants, this would be a valid consideration for the focus of the 

framework. 

- Are you aware of the use of volatile memory within DF? 

This question was designed to investigate a potential avenue that was being 

explored at the time of the focus group. 

- Describe any concerns that you would have regarding using an automated 

tool for conducting analysis of DF sources. 

This question is intended to support the literature review investigation that is 

being conducted in this thesis and explore the challenges that are facing the 

implementation of automation within the DF field and obtain real-world 

information to support the secondary research that is showcased within Chapter 

3 of this thesis. 

- Describe what requirements you would place on such a tool, should you need 

to rely on it. 

This question is designed to begin the process of developing the framework that 

is the subject of this thesis and provide initial information to support the later 

findings of the in-depth survey and interviews that were conducted. This is 

discussed later in this thesis, within Chapters 2 and 4. 

- Should such a tool be able to meet these requirements, would you be willing 

to rely on that tool for conducting analysis? 

This question is designed to investigate the hypothesis and research questions 

posed in Chapter 1.6 and 1.7 and begins to consider whether the framework 

developed would have any real-world impact. 

As shown, several of the questions that were discussed within the focus group are 

related to other chapters of this thesis. The analysis of this will be contained in 

Chapter 1.3.1.3 below but will also be referenced in the relevant chapters later in this 

thesis. 
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1.3.1.3 Results, Analysis and Conclusion 
The focus group that was conducted was held on 30th August 2023, the notes and 

information that were obtained at the time are shown as Appendix 1 to this thesis. 

From these results, the following key themes were identified through qualitative 

analysis of the responses that were given. 

- Question 1 – Use of Automation 

Although there was one mention of analysis and identification of fingerprints, 

the overwhelming majority of participants within the focus group stated that 

the primary use of automation that they were aware of within DF was the 

analysis of image files. 

They provided several examples of tools that are currently used for this 

purpose, including CAID, ADF and Laseri X. These tools are discussed later in 

this research. 

- Question 2 – Volatile Memory use 

The participants stated that they were aware of the use of volatile memory 

sources, but this is very limited, if it is used at all. 

- Question 3 – Concerns regarding automation 

The participants within the work gave a variety of concerns regarding the use 

of automation in DF. These concerns ranged from accuracy, developer bias 

ion reporting and regulatory issues. These concerns are identified and 

discussed in more depth in Chapter 5. 

- Question 4 – What requirements would you have for an automated tool?  

Several requirements were identified for the tool, including; 

o Accuracy (100%) 

o Proven to save time 

o Readable outputs 

o Legal compliance 

o Confirmatory Testing 

o Declaration from manufacturer 

These requirements are discussed in more depth in Chapter 5. 
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- Question 5 – Would you be willing to rely on an automated tool if these 

requirements were met? 

The participants in the focus group stated that unanimously that they would 

be happy to rely on an automated tool if all of the above requirements were 

met. 

From these responses, the following conclusions were drawn; 

- Objective 1 – In relation to objective 1 of the focus group, the overwhelming 

response from the participants was that the analysis of image files is the area 

that they are most commonly seeing automation being used within the 

definition that has been provided. 

- Objective 2 – The challenges facing the use of automation within the DF field 

have been identified as above. 

The primary conclusion to the focus group in relation to this specific section of the 

overall work is that the most effective domain for this thesis is analysis of image 

files. 

This is further supported by the research that is conducted within Chapter 3. 

1.4 Ethics Statement 
The ethical concerns of this research have been considered by the author, with the 

relevant documentation found within Appendix 2. 

1.5 Research Aim 
To develop a novel framework to allow for the assessment of the suitability of wholly 

automated Digital Forensic image analysis tools to the Criminal Justice process within 

the United Kingdom. 

1.6 Hypothesis 
A reliable framework, based on the requirements of law enforcement professionals, 

would increase investigator confidence in the use of automation-based tools, and 

would allow for their use within criminal justice investigations in the UK. 

This hypothesis has been tested by developing the described framework in 

collaboration with identified industry practitioners and stakeholders, as described 

later in this thesis, and deploying said framework to experts working in the field, 
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namely serving police officers and investigators of various forms from within an 

English Police Force and obtaining real-world expert opinion on the suitability and 

impact of the developed framework. The finding for this testing is contained within 

Chapter 9.2. 

1.7 Research Questions 
In the pursuit of this thesis, several questions were posed which were identified by the 

researcher following an initial review of the existing literature and uses of automation 

within the DF domain. The questions were selected to answer key questions around 

the research aim given in Chapter 1.5, whilst being actionable and achievable in the 

given timeframe and with the existing resource constraints of the project. From these 

considerations, the following research questions were identified: 

1) What issues are facing the DF industry, which may lead to the implementation 

and development of new automated tools, which can be used to generate court-

admissible evidence? 

2) How has ML been integrated into DF? 

3) What requirements would be placed upon a fully automated ML based solution, 

for it to be relied upon by the Criminal Justice sector in the UK? 

4) Can a framework be developed by which ML-based tools could be judged to 

ascertain their applicability to Criminal Justice? 

1.8 Research Objectives 
To achieve the aim and research questions that have been posed in this thesis, the 

following objectives were identified. 

1) To investigate state-of-the-art approaches, solutions, and frameworks to 

identify current issues facing the DF industry, how the issues are being 

addressed, and how automation/ML is being used within the Digital Forensic 

Industry. 

2) To determine what requirements would be placed upon a ML solution to allow 

for that tool to be relied upon in a criminal justice environment and meet these 

requirements. 
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3) To design, develop and implement a framework by which ML tools could be 

judged to ascertain their applicability to Criminal Justice in conjunction with 

real-world practitioners. 

4) To evaluate and validate the efficiency and performance of the proposed 

framework against state-of-the-art solutions. 

1.9 Deliverables 
The following are the deliverables for this thesis. 

1) Results from primary research showing the requirements placed upon ML 

based tools from the Criminal Justice sector. 

2) Analysis through primary & secondary research showing the current 

performance levels of common MLAs when applied to Digital forensic-based 

tasks. 

3) Conceptual operational framework to judge the applicability of MLA-based 

solutions to Criminal Justice and provide evidence and reassurance of that 

applicability if a tool meets all criteria set out. 

4) Analysis and testing, via primary means where possible, of current automated 

Digital Forensic tools to see if they meet the developed framework, once 

complete. 

1.10  Framework Definition and Project Design 
The artefact in this case is a novel framework for assessing the applicability of an 

automated tool to law enforcement investigations. 

The concept behind this thesis is to develop the framework in conjunction with law 

enforcement, with the overall aim being that the framework will comprise a set of 

minimum standards and criteria against which a tool can be assessed in terms of 

function, results, and reliability. Once a tool has passed these criteria, law enforcement 

would have a rationale and a basis on which they could rely, to justify any reliance on 

the results of automated analysis via that tool. 

 

The inputs and design of the artefact in this case have been summarised below in 

Figure 3: 
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Figure 3 - Artefact Design and Project Process 
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Further to the design of the project itself, and how the information is going to be 

obtained, the artefact itself is defined. 

A framework, in this context, is defined as the underlying structure behind a system 

(Cambridge Dictionary, 2022). In this case, the framework which constitutes the 

artefact is aimed at being a method by which law enforcement practitioners, and 

forensic investigators, can be assured that a tool, having met the criteria and 

standards set out, can be relied upon as a replacement for human manual review, and 

that the results of that analysis are as reliable, accurate and technologically sound as 

possible, meaning that their case / investigation is not jeopardised as a result of 

reliance on that tool. The framework additionally means that a tool need not be 

assessed on every case, if it has been deemed to have passed the framework, then 

for the purposes of image analysis within forensics, it can be relied upon. 

It has been useful to conceptualise this idea as a series of ‘gates’ similar to logic gates 

such as AND, OR and XOR gates in computer function. The actual ‘gates’ themselves, 

as well as the metrics by which they are judged to have passed or not, are what will be 

determined with the assistance of practitioners in the surveys and interviews which 

are discussed later in this thesis – the framework is the collection of these gates 

concluding with an assessment of the tool. 

1.11 Contributions to Knowledge 
Within this thesis, there are six contributions to knowledge that have been identified, 

shown in Table 2, below:
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Table 2 - Contributions to Knowledge 

NUMBER CONTRIBUTION LOCATION JUSTIFICATION 

1 A detailed framework and assessment guidance, by which 

current and future ML based Digital Forensic solutions can 

be judged to ascertain whether they are applicable to the 

Criminal Justice sector and can be relied upon in Court 

situations. 

The framework will be validated by deployment to 

operational experts within the field, as described within the 

Research Methodology section of this thesis – and the 

obtaining of relevant feedback on the deployment suitability 

and suitability of the framework to the field, from said 

experts. 

This Framework would benefit both researchers in the field 

as well as developers in this industry, by providing the 

metrics, passing levels, and considerations that 

practitioners in the field would have for the tools that are 

being developed. 

Additionally, this Framework would benefit all individuals 

and organisations involved in this type of work by providing 

a proof of concept to show that assessment to the level of 

‘True Automation’ is possible, and that there is conceptually 

Figure 40, 

Chapter 5.4 

This contribution addresses the identified research 

gap – that being that there is no unified framework 

or assessment method against which True 

Automation powered DF tools can be assessed for 

suitability and reliance within CJ. 

Existing works do not provide a structured 

mechanism for assessment, nor is there a focus or 

serious consideration to how human-in-the-loop 

requirements could be removed. 

The framework therefore contributes new 

knowledge by introducing a practitioner-informed 

assessment mechanism specifically designed to 

bridge this gap. 
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a point at which the removal of the human-in-the-loop 

component would be possible. 

2 A novel metric (Practical Reliability [PR]) to assist with the 

assessment of automated, ML and AI based tools within the 

DF domain, with the terms defined in True Automation. 

This will benefit all professionals involved in this domain as 

a key identified issue is the lack of a unified lexicon for 

automation technologies, which leads to confusion and a 

lack of understanding on the part of non-technical users and 

assessors when applied to a law enforcement domain. 

Additionally, this metric will assist assessors and 

practitioners by providing a clearer combinatory metric for 

the easier assessment of complex technical terms and 

tools. 

Chapter 5.3 Existing assessment metrics for automation tools 

can provide evidence of the capability of such tools. 

However, these can be complex to calculate and 

require technical knowledge and skill to interpret, 

which may not always be available in the practitioner 

assessors tasked with assessing such tools within 

law enforcement and CJ. 

Accordingly, the PR Metric is designed to synthesise 

multiple technical metrics into a single, 

operationally effective and efficiency score which 

can be understood and applied rapidly by non-

technical assessors. 

3 Coining and definition of a novel term – ‘True Automation’ – 

and updated definitions of technical terms in a novel lexicon 

for cross-domain working between AI, ML and DF. 

This will benefit both practitioners and developers in 

providing a definitive definition and objective to which both 

sides can work and will prevent confusion in documentation 

and discussions as the use of technology improves and 

increases. 

Chapter 1.2 Within the current lexicon for commercial, academic 

and operational domains, the terms AI, ML and 

Automation are used in isolation. With particularly 

the technological domain using these terms to refer 

to specific functions. This can create ambiguity in 

relation to the level of human interaction required for 

the use of such systems. 
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The novel term contributes to knowledge in 

providing a singular, defined term which can be used 

by all domains, ensuring understanding across the 

fields and knowledge levels involved. 

This is a contribution due to the current lack of such 

a cross-domain definition. 

4 Findings on the lack of a defined and shared technical 

lexicon across technical and legal disciplines. 

This will benefit all professionals in this domain in the same 

manner as 3. 

Chapter 7.0 The thesis provides evidence showing the lack of a 

shared lexicon between technical and operational 

staff. 

From the research that has been conducted, this has 

not been a subject of significant research or 

analysis and as such and as such, the findings from 

within this thesis represents a contribution to 

knowledge which can be used within future 

research. 

5 The results of targeted and comprehensive surveys / 

interviews to key stakeholders in the law enforcement sector 

(See Chapter 2) pertaining to the requirements and attitudes 

towards ML based solutions and the move towards the need 

to be able to rely on automated analysis. 

This will benefit professionals in this domain by providing a 

concept as to initial thoughts, requirements and blockers in 

Chapters 5.2 & 

4.3 

This contribution provides empirical evidence 

regarding practitioner attitudes, concerns and 

requirements surrounding the adoption of AI and ML 

technologies within the operational DF domain. 

By capturing this information, the thesis contributes 

to knowledge by providing novel organisational, 
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respect of the use of ‘True Automation’ and will provide 

practitioners a clear assessment level, as well as providing 

developers with the information against which they will be 

assessed when tools are deployed. 

legal and practical conditions which would be 

required by operational practitioners. 

6 A comprehensive analysis of the current state of AI and ML 

use within a Digital Forensic setting. 

This will assist all professionals in this domain in the same 

manner as 5. 

Chapters 3 & 4 This thesis contributes a comprehensive 

assessment of the current state of AI and ML 

approaches within DF. This is a contribution as 

existing research on this topic is fragmented with 

various sources and often lacks a CJ focus. This 

thesis provides a clearer understanding of current 

technological use and capability and establishes an 

evidence base for future development and 

evaluation. 
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The primary contribution to knowledge in this thesis will be the framework that is 

outlined above. The concept behind the creation of this framework is to provide law 

enforcement, at strategic level, as well as the legal system, a basis on which they 

may be able to rely on an automated analysis tool as a replacement for human 

analysis. 

The benefit of these contributions to the industry is a definitive move towards the 

acceptance of ‘True Automation’ tools within the DF domain, enabling assessment of 

such tools to allow practitioners to reap the benefits of novel technologies, and 

showcase that there is a path of professionals in this highly sensitive field to make 

use of technology in a more effective way in the future. 

Additionally, the framework seeks to show technical professionals this same 

pathway to acceptance so that work can be undertaken to ensure that tools are 

developed with the specific and unique criterion of the DF domain in mind, which will 

further enable professional access to the benefits that novel technologies can 

provide. 

The intention is that following this research, professionals in the field both within DF 

and in software/application development will be able to work collaboratively to 

produce effective and usable technical solutions to ease the ongoing and increasing 

workload and burden upon law enforcement in respect of technical analysis of 

digital evidence sources. 

1.12 Project Mapping 
Table 3 contains a matrix showing where each objective is mapped to the aim, 

research questions and deliverables in this thesis: 

Table 3 - Project Mapping Matrix 

OBJECTIVE AIM QUESTION DELIVERABLE 

1   – Questions 1 & 2  – Deliverables 2 & 4 

2   – Question 3  – Deliverable 1 

3   – Question 4  – Deliverable 3 
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4   – Question 4  – Deliverable 4 

1.13 Structure of Thesis 
This thesis has been structured into 9 chapters, as demonstrated within Figure 4 

(below). 

 

 

Figure 4 - Thesis Structure 

 

The contents of these chapters are summarised, thus; 
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Chapter 1 – Introduction 

This chapter introduces the project, and provides the problem domain and 

background, providing context for the remainder of the thesis. It further defines the 

aim of the project, along with the hypothesis that is being investigated and the 

objectives and deliverables of the project.  

Additionally, this chapter provides the contributions to knowledge in the project and 

explains some of the key concepts. 

Chapter 2 – Research Methods 

This chapter explains and explores the research methods and methodologies that 

were employed during the project, as well as documents the decisions and plans 

that were made in the conducting of the project. 

Chapter 3 – Systematic Literature Review 

This chapter contains the literature review that was conducted as part of this thesis, 

exploring the key concepts that surround the problem under investigation, as well as 

the existing solutions and works that have been conducted within this problem 

domain, as well as the wider DF field. The chapter also includes a review of the 

existing frameworks and requirements placed on DF image analysis tools currently. 

Additionally, this chapter looks at the ethical and legal considerations that exist 

around the use of automation technologies within the DF domain. 

Finally, this chapter contains an analysis of this literature, leading to an explanation 

of the research gap that was located in this thesis, as well as how this relates to the 

later work in this thesis. 

Chapter 4 – The State of Digital Forensic-based Machine Learning Within Criminal 

Justice in the UK’s Criminal Justice Sector 

This chapter examines the real-world state of DF automation within the UK Criminal 

Justice system, focusing on both organisational and practitioner perspectives.  

It details the findings from Freedom of Information requests sent to UK Police 

Forces. 
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Additionally, the section analyses the responses to the disseminated survey 

discussed in Chapter 2.4.2. 

Chapter 5 – A Framework to Implement Digital Forensic-based Machine Learning 

within the UK’s Criminal Justice Sector 

This chapter showcases the framework that has been created during the project, as 

well as the analysis of the primary research that has been conducted to provide 

justification for the criterion that that have been given within the framework. 

Additionally, this chapter contains the supporting information and documentation 

that has been created to assist practitioners in investigating and understand the 

framework, and the criterion that have been included. 

The chapter also includes a discussion of the metrics used to assess the accuracy 

of ML/AI tools, as well as a critique of these metrics, leading to the introduction of a 

novel assessment metric in the PR Metric. 

Chapter 6 – Testing & Validation of Framework 

This chapter contains the testing and validation that was conducted on the 

framework to ensure that it is fit for purpose, as well as an explanation as to the 

method of validation that was conducted. 

Additionally, this chapter contains an analysis of the findings of this validation.   

The chapter also contains the testing and evaluation of the proposed gate passing 

metrics for the developed framework. 

Finally, this chapter also contains an explanation of how the framework was applied 

to existing tools from within the field to ascertain whether it was suitable in real-

world applications, as well as whether there were any accessible tools that could 

meet the criteria that were given. 

Chapter 7 – Testing & Validation of PR Metric 

This chapter details the testing and evaluation that was conducted in both expert 

and practical terms of the proposed PR Metric in this thesis. 
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It discusses the method of testing, as well as the rationale for this method selection, 

as well as the results of that testing. 

Finally, the chapter ends with an analysis of the testing that was conducted and the 

results in the context of the project as a whole. 

Chapter 8 – Project Evaluation and Critical Review 

This chapter contains an evaluation of the project, as well as a critical reflection on 

the project that has been conducted. 

Chapter 9 – Research Conclusions and Recommendations 

This chapter concludes the project and contains an analysis of the findings and 

results obtained to map these to the aim, hypothesis, objectives and deliverables of 

the project. 

It also provides recommendations on how the fields of DF and Computing can work 

together to encourage further adoption of novel and developing technologies. 

1.14 Chapter Summary 
In summary, this chapter has established the motivation and context for the research 

by showcasing that the DF domain is facing an increase in the volume of devices 

involved in investigations, the evidential complexity of those devices is increasing 

and that these issues come together to present significant resource pressures for 

DF units across the world. 

The findings from the initial focus group identified image analysis as the most 

appropriate domain for the thesis and highlighted key practitioner requirements for 

automated solutions including accuracy, validation, transparency and efficiency 

gains. 

The chapter has also made an initial contribution to knowledge through the 

introduction and definition of the novel concept of True Automation, describing a 

paradigm in which AI and ML systems are relied upon to conduct analysis without 

human review. 
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Finally, the chapter has established the research aim, hypothesis, objectives, 

deliverables, and wider contributions to knowledge that underpin the remainder of 

the thesis. 

In combination, all these elements have provided the conceptual foundation for the 

subsequent thesis and development of a framework to support the acceptance of 

Ture Automation within the DF domain. 
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2.0 Research Methods 
This chapter explores the research methods and methodologies that were adopted 

for the project, as well as the strategies and approaches that were used, with 

appropriate rationale. Within the project, there are several research methods and 

methodologies that have been utilised, and which will be utilised, at various points.  

For the purposes of clarity in this thesis, the terms research methods and research 

methodologies are defined thus: 

Research Method – The research method that is employed is the actual manner and 

process by which the research has been conducted (Goundar, 2012). 

Research Methodology – The research methodology is the overarching strategies 

and concepts which explain the methods that were employed (Goundar, 2012). 

These topics are explored further in the following sections. 

2.1 Research Methodology 
The “Research Onion” as provided by (Saunders, Lewis and Thornhill, 2019) has been 

adopted as a guide for the research methodological approach. 

This model is shown below (Figure 5), with the selected methodologies highlighted. 
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Figure 5 - Research Onion (Saunders, Lewis and Thornhill, 2019) 

The utilised methodologies within this thesis have been so chosen based on the 

definitions from Saunders and Tosey (2013), and are explained as follows, other 

definitions and sources are highlighted where they provide additional justification: 

Philosophy – Pragmatism 

The problem which is being addressed within this thesis is a practical one, the 

primary issue being the lack of a structured assessment method. The focus of the 

thesis is producing an effective operational solution to the given problems, rather 

than exploring theoretical or philosophical questions. As such, pragmatism is the 

most appropriate methodological choice. 

Accordingly, the study in this case does not utilise a specific ontology or 

epistemology, focussing instead on a practical approach to the choices made. The 

focus of the work is on the practical applicability of the given solutions, as well as 

their real-world effect on the given domains of study and work. 

The researcher utilised different approaches as was required for the project and are 

explained below, rather than sticking to a singular approach. 
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Methodological Choice – Mixed Method Simple 

The research contained within this thesis requires both qualitative and quantitative 

practices. This is due to the requirement for insight into various aspects of the DF 

process, assessment of practitioner sentiment and technological assessment. 

Accordingly, the methodological choice in this thesis was Mixed Method Simple – the 

reason for this was that the work will cover qualitative methods in the literature 

review that was conducted, as well as the focus groups that have been held, 

following by quantitative methods that were conducted in the form of the survey and 

interviews that were conducted. As the sequence of these approaches was set, this 

is the most appropriate approach under the given definitions (Adeoye-Olatunde and 

Olenik, 2021). However, it was also appropriate based on the feedback from 

practitioners to include elements of experimentation and expert review later in the 

project, despite the fact that these were outside of this sequence, although this is 

not ideal, it was necessary for the project findings to be the most valid and 

acceptable as possible. 

Strategies – Action Research 

The development of the primary contribution in this thesis, that being the novel 

framework required collaboration with operational practitioners, with the developed 

gates being based on real-world requirements and refined through practitioner 

feedback. 

Accordingly, the primary approach that was adopted in this case was Action 

Research. However, during the course of the project it was necessary to adopt 

several other approaches as the research developed and findings were analysed and 

included within the thesis. The different approaches that were utilised occurred in 

the sequence that they are given below, with some exceptions where the research 

required, such as the combination of archival research and experiment that was 

required in Chapter 7.2 when it was discovered that the technical information 

required for appropriate testing of the PR Metric was not available. 

These approaches are documented below. 
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Archival research was used for the review of existing works and applications of ML 

to DF, and Action Research / Survey as professionals in the field will be used to 

develop the framework, and their opinion and input will be obtained via the use of 

surveys and interviews. 

Experiment, as well as archival research, will be used to test existing Digital Forensic 

implementations of ML to ascertain whether these already meet the created 

framework. 

Time Horizon – Cross-Sectional 

This thesis sought to obtain attitudes, requirements and concerns at a specific point 

in time to provide a practical solution for that time period. The objective of the thesis 

was to develop and validate a particular artefact, rather than examine changes over 

time. As such, this thesis is not longitudinal. This was considered as part of this 

research; however, this was discounted due to the time constraints of the 

participating organisations and the rapidly developing nature of the domains being 

explored. As a result, a cross-sectional study was determined to be the most 

effective within these constraints and allowed for a more effective study to take 

place with the artefact being developed being more streamlined and focussed on the 

developing problems that the domain is facing, and which are explored later in this 

thesis. 

Techniques and Procedures – Data Collection and Data Analysis 

The data collection conducted within this thesis, both quantitative and qualitative, 

will be structured to ensure that each of the specified aims are achieved, shown in 

Chapter 2.4.1. All data collected will be reviewed to ensure that it is scientifically 

valid and that therefore, any analysis of that data or conclusions drawn from it are 

valid. 

2.2 Objective / Strategy Mapping 
The following table (Table 4) shows the mapping of the objectives to the different 

research strategies: 

Table 4 - Objective & Methodology Mapping 
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Objective / Aim Method/Methodology Specific Information 

Aim Archival Research, Action 

Research / Survey 

Archival Research will be used to develop 

the requirements of the framework, 

supported, and enhanced by the input of 

real-world practitioners in the field of DF. 

1 Archival Research Archival Research shall be used to 

understand the existing issues and 

implementations as described. 

2 Archival Research & Survey Surveys and Questionnaires as well as 

interviews were appropriate will be used 

to develop the framework in conjunction 

with practitioners in the field. 

3 All All the given research methods will be 

used to develop the framework as this is 

the overall objective of the work – all 

actions are towards this point. 

4 Action Research & Experiment The framework will be deployed to real-

world professionals in the field to test 

whether it meets their requirements and 

would function in a real-world scenario, 

hence action research. 

Further, Existing Digital Forensic 

solutions and MLAs will be tested against 

the requirements of the framework to 

ascertain whether they meet said 

requirements, and whether the 

framework is applicable to relevant 

existing solutions. 

2.3 Research Approach 
The research approach adopted in this thesis was phased and made use of a 

deductive approach. Deductive was selected as this is the most appropriate for this 

thesis, in which the researcher started with a predetermined theory, in this case the 

hypothesis that was discussed in Chapter 1.6, and then sought examples towards or 
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away from this theory rather than starting from nothing and building the theory 

based on the findings (Young et al., 2020).   

The project was broken down into three phases, to ensure that there was a 

structured and methodical approach. 

These phases are explained below: 

- Phase 1 – Research 

The purpose of this phase of the research was to provide an academic basis for the 

project, explore existing problems and solutions in the field and to provide a practical 

basis for the problem domain selection, ensuring that the produced framework was 

suitable for the workplace, and was directed to the most appropriate domain. 

- Phase 2 – Development 

The purpose of this phase of the research was two-fold; 

First, to ascertain the current state of the use of automation within the DF field, 

making use of primary research and reviewing existing systems and procedures 

from within the Police Service, to determine the current state of automation within 

the DF domain. 

Secondly, to develop the actual framework and accompanying documentation, along 

with the novel PR Metric, that the project was intended to create. This was achieved 

in collaboration with serving officers from an English Home Office Police Force. The 

results of the consultations held with serving investigators were combined with the 

existing research and developments in the field of automation to construct a robust 

set of criteria that constitute a framework to move towards the acceptance of DF 

automation. 

- Phase 3 – Testing 

The testing phase of the project was intended to validate the artefacts that were 

developed within this thesis and takes two forms. 

First, the framework is tested by deploying this to experts in the field – the officers 

that provided consultation on the criteria to include within the framework, to ensure 

that it is suitable for their needs and is appropriate to be deployed. In addition to this, 
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expert review of the gate passing metrics was conducted to ensure that the 

guidance values provided were suitable and appropriate. 

Secondly, a series of existing automation tools were considered with the framework 

to ascertain whether these solutions passed the criterion provided, and whether the 

criterion themselves were applicable to those solutions. 

The PR Metric was then tested in the same manner, to ensure consistency and 

validity. 

The purpose of the testing phase of the research is to ensure that the product of the 

project is valid and is suitable for analysis and conclusions to be drawn. 

2.3.1 Project Management 
To ensure that the project was managed appropriately, several project management 

systems were researched, and an Agile management style was selected. 

The rationale for this being the selected project management methodology, was that 

the project would need to be adaptable to change, rather than adhere to a rigid and 

defined process that moved from one aspect to another, as is required for a Waterfall 

method (Thesing, Feldmann and Burchardt, 2021). 

This thesis relied heavily upon the input of professionals working in a changeable 

environment, that being the investigators and officers who would be responding to 

the surveys, and conducting the interviews and focus group required for the 

completion of this thesis. The nature of their work required a flexible approach as 

dates and times of actions may have to change at short notice, and the project could 

not always wait for them to become available again. 

As a result of this flexibility, the agile approach was determined to be the appropriate 

choice in this case, as it allowed for concurrent working on objectives (Thesing, 

Feldmann and Burchardt, 2021). 

To manage the project as it progressed, a Gantt chart was initially utilised to ensure 

that the relevant tasks were conducted in a timely manner, and that the overall 

project was kept relevant and was ran efficiently. A Gantt chart was selected as the 
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most relevant method of planning for this thesis as it is the best suited to a cross-

sectional, time limited project with a linear development pathway (Bianconi, 2024). 

An example of this initial Gantt chart can be seen in the below Figure 6: 

 

Figure 6 - Initial Gantt Chart 

However, as the project developed, this was found to be of little effective use to the 

management of the project.  

As such, the phased approach described above was adopted fully and visualised to 

assist the researcher in time management. This visualisation of each phase and how 

these phases interrelate is shown below in Figure 7: 
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Figure 7 - Project Management 

 

Following the completion of this phased approach, the thesis was written, checked 

and submitted. 
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2.4 Research Method & Research Design 

Within this thesis, there are several research methods that have been adopted. This 

approach consists of a combination of methods – including experimental, archival 

and action research, designed to obtain a range of quantitative and qualitative data, 

as explained in each element, found below and in Chapter 2.1. 

The approach for the research in this thesis, specifically in relation to the creation of 

the PR Metric and Framework artefacts, relies heavily on significant stakeholder 

engagement as the thesis places strong emphasis on co-creation and co-design. 

This is due to the thesis seeking to develop operational artefacts rather than purely 

academic constructs. 

As a result of this approach, practitioners from the DF domain were actively engaged 

throughout the research through focus groups surveys, interview and panels. The 

input from these actions was used to identify requirements, refine developed 

criterion and gates, and evaluate the suitability of produced artefacts. 

In addition to this, the adopted methods are explained per phase below: 

2.4.1 Phase 1 – Research 
This phase primarily encompassed the completion of the secondary research that 

was necessary to obtain the background and existing work in this area, as well as 

the existing legal and ethical constraints which would inform the later artefacts 

produced. 

Specifically, this involved the conducting of a systematic literature review, that is 

found in Chapter 3 to this thesis. 

Additionally, a focus group was conducted, which is explained within Chapter 1.3. 

The systematic literature review that was conducted in this thesis takes the form of 

Archival Research as defined in the Research Onion (Figure 5) and consists of a 

review of existing relevant and time-relevant research. 

The process that was followed to conduct this review is shown below in Figure 8.
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Figure 8 - Literature Review Process
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When conducting this review, there were several criteria that were placed upon the 

articles that were reviewed to determine relevancy to this thesis, these are shown 

and explained below in Table 5. 

Table 5 - Literature Review Criterion 

Number Criterion 

1 Peer-reviewed source – the material must be from an academically valid, 

peer reviewed, source. 

2 Relevant topic – The topic of the material must be relevant to the topic of 

this thesis, which is judged by the title and abstract. 

3 Relevant conclusion – The conclusion of the material must be valid and 

make a point or argument that is relevant to this thesis. 

4 Relevant and informative content which goes beyond the basic – the 

content of the material should not be a basic overview of a topic and 

should have some in-depth analysis. 

 

Only material that passes all criterion was used in this thesis, material that did not 

meet all the requirements was discounted. 

In respect to the age of the material, whilst this factor was considered, there were 

occasions wherein older material was required to demonstrate a particular issue; 

therefore, this was not counted as a set criterion. However, the age of the material 

was also considered when determining its relevance and whether it would be 

included in the work or not. In general, material that was over five years old was 

discounted, unless it was the only source of information or was particularly relevant. 

2.4.2 Phase 2 – Development 
In the second phase, the focus of the work moved to the creation of the framework 

itself, as well as the documentation for that Framework, and the PR Metric that was 

produced to work within it. 

There were several primary research methods that were employed in this phase; 
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- FOI Requests 

Freedom of Information (FOI) requests were sent to every police service in 

England and Wales (as defined by the Home Office) to ascertain if they have any 

specific information on the use of automation, ML or AI within Digital Forensic 

Investigations.  

It was decided that this request should remain broad to capture any use of 

automation, rather than focusing on image analysis as it is considered likely that 

any image forensics, or analysis, will be contained within a larger Digital Forensic 

Standard Operating Procedure (SOP) and keeping this broad will allow for ease of 

access to material.  

An example of the wording used in these requests has been included in the below 

Figure 9. 

 

Figure 9 - FOI Request Wording 

In the main, this is considered to be a quantitative method, the rationale for this 

being that the main objective of sending this survey out is to ascertain which forces 
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will respond, which have the information requested and which – if any – actually 

have policies and procedures in place to consider the widespread use of automation 

within DF. 

As such, the responses were quantitatively analysed to determine any statistical 

trends which would be of interest to this thesis.  Such analysis of the provided data 

was conducted via SPSS Statistics, using appropriate statistical methods.   The 

setup for the data entry via SPSS is shown below in Figure 10. 

 

Figure 10 - SPSS Variables Setup 

The explanation for each setting is as follows: 

+ Police Service is listed as Nominal as there is no defined order or category 

for this data, it is simply a list of names. It is set as a string as it is simply 

alphanumeric characters to denote the name of the organisation. 

+ The response is listed as a string as it is a response, there are set values 

given as follows: 

1 – No Response – If the organisation does not respond to the request for 

information 

2 – Refused – If the organisation responds but refuses to provide the 

information. Further notes will be recorded as the reason for the refusal as 

this can vary. 

3 – Response, no information held – If the organisation responds but states 

that it does not hold any information that is relevant. 

4 – Response, information provided – If the organisation responded and 

provided the information that is requested. 

This setting is shown below in Figure 11. 
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Figure 11 - Variable Setting within SPSS 

+ Refusal Reason – This is listed as a nominal string variable as there are 

several possible reasons, with no particular order, that a force may refuse to 

answer the questions that are asked, this has been coded to assist in analysis 

of the reasons for refusal, as follows: 

1 – Cost Too High – If the organisation states that the retrieval of the 

information requested, or if the identification of whether it exists, is too high 

and exceeds the statutory limits. 

2 – Public Interest – If the organisation determines that the release of this 

information would be detrimental to law enforcement or is not in the public 

interest 

0 – Not Applicable – If this code is not required 

This setting is shown below in Figure 12: 

 

 

Figure 12 - Variable Setting within SPSS for Refusal Code 

+ Sent – This is logged as a date variable, as the logical setting. 

+ Notes – This is listed as a string as several notes will be recorded here for 

auditing and analysis purposes 
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[Sent and Notes had no analytical value; these were for monitoring and 

auditing purposes] 

The findings of this method are explored and analysed within Chapter 4. 

- Survey 

Following the dissemination of the FOI requests, a targeted survey was disseminated 

to serving officers of an English Home Office Police Force, outside of the SFP which 

is discussed in Chapter 1.3. This force has not been named due to privacy concerns 

from the officers involved.  The purpose of following the FOI requests up with a 

targeted survey was to obtain more specific and detailed information, from 

individuals who are dealing with live investigations in a real-world setting. The 

combination of this data, as well as the FOI request data, ensures that the analysis 

conducted on this data contains both organisational and individual input. 

For the survey, it was decided that specific units would be contacted regarding this, 

to ensure both a large enough response rate as it is believed that a targeted survey 

to specific units will avoid respondent apathy and prompt a larger response rate.  

The specific units that were used have not been identified within this thesis in order 

to protect participant anonymity. However, all units which participated work in 

relevant areas to the project and conduct investigations which heavily rely on image 

analysis within the DF field or conduct forensic analysis and review of image files 

from seized suspect devices. 

The survey that was sent was designed to be completed in a short order (around five 

minutes) and was comprised of yes/no or short form answers. Whilst it is accepted 

that this produces questions that are mostly closed in nature, limiting participant 

input in some respects, ensures, as much as possible, the highest possible response 

rate whilst ensuring that the responses can be analysed in an appropriate fashion 

and the minimise the time impact on the participants, with the aim of keeping a high 

response rate.  

The survey was disseminated using Microsoft Forms so that it could be distributed 

online, ensuring that staff who are working from home or who are on leave when it is 

sent could access it when it suits them.  

A four-week response period was given to ensure that there was sufficient time for 
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officers to respond to the information, whilst also ensuring that the research 

proceeded at an acceptable pace. 

As before, the results of this survey were recorded and analysed using the SPSS 

software. All ethical considerations will be given to the dissemination of the survey 

in line with university regulations, participants will be fully anonymised to all parties, 

no personally identifiable information was recorded, and all participants were 

provided with a full information sheet at the time of signing up. 

The information sheet that was presented to participants on accessing the survey is 

shown below, as Figure 13 (Sample) – The full copy of the information sent to 

participants is shown below in Appendix 3. 
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Figure 13 - Survey Information Sheet 

The full question list of the survey that was disseminated is contained within 

Appendix 3, and what follows is an explanation as to the questions that were written, 

and their rationale: 

Questions 1 – 6 encompass consent and participant information necessary for the 

administration of the survey and analysis of the results. 

Questions 7 – 19 constitute the topic-relevant data collection questions. 

Question 7 – Age 

This question is designed to investigate whether there is any link between age and 
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the embracing of technology within investigations and ascertain whether there is any 

trend around developing investigative strategies. 

Question 8 – Length of Service 

This question is similar to Question 7 – the intent with this question is to ascertain if 

there is any trend towards acceptance of technology or not when compared with 

experience and length of service. 

Question 9 – Image Analysis 

This question is designed to ascertain whether the participant had any experience in 

the domain that is under investigation. Participants that answered this question 

negatively would be discounted from inclusion in the study, as relevant input is 

required. 

Question 10 – Awareness of ML and AI-based automation 

This question is intended to ascertain whether investigators are aware of the use of 

automation within their investigative strategies, and organisational policies. This 

also covers whether investigators are even aware of the technological possibility of 

this type of automation, as well as the use of it in live investigations. 

Question 11 – Tool awareness and Use 

This yes/no question is designed to ascertain whether real-world investigators are 

aware of the application of the concept asked about in Question 10. 

Question 12 – Use of Tools 

This yes/no question is designed to assist the author in ascertaining whether 

investigators, who have answered whether they are aware of the existence of tools in 

Question 11, are aware of the actual implementation of these tools in real world 

investigation. This is designed to support any analysis of tools in later chapters in 

determining whether automation is actually used in the DF domain, as opposed to 

whether this is simply an academic awareness or whether the increase in 

technological capability is already resulting in real-world improvements. 
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Question 13 – Frameworks and Minimum Standards 

This yes/no question is designed to support the identified research gap in this thesis, 

and the subsequent contribution to know that is defined in Section 1.11 and Table 2. 

Any positive responses to this question will be subject to analysis to ascertain what 

moves have been made in the field to define a set of minimum standards for the 

application of automation to the DF domain. The results of this question, and 

analysis of subsequent identified systems, will assist in the development of the 

resulting framework for this thesis. 

Question 14 – Specific Tools 

This question is intended to assist the author in identifying automation tools that are 

currently in use with the DF domain, to support any findings and analysis from the 

Systematic Literature Review (SLR) found in Chapter 3. 

Additionally, the results of this question will allow the researcher – through 

investigation into the named tools – to ascertain the currently used definition of the 

term automation as held by the real-world investigators asked within this survey. 

Question 15 – Willingness to make use of automation 

This question is designed to in-part investigate the hypothesis found in Chapter 1.6.  

The purpose of this question is to ascertain whether investigators would be willing to 

make use of ‘True Automation’ within their investigations. 

Question 16 – Would a framework be of use in changing attitudes? 

This question is designed to continue the investigation into the hypothesis given in 

Chapter 1.6. 

The question is designed to ascertain whether real-world investigators are willing to 

consider adopting ‘True Automation’, should the framework produce in this thesis 

become mainstream in application and use. It is also designed to ascertain whether 

a framework would be of practical use in changing the opinion of those who 

answered negatively to Question 15. 

The results of this question, as well as Question 15, will also provide credibility and 

relevance to the findings of this thesis as a whole, as well as provide relevancy to the 

selection of the problem domain. 
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Question 17 – Willingness to rely on automated tools 

This question differs from the previous ones in that it is asking whether investigators 

would be willing to rely on the results of automation, rather than simply make use of 

a tool as part of an investigative strategy. 

This question is important in defining the distinction between the use of a tool and 

reliance on the results of such analysis. 

The results of this question are designed to move towards answering several points 

from within Chapter 1 of this thesis. 

Question 18 – Concerns regarding reliance on automation 

This question concerns the framework that is the titular element of this thesis and 

serves to assist in the identification of any concerns that are held by real-world 

officers, to ensure that these are addressed by the eventual end-product of this 

thesis. 

This question is designed to support the findings of the later stage interviews, and 

provide a basis for testing and validation analysis of the provided work. 

Question 19 – Framework Requirements 

This question is designed to begin the process of considering the criteria that are 

required for the titular framework of this thesis. 

The question is designed to support the later interviews conducted in this thesis and 

ensure a wide scope of responses including those that could not participate in those 

interviews. 

Once the survey had been disseminated and results obtained, they were entered into 

IBM SPSS Statistics dataset, in the same manner as the previous FOI requests. 

The codification and variable entry for this is shown below in Figure 14: 
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Figure 14 - SPSS Survey Variables 

Most questions, as explained above, in the survey are – by design – Yes/No. This 

was intended to maximise the number of responses by minimising the amount of 

time taken for the completion of the survey.  

In relation to SPSS itself, the rationale for each variable selection in this case is as 

follows: 

- Image Analysis through Framework Acceptance is listed as a nominal string 

with 1 – Yes and 2 – No coding, as these are – by design – Yes/No questions- 

they are recorded using nominal measures as there is no inherent order or 

ranking and Yes/No responses are categorical. 

- The Concerns and Framework responses are also recorded in the same 

manner; however, these are longer strings as the themes are recorded here 

for later thematic analysis rather than statistical. These have been kept in the 

same document for ease of reference and analysis. 

 

The analysis of the results of this survey can be found where it is relevant, and 

primarily in Chapters 4, 5 and 6. 

- Interviews 

Following completion of the surveys in relation to this thesis, the relevant 

information was extracted as shown in the results that are discussed later in this 

thesis. 

It was then necessary to consider the selection of the criterion that would make up 

the titular framework for this thesis. 

In relation to the survey, by the nature of the questions that were asked, by design, 

and explained above – the results of the disseminated surveys were quantitative in 
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nature, which provided a good basis for analysis as later described, however, for the 

determining of the criterion itself, and to allow for a deeper understanding of the 

particulars of investigations, the use of tools and the concerns and requirements of 

real-world officers, qualitative data was required as this provides opportunity for 

deeper-level thematic analysis of data and more thorough understanding of 

underlying issues around a topic than quantitative analysis alone will allow (Isselé, 

Heinze and Fenton, 2024). Additionally, it is known that making use of qualitative 

interview strategies to support and supplement quantitative analysis can yield a 

deeper understanding of a problem domain and the problem being investigated 

(Adeoye-Olatunde and Olenik, 2021). 

To achieve this, it was determined that the most appropriate method would be to 

conduct semi-structured interviews. To ensure that these interviews were properly 

and effectively conducted, the “Seven Steps” approach found within Adeoye-Olatunde 

and Olenik (2021) was taken, and is shown below in Table 6: 

Table 6 - Seven Steps Approach (Adeoye-Olatunde and Olenik, 2021) 

Step Sub-Topic 

1 - Assess appropriateness of the 

semi-structured interview: Best 

method to address research 

objective(s)? 

None 

2 - Sampling and Participant 

Recruitment 

2a – Sampling Approaches 

2b - Recruitment 

3 - Data Collection Design 3a – Developing the semi-structured interview guide 

3b – Collecting participant demographic information 

 

4 – Conducting the interview, 

transcription, and data 

transmission and storage 

4a – Preparation and training 

4b – Interview modality and recording considerations 

4c – Transcription and Checking 
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4d – Securely storing and transmitting data 

5 – Data Analysis 5a – Coding and Theme identification 

5b – Establishing rigour 

6 – Drawing conclusions None 

7 – Reporting Results 7a – Reporting Guidelines 

7b – Data Displaying 

 

In accordance with the “Seven Steps” strategy, targeted interviews were designed 

and conducted under the following strategy which addresses the points raised in 

Table 6. 

Participants were selected from units that had been involved in the completion of the 

survey, to ensure relevancy to the project, and had the appropriate experience and 

knowledge in the relevant areas so that they could comment in a realistic manner. 

The interviews were conducted live and in-person to allow for more in-depth and 

personal conversations to take place, as this is preferable to online interactions 

wherein participants can feel less comfortable (Guest et al., 2020). 

The interviews were arranged with the unit supervisors and were conducted on the 

same day to ensure that there was no crossover of participants.  

All participants in the interviews were anonymised via the implementation of a 

numbering system, with only the researcher having access to the participant 

mapping document. The sole purpose for the recording of participant names was to 

ensure that should a participant wish to withdraw; their data could be removed at 

any time without concern that data was erroneously included or removed. 

All results were recorded on individual answer sheets, which were marked with the 

participant number only. The researcher recorded the responses directly onto the 

documents as they were given.  

There was no audio, nor visual, recording that took place during the interviews – the 

rationale for this was that several participants had expressed a concern about this, 
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and so it was decided that the only record would be the paper document to ensure 

maximum participation. 

Further, the written recording of the responses allowed for a more concise 

documentation process, to ease the act of extracting key themes from the 

responses, without the need to review several hours’ worth of video documentation. 

The ethical requirements of the process were addressed, with a specific information 

and rights sheet being given to every participant which clearly outlined the rights and 

entitlements of the individual as a participant.  

The complete blank documentation for the interviews can be found under 

Appendices 4, 5, 6 and 7. 

The actual conducting of the interviews took the form of a semi-structured interview. 

This approach entailed the preparation of an interview ‘guide’ which included 

structured questions written in open-ended style, whilst these provide the researcher 

with a guide as to the main points that are needed for the interview to be successful, 

the intention is not that the guide is stuck to in verbatim fashion as the focus of the 

style is on the natural conversation flow of the interview (Adeoye-Olatunde and 

Olenik, 2021). 

The guide that was prepared for this can be found under Appendix 5. 

The rationale for this method being selected is that it is accepted as being favoured 

for the collection of data when the purpose is to obtain an individual viewpoint rather 

than a generalised comprehension of a particular domain or question (Adeoye-

Olatunde and Olenik, 2021). 

The actual questions that were asked during the interviews are shown in the above-

mentioned appendices, however, the rationale for each question is shown below; 

- Question 1 – Would the investigator consider the use of ‘True Automation’ in 

investigations 

The intention of this question is to ascertain more detail regarding current levels 

of confidence that investigators have in automated tools and their use in 

investigations. The intention is to make use of the answers from this question to 

support earlier assertions within Chapter 4 of this thesis.   
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Further, the questions serve to direct the conversation flow of the semi-

structured interview into the domain of automation and allows the researcher to 

ascertain the level of understanding on the part of the interviewee. 

- Question 2 – Concerns regarding automation in investigations 

This question serves 2 purposes; the first being that the answers will support 

earlier answers that were provided and secondly would allow the researcher to 

conduct further thematic analysis on the answers to ensure that the produced 

framework within this thesis addresses the primary, and most common, concerns 

that are held by investigators, increasing the validity of subsequent testing and 

validation of the produced framework. 

- Question 3 & 3a – Requirements of a framework for assessing automation-

based DF Analysis tools 

These questions are the primary focus of the interviews that were undertaken. 

These topics allow the researcher to ascertain what investigators in real-world 

environments would need from the framework, and what they would expect to 

see from any set of minimum standards that would be included in that 

framework, to most appropriately move towards the objective of accepting the 

use of ‘True Automation’ within DF analysis of image files.  

Additionally, the responses to these questions would enable a confirmation that 

the interviewee had understood the purpose of the research, and the nature of 

the framework that was being designed by their responses. 

Finally, the responses to these questions would allow an understanding of the 

format and style of the framework that the investigators would need to see to 

ensure that they understood the criterion and to ensure that the work was usable 

in a real-world environment. 

In order to ensure that the potential for confusion over the nature of what was 

being said by both researcher and interviewee, question 3a was designed to 

provide opportunity for expansion and clarification of points that were made. The 

findings of this question were also designed to extract any additional detail that 

the interviewee could provide on the domain under investigation. 
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- Question 4 – Would the existence of such a framework provide investigators 

with the confidence to rely on automated tools that have passed? 

This question is designed to ascertain whether, at the earliest opportunity, 

investigators would be willing to engage with the technology, should this 

framework be successful at meeting their criteria. The purpose of asking this 

question is to investigate the hypothesis in this thesis, and to assist in 

determining real-world validity of the work, and the produced framework. 

Following the completion of these interviews – the results were entered into IBM 

SPSS as with the previous research elements. Other software was considered for 

this such as NVIVO for qualitative elements to the survey, however, the lack of 

personal information being recorded in this case led to the conclusion that SPSS and 

a quantitative approach was the more suitable option in this case. 

The following describes the codebook that was created in order to enter the data 

under the correct measure; 

- Question 1 – This question relates to whether the investigator would be 

willing to make use of automation in their investigations in any way – this, by 

design was a Yes/No question and therefore is coded as having a nominal 

measure as there is no inherent order, and makes use of a 1 – Yes, 2 – No 

coding as previously used for ease of data entry. 

- Question 2 – This question is concerned with recording the themes that arose 

from the interviewee being asked about the concerns that the interviewee 

would have around the use of automation in their investigations. This is 

recorded as having a nominal measure as there is no inherent order to the 

responses, which were subject to thematic analysis by the researcher and the 

themes identified recorded – hence a string was determined to be the most 

suitable type for the data. 

- Question 3 & Question 3a – These questions revolved around the 

requirements that investigators would place upon the framework that was 

being discussed. As with the previous question, this was determined to be a 

nominal string value as there was no inherent order, and the themes were 



Automated Digital Forensics – Towards acceptance of Machine Learning and Artificial Intelligence-based automation within forensic analysis of image files 

 

56 
 

being recorded based on the analysis of the researcher to the answers that 

were given and recorded as described above. 

- Question 4 – This final question was asking the interviewee if the creation of 

the framework in this thesis would be a suitable solution to the concerns that 

they have around the use of automation in their field. This was also a Yes/No 

question and so, as with Question 1, a nominal measure was selected with a 

coded 1 – Yes, 2 – No string type. 

The codebook for this is shown in the below Figure 15: 

 

 

Figure 15 - Interview Codebook 

Appropriate coding for the answers obtained in these semi-structured interviews 

was vital for the proper implementation of the thematic analysis of said results 

(Adeoye-Olatunde and Olenik, 2021). 

The results and analysis for the conducted interviews can be found primarily within 

Chapter 5 although there are references to this within several chapters as they are 

found to be relevant for inclusion. 

Additionally, to the above, additional thematic analysis was conducted on the survey 

and focus group stages of this thesis, and the relevant themes identified from the 

relevant questions included as described in Chapter 5. 

2.4.3 Phase 3 – Testing 
In the final phase of the work, the completed framework and proposed PR Metric 

were tested via focus groups and technical testing to determine both its real-world 

validity against the expectations of the interviewees, as well as against existing 

accessible tools. 

The results of this testing were then subject to analysis to bring the work to a 

conclusion. 

- Action Research – Focus Group and Expert Validation 
In this phase of the testing – the produced framework was deployed to real-world 

officers and investigators. To ensure that the participants of this research were 
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appropriate in terms of their experience and knowledge, the same units and officers 

who were involved in the interviews that had been conducted earlier in the work were 

asked to conduct this testing. 

The format of the testing was that the framework, and accompanying 

documentation created within Chapter 5 were shown to the relevant officers of the 

units in question – the framework was showcased by the researcher, along with an 

explanation of the criteria and assessment of tools that were put through the 

framework.  

Following this showcase, a focus group was conducted with the officers to ascertain 

their views and feedback on the produced framework, and the criteria contained. 

The ethics of this focus group was considered, and the following actions were taken:  

 

- A full information and rights sheet was prepared and disseminated to 

participants. This is shown in Appendix 6. 

- No personal information was obtained nor recorded as part of the focus 

group – all responses were recorded as group discussion points to ensure 

that no single participant was singled out. 

- All required University ethics forms were completed as found in Appendix 2. 

 

The rationale for this method being undertaken, as opposed to other methods such 

as conducting of a survey or questionnaire for feedback was that the officers 

involved have limited time available, and substantial amounts of this had already 

been requested in the completion of the earlier aspects of this thesis. Therefore, the 

researcher decided that this approach allowed for the maximum possible retention 

of respondents by condensing the feedback session to a single event and attempted 

to ensure that the highest number of requested officers responded by having the 

feedback take place at the same event. 

Additionally, this format allowed the officers to ask questions of the researcher and 

to gain a deeper and more accurate understanding of the produced framework, 

rather than the potentially more limited information that could be shared remotely. 

Additionally, this allowed the participants to provide the required feedback at the 
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time of the session, rather than risking either the officers running out of time to 

review before the focus group and either not participating or providing unreliable 

data. 

By the same token, this strategy was designed to be short form in the requested 

answers, with minimal input required from the officers. The questions that were 

asked, as shown below, were designed to provide the most relevant information to 

the researcher, whilst taking the shortest amount of time for the respondent to 

discuss and input. 

As a result of these considerations, it was decided that this focus group style of data 

gathering, making use of primarily qualitative responses, with opportunity for 

additional detail in provided responses, was the most appropriate and effective at 

ensuring that the most reliable, and widespread, responses were obtained. 

In this phase of the research, personal information from the respondents was not 

required, as all participant profiles had been checked for relevance by the earlier 

methods. Therefore, no personal information was requested, required nor recorded 

as part of this phase of the research. 

The specific questions that were asked during the Action Research testing phase of 

this thesis are found in Appendix 7, this semi-structured script is for the researcher to 

use to guide the conversation to the relevant domains. It is not designed for 

participants to read directly. The rationale for the domains that have been selected is 

as follows. 

Domain 1 – Relevance and Applicability 

The purpose of the inclusion of this domain is to ascertain the participants thoughts 

on whether the created framework is relevant to their field of work. 

The domain inclusion safeguards against the possibility of the researcher having 

misunderstood, or misrepresented, the concerns that were found throughout the 

previous methods – creating a framework that does not map to real-world 

investigations, or which is not applicable to the scenarios that investigators would 

find in real-world cases. 

Domain 2 – Practicability and Feasibility 
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The purpose of this domain’s inclusion is to ascertain whether the developed 

framework is applicable to real-world investigations, and whether the format and 

selected criterion are usable and suitable for real-world scenarios. 

Additionally, the domain allows for the investigation of whether there are any 

additional operational factors that would influence the framework and its suitability 

for deployment. 

Domain 3 – Usability, Effectiveness and Confidence 

The purpose of this domain’s inclusion is to investigate the stated hypothesis within 

this thesis and ascertain whether the creation of the framework in this thesis has 

had an actual impact on investigator’s confidence in making use of ‘True Automation’ 

within their criminal investigations. 

Additionally, the domain also allows for the investigation of the understanding of the 

participants, and how effective the framework is at explaining technical concepts 

and implementations to non-technical individuals who would have to make use of 

the framework in live investigations, and the subsequent court cases. 

Domain 4 – Feedback and Improvements 

This domain’s exploration within the focus group allows for the improvement of the 

produced framework in response to the review and input of practitioners in the field 

and also increases the credibility of the framework by allowing for the researcher to 

respond to this feedback in correcting any errors or issues that are located. 

In addition to the above, additional expert validation was conducted on both the gate 

passing metrics that were produced as part of the framework design, as well as the 

PR Metric. 

The Gate passing metrics were assessed by a single expert reviewer, who had 

experience and knowledge in both the legal and technical domains, as explained in 

Chapter 6.3.2. The rationale for this is included in that chapter. The feedback from 

that review was then adopted into the metrics to ensure validity and applicability, as 

well as assessing whether the passing metrics could be understood and the levels 

agreed with. 
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Finally, the PR Metric itself was assessed by expert review before technical testing. 

This is explained in Chapter 7.1, with the rationale being in that chapter. 

The purpose of this testing is to ascertain whether the metric was understandable 

and clear, but also whether it achieved the stated aim of making the existing 

complex technical metrics easier to understand and assess themselves. 

Additionally, the testing with the expert allowed for assessment of whether the new 

metric could be easily calculated and whether the actual output was understandable 

in and of itself. 

- Technical Testing 
The final phase of testing within the work was the Technical Testing method. 

This involved the selection of several available tools under specific criteria; 

+ Accessibility 

The tool had to be accessible to the researcher with no paywall to the automated 

analysis that it could conduct. 

+ Function 

The tools had to have a function, which was relevant to this thesis, that being some 

form of image analysis. 

+ Automation 

The tool had to have some element of ML or AI-based automation in their function. 

Once the tools had been selected, each one was independently run through the 

framework, either as a paper-exercise where statistical data was required, such as 

accuracy analysis, or practically where this was required. 

This is explained and analysed in Chapter 6.3 of this thesis. 

The purpose of this testing was two-fold; 

Firstly, the experiments ensured that the framework was applicable to real-world 

tools that are being developed. This meant that, in combination with the feedback 

from the professionals in previous steps, the framework was applicable to both the 
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user side of analysis in the law enforcement domain, and the industry side in that the 

criterion was applicable to the most recent developments in tools. 

Secondly, this allowed for an investigation into whether some basic and accessible 

tools could actually pass the framework or not, which could provide some insight 

into any discrepancy, or congruence, between the current state of technology and 

the requirements of end-users. 

2.4.4 – Testing Metric Summary 
The testing that has been conducted in this thesis is covered in the relevant Chapter 

6l for the framework and Chapter 7 for the PR Metric. 

Summaries of this testing can be found in Chapters 6.3.1.4, 6.3.2.2, 6.3.3.4, 7.1.3 and 

7.2.3. 

2.5 Chapter Summary 
This chapter has established and justified the methodological approach adopted 

within the research conducted in this thesis. The chapter has demonstrated the 

suitability of a pragmatic, mixed-method design for investigating the acceptance of 

automation within DF. 

The chapter has also defined the phased research strategy used to collect, analyse 

and validate data from both practitioners and existing literature, ensuring alignment 

with the research objectives and overall research aim of the thesis. 

 

As such, the chapter provides the methodological foundation for the development 

and evaluation of the proposed framework and PR Metric, ensuring that the findings 

are supported by structured, transparent and defensible research processes. 
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3.0 Systematic Literature Review 
The following section will present a systematic literature review, utilising the 

methodology and method described in Chapter 2.4.1. 

The chapter seeks to answer questions surrounding the project, such as why there is 

a need for increased efficiency within the DF domain, and how automation 

technology is already being used within the DF domain. Additionally, the chapter 

explores the existing frameworks, regulations and structures within the domain. 

The chapter then ends with an analysis of the research gap that this thesis seeks to 

address. 

Specifically, this chapter seeks to answer Research Questions one and two, 

Research Objective one and Contribution to Knowledge six. 

3.1 The Need for Increased Efficiency in Digital Forensic Analysis 
The field of DF has seen a documented requirement for an increase in efficiency for 

almost 20 years, as shown by (Rogers and Seigfried, 2004), who found that at that 

time, there was a documented increase in public reliance on technology, and that 

this shift was straining the existing law enforcement processes, in particular human 

resources. Despite this fact being first identified in 2004, the issue has remained at 

the heart of Digital Forensic development since this time, to present day (Sunde and 

Dror, 2019; Hall, Sakzad and Choo, 2022; Patil et al., 2022). 

The specific issues that have led to the requirement for an increase in efficiency are 

the reliability and timeliness of analysis, and the growing number of devices that 

require such an analysis during a forensic investigation – among others (Gentry and 

Soltys, 2019; Jarrett and Choo, 2021; Hall, Sakzad and Choo, 2022). A key additional 

consideration is the changing face of criminality. Recent developments have shown 

deep concern amongst UK judiciary regarding the use of DeepFakes both as a 

source of criminal action in the creation of illicit pornographic content of children or 

non-consenting individuals, or as a means of disrupting evidential chains with the 

creation of fake evidence (Hawkins, 2025). 

It must also be considered that, whilst at the initial developmental period of DF it 

was considered to be a peripheral problem (Rogers and Seigfried, 2004) for Law 
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Enforcement, this is not the case in the modern world. The requirement for Digital 

Forensic efficiency and improvement is a multi-agency problem which affects the 

entirety of the Criminal Justice sector (Dardick and Lau, 2005), a key problem with 

approaches taken since this first identification is that although this fact has been 

known for over seventeen years, there is still a lack of a truly cohesive and unified 

approach to DF. The focus still being on the technical side of analysis (Bhatt and 

Rughani, 2017; Mohammad and Alqahtani, 2019). 

This is not to say that other aspects have been ignored, as there have also been 

attempts to improve the knowledge of cyber-investigators (Hunton, 2011), as well as 

research and proposals to move the view of the DF field to be process-driven, even 

cloud-based – even going as far as to change DF to be DF as a Service (DfaaS) (Du, 

Le-Khac and Scanlon, 2017). However, these attempts have been unsuccessful as 

shown by the fact that the same issues persist and are in fact increasing year-on-

year (Butterfield et al., 2018; Sunde and Dror, 2019).   

This issue was investigated further in 2021 by the researcher in this thesis via a 

survey disseminated to serving Police Officers from within an English Police Force – 

this thesis is described in Appendix 8; however, this did show that these same 

concerns are still an issue with real-world practitioners. 

As can be seen from the results below, of seven officers surveyed, 71.4% were 

concerned by the number of devices that are being submitted for analysis during 

investigations (Figure 16) and 100% were concerned by the amount of time taken for 

the analysis of Digital Forensic sources (Figure 17). 
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Figure 16 - Number of Officers Concerned about the number of devices being submitted for analysis 

 

Figure 17 - Number of Officers concerned about the length of time being taken for analysis 
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3.2 Machine Learning Algorithms and Artificial Intelligence 
In response to the above issues, there has been a recent shift in the focus of the Digital 

Forensic community towards the implementation of ML, AI and automation within 

Digital Forensic analysis tools (Jarrett and Choo, 2021), as well as across the Cyber 

Security landscape (Geetha and Thilagam, 2021). 

This shift will be discussed in the next chapter to this thesis, however, before this is 

addressed the broad definitions of the technologies that are being discussed will be 

given, although an in-depth analysis is beyond the scope of this thesis. 

The terms AI and ML will be used extensively in this thesis, and although they are often 

used within the same context, they refer to disparate and distinct technologies that 

perform different functions, and which operate in very different ways. An example of 

this, and how the different technologies interact is shown below in Figure 18. 

 

 

Figure 18 - AI and ML Venn Diagram (Malandruccolo, 2024) 

For the purposes of this thesis, the definitions that are being used relate to: 
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Artificial Intelligence (AI): A system that is designed, as far as is technologically 

possible, to mimic human intelligence and perform tasks that would require analysis, 

and some decision making, rather than relying solely on prediction of future events 

based on previously seen data. Within a DF context, AI is generally used to refer to 

technological solutions that mimics any intelligent behaviour rather than repeating 

the same actions as would be seen in an RPA solution (Malandruccolo, 2024). 

Machine Learning (ML): A subset of AI technologies which make use of Machine 

Learning Algorithms (MLA) that have been trained on specific datasets to predict 

outcomes from learned patterns within the data that has been used for training. 

Within DF context, ML is used to describe technologies that perform tasks that are 

beyond RPA solutions, but do not require analysis and perform based on previously 

established examples (Malandruccolo, 2024). 

 

Figure 19 - Machine Types and Techniques (Sarker, 2021) 

In general terms, the different types of ML techniques shown above (Figure 19) can be 

described thus: (Definitions used in this table (Table 7) are found in (Sarker, 2021)): 

Table 7 - Machine Learning Types (Sarker, 2021) 

Learning Type Model Building 

Supervised Task-Driven – Learns from labelled data 

Unsupervised Data-Driven – Learns from unlabelled 

data 

Semi-Supervised Combined Approach – learns from both 

Reinforcement Environment-Driven approach – Learns 

from reward or penalty 
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ML and AI have seen a recent surge in use and popularity, as evidenced by the rise of 

ChatGPT, OpenAI and other generative-text systems (Khalil and Er, 2023). This has 

taken the field of AI and ML to higher levels of public awareness, however, even 

without this increase in popularity, ML was being used within some tools to assist in 

a range of areas of DF (Qadir and Varol, 2020). 

The manner in which these tools are assessed is discussed in depth within Chapter 

5.3. 

3.3 The use of Machine Learning and Automation in Digital Forensics 
The response to the issues that have been raised within DF as well as the wider 

criminal justice (CJ) sector, and shown in the previous chapters, was codified as far 

back as 2004, wherein Rogers (2004) said that the solution to the issues was the 

creation of tools. The authors in that work show that the primary method of 

increasing DF reliability and credibility, was the development of specific and tested 

tools for the assessment of digital evidence sources. 

However, the work also pointed out that there was little focus on scientific rigour 

during the development process of the tools as well as the methods used to employ 

them in a real-world environment, this so-called “ad-hoc” (Rogers and Seigfried, 

2004) approach led to concerns over the reliability of DF process and examination. 

Their solution to this being the increased judicial scrutiny of such procedures. 

Despite the age of this initial research, it has been repeatedly stated within the field 

that the development of tools is the main solution to the problems – as shown in 

(Luciano et al., 2018; Gentry and Soltys, 2019; Sunde and Dror, 2019), with the recent 

technological advances of automation and ML being highly desirable (Sikos, 2021). 

This continues to be a concern presently, with the 2025 ACE conference showing 

that a need for verification and testing of automated tools still remains (Hawkins, 

2025). 

Despite the length of time that these issues have been known, it is only recently that 

the research into this area has started to include bleeding edge automation 

technology. 
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Although the field of DF has not yet fully embraced the developing area of ML and AI 

in conducting forensic analysis of technical data sources, image files and evidence, 

there are limited advances in this area – Jarrett & Choo (2021) found that in 

response to the issues facing the DF landscape, there has been a recent move to 

include AI powered technology within the analysis that is conducted on Digital 

Forensic sources, a trend which has continued with more and more AI and ML based 

solutions being developed to solve a range of Digital Forensic solutions, freeing up 

investigative time and attempting to tackle the highlighted issues of time and 

volume (Shahzad et al., 2022). 

This shift has also been seen in the wider policing and law enforcement sector 

within the UK, with new platforms being developed and implemented at a rapid pace. 

This can be seen with large scale projects such as Project Nectar within 

Bedfordshire Police utilising Palantir Foundry’s AI platform to provide both law 

enforcement specific gains in detecting criminality, as well as improving back office 

efficiency (EMSOU, 2025) and the development of application suites and platforms 

to improve the ease of access to technology from within policing through specific 

approaches such as Tackling Online Exploitation (TOEX) (Thacker, NO DATE). This 

approach is also codified within the 2026 government white paper on Policing, which 

creates the intention to develop nationalised AI policing capability, as well as 

improve operational policing through the use of novel technologies (Home Office, 

2026). 

Specific uses of ML in DF include in relation to the analysis of images to achieve 

specific objectives, such as the age analysis in the case of child abuse images 

(Qadir and Noor, 2021) and the analysis of images to detect nudity (Platzer, Stuetz 

and Lindorfer, 2014). There have also been studies which have sought to use ML to 

locate evidence from within an imaged systems filesystem (Mohammad and 

Alqahtani, 2019), and to locate malware and ransomware from within volatile 

memory and virtual machines (Cohen and Nissim, 2018) – some specific uses for 

ML have been reviewed and summarised in Appendix 3. 

Despite the uses of ML being showcased, it is repeatedly stated that the uptake of 

ML in the field has been slow and that progress is often impeded (Jarrett and Choo, 
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2021), with much of the automation allowed being for menial data based tasks, 

leaving human review to undertake more complex and time-consuming measures (Al 

Fahdi et al., 2016). 

3.4 Existing Works and Tools 
Following the above considerations, a review was conducted of existing tools within 

the DF domain which make use of ML or AI-based automation in their function, with 

special consideration given to tools which undertake image analysis as part of their 

function. 

These tools are described below; 

- SkinSheriff (Platzer, Stuetz and Lindorfer, 2014) 

This tool makes use of Support Vector Machine (SVM) analysis with a specific 

objective of detecting nudity within provided images. 

- Child Abuse Image Database (CAID) (UK Gov, 2024) 

This tool is a centrally held and maintained databased of child abuse image 

HASH functions, which has been in operation since 2014. This database holds 

the MD5 functions of known Child Sexual Abuse Material (CSAM) and allows for 

Forces to upload hash values of located and graded images as well as 

comparative searching of hash values to locate images of offence.  

Whilst this is not an automated solution, it shows how technological solutions 

are currently being implemented.  

There are similar other databases in use worldwide, such as the S21 Global 

Alliance Database (GAD) (Semantics 21, 2025), however, CAID is the most 

commonly accessed amongst UK law enforcement agencies and therefore this 

is the entry that has been included here. 

- Magnet GriffEye (GriffEye, 2020) 

The GriffEye tool by Magnet Forensics makes use of AI and ML systems such as 

Brain and Thorn.AI to conduct the processing and analysis of large image and 

video collections. The tool makes use of AI classifiers to detect CSAM and other 

defined objects automatically. 

- Magnet Axiom (Kim et al., 2025) 

Axiom is described as a digital forensic examination platform which utilises the 
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Magnet.AI engine to categorise messages that have been obtained from a 

digital evidence source.  

Although the tool is not used for the analysis of image files, it has been included 

here to show the breadth of tasks that can now be performed by automated 

solutions. 

- EnCase (OpenText, 2026) 

The EnCase software is one of the most well-known DF solutions in use. The 

software provides a range of DF functions, including AI-powered image 

classification for the identification of CSAM as well as other defined features. 

- Amped Five / Authenticate (Amped Software, 2026) 

The Amped Authenticate software is one of the most well-known software’s in 

use for image analysis. The software is used commonly for the detection of 

deepfake imagery that has been generated using Generative Adversarial 

Network (GAN),   

- Semantics 21 (S21)/Laseri (Stella Polaris, 2021) 

S21 is a tool for the mass categorisation of CSAM videos as well as victim 

identification algorithms. 

The above research showcases the breadth of tools that are being developed using 

automation technologies, and how this is being used within the DF domain. 

However, there are also concerns that arise from this use, which will be explored in 

the following section. 

These tools, where available, are prescriptively analysed in Chapter 6.3.3.2. 

3.5 Issues Faced by Automation Implementation into Digital Forensics 
One of the primary issues that has presented in relation to the use of ML in Digital 

Forensic examinations has been the lack of a reliable dataset for use in the training 

and adaption of these algorithmic techniques.  As shown in the work of Bhatt and 

Rughani (2017), when ML, in this case IBM’s DeepQA, is applied to Digital Forensic 

processes, alternative datasets must be used for the training process, and these are 

not often available nor suitable for the training that is required to achievable 

workable accuracy levels. 
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The issue of lacking datasets is also supported by Qadir and Noor (2021), they show 

that there has been success in the uses of ML in DF for specific tasks such as image 

analysis and text identification, however, the lack of available and workable datasets 

in relation to the training of the algorithms has posed a problem. 

It has been found that this can be a continuous issue, Chapter 3.3 to this thesis 

shows that one of the most successful implementations of ML into DF is in the 

analysis of child abuse images. This is a sensitive topic, and the datasets that would 

be required to train the algorithms are often very highly controlled in terms of 

access, which would make the training of a specific dataset for a new tool difficult. 

Another issue is also that historically it has been very difficult to explain to a human 

how any AI based system has come to a conclusion as a result of the analysis that it 

has undertaken (Hall, Sakzad and Choo, 2022), demonstrated in Figure 20: 

 

Figure 20 - Current AI-Based Digital Forensic System (Hall, Sakzad and Choo, 2022) 

There are also known industry problems in the deployment of ML based systems. 

Despite significant advances in AI and ML technology, industry continues to battle 

problems in deploying such solutions in a real-world environment, with even single 

model deployments taking between eight and ninety days (or longer) to complete 

effectively. The reasons for this are described as myriad, with issues ranging from 

high costs, a lack of staff expertise and even data issues with bias (Paleyes, Urma and 

Lawrence, 2022). 

Additionally, there are concerns within the DF domain regarding the function of AI 

models and how they function. (Khalid, Iqbal and Fung, 2024) point out that AI is often 

seen as a ‘black box’ with the function of the system often being unknown even to the 
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developer. This is additionally discussed within Chapter 5.5 under Transparency. 

However, it must be noted that this is a significant concern due to potential conflicts 

with legislative procedures and requirements such as the Criminal Procedure and 

Investigations Act 1996 (CPIA) and disclosure legislation, should the tool be used 

within a court or criminal investigation setting. This is due to the fact that there is a 

considerable lack of transparency. Courts often will not be given access to, nor 

information about, the inner workings of AI technologies, nor the tools that make use 

of these technologies (Grossman and Grimm, 2025). Given the nature of the work that 

courts undertake, and the requirements under various current pieces of disclosure 

legislation, such as the CPIA, this is considered a definitive blocker to the use of 

automation technologies in a meaningful manner. 

One important area of development, however, for this type of consideration is the 

implementation of XAI. This thesis seeks to explain, using multiple interlinked 

reporting systems, how ML Algorithms achieved their decisions and results (Hall, 

Sakzad and Choo, 2022). Such systems are also key in avoiding wide-ranging issues 

such as technical data and results being misinterpreted or misunderstood which can 

lead to significant legal issues (Horsman, 2022). 

(Khalid, Iqbal and Fung, 2024) also conducted work in this area, proposing an XAI 

framework predicated upon transparency and verification. This thesis seeks to 

address similar problems that are facing the DF domain to those explored by Khalid, 

Iqbal and Fung, emphasising the importance of these problems. 

Finally for this section, practitioners remain concerned about issues being presented 

in the future if the governance and control of automation technologies is not 

maintained. There are currently multiple miscarriages of justice that have been 

identified, and which have been through the UK court system, which have hinged upon 

previous over reliance upon fingerprint evidence, when there was insufficient 

challenge and verification mechanisms in place to ensure that the then-novel 

technology was being used correctly (Campbell, 2011). 

Given that the cases involved were from the 1990’s when the technology was new, 

practitioners are rightly concerned about the parallels that could be drawn in respect 
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of the use of AI technology and so there is a remaining reticence to make full use of 

this technology until a proper system of governance is established. 

A primary concern within the domain, however, would be the requirements for 

accreditation under ISO standards and UKAS. These are discussed further below in 

Chapter 3.6. 

3.6 Existing Digital Forensic and Investigative Frameworks 
After identifying that the field of DF is moving towards the adoption of AI and ML in 

respect to the analysis of digital evidence sources, a review was undertaken of the 

existing frameworks and investigative directives that are in place for such analysis. 

A review of existing research did not find any significant material regarding an 

overall digital forensic framework for applicability to the court system or reliance on 

a tool without the need for a human-in-the-loop component, beyond the known 

guidance that is provided in the Association of Chief Police Officer (ACPO) Principles 

of Digital Evidence and associated specific guidance to specific Police Forces. 

Therefore, for the purpose of this thesis, the following relevant documents were 

identified as being the main investigative guidelines for Law Enforcement, as well as 

the main national-level guidance in relation to the use of Cyber-related evidence and 

digital evidence (Table 8): 

Table 8 - Existing Investigative Frameworks 

Title Link to ML? Citation 

Core Investigative 

Doctrine (2012) 

No (ACPO, 2012) 

Murder Investigation 

Manual (2006) 

No (ACPO, 2006) 

MCCT-2 (2015) No (College of 

Policing, 2015) 

Major Crime 

Investigation Manual 

(2021) 

No (NPCC Homicide 

Working Group, 

2021) 

Digital Forensic 

Science Strategy 

(2020) 

Yes – but as a 

future potential. 

(Transforming 

Forensics et al., 

2020) 



Automated Digital Forensics – Towards acceptance of Machine Learning and Artificial Intelligence-based automation within forensic analysis of image files 

 

74 
 

Electronic Devices 

Code of Practice 

(2022) 

No (Home Office, 

2022) 

Responsible AI 

Checklist 

Yes (NPCC, 2025b) 

NPCC AI Strategy Yes (NPCC, 2024b) 

Covenant for Using 

AI In Policing 

Yes (Science & 

Technology in 

Policing, 2023) 

CPS and Police Joint 

Operating Procedure 

(JOP) for AI 

Yes (CPS, 2025) 

NCSP Artificial 

Intelligence LLM 

Cyber Standards 

Yes (NPCC, 2024a) 

ISO 17025:2017 No (Forensic Science 

Regulator, 2025) 
ISO 17020:2012 No 

ISO 42001:2023 Yes 

ISO 23894:2023 Yes 

AI Playbook for 

Policing 

Yes (NPCC, 2025a) 

ICO AI Strategy Yes (Information 

Commissioner’s 

Office, 2025) 

ISO42001 Yes (ISO/IEC 

42001:2023, 2023) 

EU AI Act 2024 Yes (EU, 2024) 

 

What has become apparent in the research that has been undertaken is that there is 

no definitive mention in any of these frameworks about the removal of human-in-the-

loop from automated tools, and nor is there any specific guidance, or framework by 

which automated tools can be relied upon. Conversely, the EU AI act specifically 

requires human oversight measures, although it does not go as far as to define 

exactly by what means human oversight could be achieved. 
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The particular EU AI Act, as the world’s first legally binding statute placing 

requirements onto organisations and member states in relation to the use of AI 

provides support for the approach that has been taken in this research. The 

framework that has been developed and proposed within Chapter 5.4 provides a 

method of removing specific human-in-the-loop processes to gain benefits, whilst 

maintaining oversight in relation to the AI itself, and the tools that use it. 

A key flaw in this research that must be pointed out however, is that there may be 

Force-specific guidance that is available within the Police Service, which is not 

readily available to the public. However, this has clearly not led to national level 

guidance and has not impacted on any form of work that would lead to the Sector’s 

overall acceptance or use of ‘True Automation’ in DF. 

An additional consideration for the framework that is being produced as part of this 

thesis is the existing regulations and requirements that are placed upon forensic 

tools and processes in general. 

The principal tenants of digital forensics can be found within the 4 ACPO principles 

from 2012, which have been mentioned in the above Table 8.  

These principles require 4 elements in relation to the obtaining of digital evidence, 

and the analysis of that evidence. These 4 tenants are: 

1. No action should change data that may later be relied upon in court 

2. If original data must be accessed, the person doing so must be competent 

and able to explain their actions 

3. An audit trail or record of all actions must be created and preserved 

4. The person in charge of the investigation has overall responsibility for 

ensuring compliance 

These tenants must be adhered to ensure that the collection of evidence is both 

reliable and acceptable. These tenants form a core component of the produced 

framework and are reflected in the gates that are provided as shown in Figure 40. 

It should be noted within this section that there is increasing presence of the 

Forensic Science Regulator (FSR) in relation to the use of AI within UK policing. This 
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is especially apparent when considering the specific task of image and video 

analysis with DF as a use case for AI. 

Although the FSR is a neutral entity and does not have a defined position on AI in its 

current form, there has been specific mention of the use of AI and automation 

technologies within deepfake investigations and manipulation/editing of video files 

for court purposes (Forensic Science Regulator, 2025). The requirements for this are 

that the methods that are used are defensible and validated, the same as 

requirements for other forensic science aspects. This supports the approach within 

this thesis, for proposing a system for validating and verifying a tool before use. 

The biggest consideration that must be raised in respect of this section of the thesis, 

is that the current existing procedures and documentation around the use of 

automation technologies within DF explicitly embed requirements around 

governance and validation which are presently achieved through the use of human-

in-the-loop. 

The removal of this assurance and validation would appear on the face of it to put 

‘True Automation’ into conflict with this thesis and with accepted standards. 

However, that is the purpose of the Section 5.4 and Figure 40 Framework. The 

approach within this thesis seeks to achieve a satisfactory level of validation and 

verification without requiring a human input. 

In to the above, and pointed out in Chapter 3.5, accreditation against the ISO 

standards via United Kingdom Accreditation Service (UKAS) is also required for the 

framework to be applicable to the DF domain. 

This accreditation is required under the FSR’s Code of Practice (Forensic Science 

Regulator, 2025) which in turn is a statutory requirement for UK Police DF 

laboratories under the Forensic Science Regulator Act 2021 (UK Gov, 2021). There 

are several ISO standards which may be applicable, however, the most appropriate 

to the forensic analysis of digital evidence sources would be ISO17025:2017.  

The purpose of this accreditation is to provide independent assurance of the 

competence and impartiality of a forensic unit and considers a wide variety of 

aspects, including the method and validity of methods, which would be the most 
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crucial in this case. It is also a key requirement under the FSR code of practice, and 

therefore would have a strong impact on the usability of the produced framework in 

this thesis, as well as the use of tools in True Automation sense. 

The result of this accreditation requirement would be that a forensic unit employing 

the framework as an assessment method would also have to demonstrate that this 

framework was fit for purpose and appropriate, as well as where it is limited and as 

the point of True Automation and the framework assessment is to remove the human 

in the loop component, the unit must satisfy multiple aspects including ongoing 

quality assurance.  

It is believed the framework, and the approach taken to that framework are met 

within this thesis, for example as shown in Chapter 6.3.1.4 ongoing assessment is an 

expected requirement of the tool which is made clear within the documentation that 

has been prepared to accompany the framework (Chapter 5.5). However, a key 

limitation of this thesis is that this needs further consideration, this is discussed 

further in Chapter 8.3.2. 

3.7 Legal and Ethical Considerations of True Automation Within Digital 
Forensics 
In addition to the above framework and requirements that are placed upon any 

meaningful consideration of using automation technologies in the manner 

prescribed under the proposed ‘True Automation’ definition, there are several legal 

and ethical considerations which must be considered. 

The first consideration which must be met would be the right, under existing data 

protection law, for an individual to ‘opt-out’ of any processing which would result in a 

decision being made which results in an adverse legal effect (ICO, 2025). This 

naturally means that suspects may choose to opt-out of decisions being made by AI, 

which would include the framework produced in this thesis. There are means to deal 

with this requirement, as an individual has one month to enact this opt out, and they 

must be informed of this processing. There is an existing information sheet which is 

given to both suspects and victims whose devices are obtained and examined as 

part of a criminal investigation, and it is considered that the individuals could be 

informed of this processing change by a slight amendment to this thesis.  
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It is additionally considered that the potential gains that would be obtained from the 

automated analysis of the bulk of devices, would offset any extra time that would be 

needed to examine devices of those who opt out. 

Additionally, it is considered that although this must be actively addressed as 

described, the framework in this case is not actively making decisions and therefore 

may be exempt from this, although this would require legal testing. 

As a result, although this is a consideration, it is not seen to be fatal to the ‘True 

Automation’ approach that is proposed in this thesis. 

In addition to the above legal consideration, there is also a consideration around 

CPIA and disclosure, however, this has been addressed previously. 

There are also ethical aspects that must be considered in addition to the legal 

considerations that have already been explored. 

One of the most significant of these is the impact of bias. It can be tempting to 

assume that a machine cannot be biased towards any particular element or group, 

however, this has been found not be the case. ML and AI models are susceptible to 

cultural bias through the data that is used in the training (Mak and Luo, 2025). When 

this is applied to a policing context, the effects of this can be significant, and even 

more so when considering using such a technology without the need for a human to 

review the results.  

Although this concern is significant, and there is certainly opportunity for bias to 

become a factor in an automated technology, it is considered that there are 

significant safeguards in place within the Framework around accuracy, reliability, 

and reporting which would enable this to be picked up without human intervention in 

the specific automated process. Additionally, this issue could be mitigated, if not 

removed, by ensuring appropriate data cleaning and review to minimise bias input 

into a chosen MLA. 

The addressing of this issue is beyond the scope of this thesis however, this is 

something that the developers of models must be aware of during the course of 

development and model training. 
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Another issue presented, and one that has appeared within the primary research that 

has been conducted in this thesis, is one of accountability.  

The question has been raised as to who is actually responsible for the decisions 

made, and the analysis conducted, when a ML or AI based system has performed an 

action without a human review. The argument arises that an officer conducting the 

analysis of a digital evidence source, may not be responsible for the findings of any 

automated process that they did not review, and therefore they would not be the one 

to present these findings to a court. This is an issue which has not yet been resolved 

in practical law enforcement, primarily due to the human-in-the-loop requirements 

ensuring that there is a responsible human officer. 

This is a significant issue around the validity of evidence produced, and the chain of 

evidence when analysis is completed and is something that will need to be 

addressed organisationally in future work. It is considered that this is out of scope of 

this thesis as this is an organisation and legal matter that will have to be addressed 

and considered as technology advances, rather than it being within the remit of an 

assessment framework. 

3.7.1 Responsibility, Trustworthiness, Acceptance and Sustained 

Accuracy 

The considerations and findings in the above chapters have identified four 

connected requirements that must be clearly addressed if an automated tool is to be 

relied upon in terms set out in True Automation.  

These four aspects are: responsibility, trustworthiness, acceptance and sustained 

accuracy. 

3.7.1.1 Responsibility 

Within this thesis, it must be clear that the removal of the need for human review 

does not absolve any involved party of responsibility for the use and deployment of 

the tools. 

Instead, if True Automation were to be adopted, then the responsibility of the human 

component to the process would shift from verification of individual output to overall 

governance, compliance and deployment. 
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The main consideration in this being that deployment, use and assessment of tools 

by the produced framework in this thesis does not transfer legal or professional 

responsibility onto the automated tool itself. 

There are several clear responsibilities that remain within the human purview – 

those being: 

 Developers 

The developer of tools and models would be responsible for the providing of 

sufficient technical information about the tools produced, their intended 

function, model training, test results and any identified limitations.  

This would allow for the sufficient analysis and verification of the tool by 

forensic practitioner assessors, as well as allowing for the transparency 

required by the judiciary. 

 Assessors 

The assessors of tools i.e. the main users of the produced framework in this 

thesis, remain responsible for the proper assessment of tools per the 

produced framework, and determining whether the provided information 

allows for the compliant assessment of those tools.  

They are also responsible for the recording of the assessment and results. 

 Organisational 

The overall assessing and user organisation retains responsibility for the 

deployment decisions, local governance, staff training and competence, and 

incident management involved in the deployment of the tools assessed. 

 Practitioners 

The practitioners using approved tools within their defined function remain 

responsible for appropriate deployment and use of the tool within the bounds 

and operating procedures set by their organisation and within the intended 

use and function of the developer. 

3.7.1.2 Trustworthiness 

An important distinction for the purposes of this thesis is that the trustworthiness of 

a tool does not imply or present an implicit presumption that the tool is fully correct. 
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The term is used to describe a demonstrable basis for reliance on the tool without 

human review of individual output. 

There are several elements of the produced framework with would give this basis, 

these are the gates that are presented. Overall compliance with the framework then 

gives this trustworthiness. 

This concept should also be kept distinct from elements such as accuracy. For 

example, an accurate tool may still be unsuitable for reliance in the DF domain if 

other requirements, such as explainability and transparency, are either missing or do 

not pass scrutiny. 

As such, trustworthiness arises from a combination of technical, procedural and 

legal requirements and scrutiny, supported by independently verifiable evidence.  

It is these elements that the produced framework, and this thesis, seeks to provide. 

3.7.1.3 Acceptance 

Within this thesis, the term acceptance is used to refer to the willingness of users, 

both individual and organisational, to make use of tools within the terms of True 

Automation. 

The concept of acceptance is similar to trustworthiness as discussed above, 

however should be considered distinctly as a tool that is considered trustworthy 

under the bounds of the framework and assessment, may not be accepted by users, 

for example if they do not understand the function. 

The proposed framework, and the surrounding interviews and surveys, is intended to 

ascertain use acceptance of True Automation as well as provide a mechanism by 

which users can assure themselves of the tool’s function and performance and 

provide them with a structured approach to their own considerations.  

The passing of the framework by a tool may not necessarily lead to acceptance, 

however, it provides organisations with a method for beginning the organisational 

task of gaining user acceptance for approved tools. 
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3.7.1.3.1 Overall Acceptance 
In addition to the above Acceptance point, it must also be considered that in order 

for the framework, and the concept of True Automation, to be fully accepted and 

utilised by the DF domain, broader stakeholder engagement and acceptance is 

necessary.  

Acceptance itself cannot be viewed as a technical-only problem, the legal, 

organisational and user aspects must also be part of the consideration. The 

literature that has been reviewed within this chapter support this, stating that 

barriers to adoption within the DF domain frequently arise because stakeholders lack 

confidence that automated systems are lawful, understandable and appropriate for 

operational deployment (Hall, Sakzad and Choo, 2022; Khalid, Iqbal and Fung, 2024; 

Grossman and Grimm, 2025). 

This speaks to a limitation of the current thesis, which is discussed throughout 

Chapter 8.   

3.7.1.4 Sustained Accuracy 

A tool’s accuracy, as well as other performance, may not be set and indefinite. 

Changes to the tool, updates to models and changes in functionality can have 

significant impact upon the performance metrics used in assessment. 

As such, the term sustained accuracy is used to reference the requirement for 

ongoing levels of performance, rather than a one-time stationary claim. 

A tool that is used within the bounds of True Accuracy must be able to demonstrate 

ongoing levels of performance throughout the period of operational use, rather than 

at the time of initial assessment alone. There should also be a system of 

documenting changes to the tools that are relied upon, to continue showing the 

required levels of transparency as well as function.  

This is built into the framework documentation showing that continuous and 

repeated assessment of the tools approved should be conducted. The framework is 

not designed to be a single-use system. Additionally, if the scope of a tool changes, 

then the assessment should begin again as differing scope will necessarily provide 

different acceptance levels for performance and may change the function of a tool.   
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3.8 Gap Analysis 
As shown in the previous chapters to this thesis, there has been significant work 

conducted towards the development of tools for the conducting of Digital Forensic 

analysis – although these are still lacking (Luciano et al., 2018). 

However, from both a review of the existing works in this area of study, and from the 

personal experience of the researcher, there is an apparent and identifiable research 

gap. That being that there is no unified and easy to access assessment system for 

the analysis and testing of automated DF tools, especially within the bounds that are 

defined in True Automation. Without this, the domain continues to rely on human 

intervention and review which constrains and limits the benefits that could be 

obtained by the use of appropriate and approved automated technologies. 

Both the DF domain and the developers for tools within that domain, have focussed 

primarily on the introduction of automated tools, or the implementation of 

automated technologies into their tools, rather than looking at how these could be 

adopted in such a manner as required to solve the issues facing DF and how 

governance requirements can be adapted to allow for the potential gains to actually 

be obtained. 

Whilst tool development work is important, limitations in the explainability and 

interpretability of AI-based forensic tools may impede trust and understanding 

among CJ practitioners (Khalid, Iqbal and Fung, 2024). Although a tool may be able 

to conduct analysis on an evidential source, a human is still required in most cases 

to conduct a manual review of the item before the resulting analysis is acceptable by 

the standards of the courts (Transforming Forensics et al., 2020; Hall, Sakzad and 

Choo, 2022). There is no work that has been found in this research which would 

show development towards a universally accepted method by which the results of 

the tools that are being developed could be used in a court or criminal justice setting, 

in fact, the latest guidance on this point from the heads of UK Law Enforcement is 

only now recommending that the implementation of ML and AI into DF should be 

addressed, as a collaboration between academia and the industry. In this thesis, 

there is still no consideration as to how the Court System would react to such an 

analysis (Transforming Forensics et al., 2020). 
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There are several Digital Forensic frameworks which have been suggested, covering 

a range of areas and scopes (Elsaesser and Tanner, 2001; Ribaux and Margot, 2003; 

Hasan, Mahmood and Hasan, 2011; Yeow, Mahmud and Raj, 2014; Mohammad and 

Alqahtani, 2019; Shayau et al., 2019), however, all of these systems are for the 

dealing of incidents and tasks. They do not consider how this will be accepted or 

dealt with by the judiciary. 

Outside of the judiciary, there have been some efforts made to create frameworks 

for the implementation of AI into forensic science (Stacey et al., 2025), however, the 

focus of these others works has been on the overall use of AI rather than the 

applicability of the use of AI to the court system. 

Additionally, previous identified works have looked at the use of AI, and how this can 

be implemented, but have remained steadfast in the assertion that human review 

and validation is required when looking at such tools, which can erode the gains that 

are made by using such tools in respect of time saving and efficiency. 

This raises the question, when looking at the provided novel term of ‘True 

Automation’ found in Chapter 1.2 of how forensic science can begin moving towards 

the use of appropriate tools without the need for said intervention. 

In addition, this gap shows that there is an additional missing element in the 

combination of responsibility, demonstrable trustworthiness, stakeholder 

acceptance and continued maintenance of accuracy within a single unified technical 

assessment framework. Although the requirements for these within the assessment 

of DF tools are frequently discussed within literature that has been reviewed, this is 

often in isolation. 

Therefore, the research gap that this thesis aims to address can be stated as:  

The lack of a cohesive and unified framework to enable reliance upon ‘True 

Automation’ within forensic analysis of digital evidence sources by the Criminal Justice 

System. 

This is an important gap that must be addressed as the conducted research has also 

shown that it has also been shown for a significant period of time that the issues 

being faced are not the responsibility of any singular agency, and that only a multi-



Automated Digital Forensics – Towards acceptance of Machine Learning and Artificial Intelligence-based automation within forensic analysis of image files 

 

85 
 

agency approach to the problem will suffice (Dardick and Lau, 2005). Although this 

point was made over 17 years ago, this same point is borne out in recent 

developments, with recent research showing that there is a move to include both the 

Computing and DF communities in work designed to address this problem (Bhatt 

and Rughani, 2017; Mohammad and Alqahtani, 2019). 

Additionally, it was shown by Jones (2009) that this was still a developing problem, 

with a finding that between 1986 and 2009, DF processes for the assessment of 

technological evidence sources had not kept pace with development and that 

forensic science standards were still not being applied to DF by either the forensic 

community or the judiciary (Jones, 2009). Despite the fact that this research is 

almost fifteen years old, this still has not been addressed by the Digital Forensic 

community. 

From a real-world perspective, there is a significant amount of time that is spent 

conducting analysis which could be done by an automated system (Al Fahdi et al., 

2016; Transforming Forensics et al., 2020) – although it is yet to be seen whether the 

technology in its current state would meet with the requirements of any such 

framework. 

A key issue that has presented in all of the research that has been reviewed as part 

of the Literature Review here is that when work is conducted as part of the 

development of new tools for the area, they are created and developed in isolation 

(Patil et al., 2022), with the authors not appearing to give any clear credence or 

consideration to the legal profession and the legal side of the tools that they are 

creating, beyond the basic ones such as not altering the evidence that they are 

dealing with – although this is not a universal consideration. 

As far back as Rogers (2004) it has been made clear that the legal side of the 

Criminal Justice system must be considered when tools are being created. However, 

as has been shown above, the frameworks that are in place to assist investigators 

do not make mention of the actual tools that are used, and there is no unified 

measure in place which would allow for an appropriate legal assessment of 

technical tools. 
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It is considered that such a system would allow the Criminal Justice system to 

consider the tools that are being created and assess as to whether they are 

acceptable for a court environment via robust testing and demonstration of accuracy 

and can thus be relied upon at such a level in the same manner that fingerprint and 

DNA evidence is accepted (Hughes and Karabiyik, 2020). In the absence of such an 

approach, the tools that are being created, and the new technologies that are 

beginning to be implemented, will continue to be underutilised and misunderstood by 

the Criminal Justice sector, and the desperately needed accuracy and time efficiency 

will continue to be missed. 

The creation of a framework to address this gap would also have the secondary 

advantage of allowing the system more opportunity to understand and utilise the 

tools that are discussed in this thesis, which may mean that more datasets and 

information could be considered for release to allow for further training of the 

algorithms, and thus solve the main issue with implementing ML into the field. 

Additionally, the proposed framework looks to address the multi-agency challenges 

that are identified above by providing a common assessment mechanism that can 

be constructed with input and buy-in from all the involved CJ stakeholder groups. 

The framework seeks to ingest multiple requirements sets from across these 

stakeholder groups and convert these requirements into a structured set of 

assessment criteria. In doing this, the framework provides a shared approach upon 

which various stakeholders can evaluate the suitability of tools that are produced 

and intended for True Automation use and addresses the fragmented approach that 

has been highlighted in the above chapters. 

Finally, the produced framework would seek to address the combination of 

responsibility, trustworthiness, acceptance and sustained accuracy by converting 

these requirements into assessable criteria and treating approval as conditional 

upon the defined scope, evidence and continuing review necessitated by the 

proposed framework. 

Having concluded this from the research conducted, it was finally necessary to 

narrow the proposed framework down to a specific area of forensics to ensure that 

it was as applicable and usable as humanly possible. The above considerations in 
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Chapter 1.3 have led the researcher in this case to conclude that the area of image 

forensics is the most viable for this research. The rationale for this being that it is an 

area of significant automation technological development, which has been shown in 

Chapter 3, and it was also mentioned within the Chapter 1.3 focus group as a 

significant area of interest. These factors combine to mean that the opportunities for 

ML and AI involvement in analysis are significant and is therefore a viable area for 

the development for a framework designed to ensure that the results of said 

analysis, especially in cases where the human element may not be able to manually 

conduct the analysis, are legally and technologically valid. 

3.9 Chapter Summary 
The chapter has presented a comprehensive and structured literature review, which 

has demonstrated that the DF domain continues to face significant challenges 

relating to workload, evidential volume, and reliability. 

These challenges have driven increasing interest in utilising AI, ML and automation 

technologies within DF processes and tools. 

The review also identified that there are significant issues which remain regarding 

the use of automation technology within DF, such as legal challenges, ethical 

considerations and governance requirements. 

Finally, the review has established the need for four explicit requirements for the 

proposed framework – responsibility, trustworthiness, acceptance and sustained 

accuracy.  

Specifically, responsibility must remain with the human component, although that 

responsibility shifts from direct verification to governance and control, 

trustworthiness must be demonstrated through a combined technical and 

operational approach, acceptance must be conditional and evidence-based, and 

finally that accuracy must be sustained and monitored, rather than being 

snapshotted at a single point in time. 

The chapter has further identified a clear research gap: the absence of cohesive 

framework by which AI and ML-based DF tools can be assessed for reliance within 

CJ without the need for a human review, as the human review requirement hinders 

development and has a detrimental, or at times preventative, effect on the efficiency 

gains coming with the use of such technology. 
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This finding provides justification for the thesis as a whole and establishes the 

conceptual basis for the framework developed in Chapter 5. The role of that 

framework being to provide a structured and reviewable basis for determining 

whether a tool can be adopted in the True Automation sense. 
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4.0 The Real-World Practical State of Digital Forensic-
based Automation within Criminal Justice in the UK 
To fully investigate the gap stated within Chapter 3.7, the current real-world state of 

automation and its use in live investigations, as well as its place in the investigative 

options open to law enforcement, needed to be established. 

This has been addressed, in part, in Chapter 3 in which various tools and use of 

automation are covered. This shows the reason for the development of such tools 

and techniques and showcases how this is being put into use from a developmental 

perspective. 

On analysis of the data that has been obtained within Chapter 3 it can be inferred 

that, with the range of tools that are available, the developing interest and 

consideration towards the use of automation within the field of DF is a global one, 

and hence one that affects far more jurisdictions than the UK alone. However, for the 

purposes of this research the focus shall remain on the UK, the rationale for this 

being that the project is based in the UK and that the primary research that is being 

conducted requires access and contact with law enforcement organisations in order 

to gain an accurate picture of the use and acceptance of AI and ML.  

Additionally, with multiple jurisdictions, there will be multiple different legislative and 

procedural requirements placed upon tools and any produced framework. 

This focus upon a singular, accessible, legislative area increases the validity and 

applicability of the research conducted in this thesis. 

The previous chapters to this thesis have provided an overview of the current use 

cases, and uses, of AI and ML within the DF field, however, for the purposes of this 

thesis further work was required in order to ascertain the real-world state of 

automation within the DF domain in the UK’s criminal justice system. 

4.1 Organisational State of Automation 
The first step was to obtain information about the adoption of such technologies 

from an organisational perspective. To achieve this, Freedom of Information 

requests were sent to all 48 Police Forces across the UK, asking questions about the 

adoption and use of AI and ML based automation within DF.  
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The exact wording of the requests, as well as a rationale for this wording, is 

explained and explored within Chapter 2.4. 

Once obtained, the results were collated within the SPSS program, as described 

within Chapter 2.4. 

The collated findings of the requests are shown below in Figure 21: 

 

Figure 21 - Collated FOI Responses 

As can be seen above, 50% of Police Forces across the UK (inclusive of England, 

Wales, Scotland and Northern Ireland) responded that they had no information 

relating to the use of AI and ML within their DF policies and departments. An 

additional 33.3% refused to provide information. 

The results of this codification, summarising the refusal reasons are as follows in 

Figure 22: 
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Figure 22 - Refusal Reason Breakdown 

For the purposes of this analysis, results with the Not Applicable (0) code were 

excluded. 

As can be seen from the above, 80% of refusals were based on the organisation 

reporting that finding the data, or lack thereof, would be too costly and breach the 

£450 limit on FoI requests under UK Law. 

Following the codification of these results, an analysis was conducted to interpret 

these.  

From the findings above, half of UK Police Forces actively state that they do not have 

any policies or procedures – nor do they have any research or development – 

ongoing in the realm of AI, ML or automation of DF analysis of devices (Figure 20). 

Over 33% refused to provide information, and 80% (13) of these were because the 

information was not readily accessible. 

UK Freedom of Information Law requires an organisation to commit a maximum of 

£450, which translates to 18 hours of a full-time staff member at the given rate of 

£25 per hour (UK Gov, 2005). This being given as a rationale for refusal is 

demonstrated in the below Figure 23 showing a response from a given Police Force: 

 

Figure 23 - Cost Exclusion Response 
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Given the above difficulty in locating and retrieving the named data, which is a 

general policy document request, it is a reasonable inference that, if the information 

about automation is so obscure that it would not be accessible within such a 

timeframe, that it is unlikely to be a commonly used, referred to or required 

document. The natural consequence of this inference being that the use of 

automation in terms of AI or ML, is not widely used within these organisations in the 

same way as the organisations that have stated that they do not hold any 

information. 

It is further noted from the above requests that there was no single organisation that 

responded stating openly that they make use of AI and ML, or automation, in their DF 

processes. Only 8% responded with information, and these referred to tools which 

have already been described above in Chapter 3.4. 

The result of this analysis shows that there is a perceived organisational hostility, or 

reluctance, towards the use of AI and ML-based automation within the DF domain, 

coming from Police Forces across the UK. This supports the NPCC stance that a 

human-in-the-loop review is required for any meaningful use of AI or ML within Police 

processes (NPCC, 2026), as well as the anecdotal knowledge of the researcher from 

working in the Policing sector, and within the AI Enablement domain. 

Additionally, this finding is borne out by recent developments in specific Police 

Forces, which publicly welcome the use of modern technology but also express 

significant caution. An example of this is in a recent news article involving an 

interview with a Cheshire counsellor wherein they say that the use of AI would be a 

decision for the Chief Constable, but which is something that he would be keen to 

see implemented (Ryan, 2024) – this coming in 2024 when technologies such as 

facial recognition have been available for several years, first coming into use in 2016 

with the Metropolitan Police deploying it at the Notting Hill Carnival in 2016 

(Robertson et al., 2016) shows the historic and continuing reluctance for forces to 

engage with this technology. 

The dichotomy between the Police’s public-facing acceptance, and upcoming 

national policy of adoption and nationalisation of AI as seen in the 2026 UK 

Government White Paper (Home Office, 2026) and embracing of AI technology, 
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facing the more reluctant actual implementation of this is borne out by a recent 

order given out in Cheshire Police in 2024 – publicly, the organisation is taking the 

stance that AI technology is to be embraced where it is of benefit to the cause of 

preventing crime, however, internally they show such reticence that they have 

outright banned it’s use for the creation of material destined for the Criminal Justice 

system.  

This supports and complements the inferred findings of the FOI requests that are 

analysed above, and concurs with the finding of persisting organisational hostility, 

although there are the beginnings of a move towards acceptance of the technology.  

This result speaks to the suitability and requirement for the framework that forms 

the artefact and backbone of this thesis – organisationally and culturally law 

enforcement remains hostile to the use of such automation technologies, although 

practitioners are more amenable to the use of such technologies if it were to be 

approved by the organisation itself, but with these beginning moves to consider 

accepting it as a law enforcement tool, the constructed framework is an important 

inclusion to advance this movement by providing a set of structured and relevant 

criterion against which tools can be relied upon. 

However, there are significant signs that this is changing. This has been discussed in 

Chapter 3.4, but it should be noted here that whilst the above discussed attitude 

remains the Police are changing. Cheshire Police have actively included AI in their 

most recent digital plan (Cheshire Constabulary, 2025) and have created an AI 

Enablement Team in which the author works. Through this knowledge, it is known 

that the use of AI is actively growing and is being deployed in a variety of ways which 

go beyond the documentation and analysis that have been discussed in this thesis, 

and the facial recognition technology that has dominated headlines in this area. An 

example of this is the implementation of a Virtual Officer for attendance at public 

reports as has been done in Northern Ireland (PSNI, 2025). 

4.2 Practitioner State of Automation 
The above research has shown the attitude and stance of law enforcement from an 

organisational perspective, however, in continuing this thesis and showing the full 

state of automation acceptance within the UK’s criminal justice system, information 
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from the investigators was also required, in order to determine practitioners’ opinion 

and ascertain if the organisational reluctance was shared with those ‘on the ground’. 

In obtaining this information, a targeted survey was sent to approximately 100 active 

and serving Police Officers from a Home Office Police Force – these officers were 

from a number of different units, investigative roles and ranks. The details of this are 

shown in Chapter 2.4. 

From the ~100 officers contacted, 42 responses were obtained – representing a 

response rate of 42%. 

The 42 responses were then subject to statistical and thematic analysis to locate 

any common themes and understand the statistical significance of the results. 

The method of initial analysis and codification is explained in Chapter 2.4. 

Once the survey results had been coded as described, the results were subject to 

statistical analysis as well as standard analysis. The first step of this was to 

ascertain the Standard Deviation (SD) of the relevant results, as shown below in 

Figure 24: 

 

Figure 24 - Standard Deviation of Survey Results 

The data was additionally visualised to assist in analysis and interpretation of the 

data.  

The results of this visualisation are shown in the below series of figures: 
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Figure 25 - Visualisation of Survey Awareness Question 

 

 

Figure 26 - Visualisation of Survey Tool Awareness Question 
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Figure 27 - Visualisation of Survey Tool Use Question 

 

 

 

Figure 28 - Visualisation of Survey Frameworks Awareness Question 
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Figure 29 - Visualisation of Survey Automation Willingness Question 

 

 

 

Figure 30 - Visualisation of Survey Willingness Question 
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Figure 31 - Visualisation of Survey Reliance Question 

 

When considering the standard deviation results that can be seen in Figure 24 it must 

be considered that these are in response to Yes/No questions and as a result a high 

result would indicate an even split of Yes/No responses, where as a low result would 

indicate a more consistent result – for example the participants responding further 

into Yes or No, respectively (Martinez and Bartholomew, 2017). 

From the results shown, initial interpretation would show that on a per-question 

basis – 

There was a relative split between Yes and No responses in relation to the 

awareness of automation and awareness of tools questions – the finding of the SD 

being supported by the results shown in the above figures.  

In relation to these particular questions, 58% of participants reported that they were 

both aware of automation in the form of AI and ML and also were aware of tools that 

could be used for this purpose – this matching split shows that the participants were 

not ‘randomly’ selecting responses and lends credibility to the findings of the survey. 

To further ensure that participants had not been ‘randomly’ selecting answers in 

relation to these first two pivotal questions, a Pearson Chi-Square test was 

conducted using these 2 variables, the results of which are shown below in Figure 32: 
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Figure 32 - Pearson Chi-Square Test 

The purpose of this test is to ascertain whether the data that has been collected is 

the result of random chance or is non-random which would mean that the data is 

valid for interpretation (Martinez and Bartholomew, 2017). 

The Pearson Chi-Square Test was selected for this task as the analysis undertaken 

examined associations between categorical variables using frequency data. As such, 

this was the preferred test over other available statistical tests as they would assess 

continuous data, mean differences or linear relationships. 

As can be seen from the above results, the p-value shown is <0.001 showing a strong 

indication that the results are not the result of random chance, and that the findings 

in these questions are statistically significant – hence the data can be relied upon 

for subsequent analysis and interpretation. 

The specific results breakdown for these 2 questions, which are the results used in 

the above analysis, is shown below in Figure 33: 
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Figure 33 - Frequency Tables for Survey Question on Tool and Automation Awareness 

These results also show that officers serving within law enforcement are aware of 

the technologies that exist which could reasonably be foreseen as being of benefit to 

their work, supporting the findings at organisational level. 

The split shown lowers when officers are asked if they are aware of the use of 

automated tools actually being used within the organisation – with 51% of 

respondents stating that they are aware of the use of tools, as shown in Figure 34, 

below: 

 

Figure 34 - Frequency Table for Survey Tool Use Question 

When this is considered in light of the previous work that has been done in this 

thesis, the finding is initially surprising and seems contradictory to the organisational 

stance that has been described above. However, further analysis of the comments 
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made by respondents in later questions, and covered later in this thesis, shows that 

this result is not as it would appear on face value – several of the respondents have 

stated that the tools that they are aware of include CAID, which is discussed within 

Chapter 3.4 and is not a truly automated tool. As a result, these responses should be 

discounted when considering the impact of these results – on review, this would 

result in a much lower proportion of officers reporting that they knew of automated 

tools. All of the tools that were named in the responses were considered in Chapter 

3.4 and none of these would fulfil the coined ‘True Automation’ definition that has 

been discussed throughout this thesis.  

When this analysis is taken into account, the results do support the assertion of 

organisational reluctance that has been discussed earlier in this chapter, as there is 

no evidence from responding practitioners that there are any truly automated tools 

currently in use within the DF domain of the responding organisation. 

Supporting this statement is the finding of the following question, which relates to 

whether the respondent is aware of any frameworks that exist in relation to the 

control and implementation of automation into the DF domain.  

The results of this question are shown above in Figure 28, with the exact results 

shown below in Figure 35: 

 

Figure 35 - Frequency Table for Survey Frameworks Awareness Question 

As can be seen from the above, 79% of respondents reported that they were not 

aware of any frameworks that exist which would govern or discuss the use of 

automation within the DF domain, which would have been contradictory to the 

finding of the previous question when taken at face value, as the nature of law 
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enforcement work would require that any tool that was used would be supported by 

an existing framework. 

Based on this, there is a clear awareness of some automation systems in the DF 

domain, with both practitioners and law enforcement organisations showing an 

awareness of the potential benefits of automation and tool usage within the DF 

domain, however, the organisational reluctance to embrace this is clearly creating a 

barrier to use. This reluctance moves down to the practitioners with a seemingly 

innate distrust of the automated technologies that exist – this is additionally 

supported by the final questions of the survey, which asked officers if they would be 

willing to rely on automation on the basis that the automation was supported by a 

defined framework, as described in this thesis. The findings of this are shown below 

in Figure 36: 
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Figure 36 - Frequency Table for Survey Automation Acceptance Questions 

In addition to the survey responses that have been obtained, the same question 

about whether officers would be willing to use automation as part of their 

investigative strategies was also asked within the semi-structured interviews which 

are described in Chapter 2.4 and Chapter 5. The purpose of asking this question 

again was two-fold, first to support the findings of the survey above with in-person 
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discussion and ensure that there was a good understanding of what was being 

discussed in the survey, and secondly to ensure that the response rates were 

equivalent, on a pro-rata basis across the different sample size – the survey having 

42 responses and the interviews being conducted with 23 officers. 

The findings of this can be seen below in Figure 37: 

 

Figure 37 - Results of Interview Questioning on the use of Automation 

As can be seen from the above, when answering online surveys officers report that 

they are willing to use automation as part of their role, echoing what was found in 

the organisational considerations above, but when they are asked if they would rely 

on this, the result is that officers report overwhelmingly that they would still require a 

human review to confirm analysis – with 77% of respondents stating that they would 

need this review to be comfortable with the tool use. However, again showing a 

dichotomy of approach, 93% of respondents stated that they would be willing to use 

automation if it was supported by a supporting framework.  

Further supporting this dichotomy, the findings from the survey and the interview are 

significantly different from each other – opposed to the 84% of respondents on the 

online survey who stated that they would be willing to make use of analysis, only 

57% of respondents stated that they would be willing to do this when asked face to 
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face.  

This finding can be explained by the differing sample sizes but does reveal a 

disunion of thinking amongst officers which may be as a result of the organisational 

reluctance and paradoxical approach taken at organisational level. 

Based on the findings of both the FOI requests and survey that have been 

disseminated, there appears to be a clear beginning of acceptance that automation 

is a factor that must be considered as part of the DF domain, echoing the moves 

from within industry, however, there is a clear and apparent reluctance to implement 

the technology fully as evidenced by Figure 35 in which 7% (3 responses) of 

respondents stated that they would be unwilling to use any form of automation 

whatsoever, and 77% (33 responses) stated that they would still require human 

review, and would not be willing to rely solely on automated analysis – with a mere 

14% (6 responses) stating that they would be willing to solely rely on automation. 

This supports the purpose of this research in saying that this should be further 

explored and addressed in order to allow the domain to reap the benefits of 

technological advancement fully and address the problems that have been identified 

within the DF domain and explored in Chapter 3.1. 

A separate finding that has come up within the analysis of the results that have been 

obtained from the conducted practitioner survey is that there appears to be a lack of 

technical understanding and knowledge on the part of practitioners in the field – this 

is evidenced above in the findings of the survey where the use of the terms 

automation, AI and ML resulted in confusion over what was meant and the nuances 

of those terms, and supports the coining of the ‘True Automation’ phrase from within 

Chapter 1.2 of this thesis. This is further explored in the conclusions to this research 

found in Chapter 9.  

This surprising finding is also supported by the opposing findings of the survey and 

interviews that were conducted. When officers are faced with a direct face-to-face 

question on the issue, their responses are not always the same as when they are 

answering the points on their own, showing a potential confusion over exactly what 

they are dealing with and how this could be used. It is envisaged that the 

implementation of the framework designed in this thesis would assist in easing this 
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confusion and provide officers with the confidence to make use of the technologies 

available by resolving the confusion. This assertion is supported by the final element 

of the interview in which a large majority of officers stated that they would be willing 

to make use of the technology if an assessment framework of the type that is 

proposed in this thesis was created and accepted by the organisation, as shown 

below in Figure 38: 

 

Figure 38 - Visualisation of Interview Question on whether a framework would solve concerns 

4.3 Law Enforcement Concerns over Automation Use 
The above sections have provided an analysis and research into both the 

organisational and practitioner state of AI and ML acceptance within Law 

Enforcement – however, this thesis has also brought several concerns that are held 

by the law enforcement community to the fore which should be outlined here. 

This information was identified through thematic analysis of responses given to the 

focus group identified in Chapter 1.3, the survey described in the above Chapter 4 

sections and the below described Chapter 5 interviews. 

From within these sources, there are several common concerns and themes that 

have become apparent, these are described as follows: 
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- Transparency 

Within all the described sources, concerns over transparency were raised by 

officers in various ranks and roles. This concern involved multiple definitions 

of the term transparency, and when officers were asked about this, they gave 

two descriptions – the functioning of the tool in relation to its capabilities, and 

how the tool itself functioned.  

In relation to the first definition, one of the participants of the Chapter 1.3 

Focus Group stated:  

“I would have issues with developer bias, they would not want to say that the       

tool does not do things.” 

In relation to the second definition, multiple participants made reference to 

the way in which the tool had been trained, the way that the tool functions and 

how decisions made by tools are reached.  

In combination, these concerns are some of the most significant that have 

been found in the research that has been undertaken – with it featuring from 

the very first work that was done in the focus group being undertaken, it was 

also named as a concern by 12 respondents to the online survey constituting 

29% of responses, and finally it was specifically named in the responses of 15 

practitioners during the interviews that were conducted which constitutes 

65% of responses. 

- Accuracy 

The accuracy of automated tools and technologies was a primary concern 

throughout all of the stages of research that has been conducted in this 

thesis. It was a key theme that was identified in the first focus group, and has 

consistently come up as a concern and requirement in the survey and 

interviews that have been conducted as part of this process – it was the main, 

and at times only, concern raised in 29 responses from within the surveys 

disseminated, constituting 69% of respondents, and it again factored strongly 

in the interviews that took place – being a factor discussed by 22 out of 23 

interviewees, a 96% respondent rate. 

Determining, measuring and mandating an accuracy level when using 

technologies such as AI and ML is not always a straightforward task (Räz, 
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2024) and is further complicated by the understanding concerns that have 

been explained in Chapter 4.2, however, this is addressed in subsequent 

chapters to this thesis, primarily Chapter 5.4. 

- Reliability 

In addition to concerns around accuracy, reliability of tools and the 

technologies involved featured strongly in all stages of the research that has 

been conducted as part of this thesis.  

The issue of reliability has come up, as with accuracy, first in the focus group 

that was conducted, and in the survey that was disseminated to officers in 

which it was specifically mentioned as a concern by 20 respondents, 

accounting for 48% of respondents and it was subsequently mentioned in 

100% of interviewees. 

- Verification and Validation 

During the initial focus group, there were comments made regarding including 

a requirement that tools and technologies are subject to outside third-party 

verification, and that several of the in-use tools presently do not undertake 

this. The comments that were made were in relation to ISO accreditation. 

These specific requirements were not echoed in the subsequent survey or 

interviews, however, concerns over verifying the claims of the developers and 

validating the capabilities of the tool and technology did factor into 29% of 

survey respondents and 39% of interviewees. 

Of note when considering these concerns, there was no inherent nor stated ranking 

for these concerns, the order that has been given in the above analysis is the order in 

which they appeared within the described results and has not factored into any form 

of analysis. 

In addition to these concerns, additional elements were raised within the Domain 4 

testing of the Framework that can be found within Chapter 6.3.  

These concerns included the above, but also added in a concern that there is a 

cultural block to the adoption of ‘True Automation’ in that officers and staff within the 

Policing sector do not yet trust AI models to the extent that would be required, and 

they also show that in order for any meaningful adoption of automated technologies 

without the human-in-the-loop component that has been implemented so far, there 
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would need to be a significant cultural shift which is only starting to be seen as 

shown in Chapter 4.1. 

These concerns are separate from the requirements of the framework as required by 

the respondents to the primary research that has been conducted in this thesis, and 

do not form a basis for gates as defined in Chapter 5, however, they do inform these 

requirements and the framework will be constructed to – as much as possible – 

address as many of these concerns as possible. 

During the analysis that was conducted, it was identified that there was a strong 

correlation between the concerns that were raised by respondents and the 

requirements of the framework that they would impose. This would appear to make 

logical sense and lends credibility to the results of the survey and interview by 

showing that the respondents were logically responding to the questions that were 

asked, rather than providing minimal or non-sensical answers. 

4.4 Chapter Summary 
In summary, the chapter has shown the real-world state of automation in a practical 

sense through primary research that was undertaken with serving investigators in a 

Home Office Police Force. 

The results of this are shown and show that although there are concerns that are 

present in respect of such tools, there is a pathway to acceptance on the part of 

practitioners. They have shown in the above chapter that they would be willing to 

make use of tools if they were accepted by the organisation. 

They have also shown that in a real-world sense, the creation and implementation of 

an appropriate framework would ease concerns raised and would allow for an 

increase in acceptance of such a tools and would have a real-world effect in 

addressing the problems that have been raised. 
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5.0 A Framework to Implement Digital Forensic-based 
AI and ML Automation within the UK’s Criminal Justice 
Sector 
To address the above findings and increase the use of automation within the DF 

domain, this thesis creates and implements a dedicated test-based framework 

against which AI and ML-based automated tools can be assessed with the aim of 

increasing the viability and use of automation. 

The assertion that the creation of such a framework would be supported by the 

findings of the survey discussed in Chapter 4 and Figure 31 in which 93% of 

respondents reported that they would be willing to make use of an automated tool if 

there was a supporting framework behind it, and the necessity for such work is 

covered within Chapter 3.1. 

As such, the following chapter introduces the proposed framework for this thesis, as 

well as a novel metric to assist in the assessment of the technical performance of 

tools within that framework. The chapter also shows and analyses the surveys and 

interviews that were conducted in this thesis, and how these inform the gates that 

are used within the framework.  

Finally, the chapter explains the gates within the framework, how they can be 

assessed and presents suggested passing metrics for those gates along with an 

explanation as to why these levels are given. 

5.1 Framework Premise and Operation 
The premise of the created framework in this area is to create a gate-based system 

against which automated tools for use within the DF domain could be assessed. If a 

tool passes a gate, then it progresses to the second – a tool would only be deemed 

to have succeeded against the framework if it passes every gate.  

This approach has seen success (Kapetanidou et al., 2025) in previous deployments 

within practical applications of computing-based frameworks and seeks to ensure 

an easy to apply and easy to understand approach, which can be understood and 

utilised by practitioners from a range of technical backgrounds and knowledge 

bases. 
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Additionally, it is considered that this approach of explicit and clear validation and 

verification of tools ensures compliance with the FSR’s codes of practice, giving the 

practice equal footing with existing scientific standards and procedures within the 

law enforcement domain (Forensic Science Regulator, 2025). 

For the gates themselves, a combination of all prior primary research was utilised, as 

well as the targeted semi-structured interviews that have been discussed in Chapter 

2.4. 

A thematic analysis was conducted of all information sources, which directed the 

topic and requirements of each gate – the method for this is explained in Chapter 

2.4. This was then combined with technical knowledge and archival research into the 

specific domains named to explain both the gate and how this should be effectively 

measured. 

The flow of information into the framework is demonstrated in Figure 39 below: 

 

Figure 39- Framework Creation Information Flow 

An explanatory series was then created to further explain and define the parameters 

of the framework, and how practitioners could make use of this, and understand it, in 

real-world settings, and which would also allow for transparency when making use of 
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the accepted tools in a court environment. The aim of this step was to reduce the 

uncertainty around the technical aspects of the analysis, as shown in the above 

chapters and analysis of the previously discussed survey and encourage officer 

engagement. 

The design of the framework was centred around ease-of-understanding and plain 

language, utilising a clear flowchart-style approach which has seen success in other 

deployments in the field of technical analysis and the deployment of technical 

solutions to traditionally non-technical environments (Kapetanidou et al., 2025). 

5.2 Interview, Survey and Focus Group Analysis 
As stated above, there are three defined sources of information which have been 

included in the creation and selection of the gates in the project framework. 

The methods of capturing the data that is being used here has been described in the 

relevant sections of Chapter 2.4. 

The primary source of data for the creation of the gates in this framework are the 

interviews that were conducted with a range of serving officers in an English Police 

Force. 

The interviews consisted of a series of semi-structured questions and are described 

in Chapter 2.4.  

23 officers agreed to participate in the interviews that were conducted, with the 

sample being from a range of units and roles all of which had engaged in the survey 

process that had been conducted.   

As previously described, the responses provided were then subject to thematic 

analysis, the results of which are shown and described below.  

During the thematic analysis that was conducted, it became apparent that as with 

the above, there were some respondents who had focussed upon very specific tool 

functions, which would not be suitable for a domain-wide framework, and as such 

when conducting this thematic analysis, it was necessary to filter out non-general 

requirements, as specific function requests had to be excluded as this is not the 

purpose of this framework, and it would not be possible to enforce individual 

requirements for tools across a spectrum and would mean that the assessment 
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devolved into a per-tool framework which would not be applicable to the overall DF 

domain. 

From the thematic analysis that was conducted, the following requirements were 

located:  

Accuracy 

As described in Chapter 4.3, the accuracy of the tool was the most prominent 

requirement that was given across the range of primary methods that were 

implemented in this thesis. 

This featured in 100% of the Focus Group comments, 29% of online survey 

responses and 65% of in-person interview comments. 

It was found, within the thematic analysis of the comments and statements made 

throughout the research, that there was some confusion amongst respondents 

between accuracy and reliability. Many respondents would either confuse the terms 

or would conflate the two together when discussing the requirements that they 

would have of any framework or tool.  

To deal with this potential problem, a novel method of defining and calculating 

accuracy has been conceptualised and is discussed below within Chapter 5.4 to this 

thesis. 

Reliability 

The reliability of the tools that are used within the DF domain was a significant 

concern throughout the primary research that was undertaken in this thesis. It, along 

with accuracy of results, was the most prominently discussed aspect within the 

conducted Focus Group at the beginning of the project and continued to feature 

throughout – with 87% of survey respondents and 100% of interview participants 

identifying it as a key requirement of any produced framework. 

Transparency 

The transparency of software utilised by practitioners was another important aspect 

of a tool’s performance and function that was identified with it factoring in all 
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feedback comments, 26% of survey responses as well as 65% of interview 

responses. 

This was an interesting aspect of the findings, with a significant discrepancy being 

found in the responses of interview and survey. This can be explained by the fact 

that the survey had a more significant spread of respondents, whereas the 

interviews were more targeted towards technical professionals who had direct use 

of relevant software and so had more understanding of the function of the tools, as 

well as the limitations and requirements of current policies, procedures and 

functions. 

The exact nature of transparency and what this means in practical terms was also 

discussed with interviewees, further thematic analysis was conducted on this with 

the common theme being how the models that are used are trained, on what dataset, 

and how the tool functions in terms of the technical ability. This is discussed further 

below in Chapter 5.4 however, the respondents to the interview did acknowledge that 

this would be a difficult aspect to implement in real terms due to issues related to 

trade secrets and commercial interests, however, this was stated to be an aspect 

that organisations would have to accept when working in law enforcement. From the 

personal experience of the author, this is also something that is commonplace, with 

several companies enforcing Non-Disclosure Agreements (NDA) on forensic 

departments for some aspects – however, it is noted that such agreements cannot 

be enforced to prevent the Police or other entities from disclosing technical or 

internal information about a tool when dealing with court cases, as only a court can 

restrict disclosure under the Public Interest Immunity aspects of criminal justice 

cases (Parliament, 2018; Crown Prosecution Service, 2023). Therefore, it is 

considered that this requirement is suitable for inclusion within the produced 

framework as it is a currently accepted and known area of law and criminal justice 

within the UK. 

Verification 

The ability to verify the function of a tool, as well as the reported capabilities and 

compliance with the requirements outlined in this section was identified in all 

qualitative aspects of the feedback, interview and survey process. This specific 
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requirement required further exploration and analysis as the exact nature of the 

concern raised was unclear in the initial comments that were made. The clarification 

of this requirement is discussed below in Chapter 5.4. 

Time Saving 

The time that the tool takes to perform its function was a key element that was 

discussed in multiple respondents from the initial focus group through to the 

surveys and finally interviews showing that practitioners would only make use of a 

tool that performed at least as fast, or faster, than a human. 

This finding was in line with the previously identified problem statement which 

showed that the time taken for analysis of devices is a primary contributor to the 

current state of the DF field. 

Additionally, there were some specific functions that could be applied to the 

framework which were not specific to individual tools, and which specified common 

functions that could be applied to tools domain wide. 

These functions were identified as: 

Report Generation 

The ability of a tool to generate a report of its findings was identified throughout all 

elements of the primary information gathering in this thesis, and also pertains to all 

other required aspects of a tool’s performance, such as transparency, as the 

requirement from the respondents was that the tool would not only report the results 

of the analysis that was conducted, but also how this was achieved, as well as any 

flaws or issues that would affect the reliability of the tool. 

Updating 

The ability of a tool to keep itself up to date with the latest training methods, results 

and models is of vital importance to any software, and this is especially important 

when discussing a tool which is designed to run without human intervention as the 

underlying function of the tool is the sole arbiter of functionality and result. 

Therefore, this was a strong requirement identified at every stage of the information 

gathering stage of the project. 
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Tool Tie-In 

There are a wide range of tools that are used at various points within a digital 

forensic analysis of an evidence source, and no singular tool is expected to cover 

every element of an investigation – where possible, it is required that any solely 

relied-upon tool will have the capability to interact with multiple other tools to 

generate a complete evidential package of analysed images. However, it is accepted 

and discussed below that this may not always be possible. 

Malleability 

Digital forensic investigations cover a wide range of situations and circumstances, 

and investigations may change over time and as a result of the findings obtained 

during the course of analysis. Any tool that is relied upon in the manner described in 

this thesis must be able to respond to changing circumstances and findings, as well 

as be able adapt parameters that are used to conduct that analysis, even if it is that 

a human has to input those new parameters (depending on the function of the 

original tool). 

These themes were reviewed and combined into a thematic gate-based framework 

for the assessment of ‘True Automation’ tools in respect of DF analysis of image 

files. 

This produced framework is shown below in Chapter 5.4 and Figure 40. 

5.3 A Novel DF Domain Assessment Metric – Practical Reliability 
Within the unique use case of the DF Domain, a simple one-sided analysis of a tool 

on either Accuracy or Reliability is not possible. This is due to the nature of the 

analysis that is being conducted and the changing nature of images of offence, as 

well as active attempts at counter-forensics by offenders. 

As such, it is key when assessing automated tools from within the DF domain that 

further steps are taken rather than relying on simple accuracy measures, research 

has shown that a combined approach to this problem is required including all factors 

contained in Precision (below) as well as Accuracy (Garfinkel et al., 2009; Ayers, 

Brothers and Jansen, 2014). 
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As such, the author proposes a novel metric for the assessment of these elements, 

dubbed Practical Reliability as explained below. 

Accuracy 

The measurement of accuracy within the domains of ML and AI is not always 

simplistic (Räz, 2024). 

Additionally, further analysis of the comments in relation to the mention of accuracy 

within the described primary methods was conducted in this thesis, this showed that 

the respondents were discussing specific elements such as the ability to detect 

particular actions or elements such as nudity or age, as well as how well the tool 

achieved the stated objective, for example detecting pornographic images, or 

images involved nudity. This evidences a further complication to the assessment of 

accuracy in the DF domain is the confusion that surrounds the term accuracy – with 

law enforcement practitioners being confused with what the term would mean for 

any tool that was assessed when using the everyday definition of Accuracy as 

opposed to the ML-based technical definition - in technical terms, the traditional 

metric of accuracy is defined as shown below in Equation 1 (Sokolova and Lapalme, 

2009): 

Equation 1 – Accuracy Calculation 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦=
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
 

Within this calculation, the abbreviations used and their impact are described below 

in Table 9: 

Table 9 - Automation Accuracy Confusion Matrix 

TP – TRUE POSITIVE 

Correctly identified positive cases 

TN – TRUE NEGATIVE 

Correctly identified negative cases 

FP – FALSE POSITIVE 

Cases incorrectly identified as positive 

FN – FALSE NEGATIVE 

Cases incorrectly identified as negative 
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However, it must be considered that within the DF domain, a tool having high 

accuracy may still be missing critical detections, for example Child Sexual Abuse 

Material (CSAM) that displays material constituting an offence in a novel manner, 

which would be very difficult for a computer-based system to detect and classify 

may still have a high accuracy rating as this metric would show that the tool was still 

able to detect other already known images, but would not accurately reflect that the 

tool was not able to detect novel or newer images. This is a vital element of image 

analysis within the DF domain, as offenders are frequently seeking out new material 

or are frequently altering material to avoid DF detection methods, and so for this 

reason, the metric of Accuracy cannot be relied upon solely when considering 

whether a tool can be relied upon without the need for human intervention. 

Reliability 

To deal with the issues of reliance upon Accuracy, reliability is another metric that is 

used to assess automated systems. 

For clarity, Accuracy measures how correct the overall results of an automated tool 

are, whereas Reliability would show how trustworthy the results of positive 

detections are (Sokolova and Lapalme, 2009). 

Within the context of AI and ML systems, the metric of reliability is determined by the 

Precision score and calculation, along with the Recall score and calculation. 

The precision score of a tool measures what would be known classically as 

Reliability. 

The calculation for reliability makes use of the same terms as shown in Table 9, and 

can be summarised as shown below in Equation 2 (Hafdi and El Kafhali, 2025): 

Equation 2 - Precision Calculation 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛=
𝑇𝑃

𝑇𝑃+𝐹𝑃
 

However, again this measurement does not provide a complete picture as this 

Precision metric would only provide information on how often the analysis correctly 

and positively identified an image, but would not provide information on how much 

of the suspect content was actually detected in relation to the overall amount of 
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illegal material that was present within a digital evidence source – for example, this 

assessment would show how reliable a positive identification of illegality was, but 

would not show effective the analysis was on the whole. 

For this additional element, the Recall metric is used (Hafdi and El Kafhali, 2025). 

This metric can be calculated as shown below in Equation 3: 

Equation 3 - Recall Calculation 

𝑅𝑒𝑐𝑎𝑙𝑙=
𝑇𝑃

𝑇𝑃+𝐹𝑁
 

This would allow for the evaluation of the overall effectiveness of the assessment in 

relation to the detection of illegal material in the context of the entire data source. 

To practically make use of these metrics, one of the traditional approaches has been 

to combine these metrics together, with the resulting combination being known as 

the F1-Score (Terven et al., 2025). This combined metric ensures that the issues 

associated with high accuracy, as discussed above, are addressed and produces a 

much more usable and effective assessment metric. This score works by 

showcasing disparity between the metrics of Precision and Recall meaning that 

results provide a balanced view of a tool’s real-world performance.  

The DF domain is a key area that the flaws associated with ill-fitting metrics would 

be prominent, for example when assessing and analysing a set of images extracted 

from an evidence source, the number of illegal images would, usually, be far lower 

than the overall number of images contained and therefore a tool could report an 

extremely high Accuracy score by marking every single image as legal, which would 

not be useful nor actually accurate. The F1 score ensures that this is captured and 

represented within the result and so enables a full and proper assessment of the tool 

that is being reviewed. 

The F1-Score is calculated as shown in Equation 4: 

Equation 4 - F1 Score Calculation 

𝐹1=2𝑥
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑥𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙
 

This is a useful metric as it seeks to address the concerns around reliance on 

Accuracy and Reliability, which were both metrics that are required by practitioners in 
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the field, as shown in Chapter 5.2 – however, this is further flawed due to the fact 

that the F1-Score only focuses upon the positive results, whilst ignoring the negative 

ones. This is problematic in the DF domain as datasets are likely to be imbalanced 

with there being many more negative results than positive ones. 

To address this, the Matthews Correlation Coefficient (MCC) is added. The MCC is 

considered as one of the most effective measures for binary classification and when 

datasets are imbalanced, this is very effective in DF analysis tasks as the results are 

binary in nature, being illegal or legal, and the sets are very often imbalanced as has 

already been discussed. 

The MCC is calculated using the same elements as shown in Table 9, and is worked 

out as shown in Equation 5 (Chicco and Jurman, 2023): 

Equation 5 - MCC Calculation 

𝑀𝐶𝐶=
(𝑇𝑃𝑥𝑇𝑁)-(𝐹𝑃𝑥𝐹𝑁)

√(𝑇𝑃+𝐹𝑃)(𝑇𝑃+𝐹𝑁)(𝑇𝑁+𝐹𝑃)(𝑇𝑁+𝐹𝑁)
 

Once these have been calculated, the results are rescaled to 0 – 1 as shown in 

Equation 6: 

Equation 6 - MCC1 Calculation 

𝑀𝐶𝐶1=
𝑀𝐶𝐶+1

2
 

The resulting values from this range from -1 to +1, with +1 meaning perfect 

prediction and -1 being completely inaccurate. 0 is included to show that a tool 

meeting this score would be scoring no better than random (Chicco and Jurman, 

2023). 

MCC provides improvements over F1 and other metrics that have been discussed as 

it addresses imbalanced datasets by combining the previously discussed sub 

metrics and provides a single score for interpretation, unlike F1 which can be more 

challenging to assess due to the nature of the score and interpretation that is 

required.   

For the purposes of the created framework, all of the metrics discussed above are 

required. This is because Accuracy would measure how universally ‘correct’ the 
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analysis conducted by an automated tool would be, whilst the Precision and Recall 

metrics, along with the F1-Score, would produce information on how trustworthy the 

positive detections would be, which is vital consideration that false negatives and 

false positives can have legal consequences for suspects or result in missed 

victims. 

Whilst MCC is a good addition to this, however, does contain flaws which mean that 

it cannot be relied upon (Chicco and Jurman, 2023). For the purposes of this thesis, 

the chief issue here is that the MCC can be hard to interpret for non-technical 

assessors, and the titular framework for this thesis is designed for non-technical 

assessors. Therefore, a novel approach is required to obtain the benefits of F1 and 

MCC, whilst addressing the inherent complexity that would otherwise be a barrier to 

inclusion in a formal assessment structure. 

Proposed Combined Metric – Practical Reliability (PR) 

In conducting this thesis, the existing accuracy and reliability calculations above (F1 

and MCC1) were reviewed. It was identified that these can be difficult to calculate 

and even more so complex to understand and interpret by non-technical assessors 

and practitioners. It is also possible that, in the absence of specialist knowledge, 

assessors would misunderstand the difference between the existing metrics and the 

limitations that these come with, which are explained in the above chapter. 

This potential for misunderstanding is emphasised by the existing 

misunderstandings which have occurred in discussing the use of technical 

frameworks in survey questions 15 and 16, and which is discussed in depth in 

Chapter 8.3.4. The existence of these misunderstandings underscores this potential. 

As such, it was considered that the existing metrics needed to be condensed into a 

new metric which would emphasise the positive aspects of F1 and MCC1 whilst 

using each metric to address the weaknesses of the other. From the research that 

was conducted in the completion of this thesis, such a metric does not currently 

exist, and so the PR Metric was conceived. The development of this metric was not 

undertaken in isolation. Throughout the literary research that was conducted within 

this thesis, existing performance and classification measures were extensively 
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examined. Although existing measures provide a range of benefits and insight into 

the performance of tools, models and algorithms, none of the found metrics address 

the interpretability requirements of non-technical practitioners whilst retaining the 

technical validity required for robust and reliable assessment. 

The PR Metric is therefore designed to be simple to implement and assess for ease 

of assessor use and to ensure that non-technical practitioners, or practitioners of 

limited technical knowledge and ability, can undertake this assessment without this 

placing an undue burden upon the organisation – for example, requiring the use of 

an external assessment organisation as has been seen in UKAS accreditation 

requirements. 

The combined metric seeks to address the unique DF domain use case, which will 

almost always produce unbalanced datasets as has already been discussed, whilst 

attempting to provide a single average score that non-technical assessors can use 

for the judgement of automated tools. The designed PR metric is similar to the work 

that is found within (Cao, Chicco and Hoffman, 2020), however, differs in that the 

previous work operates across different thresholds, whereas the proposed PR metric 

in this thesis is a simplified alternative that provides a simple average at one 

threshold. 

The focus of the metric is to provide a simple to use and interpret number that a non-

technical assessor can use to judge a tool in a real-world environment. 

It is not designed to be a singular test, but rather to form a key element to the 

surrounding framework, allowing for rapid but informative assessment of ‘True 

Automation’ tools as they develop and seek integration into DF workflows. 

The PR metric is calculated using the standard data that is obtained with any 

assessment of MLA or AI based systems – this is shown in Table 9. Following the 

obtaining of these, the F1 and MCC scores would be calculated as has already been 

described. 

The MCC1 result would then be calculated and used with the PR calculation shown in 

Equation 7: 
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Equation 7 - PR Metric Calculation 

𝑃𝑅=
𝐹1+𝑀𝐶𝐶1

2
 

This produces a single average score including the overall performance on positive 

detection in the form of the F1 score, as well as overall correctness with the 

𝑀𝐶𝐶1score. 

The rationale behind the averaging of these elements is to obtain a single, easy to 

interpret score between 0 and 1 that an assessor can use to quickly determine 

whether a tool passes this particular element. 

It is considered that this new metric, whilst being similar to previous work that has 

been identified, achieves the stated objectives and is both easy to use and provides 

an accurate assessment tool for ‘True Automation’ tools that can be calculated 

based on readily available, or procurable data.   

An additional identified benefit of this metric and the scoring system that it 

produces, is that it addresses the findings of the surveys, interviews and focus 

groups. Within this and has been described within Chapter 5.2 there was a surprising 

finding in that practitioners would be willing to accept a tool, for automated tasks, 

that had a performance level of below 100%, which was the intuitive assumption 

when beginning this research. 

The scoring system that has been created in this metric allows for variance of down 

to 0.90 whilst remaining within the top scoring bracket. This assists in accepting 

some level of error, as shown by the practitioners, but also providing a robust level 

for assessment, as shown below in Chapter 5.4. 
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5.4 A Novel Assessment Framework to Implement True Automation 
into the UK’s DF Domain 

 

Figure 40 - A Novel DF Tool Assessment Framework
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5.5 Gate Explanations & Framework Function 
The design of the framework is deliberate in the stages that are undertaken and is 

designed to work in compliance with ISO 42001:2023 requirements for governance, 

accountability, and continuous improvement (ISO/IEC 42001:2023, 2023). The 

framework is not intended to be a complete Artificial Intelligence Management 

System (AIMS) as defined in 42001:2023, but form part of the overall assessment 

and management system. 

The produced framework (Figure 40) aligns with these requirements by providing a 

structured and repeatable process for assessing DF tool.  

Specifically, governance is addressed through the presence of defined criteria and 

decision points for the tool assessments, accountability is addressed by the 

framework requiring assessors to evidence whether each gate has been passed and 

how, and continuous improvement is addressed by the framework, and associated 

guidance, acknowledging that a tool must be repeatedly assessed and that the 

framework is not intended to be a one-off assessment. 

The framework is designed to be used as a gate-based system with gates organised 

into assessment layers which group gates for ease of assessment and analysis. A 

tool must pass each individual stage before moving to the next one, and only when a 

tool successfully passes each gate is it to be relied upon as a ‘True Automation’ tool 

within the definition discussed in this thesis, and so can be used within the digital 

forensic environment without the need for human intervention or review. 

Each gate is discussed below, with guidance provided as to how the gate metric is to 

be assessed in a practical sense. Where a specific matrix has been included, there is 

a suggested value that must be met in order for the tool to be considered as having 

met the required standard for that gate within the framework, at which point 

assessment can continue to the next gate, or it can assessed as having failed and 

either assessment can cease, or the assessor can choose to continue the 

assessment to obtain further information. However, it should be noted that for a tool 

to be approved via the framework, it must pass every gate. This value has been 

reached via consultation with real-world investigators in the same manner and 

system as was used in previous chapters, however, this should not be taken to be a 
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static value, it has been set based on generalised operational parameters and can be 

varied based on organisational risk appetite and decision making, these are not 

static values, rather living assessment mechanisms designed to ensure consistency 

across organisations and assessors. There is a section on this also included in the 

subsequent Chapter 6.2 testing element of the framework to ensure that the values 

set met the requirements of investigators in real-world situations.  

The method for calculating the metric levels should be conducted in line with the 

guidance below, which contains suggested methods and criteria which can be used 

in assessment. It is accepted that the calculation of several elements will be 

subjective to the assessor, however, clear articulation of the criterion and the metric 

description should be provided to enable subsequent review of decisions made. 

Within the framework, each gate is weighted equally. Each gate is considered a 

pass/fail, based on the metrics that are discussed below in subsequent chapters.  

The rationale for this is that each gate represents a distinct minimum requirement 

for establishing whether a tool can be used within the bounds of True Automation.  

This means that a positive result in relation to one gate does not directly address or 

mitigate a failing level in another. For example, a tool with a strong result in relation 

to the PR Metric may still fail in relation to transparency or reporting, and the 

presence of strong PR results does not account for nor mitigate this issue. 

The strong suggestion to organisations adopting the Framework as an assessment 

system for their DF department/unit would be that the Framework is a living 

assessment system. A single one-off assessment is not suggested as this would 

present the risk of assessment results being skewed or invalidated by updates 

during the software’s lifecycle. This follows standard practice in the assessment of 

tools and is an organisational decision in respect of tool assessment and as such is 

not directly included within the Framework as seen in Figure 40. 

STAGE 1 – Suitability 

The following metrics are designed to ensure that, in the first instance and prior to 

any further testing or analysis, that the submitted / considered tool is suitable for 

analysis via this framework. 
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They additionally seek to ensure that the submitted tool is suitably advanced in the 

areas of analysis to be suitable for the framework, as basic analytical or review tools 

would not be suitable, meaning that several later metrics do not make sense or are 

not applicable. 

True Automation 

The term ‘True Automation’ has been coined for this thesis and has been discussed 

in Chapter 1.2 to this thesis. 

In order for the developed framework to be applicable to a tool, the tool must first 

fall into the provided definition of ‘True Automation’. 

The method of assessment for this will be varied based upon the function of the tool, 

and how the tool is designed, however, for the purposes of this framework as well as 

the ‘True Automation’ definition, any tool that is considered for assessment via the 

produced framework must have differential factors from being simply a repetitive 

machine. Many tools exist which would be capable of repeatedly doing an action or 

set of actions without the need for human intervention in the absence of problems or 

errors, these exist across the world in factories and management systems (Rahman 

et al., 2025). For assessment via this framework, the tool must be capable of going 

beyond this and having the ability to pass the later gates contained within the 

framework. Such tools will require the inclusion of learning elements either in the 

form of ML or AI as discussed in Chapter 3. 

Digital Forensics 

The DF term is well known and is a key aspect of the computing industry. The term is 

split into 2 sub-terms, Digital meaning: 

“data, information, or evidence that is stored, transmitted, or processed in binary 

form by electronic devices or systems, and which can be collected, preserved, 

analysed and presented using scientifically validated forensic methods” (Sibe 

and Kaunert, 2024) 

And forensic, meaning: 
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“Denoting the application of scientifically validated methods and principles to 

the recognition, collection, preservation, examination and interpretation of 

evidence with the purpose of establishing facts that are legally permissible in a 

court of law, whether in criminal, civil or regulatory contexts.” (Breitinger et al., 

2024) 

The key aspect of both of these definitions is scientifically validated; it is this 

requirement that the titular framework is seeking to ensure compliance with. 

In order for a tool to be suitable for assessment using the framework that has been 

produced, said tool must meet these definitions, or the purpose of the use of the tool 

would have to meet these definitions, as tools can be used for a variety of purposes 

that may not always align with their designed purpose. If the user is using a tool for 

an applicable purpose, designed or not, then it can be said to be applicable. 

STAGE 2 – Tool Requirements 

The below metrics pertain to the specific benefits, functions and requirements that 

are placed on the tools that are being assessed. They provide the method by which 

the tools can be assessed for both their benefit to the DF domain, and also their 

suitability for reliance. 

When assessing this set of criterions, there is no defined number of attempts or 

datasets that are required by the framework, this decision is left to the assessor to 

determine within the specific requirements of their individual unit or organisation. 

This follows recent studies showing that validation of tools should use sufficient, 

representative, ground-truth data over prescribed counts (Göbel, Breitinger and Baier, 

2025). 

Practical Reliability 

The PR metric has been discussed in full within Chapter 5.3 to this thesis, with an 

explanation as to its inception and use. 

For the practical purpose of being contained within this framework, the score is 

calculated as it is shown in the relevant chapter. Once calculated, the score can be 

entered into the below Table 10 for assessment: 
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Table 10 - PR Assessment Matrix 

PR SCORE ASSESSMENT 

SCORE 

DESCRIPTION 

< 0.50 0 None – The tool is random or misleading. 

0.50 – 0.59 1 Minimal – The tool is unreliable. 

0.60 – 0.69 2 Basic – Tool is likely to contain significant 

error. 

0.70 – 0.79 3 Moderate – Tool may contain too many 

errors. 

0.80 – 0.89 4 High – Tool performs well with a small 

risk of minor error. 

0.90 – 1.00 5 Full – Tool very reliable with very low risk. 

 

For a tool to be said to have ‘passed’ this gate, an ASSESSMENT SCORE of 5 is 

required. 

The rationale for this number being given is that reliability of the tool is of paramount 

importance to law enforcement, the court system and accreditation under ISO 

standards (Veksler, Akkaya and Uluagac, 2025). Whilst the work that has been 

undertaken shows that a 100% reliability or accuracy score is not required, there is a 

variance built into the PR score as shown above, therefore a score of 5 is the 

required standard. 

Time Saving 

The time saving metric is designed to assess whether a tool has an actual real-world 

benefit against traditional manual review that is currently conducted. A tool that 

passes this gate would be able to evidence a reduction in examination hours as well 

as in the overall reporting time for digital examinations, whilst not sacrificing 

evidential value or quality of output. 
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The assessment of this metric requires organisational data capture and recording, 

which on the face of it imposes an organisational demand which would seem to be 

counterintuitive to the goal of saving time, however, it is considered that the vast 

majority, if not all, of this required data would have already been captured in order to 

ensure compliance with the 4 ACPO Principles which have already been discussed. 

In addition to a defined procedure for the manual examination of a device in the 

same manner as would be expected of a tool, for example the grading of indecent 

images located on an evidential device, the specific data requirements for recording 

in order for the assessment in this metric to be undertaken are: 

- Analyst Time 

- Machine Time 

- Overall Lead Time 

In relation to the tool’s particular activity only [see below]. 

Particular care will need to be taken when assessing a tool via this metric, as it is 

considered to be easy to mistake the time saving elements of an entire examination 

or investigation and compare this to the singular function that a tool may be 

intended to undertake, an example of this would be that when assessing a tool that 

is designed to grade indecent images, it is this element for time that should be 

assessed and not the overall investigation time as there may be other elements, 

such as the extraction time for the device, which is not impacted by the tool being 

assessed. The inclusion of these may result in skewed findings of time saving. 

The key metrics that can be used for the assessment of the Time Saving criterion are 

as follows: 

- Effect on overall lead time for investigations or examinations 

- Effect on analyst or examiner time per applicable device 

- Number of reworks that are required 

This is designed to include times when the tool either fails in actions or requires 

restarting, for example a device connection loss. 

- Time for setup of tool ahead of analysis 

Including time for examiners to enter parameters or start up particular 

processes or equipment, for example starting a Cellebrite Premium TurboLink. 
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In order to assess these in a real-world setting, the following matrix has been 

developed that an assessor will use to conduct the assessment of this criterion, this 

is shown below in Table 11: 

Table 11 - Time Saving Assessment Matrix 

SCORE DESCRIPTION 

0 None – The tool’s time-saving benefits are either unproven, or the net 

effect on the lead time is an increase. 

1 Minimal – There is a <10% reduction in either lead time or time taken 

per action. The time savings that are generated may be offset by the 

time that is required to either rework or setup the tool. 

2 Basic – 10 – 20% reduction in either lead time or taken per action. 

There is a noticeable level of rework that is required when the tool has 

completed actions. Minimal setup will still have an effect on the time 

that is saved. 

3 Moderate – 20 – 40% reduction in lead or action time, with minimal 

reworks required. 

4 High – 40 – 60% lead or action time reduction, which is not offset by 

rework or setup requirements. For example, saving elements are 

included such as auto-field completion within report generation. 

5 Full - >60% reduction in either lead or action time, not offset by rework 

or setup requirements. 

For a tool to be determined as having passed this gate within the framework, it must 

achieve a minimum score of 3 in this element. 

The rationale for this score being given in relation to this metric is that whilst time-

saving is a critical component to the use of a tool, there are multiple factors which 

can impact on the actual amount of time that is saved from the use of a tool, and the 

actual amount of time that is directly saved can be difficult to quantify and measure 

(Wen et al., 2025). Therefore, although there is a requirement for this for a tool to be 

used as there must be a benefit derived, this can be more flexible in relation to the 

minimum standard that would be accepted. 
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Transparency 

Transparency is a vital element of DF work, as there are specific requirements 

imposed by various statutes and procedures, which have been explained within 

Chapter 3.7 to this thesis. 

It is accepted that some of the requirements here are difficult to achieve, and that 

there are significant considerations around trade secrets and the reticence of some 

companies to disclose information about the function of their tools and processes – 

however, it must be accepted that this requirement for transparency is a legal 

standard and would already be applied to court cases should a tool be used in any 

event. This has been discussed in Chapter 5.2 to this thesis. 

The Transparency metric itself within this framework assesses how clearly a tool’s 

manufacturer will reveal key elements of tool development, such as how the model 

was trained, the datasets that were used and how the tool makes the decisions that 

it does when conducting the analysis for which it is used or designed. This 

requirement is a vital feature underpinning the key requirements of reproducibility, 

and documentation as required by the previously mentioned 4 ACPO Principles. 

There are several key elements that must be present for a tool to be said to contain 

Transparency elements, as shown below: 

- Documentation 

The tool should come with, or offer on request, documentation on how the tool 

functions, how the model was trained, how decisions were made as well as 

relevant information such as Accuracy and Reliability information as defined in 

Chapter 5.3. 

- Plain Language 

A tool cannot be said to be transparent in function if the documentation or 

information that is provided with it cannot be interpreted or deciphered by a non-

technical assessor or individual. 

-  Ready Availability 

The required documentation for the tool may be required quickly in response to 

court or defence legal requests, and therefore although there is no requirement 
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that the necessary documentation be provided with the tool at point of use, it 

must be accessible in readable format in a reasonable timeframe as agreed with 

the relevant client at the time of use. 

- Operationally Useful 

The provided documentation must be operationally useful – this means that the 

documentation should be versioned so that it can later be checked for the 

relevant version that was in use at the time of the in-question analysis, it should 

also be searchable and in readable format i.e. not be a raw text file but be 

formatted and usable in a real-world manner. 

 

To assist with the assessment of this metric, an assessment matrix has been 

created to assist practitioners. This is shown below in Table 12: 

Table 12 - Transparency Assessment Matrix 

SCORE DESCRIPTION 

0 None – No meaningful documentation, operation is akin to a 

‘Black Box’, version information is opaque, decision rationale is 

not recorded or available. Technical information such as 

training is missing and will not be provided. 

1 Minimal – Marketing documentation only, little to no decision 

rationale, most available information is in the form of text logs 

although these are often absent or incomplete. Limited 

technical information is available on request only. 

2 Basic – Documentation is present but is largely High-Level and 

lacks detail. The actual training information is missing or is 

opaque, requiring expert interpretation which may not be 

available. Some technical information is provided, with 

additional key elements only available on request. 

3 Moderate – Clear documentation is provided with some 

guidance accompanying. There are structured logs, but they fall 

short of being meaningful documentation. Exportable run 
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configurations are present. Limited decisions information or 

validation information. Technical information is available, 

although remains limited. 

4 High – Clear documentation is provided with appropriate and 

clear version information tied to each tool release. Logs are 

useful, explained and clear. Exportable decision rationale is 

provided with some basic explainability tools provided. 

5 Full – Comprehensive and full documentation, which is 

presented without overly relying on technical jargon, detailed 

dataset information with clear training explanation. Decision 

logs are apparent and technical information is freely available. 

For a tool to be considered as having ‘passed’ this gate, a minimum score of 3 is 

required for this element. 

The rationale for this level being provided for the passing of this gate is that whilst 

transparency in AI functionality is extremely important for the use of any tool within 

the DF domain, there are inherent ‘black box’ elements to AI, such as chain-of-

thought which are not always fully understood by the developers themselves, 

especially in more complex systems (Lewis-Lim et al., 2025). As a result, there must 

be some flexibility in the transparency of function that is provided along with 

documentation, additionally it is considered that detailed technical logs will not 

always be necessary, nor understood, within the legal profession and so requiring 

detailed comprehensive datasets or information would not be prudent, it is 

considered that if there were significant questions raised about the tool after an 

analysis had been undertaken, that developers would be the ones that would be 

called to interpret this data in their own evidence. This approach is already being 

seen in implementations of novel AI systems across British policing, such as with 

Project Söze in Avon & Somerset Police, with strong success and support. 

Verification – Human Dip Sampling and Third-Party Verification 
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Verification is a necessary feature which pertains to the tool’s ability to allow for 

either practitioners or third parties to validate the claims that are made by the tool’s 

manufacturer. 

The method by which the verification can be completed is malleable and may 

change dependant on the tool, the method of use and the origins of the tool itself, for 

example crossing international borders when deployed to another country. 

There are two elements to the Verification step of the produced framework – Human 

Dip Sample and Third-Party Testing. Both steps are required for the assessed tool to 

be considered. 

A common theme across both elements to the verification requirement is that this is 

conducted independently. The tool cannot be said to have been verified by a third 

party if that third party was contracted by the manufacturer in the first place, as this 

would leave the tool open to criticism and scrutiny when used in legal fields. 

The Human Dip Sample step requires that the tool provide the ability for 

investigators or examiners, as well as any other party such as defence experts, to 

review a meaningful subset of the tool’s results. It does not mean that the tool 

should allow for unfettered access to the entirety of a dataset, as this may not be 

technically possible depending on the function of the tool in question, and may also 

open avenues for challenge such as claims of undue interference. However, it should 

allow for the identification of a meaningful sample of the data that has been 

analysed and provide the ability for edge cases to be checked and re-analysed. The 

specific requirements on the tool for the information being presented cannot be 

codified in this framework as this would change depending on the function of the 

tool and it is therefore the determination of the individual assessor and organisation 

to determine whether the provided capability of the tool meets the below outlined 

requirements. 

In addition to the above requirement, there is a secondary requirement for this stage 

of the framework – that being the requirement for third-party verification of claims 

that are made by tool developers.  

In practical terms, this means that the developer of a tool should provide 
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reproducible evaluation items – for example, the providing of known results and 

inputs, and the use of APIs for scripted re-runs of ground-truth datasets.  

Technical information such as readable logs of decisions and function, as well as 

versioned change logs for updates and training should be made available for third-

party expert review. 

A good assessment point for this would be a review of End User Licence 

Agreements (EULA) in relation to the assessed tool – in some cases, developers 

may include clauses and elements that would prevent verification of the tools that 

they produce and would prevent the investigation of those claims. This is a strong 

indicator that a tool produced by that developer would not meet this requirement. 

To assist with the assessment of this metric, an assessment matrix has been 

created as shown below in Table 13: 

Table 13 - Verification Assessment Matrix 

SCORE DESCRIPTION 

0 None – There is no dip-sampling support provided, outputs are 

vague or not provided, and agreements such as EULA prevent 

verification. 

1 Minimal – Manual spot checks of function only, limited decision-

making visibility, vendor claims cannot be assessed by third 

parties. 

2 Basic – Tool permits some review and simple exporting function. 

Logs are simplistic and incomplete in terms of technical 

information; third party checking is possible but is heavily 

monitored and controlled. 

3 Moderate – There is a documented dip-sample process built into 

the tool, with key exportable elements such as decision logs.  

Reproducibility is limited and restricted third-party testing is 

permitted. 
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4 High – Structured dip-sampling is built into the tool as standard; 

there are signed released provided with comprehensive logging 

for the decisions that are made which are readable and can be 

reviewed by experts in the field. Independent lab verification of 

claims made is possible with minimal intervention by the 

developer. 

5 Full – End-to-End verification is built into the tool as standard, 

automatic production of verification datasets is provided, no 

resistance or interference on third party testing from the 

developer, logs and documentation provide court level 

verifiability and defensibility. 

For a tool to be said to have passed this gate, a score of at least 3 would be required. 

The rationale for this level being set for this metric is that the dip-sampling 

requirement that was described by the expert participants in the Focus Group for this 

Framework identified a set level of verification, that being that results are 

reproduceable and that third party testing is permitted.  

The above definitions go beyond this, and the level that is set is given as a minimum 

standard rather than an idealised optimum. Within the bounds of the field, there is no 

requirement for automatic verification nor that the tool itself provide court level 

defensibility as this could be the responsibility of the officers involved, or the 

organisation conducting the assessment. The requirement from the participants 

required only that the opportunity for verification was provided by the tool and the 

developer, this is met by the above level. 

STAGE 3 – Mandatory Features 

The following gates are designed to be in relation to specific functions that a tool 

should be able to complete or demonstrate in order for it to be acceptable for use 

within a DF environment. This requirement is emphasised when a tool is being 

considered for use without any need for human intervention. 

Report Generation 
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Each tool that is designed, intended, or adapted for use within the DF domain must 

have the ability to output a readable and formatted report. A generated report within 

the DF Domain not only evidences the running of the tool and provides key 

information and audit trails, which are required for compliance with the 2012 ACPO 

principles, but also serves as the evidentiary document that will be submitted to 

court, either as evidence in its own right or as unused relevant material, retention of 

which would be required under the Criminal Procedures and Investigations Act 1996. 

As such, any report that is generated by a tool, especially one that does not require 

human review, should be properly formatted, readable and contain all the 

information required to reproduce the same results if the analysis were repeated 

which is a key requirement of the aforementioned 4 Principles. 

In order to achieve this, the produced report is assessed based on the inclusion of 

several elements; 

- The time, date and length of the analysis that was conducted 

- Investigation details that were entered e.g. exhibit number, reference number 

and versions of the software that were used 

- Any parameters that were entered by the investigator 

- A summary of the findings, for example the summary of numbers of indecent 

image categorisations 

- Description of findings such as the type of image and what was shown 

- Accuracy levels, as determined by the above section on Accuracy within this 

framework 

- A description of any dip sampling that was conducted in accordance with the 

above section in this framework 

To assist in the assessment of these criteria, the below matrix has been developed 

(Table 14) for assessors and practitioners to apply to any tool: 
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Table 14 - Report Generation Assessment Matrix 

SCORE DESCRIPTION 

0 None – The tool does not produce a report and only provides raw 

data following completion of the analysis. Output is raw data only 

with no formatting. 

1 Minimal – The tool only produces a basic log, for example 

timestamped events, with no relevant detail beyond this. Basic 

formatting may be present, but this is simply a log rather than a 

presentable report. 

2 Basic – The tool produces a report with some details provided 

but allows for no flexibility, changing of report details, nor does it 

include key elements such as type of analysis or entered 

parameters. Report is a basic one but does include formatting to 

showcase key areas and increase readability. 

3 Moderate – The tool produces a report that includes key details 

and is largely complete, although there are missing elements 

from the above list. The report is largely a basic findings 

summary. Report is somewhat formatted and does contain key 

headings, however, would require further formatting before being 

presentable. 

4 High – The tool produces a comprehensive report which covers 

the majority of elements but lacks customisation and intricate 

detail. The produced report is readable and presentable with only 

minor omissions or formatting faults. Some minor input required 

prior to court submission. 

5 Full – The tool produces a complete and fully defensible report 

which includes all required elements. Report is fully presentable 

and is ready for court ‘out of the box’. 
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For a tool to be said to have passed this gate and move to the next assessment 

point, it should score at least a 4 on this metric. 

The rationale for this level being set for this metric is that reporting is a key element 

of the assessment system, given that the tool is intended to be used without any 

human intervention. As a result, the level of detail required from the reports provided 

by the tool is higher than most other elements, as this would be what would be relied 

on for many other components such as transparency of function. 

In order to achieve other elements, such as time saving, the formatting of the report 

is thought to be important to avoid further human work being required changing the 

output of the tool. 

Updating 

Updating is a critical factor when assessing the practicality and usability of any 

software tool (Vinayagam, 2025), as the constantly evolving nature of digital 

technologies means that forensic tools must be able to keep up with the latest 

developments across a range of target technologies from mobile devices to more 

advanced computing platforms. These requirements are even more the case when 

considering and assessing a tool designed to work without the need for human 

intervention, as the nature of such pipelines make it even more likely that 

compatibility issues will either cause errors in evidential analyses which may go 

unnoticed, or would cause failures across the board, resulting in unacceptable 

delays. 

Tools that are assessed via this framework must have the ability to update 

themselves and keep themselves up to date. However, this process will necessitate 

the inclusion of some level of user interaction as the tool should not automatically 

update itself without prompting as different versions of software may have other 

conflicts, vulnerabilities, issues or other concerns that would require either delayed 

updating or skipped versions in some cases (Souppaya and Scarfone, 2022). Simply 

put, a tool should not automatically update without at least prompting for user 

confirmation before doing so. 
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In terms of practical guidance, the framework recognises that having some form of 

update mechanism is preferable to having no update mechanism at all. A tool 

lacking update capability is likely to lead to investigators relying on outdated and 

insecure software. A tool that does support updating is more likely to remain within 

the strict DF domain guidelines and standards, even if that updating method is not 

the ideal. 

These considerations led to the creation and implementation of the below 

assessment matrix to assist practitioners in the assessment of tools against this 

metric (Table 15); 

Table 15 - Updating Assessment Matrix 

SCORE DESCRIPTION 

0 None – The tools are not able to update and is a standalone 

single release. No patches or versions can be installed. 

1 Minimal – Updating is not possible, new versions may be 

released but this would require a complete uninstall and 

reinstall of the tool itself every time a new version or patch is 

released. 

2 Basic – Tool has some updating features, but this is irregular 

and requires significant downtime and manual work to 

implement. 

3 Moderate – Tool supports updating but this is automatically 

applied with no user interaction. 

4 High – Tool supports user interaction on updates with 

notifications and the option to schedule updates but enforces 

updating after some time. 

5 Full – Tool provides user-controlled updating with additional 

functionality such as retaining previous versions and allowing 

for easy user or organisation-initiated rollback. 
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For the assessment of this matrix, a tool can be judged to have ‘passed’ this gate if it 

achieves a score of at least 3. 

The rationale for this level being set for this gate is that the only aspect required in 

relation to this from the participants was that the tool had the ability to update, and 

this is met by the given level under the definitions given above. The given definition 

is far from ideal, as automatic updating without human intervention is not preferred 

due to security and compatibility concerns (Mohayeji et al., 2025). However, this 

would be sufficient as a minimum standard for the purposes of this assessment 

framework. 

Tool Tie-In 

Tying in with other forensic tools enables an assessed tool to work within the 

existing and extensive digital forensic ecosystem. This involves evaluating 

integration with established forensic suites such as EnCase, FTK, Cellebrite, MSAB 

XRY and Autopsy and the ability to exchange data in standard formats. 

A tool meeting this metric would be shown to have a strong ability to work within 

broader workflows instead of operating in isolation. This is additionally vital as the 

digital forensic ecosystem increasingly works with API-driven architectures to 

connect tools together in automated pipeline-esque systems.  

The import of this kind of function, and therefore the assessment of this, is 

highlighted by the fact that comparative assessments of forensic tools increasingly 

make use of this measure already (Vinayagam, 2025). 

Additionally, this metric is intended to assess and ensure a level of versatility in the 

assessed tool across the variety of operating systems and file formats that are 

encountered in a real digital forensic laboratory. Examples of this include ensuring 

that the tool is able to function across, or understand data from, iOS, Android 

Windows, Mac, and Linux-based systems, as well as across the most commonly 

encountered and utilised file formats such as E01, AFF, RAW, and HEIC as well as 

the most common standard formats such as PNG and JPG. 
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This metric also assists, as a result of the above, in assessing how useful and 

practical the tool is in a real-world context, as the assessment criteria that are given 

ensure that the tool will fit into existing structures, policies and procedures. 

Finally, the metric is designed to assist in assessing other areas as well, for example 

a tool with strong tool tie-in will naturally feed into timesaving as a versatile tool 

which can make use of other tool results and outputs will also assist in saving time 

and making workflows smoother. 

The criterion developed for the assessment of this metric are as follows; 

- Integration with other forensic tools 

The tool should connect with established forensic platforms and suites such as 

EnCase and FTK. 

- Cross-Platform Support 

The tool should operate reliably on either Windows, Mac or Linux and should be 

able to take in data from these OS, for example reading images in HEIC format 

which have been taken on different systems from the assessing systems. 

- Data Format Compatibility 

The tool should be able to take in evidence from a variety of evidence sources 

and file formats, including direct data from the range of common image and 

video formats such as MP4, JPG and PNG as well as evidential data formats 

from other tools such as E01, ADD and RAW. 

- Stability of Evidence Hand-Off 

Metadata and continuity details must remain intact when evidence is 

transferred between tools. 

In order to assist in the assessment of this metric in a practical sense, a matrix has 

been developed and is shown below in Table 16 against which a tool can be 

assessed. 
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Table 16 - Tool Tie-In Assessment Matrix 

SCORE DESCRIPTION 

0 No interoperability – the tool is completely standalone, with 

proprietary data formats and no ability to integrate or exchange 

data with other forensic tools or systems. 

1 Minimal – Very limited compatibility. Supports only basic 

import/export and cannot interface with forensic suites or case 

management systems without extensive manual work. 

2 Limited – Supports some evidence formats or partial 

integration features, but overall workflow tie-in is weak. Might 

run only on one OS or lack support for common reporting 

outputs, requiring significant extra steps to use in a broader 

investigation. 

3 Moderate – Provides moderate interoperability. The tool can 

handle multiple data formats and possibly be used with some 

additional platforms or has an API for this but still has notable 

gaps. Cross-platform support or integration is incomplete and 

only relates to major tools.   

4 High – Broadly compatible. Runs on multiple OS and supports 

most common forensic data formats. Can integrate or 

exchange data with popular forensic suites and reporting 

systems with minor limitations. 

5 Full – Complete interoperability. The tool seamlessly ties in with 

other forensic tools and platforms and adheres to open 

standards for data exchange and is fully cross-platform. It 

produces outputs and reports that can be fed into reporting 

systems. 
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For a tool to be judged as having passed this gate, a score of at least 3 on this metric 

has been agreed. 

The rationale for this level being set is that whilst the ability for any tool to work with 

other formats and file types is important, there is ample precedent for tools making 

use of proprietary file types in their function (Schatz, 2019). Therefore, although this 

is an important element that was discussed by the participants of the interviews and 

the focus group for the Framework, it is not considered that complete interoperability 

is a key feature that must be focussed on for the purposes of assessment. 

As a result, the limited version of interoperability and compatibility that is given by 

the mid-level set above is considered to be sufficient to allow for a tool to be 

properly assessed. 

Malleability 

Malleability is a key element of the framework, however, defining this for a technical 

assessment can be challenging in real-world situations as many tools will have a 

defined function, and set of capabilities which may limited their operational scope 

due to their architecture or intended use case. The real-world challenge that the 

Malleability metric seeks to address is how adaptable a tool can be to meet the 

evolving needs of an investigation whilst maintaining the integrity and admissibility 

of the evidence that is produced as a result of its analysis.   

The malleability metric is intended to ensure that a tool that is assessed via this 

framework can tailor either the given parameters, or defined operational parameters, 

for any analysis that is conducted. The rationale for this is that investigations can be 

extremely complex and have varying parameters which change over the course of 

the investigation and in response to the findings of analysis that is undertaken. A 

rigid and single-use tool would not be able to adapt to such changes, which would 

inherently risk missing vital and relevant artefacts or evidence, or risks producing an 

output which is less valuable to the developing investigation.  An example of this 

would be that during the initial stages of a child sexual exploitation investigation, the 

focus may be on the identification of images of offence, but as the investigation 

continues the focus of this may shift to identification of either scenes, victims or 
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commonalities in elements such as background or clothing, which would become 

more of an investigative element that numbers of images once the large collection 

threshold has been passed. 

The method of achieving this can vary between tools and interfaces (for example, 

CLI or GUI), however, there are key elements which should be present for any input to 

be considered sufficient for malleability, which include; 

- User-Defined input for specific search elements 

The tool should allow investigators to specify exactly what is being searched 

for, whether that is a set of characteristics, hash values or metadata as the 

investigation requires and the tool function allows. 

- Refinement of Analysis Results 

It should be possible to filter or narrow results in line with the requirements of a 

particular investigation, enabling the exclusion of irrelevant findings without re-

running a complete analysis. 

- Dynamic Parameter Modification 

The tool should permit changes to parameters during or after analysis, allowing 

the investigation to respond in real-time to new findings or intelligence. 

- Report Amendment Capability 

Generated report should be updatable to incorporate newly analysed data, 

ensuring that case documentation remains current and reflective of 

investigative developments. The report should also document and changes 

made by the investigator, as well as any automated changes to parameters or 

analysis to ensure compliance with disclosure requirements. 

 

To assess how effective the implementation of the malleability metric has been, 

and to allow for assessment as to whether the gate has been ‘passed’ in respect of 

the overall framework, an assessment matrix has been developed for this, which is 

shown below in Table 17; 

 

Table 17 - Malleability Assessment Matrix 
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SCORE DESCRIPTION 

0 No malleability – The parameters that the tool uses are fixed, 

allowing for no user input or modifications. 

1 Minimal – limited user input, changes require restarting the analysis 

from the beginning. 

2 Basic – Supports some parameter changes pre-analysis, but no live 

adjustments during execution. 

3 Moderate – Allows for parameter adjustments between runs and 

supports partial result filtering. 

4 High – Supports dynamic parameter modification during analysis, 

filtering and targeted result refinement. 

5 Full – All parameters are fully customisable at all stages of analysis, 

generated reports are fully amendable and dynamically linked to 

updated findings. 

The agreed level for this element to be considered passed has been set at 5. 

The rationale for this level being set for this element is that the DF domain, and the 

work that is conducted within it, is by definition malleable in the scope, scale and 

tasks that are undertaken (Bérubé et al., 2025). The parameters of any tool that 

would work in an automated fashion, without the human-in-the-loop component, 

would therefore have to be as malleable as the work that is being undertaken, as 

there would be no review part way through the analysis to ensure that the 

parameters used were still valid (Andersen, Sunde and Porter, 2025). Additionally, 

the parameters and considerations being used for the analysis of any image would 

also, at points, change based on the findings up to a given point, meaning that 

further malleability is required (Hargreaves, van Beek and Casey, 2025). Finally, the 

analysis would also need to be able to change based on the data that is seen, for 

example if there were any information found which would identify the victim of a CSE 

image. 
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As a result of these considerations, it was determined that the level required to pass 

this element was higher than other elements for the Framework, due to the 

importance that this would have in relation to the analysis that was being conducted, 

and the loss of the human-in-the-loops component. 

5.6 Framework Assessment Matrix 
The below Table 18 shows a summary of the assessment levels suggested as a 

minimum passing standard for a tool to be considered as having passed each 

relevant gate and therefore the framework as a whole. This matrix is designed as a 

quick reference guide for assessors and developers to quickly review and 

understand the required level for each gate. 

Complete explanations of each are provided above in Chapter 5.5. 

Table 18 - Framework Metric Matrix 

METRIC 0 1 2 3 4 5 

TRUE 

AUTOMATION 

MUST MEET DEFINED CRITERIA 

DIGITAL 

FORENSICS 

MUST MEET DEFINED CRITERIA 

PRACTICAL 

RELIABILITY 

     X 

TIME SAVING    X   

TRANSPARENCY    X   

VERIFICATION    X   

REPORT 

GENERATION 

    X  

UPDATING    X   

TOOL TIE-IN    X   
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MALLEABILITY      X 

5.7 Chapter Summary 
In summary, this chapter has presented the primary contribution in this thesis in the 

form of the proposed framework. 

It has also presented the combined findings of the primary research conducted in 

the form of gates and metrics based on the comments and concerns made by 

practitioners. 

The framework is presented in visual flow form, with subsequent documentation 

giving a description of each gate and how this can be assessed, as well as a guide 

as to what scores would be required for the tool to have passed the respective gate.   
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6.0 Testing & Validation of Framework 
The testing strategy for the framework shown in Figure 40 was muti-staged to 

ensure that the framework was as applicable to the real-world DF field as possible. 

The following sections detail the decision-making process for the testing of the 

framework, including the definitions and methods that were considered, as well as 

the rationale for each decision, before moving on to how the framework was 

assessed at both Expert Validation and Technical Testing stages, before moving to 

an analysis and interpretation of the obtained results. 

The Expert Validation testing that was conducted includes testing of the framework, 

the PR metric and the matrices scores that were required and is contained within 

Chapter 6.3.1 and the Technical Testing in Chapter 6.3.3 discusses the technical 

application of the produced framework to real-world applications and software that 

are currently in use within the DFU of a Home Office Police Force. 

6.1 Testing Methodologies 
The testing methodologies that were considered in relation in relation to the 

produced framework in this thesis were as follows: 

Expert Validation 

Expert validation in this context refers to the deployment of the produced framework 

to experts and practitioners in the field of DF, and for them to provide their feedback 

on the provided framework for the purposes of validating that it is applicable to their 

real-world environment (Amarullah, Ramll and Regina, 2025). 

Pilot Testing 

Pilot testing occurs wherein there is a small scale, high controlled, deployment of the 

framework to a real-world operational environment, with a subsequent analysis of 

the performance undertaking real-world tasks (Stacey et al., 2025). 

Delphi Study 
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A Delphi Study occurs when an expert panel made up of various members of a 

domain, including investigators, lab managers and other experts, respond to 

anonymised questionnaires about the framework (Fadill and Rochmadi, 2025) 

Technical Testing 

Technical Testing, in this context, refers to the systematic evaluation of the 

framework’s performance and technical behaviour against defined metrics and 

requirements (Escalante-Viteri et al., 2025). 

6.2 Testing Method Selection 
Following the above considerations, the decision that was made in respect of the 

testing of the framework was to employ a 2-tier approach of Expert Validation 

followed by followed by technical testing of in-use and available DF Image Analysis 

software – this supports the Research Method approach demonstrated in Chapter 

2.3. 

The rationale for this selection is as follows; 

Expert Validation 

In this case, the framework is designed to be used by practitioners in the field of law 

enforcement and DF to conduct analysis of tools that purport to be ready for use 

within that domain, without the need for human intervention. 

As such, it is logical and appropriate that the primary assessment of the framework 

itself is conducted by said practitioners, as this is the most effective and efficient 

method by which the real-world applicability of the framework could be achieved. 

Additionally, as this method allows for direct communication with the experts in the 

area, it is considered that this could additionally result in a reduced incidence of bias 

on the part of the researcher, increasing the reliability and credibility of the results 

that were obtained. 

Finally, the framework that has been designed is intended to bridge the gap between 

technical developers of tools and the less technical practitioners in law enforcement 

and related fields who would make use of those tools in the real world. As such, it is 
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important to obtain the views of those users in addition to undertaking more 

technical analysis. 

Technical Testing 

The framework that has been produced in this thesis is designed to be used in a 

technical area and allow for the assessment of technical tools, albeit by less 

technical users. 

As such, technical testing of the framework to ensure its applicability, and suitability 

is required. 

This will allow for an analysis as to the gates that have been designed and whether it 

is possible to undertake the analysis that has been intended, as although the 

framework has been created with the input of practitioners, the technical aspects 

must also be confirmed as viable. 

This testing will also have the secondary benefit to providing an initial assessment 

of tools that are used within the DFU undertaking the testing, and as such will allow 

for an initial insight into whether the forensic world even has the capability for ‘True 

Automation’, or whether this is in line with the larger Policing world as seen in 

Chapter 3. 

The rationale for the rejection of the other methodologies given is as follows; 

Pilot Testing 

Pilot Testing was rejected from the study for the reason that it requires deployment 

in the real world, which was not possible given the sensitive nature of the work that 

is undertaken in the DFU space, and the data concerns that arise from the use of AI 

tools as discussed within Chapter 3. 

Additionally, the department was able to offer support in relation to the expert 

validation focus group that was conducted and is discussed below in Chapter 6.3; 

however, the more longitudinal nature of a Pilot Test would not be possible given the 

work requirements of the department. 

Delphi Study 
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A Delphi Study was rejected from use within this thesis for the reason that it requires 

the cooperation of additional members of staff outside of the DFU area that had 

agreed to help with this study. As a result, the panel would not be sufficiently varied 

to allow for a Delphi Study to take place. 

Additionally, such a study requires that the data is obtained via the use of 

anonymised questionnaires, which would not have been possible in this case due to 

the time requirements that this would require as well as the need to then 

disseminate the framework out to those staff members, and wait for them to review 

it fully, which was another time requirement that they could not provide. 

6.3 Testing and Validation of Framework 
The testing and validation of the framework was undertaken with experts in the field, 

specifically the current digital forensic examiners, investigators and managers of the 

Digital Forensic Unit of a Home Office Police Force. The two stages to this testing 

are described and discussed in the below sections. 

6.3.1 Expert Validation 
The Expert Validation of the framework was undertaken in line with the above via the 

conducting of a focus group to present and discuss the framework that had been 

produced, identify any changes to be made and validate that when the changes were 

made, that the framework was fit for purpose in the view of the experts that were 

involved. 

The method of undertaking this focus group took 4 stages: 

1. Identify the scope of the Focus Group 

2. Identify the participants for the focus group 

3. Produce the specific questions to be asked of each participant, including 

Likert scale recording 

4. Conduct Focus Group 

 

The method for undertaking the Focus Group was the same as has been described 

within Chapter 1.3 in relation to participant anonymisation and information retrieval.  
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The script that was read out to the Focus Group participants can be found in 

Appendix 6 to this thesis, with the specific questions being found in Appendix 7. 

The below sections discuss the Focus Group itself, as well as an analysis of the 

results. The completed survey result document with associated comments and 

Likert scores can be found in Appendix 9. 

6.3.1.1 Focus Group Scope 
The Focus Group scope was to discuss with the participants the framework that has 

been created and obtain from them their views on this from a practical perspective 

with a view to adapting and modifying the framework to ensure that participant 

requirements were met, before moving to an assessment of the framework via Likert 

scale based closed questions. 

6.3.1.2 Participants 
The participants for the testing focus group were selected from the available staff 

within the pool of officers who had undertaken an interview prior to the framework’s 

creation. 

Consideration was given to the wider dissemination of the Focus Group invite and 

for running multiple sessions to obtain wider feedback, however, there were several 

reasons that this was not undertaken; 

1. It was unknown how many officers would be able to undertake this extra 

session in addition to their normal duties 

2. From the results of the survey, it was clear there was a lack of understanding 

amongst the wider officer pool around the technology which could mean that 

there were skewed results in relation to the focus group results. 

3. It was considered that a smaller, more streamlined and relevant participant 

pool would lead to results that were reflective of the actual practitioners that 

would be anticipated to use the framework in the real world 

 

As a result of these considerations, it was decided to include officers from the 

interview pool i.e. officers who had undertaken interviews, and who also worked in 

the technical DFU as well as officers who worked in technical related areas such as 

OCAIT.   
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The Focus Group invitation was sent to all relevant participants on the above. 

However, several potential participants were unable to attend due to operational 

requirement. As a result, the Focus Group was undertaken with the below 

participants (Table 19); 

Table 19 - Framework Validation Participant Information 

Participant Number Unit Experience Level 

1 OCAIT 10 Years 

2 DFU 14 Years 

3 DFU 11 Years 

4 DFU 4 Years 

5 DFU 10 Years 

6 DFU 6 Years 

 

 

6.3.1.3 Focus Group Description and Conduct 
The method of completing the Focus Group was via group discussion, as described 

in Chapter 2.4.3 rather than individual direct questioning. The rationale for this is 

explained in that chapter and is supported by research in the field which shows that 

this approach is more effective than more traditional closed-style questions directed 

at individuals (Bachtiar, Fariz and Arif, 2024). 

This approach was adopted, with the only exception being the obtaining of direct 

Likert responses as recorded in the results document in Appendix 9. 

All participants were given the domains that were being explored in sequential order 

to ensure that they understood the objectives of the Focus Group, as well as the 

specific reason for questions that were being asked. This also enabled an informed 

discussion around the specific domains and allowed for accurate recording of points 

that were raised. 

The specific domains that were explored within the testing Focus Group are 

contained within Chapter 2.4.3. 
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To accurately cover each domain, the framework was presented and explained to the 

participants, with each domain then being mapped to each area of the framework to 

ensure that discussion was effectively directed to the relevant sections. 

Following this, Likert questions were given to the group, and each individual was 

asked to provide a score of between 1 and 5 (1 being disagree and 5 being agree) 

that each element or domain was met by the framework. The Likert system was 

explained at the time of asking these questions, and an explanatory image of the 

scoring was shown, the same definitions were used in both the Focus Group and this 

thesis for ease of understanding, and are contained within (AlMutawa, Ikuesan and 

Said, 2024). 

The only exception to the Likert scale was Domain 4 as this was rather used for the 

participants to provide feedback on what had been said within the Likert questions 

and ensure that corrections were made which would assess each of the points 

raised. 

6.3.1.4 Results of Focus Group and Analysis 
The results of the Focus Group can be found in Appendix 9. 

At the time of the Focus Group, the Framework that was presented was very 

different from the Framework that has been given as the completed version in 

Chapter 5.4, which is the version that was created following the feedback of the 

Focus Group that was undertaken. 

The version of the Framework that was shown to the Focus Group is shown below in 

Figure 41:
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Figure 41 - Framework - Focus Group Version
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The summarisation of this feedback is shown below in Figure 42: 

 

Figure 42 - Likert Results of Framework Testing 

The main correction was for Domains 2 and 3 in relation to the usability of the 

framework. These domains are specifically in relation to the practicality and usability 

of the framework. 

As can be seen from the results, the findings were significant in that the participants 

universally agreed that the Framework, whilst relevant and valid, was impractical and 

was not usable. 

There was a significant amount of discussion held within the Focus Group around 

the Domains and the scores/comments that were made in respect of these 

domains. 

These will be addressed in turn in the following section however, the full response 

notes can be found under Appendix 9. 

The comments, analysis and amendments were as follows: 

DOMAIN 1 – Relevance and Applicability 

Within Domain 1, several key themes from the participants comments were 

identified. 
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The participants stated that a significant part of the work undertaken with DF, as well 

as the CJ sector in general, was around accreditation and ISO standards. They 

identified that the maintenance of this accreditation is a key aspect of any work in 

this area, and that any additional element that is added to existing workflows and 

assessments of tools or procedures would have to be in compliance with the 

relevant ISO standards and accreditations obtained from external partners such as 

the UK Accreditation Service (UKAS). 

This element was carefully considered for inclusion into the final framework as a 

result of it being so prevalently mentioned. However, the purpose of the framework 

is to assess the tools themselves for use within the sector and the DF domain, rather 

than looking at the implementation of passing tools into existing workstreams and 

processes. The accreditation requirement would be organisational for the receiving 

organisation and would have to be considered at national level by the relevant 

bodies. It would not be an element to which the developer of a tool had control, other 

than to respond for requests for information or for adaptions and changes to be 

made based upon accreditation feedback and requirements. Therefore, direct 

accreditation was considered to be not required for the framework. However, there 

are key areas that accreditation would be required which have been included, such 

as the requirements for transparency and third-party testing. Therefore, it is thought 

that the accreditation concern raised by the participants has been addressed by the 

framework. 

In addition to the above within Domain 1, the participants identified that a significant 

issue with the initial framework design was in relation to the updating of tools that 

are considered. Several of the participants were uncertain around the ongoing 

assessment of tools, for example once a tool updates with significant functional 

changes and the effect that this could have. This has since been effectively covered 

by the manual accompanying the framework, shown in Chapter 5.5. Within this guide, 

it is made clear that the process of assessing tools is an ongoing one, with a 

mandatory requirement that any tool receiving significant functional or backend 

updates in relation to the AI models that form the decision-making executive of said 

tool, would need to be re-evaluated via the Framework. The extent of the re-
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evaluation would be a matter of organisational policy, and the onus for declaring 

said update level would be on the developer. These particular elements are not 

possible to codify within the Framework, as they are external decisions rather than 

functional assessment. Tool updates themselves are included within the Framework 

as a separate assessment component. As a result, this concern has now effectively 

been covered by the Framework shown in Figure 40. 

DOMAIN 2 – Practicality and Feasibility 

This was a significant domain for the Focus Group. Whilst the relevancy of the 

Framework was accepted, the usability and accessibility of the first generation of the 

Framework was called into question. 

On delving further into these concerns, a key aspect was that whilst the overall 

concept of the Framework was around the technical definitions that were used 

within the created gates. The concern was raised that the terminology that had been 

used would not always be clear, nor accessible, to the potentially non-technical 

assessors from within the assessing organisation and would be potentially unclear 

in scope or specifics to the technical developers. In the version of the Framework 

that was displayed, the gates were displayed as titles only for the purposes of 

readability, as shown in Figure 40. Following the feedback of the participants, this 

was amended to include brief definitions that were being used within the Framework 

assessment procedure which accompanies the Framework itself, an example of this 

from the final version of the Framework is shown below in Figure 43: 
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Figure 43 - Definition Inclusion Example 

Additionally, the participants raised some concerns regarding the readability of the 

Framework, leading to the suggestion of including colour coding for the different 

elements that were contained, and a legend to go along with these colours. 

This inclusion was accepted by the participants, with colours being added to show 

the different elements that were contained, as shown below in Figure 44: 

 

Figure 44 - Colour Coding Legend 

Each element of the Framework is based upon the requirements that were given 

within the primary research conducted and explained in previous chapters. 

- Requirement – This element shows that the displayed gate is a primary 

assessment requirement that is placed on the tool that is being assessed, 

rather than a function of the tool itself. 

- Requirement sub-set – This element shows that the displayed gate is a sub-

element to a primary requirement, in the case of this Framework the sub-

requirements relate to the breaking down of the primary requirements for 

Verification and PR. The purpose of these sub-requirements is to show that 

the assessed primary gate can be broken down, for example the primary 
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research conducted showed a strong requirement for verification to be 

included, however there are differing requirements for verification from 

participant responses and accreditation requirements. The inclusion of a 

breakdown of the gate enables the use of the Framework across both 

elements and ensures that the assessment system is relevant and valid to the 

field of DF. 

- Feature – This element shows that these assessed components are in 

relation to how it functions, or a capability that it must possess in order to 

pass the relevant gate of the Framework. 

- Framework Position relates to the flowchart style that has been adopted for 

readability and does not relate to the assessment system.   

Finally, within this domain the participants suggested the inclusion of a ‘plane’ based 

approach, to illustrate the different domains that were being addressed within the 

complete Framework. 

This approach was reviewed by the author, with similar approaches being found in 

various technological assessment frameworks (Abdi et al., 2024), and so a review 

was undertaken of the different areas that were being assessed by the Framework, 

and how these could be grouped and demonstrated more clearly. Based on this 

review, the following ‘planes’ were identified as layers to the Framework: 

- Framework and Tool Suitability 

This layer assesses whether a tool meets the requirements of the PR metric 

explained within Chapter 5.3 to this thesis and ensures that a tool is not unfairly 

assessed when it does not meet these requirements. The Framework that has 

been developed is specific in relation to the type of tool, that being that it must 

be designed or intended to be used without a ‘human-in-the-loop’ element in 

everyday function and must be designed to be used within the DF domain, 

specifically in relation to the assessment of image files. Any tool that does not 

meet this criterion would not be suitable for assessment via the Framework in 

the first instance and therefore would be assessed against metrics that would 

not be suitable, leading to skewed results. Therefore, this is the first layer that 
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must be passed. This layer addresses the requirements of the research project 

as a whole. 

- Backend Function Assessment 

This layer assesses the backend function of the tool, such as the Large 

Language Model (LLM) or other model in use within the tool. The requirement 

for this layer addresses participant concerns over the ‘black box’ element of 

software development, ensuring that the method by which the tool reaches a 

decision can be understood, demonstrated and evidenced for the court 

environment, as well as disclosure requirements, and also ensures that the 

claims made by the developer can be adequately tested for accreditation, due 

diligence and legal concerns. The inclusion of this layer directly addresses 

concerns that were raised within the testing focus group. 

- QA and Compliance 

This layer ensures that any tool passing this Framework has the appropriate and 

suitable verification capabilities that have been identified as being needed for 

accreditation and reliance purposes throughout the project. A tool passing this 

layer would meet the minimum requirements that would be expected from a tool 

being submitted for accreditation under the current ISO standards as outlined 

above in Chapter 3.3. This layer directly addresses the concerns that were given 

by the participants in the testing focus group, as well as in other aspects of the 

project, including the interview stage and the initial focus group in Chapter 1. 

- Tool Function Assessment 

This layer addresses the requirements that the DF domain within UK law 

enforcement would have for a tool that is designed to run autonomously. With 

this being a novel concept, a tool running without human intervention, there is a 

focus on the tool’s capabilities beyond that of standard tools as there is no 

human to perform immediate interpretation of the results. As such, the 

requirements that are contained within this layer would constitute the minimum 

capabilities that a tool must possess in order to be accepted by DF practitioners, 

in addition to the designed image assessment capability. This layer directly 

addresses participant requirements from both the interview/survey stage, and 

the focus group comments for this domain. 
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As a result of these steps, it is seen that the concerns raised about the initial 

Framework have been addressed in the creation of the Figure 40 Framework version. 

DOMAIN 3 – Usability and Confidence 

The comments made by the participants to the focus group in relation to Domain 3 

were very similar to those that were included within Domain 2, and as such they have 

been addressed by the additions made previously. There are no additional updates in 

relation to this domain. 

DOMAIN 4 – Feedback and Improvements 

The comments made in respect of Domain 4 are largely in relation to the cultural 

concerns of the implementation of ‘True Automation’ and therefore are addressed 

earlier in this thesis, specifically in Chapter 4.3, however there are comments made in 

relation to the method by which several of the gates proposed in the Framework are 

assessed; 

- False Positive concerns were raised by the participants, with the specific 

comment being that these were the biggest concern in relation to the 

assessment of the ‘accuracy’ of the tools. This has been addressed within the 

PR metric as the FP rate of any tool is given appropriate focus and weighting 

throughout as has been discussed within Chapter 5.3. Based upon the testing 

of the PR metric that has been conducted in Chapter 7, it is seen that these 

concerns have been addressed. 

- Dynamic assessment over static assessment is commented as being 

significantly more desirable within the assessment of tools that are passed 

through the Framework.  

This has been researched to ascertain whether this is the accepted standard 

for the assessment of automated software with the DF domain, and the 

reasons for this.  

The result of this research is that the use of dynamic assessment methods is 

vastly preferred within the industry over static analysis. The primary reason 

for this is that static assessment is likely to miss important updates which 

would change the function of a tool over the lifecycle of the software, and as 
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such a dynamic approach is preferable (Claij-Swart et al., 2025). Additionally, 

this method ensures that the accreditation requirements of the DF domain are 

met, and that new datasets and information is included within tools that are 

used.  

Given this finding, and in response to the concerns that were raised, the 

guidance document accompanying the Framework was updated to include 

guidance that the Framework should be a living process that is built into the 

assessment strategy of the organisation making use of it, rather than it being 

a ’one-off’ system that is used only at the inception of a tool into the 

organisational workstream. This was considered for inclusion into the 

Framework itself as a separate component, however, as with the updating 

element discussed above in this chapter, this was considered to be an 

organisational requirement which would vary between organisations and 

workflows, and as such would be an issue in the implementation of the 

Framework rather than a component in its own right. 

This inclusion of the guide element in relation to Framework implementation 

appears to satisfy this concern. 

- An additional concern that was raised was bias of the datasets that are used 

to train AI models, and how this would impact onto tools that are assessed as 

part of this Framework. Whilst this is a cultural concern that has been 

discussed at length within Chapter 4.3, participants did request that this was 

included within Framework considerations.  

As a result, this was considered within the assessment methods for the tools 

that are submitted to the Framework.  

This concern is addressed within the PR metric proposed and included within 

this Framework by the inclusion of both the F-Sore and the MSS Score that 

have been discussed. These metrics, both individually and in combination, 

seek to address potential bias within a model, which would appear to address 

this concern as much as possible, however, it is accepted that bias within 

datasets is still a concern across the sector.  

There are methods of dealing with bias, such as the use of multiple models to 

form an answer to a query/task and then the comparison of results to form 
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the most reliable (Shinoda et al., 2024), however, this is a matter for the 

developer themselves to address within their development of the tool – rather 

than being an assessment criteria in its own right. The result of the PR metric 

will show whether the results of the developer’s efforts in this regard are 

successful enough to pass the gate, which is the most effective inclusion of 

this concern into the Framework. 

- Finally, it was considered by the participants that there is a legal process 

behind the work that is undertaken by AI powered tools. A specific example 

that was raised was the ‘producing’ of the findings of the tool for legal 

purposes i.e. evidential presentation of the results and other documentation 

surrounding the analysis that is conducted. Concerns were raised regarding 

whether the investigating officer could produce these when they have not 

been involved in the analysis process, as is currently the case with human-in-

the-loop systems.  

Although this is a valid concern, this was considered as not something that 

could be dealt with in the Framework itself as it would be an organisational, or 

national, strategic decision which would have to be undertaken by the 

receiving entity rather than being an assessment point in its own right. 

 

Following the additions and amendments discussed in this section, the Framework 

was adapted to the version that is seen within Figure 40, with this version being 

agreed by the Focus Group participants as successful in addressing the concerns 

that were raised. 

6.3.1.5 Expert Validation Conclusion 

The conclusion to the Expert Validation process discussed and analysed above was 

that the concept of the Framework was a success with several of the features being 

successful following the additions and corrections that have already been 

discussed. 

The Framework that has been created, as a result, is seen as having been 

successfully tested against the given domains via Expert Validation and as such has 

credence for implementation in a wider scale. 
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The gates that were presented were accepted as being relevant to the field, and 

logical in their flow and implementation. 

The results of the Focus Group discussions showed that there are cultural concerns 

and blockers that remain, which could not be addressed directly within the 

Framework, which would be dealt with by the simple implementation of an 

assessment system. The main comment that was repeated around this in both the 

Focus Group and the interviews that were conducted, was that if the organisation 

were to accept the Framework, and the results of that Framework, then they would 

be willing to make use of the tools that had been assessed. 

The results of the Expert Validation, as a result of this, are seen as successful. 

6.3.2 Gate Passing Metrics 

The original version of the Framework that was presented to the Focus Group 

discussed in Chapter 6.3.1 did not include specific values for the passing of the 

gates were not given, 

The rationale for this initial decision was that various tools, functions and models 

would present differing challenges within the DF and legal environment and so the 

inclusion of specific values for passing would introduce an element of potential 

confusion, as well as give avenues for criticism of the Framework in the legal sense. 

However, throughout the Focus Group sessions, as well as in the interviews that 

were conducted, there were repeated comments around the usability and readability 

of the Framework, especially in relation to the assessment of complex technical 

elements by non-technical personnel. A surprising anecdotal finding from within the 

work was that there were a large number of staff who would be asked to feed into an 

assessment of automated technologies, but who had limited technical 

understanding of those technologies. 

As a result, to address usability concerns, guidance was implemented to the 

Framework, within the guidance documentation provided, which gave a value that 

should be met as a minimum standard for passing each gate. 
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The values that are given are designed to be considered as decision thresholds, with 

the intention being that they support consistency across assessors and 

organisations. They are intended to be initially calibrated to a generalised position on 

the specific gates that they reference, rather than being set values that cannot be 

changed. These should be tuned for operational risk appetite and organisational 

stance. 

The values for this, as well as the rationale for each value, are given in Chapter 5.5. 

The metrics used were specifically selected as a result of the primary research that 

has been undertaken in this thesis. As the framework, and the gates included, are 

specific to this thesis, and are considered novel in the field, it was decided that the 

use of any existing metrics for individual assessment of passing values would not be 

suitable as each element had been tailored to the requirements of the DF field and 

the unique use case presented in this thesis.  

As such, the passing values supported by primary research were used over any 

existing ones. 

The method of testing these values and ensuring that they were valid and accurate, 

as well as usable in a practical sense, was via Expert Validation in the same manner 

as the Framework itself, however, due to the late stage of the project that these were 

added, it was not possible to re-convene the full expert panel that had been used in 

the Framework testing, and as such Single-Expert Review was used for the testing of 

these specific values, rather than a full panel as had been used in the previous, and 

more complete, testing. This was additionally considered proportionate to this stage 

of the thesis as the purpose of this testing stage was to conduct a focussed 

assessment of whether the thresholds were practically credible, rather than seeking 

to establish a domain-wide acceptance. 

The selected expert’s relevant technical and operational knowledge enabled 

informed scrutiny within these constraints. 

There were limitations to this approach to the testing of these values. Significantly, 

reliance on the single expert naturally limited the diversity of professional 

perspectives represented in the testing and meant that there was limited 

generalisability to the conclusions that were drawn. As such, the conclusions found 
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in this particular aspect of the thesis should be treated as preliminary only with 

additional future work required to ratify these with a more diverse stakeholder 

testing base. These limitations are additionally explored and discussed in Chapter 8. 

However, although there are limitations to this approach, there is evidence of this 

method being used in expert evaluation contexts (Kävrestad, 2022), as well as being 

accepted as a necessary step in evaluating automated forensic processes (Bollé, 

Casey and Jacquet, 2020). Therefore, although limited, the conclusions drawn from 

this can be said to be valid, albeit lacking representation of the wider forensic, legal 

or organisational communities.   

6.3.2.1 Participant Selection & Testing Scope 
The testing of the metrics was conducted via a single expert, as shown above. 

The selection of the participant was, at its core, based upon the availability of staff at 

the late stage of the project, however, there were also core considerations around: 

- The previous involvement of the staff member. It was considered that the 

reviewer had to have been involved in the previous research actions that had 

been conducted as this would ensure that they were aware of the project, the 

scope and the purpose of the Framework, as well as the context in which the 

metrics were being presented. 

- The experience of the staff member. The reviewer had to have significant 

experience in both the forensic review of images, the legal process, the 

requirements of that legal process and the tools that would be used within the 

analysis of image files. 

- The knowledge level of the staff member. As this review only involved one 

participant, the selected staff member had to be knowledgeable in both the 

above legal issues as well as the technical information that is included in the 

Figure 40 Framework. 

Following the above considerations, a serving Police Officer from the OCAIT unit 

involved in the previous surveys, interviews and testing focus group was found to be 

available. 

The officer has 10 years of experience in investigations, works in the OCAIT unit 

which requires the review and analysis of CSE image files, and also has previous 
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experience working in telecommunications giving them a unique insight into the 

technological background of this thesis. The personal information of the reviewer 

was not recorded, as this was not necessary for the review. There was no coding 

required as there was only one participant. All participant information and rights 

were given, as per the testing documentation outlined in previous chapters of this 

thesis. 

Once the reviewer had been located, the scope of the review was set out. The sole 

purpose of the review was to provide comment and insight into the passing levels 

that had been set into the Framework. The reviewer was asked to review the 

Framework (which they had previously seen and agreed as above in Chapter 6.3.1) 

and the new passing levels for each metric that had been created. 

They were then asked to either agree or disagree with the level and provide comment 

alongside this. 

6.3.2.2 Test Results 
The testing documentation, and results, for the passing values is provided below in 

Appendix 10. 

In summary, of the 8 passing levels that were given to the reviewer, 7 were agreed 

with minimal changes and comments, and 1 was not agreed at the level that was set 

– although this was agreed once the changes described below were implemented. 

This represents an 87.5% acceptance rate, moving to 100% with changes. This is 

shown below in Figure 45. 
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Figure 45 - Passing Level Acceptance Rate 

The specific comments and results of this testing are discussed per value below: 

- Practical Reliability – Provided level: 5 - AGREED 

The comment that was made in respect of the PR metric was that a 1.0 (100%) score 

at this metric was not required. This was in line with the comments that had been 

made in the Focus Group testing and was reflective of the level that had been included 

within the 5 score. Although this is the highest level of score available, it has a built-in 

variance of 0.9 to 1.0 which was agreed by the reviewer. 

This passing level was agreed by the reviewer. 

- Time Saving – Provided level: 3 – AGREED 

The comment that was made in respect of time saving was that the actual time saved 

would be dependent on the tool that was being used, and the reviewer accepted that 

the actual amount of time that would be saved would be malleable based on other 

processes and requirements around the analysis that was conducted. 

They agreed that some time saving was necessary to justify the use of the tool over a 

human review and agreed that they level and definition given was acceptable as a 

minimum standard. 

This passing level was agreed by the reviewer.    
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- Transparency – Provided level: 3 – AGREED 

The comment that was made in respect of transparency was in line with the other 

comments made in the Focus Group, and the comments made within the rationale for 

the level being set in Chapter 5.5. That being, the technical information should be 

limited and is not always necessary. Transparency is an extremely important aspect of 

the assessment system and is absolutely necessary for both CPIA and Accreditation 

requirements, however, there is an accepted limitation to this which has been found 

with the level that has been set here. 

This passing level was agreed by the reviewer. 

- Verification – Provided level: 3 – AREED 

The comment that was made in respect of verification was that, in the view of the 

reviewer, it was very similar to transparency, and that it was for the OIC to verify rather 

than the tool or developer itself.  

It was clarified with the reviewer that the point in respect of verification was that the 

tool offered the capability, rather than conducting this itself. On that basis, the reviewer 

was happy with the level that was set and the requirement. 

This was clarified in the documentation, and the definition that was given for the level. 

The reviewer then saw this and agreed with it. 

The passing level was agreed by the reviewer. 

- Report Generation – Provided level: 4 – AGREED 

The comment that was made in respect of report generation was that it was an 

extremely important metric, and something that was most definitively required for a 

tool to be accepted, especially in light of the ‘True Automation’ definition that was given 

for the work. 

There were no other comments to make in respect of this matter – the definition and 

passing level for the metric were agreed. 

- Updating – Provided level: 3 – AGREED 

The comment that was made in respect of the updating provision was that automated 

updating was not the preferred option. This was already explained within the rationale, 
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and this was explained to the reviewer, who agreed with this rationale as well as the 

level that had been set. There were no other comments made. 

The passing level was agreed by the reviewer. 

- Tool Tie-In – Provided level: 3 – AGREED 

There was no comment made by the reviewer in respect of this metric. The rationale 

and the level that were both given were agreed with no additions being required. 

The passing level was agreed by the reviewer. 

- Malleability – Provided level: 4 – NOT AGREED 

The malleability score that was given originally was not agreed by the reviewer.  

The reviewer pointed out that malleability of parameter, as well as adapting the 

analysis based on key factors such as victim identification, were of paramount 

importance to Police work, with the primary focus of the service being the preservation 

of life and the protection of victims. If a tool were to be trusted to do this thesis without 

the human intervention that is currently relied on, then this would have to be assured by 

the developer.  

On reflection, this does tie into comments that had been made throughout the process 

by other law enforcement personnel, who pointed out that whilst the technical aspects 

of development would focus on key areas such as PR, the law enforcement aspect 

would prefer that elements such as malleability and adapting to change were focussed 

on. 

Following these reflections, the definition for the levels was updated to reflect this 

more prominently, and the minimum level was updated to 5 to reflect the importance of 

this element. 

Once this had been completed, the reviewer was once again given this metric with the 

new elements included, and it was then agreed. 

With corrections, this new passing level of 5 was accepted as well as the new 

definitions. 
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6.3.2.3 Passing Level Testing Conclusions 
The results of the metric passing level testing was that in the main, the rationale that 

was provided with the levels given was largely correct and in the vein that was 

required from the law enforcement practitioners. Issues that were found were easily 

corrected, with a 100% acceptance rate being obtained once adaptions had been 

completed. 

An interesting takeaway from this was the malleability score, which was found to be 

of significantly higher concern level that what could be traditionally thought of as 

more important aspects, such as accuracy and reliability as shown in the PR score. 

Although this was also seen as important to the reviewer, it was overshadowed by 

ensuring that victims could be identified. 

This highlights a key finding of the thesis, that is more fully discussed within Chapter 

9, that there is a significant need to keep Policing’s priorities in mind when 

developing any form of software or assessment, as this is often not obvious to 

technical personnel who would not share those same priorities. 

6.3.3 Technical Testing 
Having completed the above research steps, the final stage of the framework testing 

was to assess several tools against the framework to ensure that the framework 

was compatible with real-world assessment and also to ascertain whether the 

chosen metrics and guidance as described in Figure 40 and Chapter 5.4/5.5 were 

both testable and valid. 

6.3.3.1 Testing Method 
The method of testing for the technical aspect of the Framework is described in 

Chapter 2.4, being technical testing. 

The technical testing method involves testing a tool or system against defined test 

cases, such as the Figure 40 Framework in this case. 

There is precedent for the use of this approach in the testing of DF applications in 

the Computer Forensic Tool Testing (CFTT) project from NIST (NIST, 2025). 
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The experimental method was also considered for this testing, however, was 

discounted as in this case there is no changing of variables and so technical testing 

is more appropriate. 

The FSR requirements on testing were also considered. The Draft Code of Practice 

(Version 2) 2025 was considered as the most recent version of this and requires that 

methods used within Forensic Science activities are valid through validation and 

verification, and that supporting documentation is provided to evidence that the 

method is fit for purpose. Given the rationale that is provided in this thesis and the 

supporting documentation around the testing of the Framework and the tools used, 

it is seen that this is complied with through the use of this accepted testing 

methodology (Forensic Science Regulator, 2025). 

Each of the tools that are identified below were researched for publicly available 

data or information, and when relevant information was found then this would be 

used to assess the tool against the Framework in this case. 

The purpose of this testing was to ensure that the Framework was valid for 

assessment of tools, and to ascertain whether there were any tools which would 

meet either the requirement for additional in-depth testing against the Framework, or 

which would be seen to potentially pass the Framework. 

The criteria for the technical testing were the Framework gates themselves. 

Although for the purposes of testing, ‘True Automation’ was ignored in respect of the 

first gate as current standards require human-in-the-loop systems and so tools 

would not be successful against this gate. However, where a tool requires significant 

human intervention or review, for example simply presenting images to be graded, 

then this would be assessed as a failure as this would not be an automated system. 

Additionally, the PR metric was ignored as this is tested in Chapter 7. 

6.3.3.2 Testing Scope 
This testing was achieved by selecting the most commonly used tools within the 

DFU in which the author served as a Digital Forensic Investigator, as well as 

academic research into existing technologies. 
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These tools were found to be (Sunde and Dror, 2021; Falcón-López et al., 2025; Oh 

and Hwang, 2025), they are also mentioned within Chapter 3.4, although some tools 

from that chapter have had to be excluded for accessibility and budgetary reasons: 

- Magnet Automate 

- Magnet GriffEye 

- XRY XAMN 

- Cellebrite Physical Analyser / UFED 

- Magnet GreyKey 

- Magnet Axiom 

- Magnet Outrider 

- EnCase 

- Autopsy 

- FTK Imager 

- ExifTool 

- Amped Five / Authenticate 

- JPEGSnoop 

- Skin Sheriff 

- CAID 

- S21/LaseriX 

6.3.3.3 Testing Results 
In relation to each tool, the following was found: 

- Magnet Automate – FAIL – Gate 2 – Lack of Analysis 

Reference for information obtained in testing: 

https://www.magnetforensics.com/products/magnet-automate/ 

When assessed against the Framework the tool, although one that is frequently used 

within the DFU of Police Forces in the UK, it is billed as a workflow automation tool, as 

well as an orchestration tool. It does not conduct analysis in its own right and therefore 

is not suited to the Framework, resulting in a FAIL on Gate 2 – DF Domain, however, 

there was confusion over this as discussed in Chapter 6.3.3.4. 

https://www.magnetforensics.com/products/magnet-automate/
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- Magnet GriffEye – FAIL – Layer 2/3 - Lack of Information 

Reference for information obtained in testing:  

https://www.magnetforensics.com/products/magnet-griffeye/ 

When assessed against the Framework, the tool was found to meet both the gates that 

were required for Layer 1 (that being that the tool is used within DF image analysis and 

makes use of computerised automation in the use of the T3K.AI core), moving to the 

second layer for assessment. However, when a review was undertaken of the public 

information, it was found that there was insufficient information to make an informed 

assessment of any gate. For example, whilst there is a claim that the use of the tool 

makes time savings by streamlining the image detection process, there is no concrete 

information available which will show the level of time savings, and therefore the 

inherent risk of relying on an automated tool, as discussed above, is not mitigated 

effectively and therefore the tool must FAIL on Layer 2. 

- XRY XAMN – FAIL – Gate 1 - Lack of Automation 

Reference for information used in testing:  

Researcher knowledge and https://www.msab.com/product/analyze 

XAMN is a commonly used tool for a range of DF activities in relation to a range of 

devices. The software enables the extraction of devices through XRY itself and then 

presents these in a user interface for examiner review through the XAMN software 

There is categorisation of the file types that are present, however, the software at either 

element of this process does not include any form of automation or AI/ML powered 

process. 

As a result of this, the framework does not apply to this software and any continuing 

through this would present false results as the original concept is not met. 

Therefore, a result of FAIL under Gate 1 must be recorded. 

- Cellebrite Physical Analyser / UFED / Premium ES – FAIL – Gate 1 - Lack of 

automation 

Reference for information used in testing:  

Researcher knowledge and https://www.ijfmr.com/papers/2025/2/41813.pdf 

https://www.magnetforensics.com/products/magnet-griffeye/
https://www.msab.com/product/analyze
https://www.ijfmr.com/papers/2025/2/41813.pdf
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Cellebrite UFED, Physical Analyser and Premium ES are a commonly used and powerful 

extraction and display software suite which is used across the world for the extraction 

and analysis of a range of digital devices (Soni, Pawar and Shukla, 2025). 

The software enables the extraction of devices through the Premium ES and UFED 

elements, as well as the display of identified artefacts for examiner review and 

categorisation. 

However, in both the public information for the software, published articles and the 

researcher’s own knowledge, there is no automation element to this software nor is 

there any specific use of AI or ML in relation to any of the functions. 

A review of the further gates has now been conducted as the findings would be 

misleading due to the original premise of the Framework not being met. 

Therefore, the result of FAIL under Gate 1 must be recorded. 

- Magnet GreyKey – FAIL – Gate 1 – Lack of Automation 

Reference used for assessment:  

Researcher knowledge 

GreyKey is a commonly used tool within the DF domain in the extraction of, and 

processing of, mobile phone extractions. 

Whilst this would meet some of the aspect of the Framework, it does not perform any 

processing of image files and does not conduct any form of analysis on the data. It 

extracts information and presents this to an examiner. 

Therefore, the tool must FAIL the Framework on Gate 1 – ‘True Automation’ as there is 

no automated analysis component to the tool. 

- Magnet Axiom – FAIL – Layer 2/3 - Lack of Information 

Reference used for information: Magnet Axiom User Guide: 

http://092f67184f02fcdb918c-

b3d937de523d4a3d4cea730efa685a0d.r37.cf1.rackcdn.com/AXIOM%20docs/Magnet

%20AXIOM%20User%20Guide.pdf 
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Magnet AXIOM is a data acquisition and analysis platform that is used throughout the 

DF domain across the world. 

Layer 1 of the Framework is passed with the use of this software, it is designed for the 

DF domain and the analysis of relevant files, and the documentation that is provided 

shows that there is an AI analysis component with the use of the Magnet.AI engine, 

which performs a range of image analysis functions including categorisation. 

However, the second layer of the Framework does not allow for reliance on AXIOM. 

Although there is mention within the documentation and academic research that the 

use of the tools will streamline the process of image analysis and processing of digital 

evidence sources, there is no information regarding the specific time saving that would 

be gained from the use of this software. As a result of this, the time saving cannot be – 

on the currently available information – quantified to the satisfaction of the gate and 

therefore a failure result must be recorded for this. 

Additionally, although there is some information that is available for public review in 

relation to the AI function that is in use, there is little to no information regarding the 

model that has been used, nor regarding the training and backend information for the 

model. As a result, the tool must also fail the transparency and verification gates. 

Finally, AXIOM is also assessed as failing to malleability requirement within the 

Framework, which requires that there is full malleability of the parameters used both at 

the outset of analysis but also during the analysis and in response to the findings of 

the analysis as they occur. From the information that is available on AXIOM, this is not 

a function that exists, there is nothing that would suggest that this is something that 

the software would be capable of conducting, and therefore the gate must be failed. 

As a result of these, the Transparency, Time Saving, Verification and Malleability gates 

must be failed. 

- Magnet Outrider – FAIL – Gate 1 - Automation 

Reference used for information: Researcher knowledge and https://h11dfs.com/wp-

content/uploads/2024/09/MF_Outrider_ProductReview_20240309.pdf 

https://h11dfs.com/wp-content/uploads/2024/09/MF_Outrider_ProductReview_20240309.pdf
https://h11dfs.com/wp-content/uploads/2024/09/MF_Outrider_ProductReview_20240309.pdf
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Magnet Outrider is a portable solution that allows for triage of digital devices at scenes 

and an assessment of sources at scene, without the need for extraction of the device. 

The software is capable of the analysis of a range of file types, including images, at 

scene. This is an automated identification feature and does allow the software to 

identify CSAM or other images of offence. However, although this on the face of it this 

would meet Gate 1 for the Automation of analysis, this does not make use of any 

element over HASH function comparison. There is no AI or ML component, nor real 

automation over information comparison which must also then be confirmed by the 

examiner. There is no analysis that would meet the requirements of the Framework, nor 

this test. 

As a result, the tool must be recorded as FAIL on this element. 

- EnCase – FAIL – Layer 2/3 – Lack of Information 

Reference for information used in testing: 

https://www.opentext.com/uk/products/forensic 

EnCase is one of the most commonly used, and widely trusted, DF software in use. It 

has a range of features and functions within multiple realms of DF. 

There is a specific use case for the analysis and categorisation of image files, and from 

the information that is available, some of the most recent features in this area make 

use of AI for this purpose. 

As a result, EnCase successfully meets the requirements of Layer 1 of the Framework 

– that being the conducting of automated analysis of image files for the DF domain. 

However, although there are more information and documentation available in respect 

of the software with its prevalence and popularity, the claims made in publicly available 

information are that the use of the software is powered by AI, and that it reduces the 

time that is required for manual analysis and processing of image files. 

There is no specific information available in either public company information nor in 

academic research which would answer the requirements of transparency and time 

saving to the extent that is required by the Framework. 

https://www.opentext.com/uk/products/forensic
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Also, the malleability gate is not met. There is no information available which would 

show that the parameters that are used within the analysis conducted can be changed 

nor modified, and there is nothing to suggest nor state that the parameters would 

update in real-time in response to any of the findings on the device. 

As a result of this, the tool must be shown with a fail in respect of all gates on Layer 2. 

- Autopsy – FAIL – Gate 1 – Lack of Automation 

Reference for information used in testing: Researcher knowledge and 

https://github.com/sleuthkit/autopsy_addon_modules?tab=readme-ov-file 

Autopsy is a free, open-source GUI for a series of forensic modules, designed to allow 

the forensic examination and analysis of a range of digital evidence sources. It is 

widely used and accepted within the DF community, although there remains some 

question over its validity in terms of accreditation. 

However, from a review of the public information available in respect of both the tool 

and the third-party modules that are available for use with the standard release, there is 

little information to suggest that there are ML or AI modules actually in use within the 

suite of available software. 

As an example, the result of searching for ML is shown below in Figure 46: 

 

Figure 46 - Autopsy 3rd Party Module Search Result 

https://github.com/sleuthkit/autopsy_addon_modules?tab=readme-ov-file
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There is some reference to the capability and consideration to these types of actions 

within the larger scope of the SleuthKit itself, but the available information, it appears 

that the primary analysis method of images in relation to Autopsy remains HASH 

comparison, as shown below in Figure 47: 

 

Figure 47 - Autopsy Function Pipeline (Autopsy, 2018) 

As a result, it must be considered that even if there is a module that has not been 

located in this testing which would make use of automated technologies, the 

information on this is not readily available, which would preclude proper assessment 

via the Framework. 

As a result of this, it must be taken at face value that there is limited to no use of AI nor 

ML in the current iterations of the SleuthKit nor Autopsy and therefore a result of FAIL 

must be recorded for this. 

- FTK Imager – FAIL – Gate 1 - Lack of Automation 

Reference for information used in testing: Researcher knowledge and 

https://www.exterro.com/uploads/documents/FTK_7.4.2_UG.pdf 

FTK Imager is a popular and well used forensic extraction tool for a range of devices, 

including memory cards. It is designed around this extraction and therefore has the 

same concerns as other tools in respect of automation. 

From the information available and the knowledge of the researcher, there is no use of 

AI, ML or other automated analysis function within FTK that would satisfy the 

requirements of the Framework, and therefore, a result of FAIL must be recorded in 

respect of Gate 1. 

- ExifTool – FAIL – Gate 1 - Lack of Automation 

Reference for information used in testing: Researcher knowledge and 

https://exiftool.org/exiftool_pod.html 

https://www.exterro.com/uploads/documents/FTK_7.4.2_UG.pdf
https://exiftool.org/exiftool_pod.html
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ExifTool is a metadata review and extraction tool, which enables an examiner to review 

metadata of image files that are supplied. 

It displays this data for the examiner; however, the tool conducts no analysis and no 

automatic function. As a result, this does not meet the requirements of the Framework 

for Gate 1 and so a failure result must be recorded. 

- Amped Five / Authenticate – FAIL – Layer 2/3 – Lack of Information 

Reference for information used in testing: https://ampedsoftware.com/authenticate 

The AMPED Authenticate software suite is a range of tools which allow for the review 

and analysis of a range of file types, including image files. 

The software meets Gates 1 and 2, in respect of its function – it is both intended for 

the use of image analysis within the DF domain, and certain elements of the software 

make use of AI elements to conduct some analysis of files, such as DeepFake 

detection. 

However, from the information that is available, Layer 2 must be recorded as a failure 

for the purposes of the Framework. 

From the information that is available, there is no specific information regarding the 

model that is in use, how this was trained, nor is there any information regarding actual 

time saving that is achieved from the use of this particular tool. 

Therefore, as the information is not freely available, the tool cannot be said to have met 

the passing levels of these gates and as a result must be recorded as having failed to 

meet Layer 2 of the Framework. 

- JPEGSnoop – FAIL – Gate 1 – Lack of Automation 

Reference for information used: https://github.com/ImpulseAdventure/JPEGsnoop 

JPEGSnoop is a tool that allows for the analysis of image files, including indicators for 

edits and a review of metadata. 

There is no automatic function contained within this tool, nor is there any analysis that 

is conducted as a part of the tool’s functions. 

https://ampedsoftware.com/authenticate
https://github.com/ImpulseAdventure/JPEGsnoop
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As a result, a result of fail must be recorded for Gate 1 of the Framework as there is no 

automated function available. 

- SkinSheriff – FAIL – Gate 3 – PR Metric 

Reference for information used: https://dl.acm.org/doi/10.1145/2598918.2598920 

The available information for this tool provides the results under the F-Score for the 

tool as 0.496. 

This value has been considered in relation to the PR Metric and the potential scores 

that would be available for this. 

Given this score, it is considered that this value is too low to allow for a potential score 

under PR at the level that would be required for passing.   

As such, the tool fails the PR Metric gate. 

- CAID – FAIL – Gate 1 – Lack of Automation 

Reference for information used: https://www.iicsa.org.uk/reports-

recommendations/publications/investigation/internet/part-c-indecent-images-

children/c2-detection-

images.html#:~:text=%E2%80%9CYou%20can%20take%20an%20image,is%20the%20s

ame%20or%20similar.%E2%80%9D 

CAID makes use of hash functions for the storage, recall and comparison of image 

files. 

Whilst this does use a technological solution to achieve this result and the comparison 

is conducted using only a technological component in the hash function, this is not 

considered to be sufficient to satisfy the requirements for automation under the above 

restrictions and therefore the tool must fail this gate. 

- S21/LaseriX – FAIL – Layer 2/3 – Lack of Information Reference for information 

used: https://www.semantics21.com/s21-laseri-x 

The S21 software has been reviewed and whilst this does meet the requirements in 

terms of automation and is in correct domain meaning that it does pass Gates 1 and 2, 

https://dl.acm.org/doi/10.1145/2598918.2598920
https://www.iicsa.org.uk/reports-recommendations/publications/investigation/internet/part-c-indecent-images-children/c2-detection-images.html#:~:text=
https://www.iicsa.org.uk/reports-recommendations/publications/investigation/internet/part-c-indecent-images-children/c2-detection-images.html#:~:text=
https://www.iicsa.org.uk/reports-recommendations/publications/investigation/internet/part-c-indecent-images-children/c2-detection-images.html#:~:text=
https://www.iicsa.org.uk/reports-recommendations/publications/investigation/internet/part-c-indecent-images-children/c2-detection-images.html#:~:text=
https://www.iicsa.org.uk/reports-recommendations/publications/investigation/internet/part-c-indecent-images-children/c2-detection-images.html#:~:text=
https://www.semantics21.com/s21-laseri-x


Automated Digital Forensics – Towards acceptance of Machine Learning and Artificial Intelligence-based automation within forensic analysis of image files 

 

185 
 

there is no information that can be seen which would satisfy the requirements for Layer 

2. 

As a result of the lack of this information a result of fail must be recorded for these 

layers as a proper assessment is not possible. 
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6.3.3.4 Technical Testing Summary 
A summary of the Technical Testing results, specifically where each tested tool was unsuccessful against the framework is shown 

below in Table 20, below: 

(Blank elements show where a tool was successful) 

Table 20 - Technical Testing Summary 

METRIC Magnet 

Automate 

Magnet 

GriffEye 

XRY 

XAMN 

Cellebrite 

PA, UFED 

Magnet 

GreyKey 

Magnet 

Axiom 

Magnet 

Outrider 

EnCase Autopsy FTK ExifTool AMPED JPEGSnoop SkinShe

riff 

CAID S21 

True 

Automation 
X  X X X  X  X X X  X  X  

DF Domain                 

PR  X    X  X    X  X  X 

Time Saving  X    X  X    X    X 
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Transparenc

y 
 X    X  X    X    X 

Tool 

Verification 
 X    X  X    X    X 

Report 

Generation 
                

Updating                 

Tool Tie-In                 

Malleability                 
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6.3.3.5 Technical Testing Conclusions 
One of the largest findings of the technical testing that was conducted was that the 

description for DF Domain was not sufficient. In the original version, this simply 

stated that the tool must be designed for the DF domain, as shown below in Figure 

48. 

 

Figure 48 - Original DF Gate Definition 

This caused some confusion for tools like Magnet Automate as this was designed 

for the DF domain but does not actually carry out any analysis itself. As a result, it is 

not suited for the Image Analysis specific version of the Framework that is 

presented in this thesis, however this presents an interesting use case for the 

Framework to be expanded beyond the current Image Analysis limitation to the DF 

domain as a whole. This is discussed further in Chapter 8. 

To address this limitation, the definition of the DF Domain gate was expanded to be 

more specific, as shown in the Figure 40 complete Framework. 

The primary finding within the technical testing that has been conducted is that, 

although all tools submitted failed assessment by the Framework, this shows that 

the gates themselves are applicable as an assessment could be carried out against 

the tools that are currently in use within the DF domain. 

From a review of the reasons for the tool’s failures within the Framework, it can be 

seen that 62.5% of the tested tools failed assessment due to a lack of automation in 

the meaning of the testing that was conducted, whilst the remaining tools failed 

assessment due to a lack of meaningful documentation and testing which would 

allow for appropriate measurement of the benefits to reliance. 
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6.3.4 Comparative Testing Use and Suitability Summary 
The below Table 21 shows a comparison between the testing methods that were 

used in this thesis to assist in understanding how each test method works towards 

validating and assessing the produced framework shown in Figure 40: 

Table 21 - Framework Testing Comparison 

Test Use Suitability 

Expert Validation Validates that the 

framework is suitable 

and applicable to the 

domain and the field in a 

practical sense. 

Suitable for assessment as the 

framework is intended for 

operational use and therefore 

practitioner review by individuals 

with domain knowledge and 

expertise is required. 

Gate Passing Metric 

(Single Expert) 

Validates that the 

proposed passing 

metrics are fit for 

purpose and applicable 

to the practical domain. 

Suitable as an initial validation as to 

whether each threshold is practically 

credible and understandable is 

required. 

Technical Testing Validates that the 

framework can be 

applied to real-world 

tools and performs initial 

assessment of existing 

tools. 

Suitable as applying the framework 

to real-world tools is required to 

assure usability and demonstrates 

whether the criteria can be 

consistently applied to real world 

tools. 

 

6.4 Testing Conclusions and Analysis 
The testing of the Framework shows that the version of the tool that has been shown 

in Figure 40 is both accepted by practitioners in the sector, and that it is suitable for 

the assessment of tools that are currently in use. 

In relation to acceptance of the Framework by practitioners, as discussed in Chapter 

6.3.1 and 6.3.2, once the concerns that were raised were dealt with by versioning the 

Framework, it was confirmed that it would be accepted for use. However, it must 

also be asked whether a tool passing the Framework would be accepted or not. 

To answer this point, consideration was given to the surveys, interviews and 

questionnaires that had been disseminated earlier in the project, and which is 

discussed in Chapters 1.3, 2.4.2, and 5.2. 

Within these actions, the initial focus group participants stated that they would be 
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willing to accept a tool that had passed the Framework (Appendix 1), 92% of valid 

respondents within the practitioner survey and 73.9% of interview respondents 

stated that they would be willing to make use of automated tools without human 

review should the tool pass the produced Framework, as demonstrated below in 

Figure 49: 

 

 

Figure 49 - Interview Respondent Representation 

The combination of these findings and the results of technical testing showing that 

the Framework is relevant, accepted and applicable, shows that it is entirely possible 

for such an assessment to be conducted, and that if a tool were to pass this, that the 

tool would be accepted. 

Additionally, the Framework has shown that despite there being tools available 

within the DF domain which claim to make use of AI-powered features or automated 

functions, there are no tools which have been tested which would meet the level that 

would be required for ‘True Automation’. 

This finding is not surprising and is supportive of the approach that forms the 

current standard within the UK CJ sector, that being the human-in-the-loop approach 

that is discussed in Chapter 3.3. This shows that the current development of tools is 

not intended for autonomous deployment and that human review remains centric to 

the intended use of the tools that are being utilised. 
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6.4.1 – Future Work 
Future testing of the Framework is suggested to be expanding this beyond the 

singular Force that was involved in the testing that has been conducted in this 

instance. This would allow for a wider scope of input and ensure that the Framework 

is more representative of the requirements of the domain as a whole rather than the 

single Force. 

Additionally, longitudinal deployment of the Framework to real-world active units for 

the assessment of tools proposed would also enable a wider view of the real-world 

requirements than are currently present within the produced version and would also 

enable a more thorough assessment of the Framework’s real-world applicability. 

Finally, technical testing of the Framework could be expanded to include further 

tools that are being used or developed for the DF Domain in respect of image 

analysis, as well as a more in-depth analysis of the findings to ascertain the exact 

elements of the Framework that are causing concern. 

This would additionally allow for consideration of including developers in the testing 

of the Framework to ascertain if the Framework is applicable from the technical 

development arena as well as the law enforcement one that has been considered in 

this thesis. 

6.5 Chapter Summary 
This chapter has evaluated the produced framework through a combination of 

expert review, gate validation and technical assessment against existing DF tools. 

Following initial review and subsequent refinement, the framework achieved a 100% 

acceptance rate of gate thresholds and assessment criteria. This demonstrates that 

the framework was considered understandable, relevant and suitable for use within 

DF. 

Additional technical testing further demonstrated that the framework could be 

applied to real-world tools and produce consistent assessment outcomes. 

No tested tool met the requirements for full reliance under the framework, with 

62.5% of tools failing due to a lack of sufficient automation, while the remaining 

tools failed due to a lack of transparency, verification or supporting documentation. 
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This is not surprising as the tools that were tested were not developed with True 

Automation as a concept, but the finding that the framework was applicable to them 

was the desired result. 

Practitioner feedback on the framework showed strong support, with 92% of survey 

respondents and 73.9% of interview participants stating that they would be willing to 

solely rely on an automated tool that had successful passed an approved 

assessment framework. 

 

These findings provide evidence that the framework is both operationally acceptable 

and technically applicable. 
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7.0 – Testing & Validation of Practical Reliability metric 
The testing strategy for the novel assessment metric of PR, described in Chapter 5.3 

was designed to ensure the technical accuracy of the proposed metric, as well as it’s 

suitability for real-world analysis of appropriate tools. 

This chapter explains the testing that was conducted in relation to the PR Metric and 

the rationale for the testing that was conducted. The same testing methodologies as 

described in Chapter 6.1 were considered for this purpose, and the method of Expert 

Validation and Technical Testing were adopted. Alternatives were considered, such 

as broader user involvement, and operational testing, however, it is considered that 

these are less suitable due to the purpose of this stage of testing being to establish 

foundational validity and applicability, rather than focussing on wider deployment 

suitability. 

As such, there are two approaches, the expert validation conducted constitutes 

qualitative research and provides meaningful qualitative data in relation to the 

metric’s understandability and usability, and the technical testing that was 

conducted in quantitative in nature and results in a quantitative analysis of the 

applicability of the metric to real-world tools and models. 

Additionally, the results of this testing are provided, along with an analysis of these 

results which culminates in suggestions for future work in relation to the PR Metric in 

the context of the thesis. 

7.1 Expert Validation 

7.1.1 Methodology Justification and Participant Selection 
Due to the late addition of this metric into the Framework project, there was limited 

time and availability of experts to form a complete review panel. 

Additionally, with the findings in Chapter 6.3.1 and 6.3.3 that there was a lack of 

technical expertise in the available respondent pool, it was considered that as this 

was a mathematical assessment metric the available staff pool would not be able to 

provide a complete and reliable testing base. 
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Therefore, a single expert review was decided upon based on the available staff, as 

described in Chapter 6.3.2 (and associated subchapters).  

The participant that was available, as described in those chapters, has adequate 

experience in both law enforcement, as well as a previous role within 

telecommunications. 

As a result, it was determined that the participant had sufficient knowledge and 

experience to conduct the role of the expert reviewer in this case. 

7.1.2 Testing Scope 
The sole scope of this testing was to obtain the view of the expert in the DF domain 

to ascertain whether the proposed metric in this case appeared to be suitable for 

assessment within the law enforcement arena. 

As a result, the testing in this case covered two domains: 

- How understandable and accessible is the metric? 

- How understandable and accessible are the results that would be generated from 

the metric? 

The concept behind the expert review was to assess the complexity of the metric 

and its results and ensure that it was interpretable in a real-world environment with 

real world users. 

7.1.3 Testing Results 
The full result document from the expert review can be found in Appendix 11 to this 

thesis. 

 In summary, the findings of the expert reviewer were as follows: 

- Understandability of the Metric 

The expert reviewer found that the metric itself was difficult to understand but 

accepted that this is due to the lack of mathematical or statistical training held. 

When the explanation accompanying the metric was explained, the 

understandability increased and the reviewer was accepting of the use case and 

rationale behind the combination of scores, as well as the calculation as a 

whole. 



Automated Digital Forensics – Towards acceptance of Machine Learning and Artificial Intelligence-based automation within forensic analysis of image files 

 

195 
 

- Clarity of Calculation 

The reviewer accepted the calculation as making operational sense and 

understood the combination of technical scores to provide a more simplistic all-

round response. There were no changes required. 

- Ease of Calculation 

The reviewer accepted that, so long as the required information from the 

developers is available, then the calculation is easy to run and would be suitable 

for assessors to run within the workplace for the purposes of assessing tools in 

a real environment. 

- Understandability of Output 

The reviewer accepted that, so long as the output of the calculation was as 

expected, it is easy to understand and interpret with the single figure being 

useful and the defined range as given in the passing metric assisting greatly in 

the analysis of the result. 

- Overall Ease of Use and Understanding 

There were some concerns raised over the availability of information that would 

be required for the calculation to be run, and how reliable those figures would be 

when they were being sent from the developer themselves.  

However, on the whole the reviewer accepted that the calculation was a clear 

method of assessing complex scores.  

The reviewer pointed out that they would expect that the use of the Framework 

and the PR metric would require some training to be provided to the assessors, 

and that this would be needed to address the understandability and usability of 

the PR metric. 

7.1.4 Testing Conclusions 
The testing that was conducted within this section was limited, for a variety of 

reasons that are discussed in Chapter 8. 

However, the finding of the expert reviewer was that the metric is fit for purpose and 

is understandable in both execution and result. 
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There are some areas that are unclear, as documented above, however, this would 

be an area that could be addressed by training users if and when the Framework was 

deployed as an assessment system within the organisation. 

7.2 Technical Testing 
In this section of the Testing conducted, specific tools meeting the automation 

criteria required of the Framework in Chapter 6.3.3 were passed through the PR 

metric that was proposed in Chapter 5.3. 

The criteria for the selection of these tools were that they had passed the ‘True 

Automation’ gate test defined in Chapter 6.3.3 and made use of some form of AI or 

ML in their function. 

Public information on the tools was used to provide the information that is required 

for the calculation, and the results are presented and analysed below. 

7.2.1 Testing Method 
The method for testing the PR metric is the Technical Testing method, this is outlined 

in more depth within Chapter 6.3.3. 

The rationale for the choosing of this method for testing this element of the PR 

metric is that there are defined metrics against which the tools are to be test, that 

being the PR metric itself, and the expected values being between 0 and 1 as defined 

in Chapter 5.3. 

The tools that are to be tested against the metric are defined and technical in nature, 

with the scores required for testing (F-Score and MCC Score [Chapter 5.3]) also being 

technical in nature. 

There is no variation of parameters nor variables proposed, and therefore the 

experimental method is not suitable in this case. This is a technical test under set 

and defined conditions. 

As a result of this, the Technical Testing method was determined to be the most 

suitable in this case. 
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7.2.2 Testing Scope 
The testing that was conducted in this case is, by virtue of the testing method and 

information available, limited. 

The information scope was archival and secondary only, as it was not possible to 

conduct real-world testing of the tools to obtain the relevant F-Scores and MCC 

Scores firsthand.  

The reason it is was not possible to access the tools was the time that the DFU was 

available for testing, and the access that would be required to known and test 

datasets, which was not available to the researcher. 

The scope of the testing itself was singular, to ascertain whether the PR metric 

calculation, when applied to real-world tools that are currently in use, would result in 

the expected output in relation to the assessment of said tools. 

7.2.3 Testing Results 
The results of the testing in this case are documented below, along with the relevant 

scores and sources for each of the tools that were selected. 

The rationale for each tool’s selection into the testing is also given. 

- Magnet GriffEye 

No publicly available information exists in relation to either the F-Score or MCC 

Score in relation to this tool. 

The documentation that accompanies GriffEye emphasises the time-saving that can 

be achieved with the use of the tool but does not provide the specific results for any 

scores. 

- Magnet Axiom 

No publicly available information exists in relation to either the F-Score or the MCC 

Score. 

- EnCase 

No publicly available information exists for these metrics. 

- AMPED Software Suite 
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No publicly available information exists for these metrics. 

As can be seen from the above, there is a distinct lack of information and data that is 

available for public review in relation to existing and common technical tools. Due to 

the fact that these metrics were not available for the selected tools, which is 

explored below in Chapter 7.2.4 and Chapter 7.3, it was not possible to conduct a 

meaningful running of the PR Metric in this case. The data that was missing meant 

that the calculation could not be reliably performed as key assumptions would have 

to be made in respect of the models used and the application of those models within 

the tool, for example the implementation of the models, training and context would 

not be provided. As such, and to provide a meaningful test set, the search and 

selection parameters for this test were expanded to include task-specific DF 

algorithms which were found within academically valid research, rather than 

commercially available tools. 

This is accepted as a strong limitation of this testing and is discussed in Chapter 

8.4.3. 

As the relevant scores are task-dependant, the algorithms that have been selected 

were specifically selected as they have been used in image manipulation and 

identification tasks. 

All scores used within the calculation, as well as the table used, can be found in 

(Kong et al., 2024). 

This thesis utilises a dataset compiled by Kong et al., 2024 for the testing of models, 

with the MCC to MCC1 score calculated as shown in Chapter 5.3, this presented a 

good testing opportunity for the proposed PR Metric in this case whilst preserving 

equity with the source material, and as such the testing for the PR Metric on each 

model was also conducted using the scoring results from both datasets. 

One of the specific tasks that was involved within the thesis was the identification of 

manipulated and deepfake images, and therefore the author is satisfied that the task 

that was given is relevant to the purpose of the Framework and therefore the scores 

are as relevant as is possible to use in the circumstances. 



Automated Digital Forensics – Towards acceptance of Machine Learning and Artificial Intelligence-based automation within forensic analysis of image files 

 

199 
 

Once the relevant PR Metric score was calculated as per the above, the assessment 

matrix developed and showcased in Chapter 5.5 and Table 10 was used to show 

whether the selected algorithm would have passed the assessment in the Figure 40 

framework. 

The results of this are shown below in Table 22: 

 
Table 22 - PR Metric Scores (Kong et al., 2024) 

Method Averag

e F1 

Average 

MCC 

Calculated 

MCC1 Score 

PR Metric Score PR Metric 

Passed? 

FCN 0.176 0.172 0.586 0.3810 No - 0 

U-Net 0.129 0.112 0.556 0.3425 No - 0 

DeepLabv3 0.202 0.193 0.597 0.3993 No – 0 

MFCN 0.162 0.155 0.578 0.3698 No - 0 

RRU-Net 0.139 0.126 0.563 0.3510 No - 0 

MantraNet 0.208 0.099 0.550 0.3788 No - 0 

HPFCN 0.105 0.086 0.543 0.3240 No - 0 

H-LSTM 0.160 0.144 0.572 0.3660 No - 0 

SPAN 0.148 0.137 0.569 0.3583 No - 0 

ViT-B 0.168 0.158 0.579 0.3735 No - 0 

Swin-ViT 0.211 0.204 0.602 0.4065 No - 0 

PSCC 0.222 0.148 0.574 0.3980 No - 0 

MVSS-

Net++ 

0.284 0.258 0.629 0.4565 No - 0 

CAT-NET 0.179 0.104 0.552 0.3655 No - 0 

EVP 0.181 0.178 0.589 0.3850 No - 0 

TruFor 0.310 0.300 0.650 0.4800 No - 0 

PIM 0.333 0.318 0.659 0.4960 No - 0 

 

7.2.4 Testing Summary and Analysis 
As can be seen, no testing of the PR Metric could be conducted in relation to the 

specific tools that were named within the research, the reason for this is that the 
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named commercial tools do not provide specific information around their internal 

function. This is supported by other research in the area which points out that DF 

automation tools are a ‘black box’ with a lack of information hindering true 

assessment of function or reliability. 

In relation to the testing of the identified models, the Table 22 running showed that 

the PR Metric is rapid to run, enabling quick assessment of the key F1 and MCC 

metrics that are otherwise difficult to reconcile and require technical understanding 

to interpret. This directly speaks to one of the concerns within the DF Domain around 

the time taken for tasks, although this is a tertiary task to the DF Domain, it 

demonstrates that the metric seeks to not only increase the understandability of 

technical information but also seeks to reduce the administrative burden that the 

assessment and approval of tools places upon the organisation. 

In relation to the direct assessment of the metric’s function, the above Table 22 data 

shows that the resulting figures are within the expected range of 0 – 1 that is 

described within Chapter 5.3, and also shows that the figures displayed are within an 

acceptable variance of the F1 and MCC scores that are used to generate it. This 

shows that the metric reliably represents the data that is used to generate the score 

and provides an easier to understand and interpret single figure for assessment, 

which enables the assessment of technical metrics by non-technical individuals 

within law enforcement units. 

Although a key aspect is that no model tested would achieve the required standard, 

this is not unexpected in relation to the PR Metric, this is a novel metric, and the 

finding supports the current stance that automated tools require human review prior 

to use within current evidential work. There are models that are close to moving 

beyond the lowest level, but there is significant work that remains. 

It should also be considered that the models that are being tested are running with a 

task of detection of image manipulation, a task that is known to be extremely 

difficult for current models (Verdoliva, L, 2020), and as such the finding that they are 

not sufficiently capable for True Automation reliance is not surprising nor 

unexpected. 



Automated Digital Forensics – Towards acceptance of Machine Learning and Artificial Intelligence-based automation within forensic analysis of image files 

 

201 
 

In summary, from the technical testing that has been undertaken in this case, it 

appears that the metric has succeeded at its stated goals and functions as expected 

against real-world data. 

7.3 – Testing Conclusions and Analysis 
In conclusion to the testing that has been undertaken by both expert review and 

technical testing of the produced PR metric, it has been demonstrated that the novel 

metric moves significantly towards increasing the non-technical understanding of 

complex metrics in the F1 and MCC scores. 

The expert testing has demonstrated that the metric enables this understanding and 

is itself more interpretable and accessible than the existing metrics that are available 

for the assessment of the complex technical tools that are required for modern law 

enforcement activities. 

The technical testing that has been undertaken in respect of the metric also 

supports that the novel combinatory PR metric effectively represents the F1 and 

MCC scores, along with their respective benefits and drawbacks that are discussed 

in Chapter 5.3 and as such achieves its stated goals of combining the metrics into an 

easy to create and evaluate singular assessment metric.  

This success provides a proof of concept that such a metric is possible to create 

and would work within a real-world environment. 

An additional finding in respect of testing is that the majority of commercial tools 

that are currently in use within the DF domain do not routinely provide the 

information that would be required for a proper and thorough assessment of their 

capability. This, in conjunction with concerns raised earlier in this thesis about the 

lack of technical understanding existing within DFU departments, that tools are 

currently being developed and used without a complete understanding of either their 

function or their reliability, accuracy or capability. 

The proposed metric in this case would address this effectively in two ways – it 

provides for the easy assessment of capability as discussed and also allows for the 

assessment and review of the full capability of the tool that is being assessed.  
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This secondary benefit is achieved as the relevant score’s requirement intimate 

knowledge of the models used within tools and how it functions. 

As a result of this testing, it can be seen that the proposed metric achieves its stated 

aims and is effective at addressing key concerns from the DF community. 

7.3.1 Future Work 
The future work for the testing of the proposed metric in this case would be to vastly 

increase the scope of the testing beyond what has been done in this case. 

Further models, tools and systems could be considered and included within testing 

for this metric, as well as widening the datasets used to provide a more in-depth 

review of the effectiveness of the metric, as well as it’s applicability to the real-world. 

Further experts could also be included within testing for the metric, which would 

increase visibility of the calculation and allow for a wider view as to the 

understandability and validity of the metric itself. 

The testing that was conducted in this aspect was limited, as has been discussed 

above, and therefore it is envisaged that any increase in the visibility and volume of 

testing would be of benefit to this novel metric. 

Finally, the testing that was conducted in this thesis was theoretical due to time and 

resource constraints. This meant that it was reliant upon the secondary research 

that was conducted and the findings of that research as outlined above. This should 

be expanded to include primary obtained results from real-world tools against known 

datasets to improve validity and reliability of the findings of testing. 

7.4 Chapter Summary 
In summary, the chapter has evaluated the proposed PR Metric through expert 

review and technical testing. 

 

The expert validation testing showed that, although some explanation was still 

required, the metric was usable and understandable by non-technical practitioners. It 

successfully simplified complex performance metrics into a single usable metric 

whilst maintaining operational effectiveness for assessment. 
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Technical testing of the metrics demonstrated that the proposed calculation 

consistently produced results within the expected 0 – 1 range and accurately 

reflected the underlying F1 and MCC values used in its calculation. Across tested 

models, scores ranged from 0.3240 to 0.4960, with all results remaining 

proportionate to the source performance metrics. 

The testing additionally highlighted a critical flaw in existing DF tool development, 

that being the lack of transparent technical performance data, which would be 

required for meaningful and robust assessment. 
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8.0 – Project Evaluation & Critical Review 
The following chapter shows the critical evaluation of the thesis. It serves to 

highlight key limitations in all aspects of the thesis, from the methods that were 

used, the deliverables produced to the testing that was conducted. 

The chapter showcases that following the completion of the thesis, the author has 

reviewed all decisions, processes and procedures that were adopted and used 

throughout with a critical view to locate areas for development, and improvement, in 

future. 

The chapter also shows that the primary element to the project that should be 

addressed in future work, and which constitute a key flaw in this thesis, would be 

that the Framework, PR Metric and gates involved were not fully deployed to real-

world cases.  

The reason for this is that there are strict restrictions on what can and cannot be 

applied to live criminal case data, and there are also licence restrictions in relation to 

the tools that were used which precluded the live use of tools to generate primary 

data in respect of the capabilities of the tools involved. 

Additionally, there were time, resource and availability constraints which precluded 

the longitudinal and more resource intensive nature of deployed testing. 

The chapter then leads into the final chapter of the work, which suggest that now 

that the first generation of the Framework and PR Metric have been created, 

additional in-depth testing should be conducted to continue development and ensure 

that they are as valid, applicable and reliable as possible. 

To aid readability and clarity, the additional identified points and discussions have 

been broken down into sections based upon topic and area within the thesis in the 

following sections. 

8.1 Project Scope 

8.1.1 Stakeholders and Police Force 
A significant limitation in relation to the scope of the project, as well as the testing 

that was conducted, was that the focal stakeholders were comprised of primarily a 
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single UK Home Office Police Force. A key exception to this being the initial focus 

group discussed in Chapter 1.3 as this was a separate Police Force, as well as the 

additional testing that was conducted in Chapter 8.8. 

The reason that this is the case was that it was necessary due to accessibility and 

time constraints. The author is employed by this Force and so had access to experts 

and practitioners within the environment, but this did not extend to other Forces. 

The effect of this is that the findings of the primary research that was conducted, is 

that the findings and input are limited to this one Force, having a potential effect on 

the universality of the findings and the produced framework, as well as the testing 

results and operational validity of the findings. 

However, it is considered that UK Policing, as demonstrated throughout the thesis 

but especially within the literature review found in Chapter 3, is moving towards a 

significantly more integrated approach for example with the 2026 Home Office white 

paper emphasising nationalisation of approach towards data technology and AI 

within Policing (Home Office, 2026).  

Additionally, it is considered that the processes involved in DF work, and the 

software that is used, is considerably universal already due to UKAS/ISO 

requirements for forensics requiring specific processes and assurances. 

Accordingly, the findings within this research are not claimed to be generalisable 

across all forces. They are viewed as being applicable to like forces adhering to the 

same accreditation standards and requirements. As the requirements that are given 

are generally applicable to all UK Home Office forces, it is considered that the overall 

effect on generalisability is minimised when applied domestically, however, non-law 

enforcement organisations and non-UK entities may materially differ and so would 

require additional research. 

8.1.2 Demographic Diversity 
Within the research that was conducted, the experts that were consulted were for the 

most part specifically from DFU and associated areas such as OCAIT. 
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Whilst this was necessary for the purposes of ensuring the correct level of 

knowledge, experience and input to the relevant areas, it does mean that the wider 

areas of Policing such as safeguarding are missed. 

These unique perspectives could have assisted in the development of the 

Framework and increased validity of the gates, metrics and understandability as it is 

likely that, whilst not technical, they would have had unique insight into the court 

process and the evidential requirements that they would have as the potential 

recipient of the end-product from these tools. 

However, there were several different considerations and reasons that this was not 

the approach that was adopted during the course of the project.  

Chief amongst these was availability of officers. The survey was initially sent to a 

wide range of units and areas, with the respondents being used for the later stages 

of the research, officers from other areas were not necessarily available to partake in 

this research. Additionally, even with the inclusion of only technical-related 

departments, there was confusion over some of the terms that were used and it was 

identified that there was a lack of knowledge around the key areas that were being 

discussed. It is very likely that, with the inclusion of wider areas of business, this 

issue would have been compounded.  

This would have potentially led to unreliable and skewed data in the results, which 

would have had an undue impact on the project, both in terms of output and also 

time taken in analysis. 

As a result of these concerns, it is considered that whilst this is a potential flaw 

which could be explored in future work now that the initial Framework design has 

been ratified (Chapters 5 and 6), it was the most suitable approach at this stage. 

8.1.3 Problem Domain 
Finally, it is acknowledged that the problem domain – image analysis – is very 

narrow and limits the work to a narrow field within the wider DF domain. 

There are key areas that this affected, including the exclusion of key fields which 

would benefit from the use of AI/ML such as RAM Analysis and network forensics.  

Additionally, this narrowed the scope of the Framework and as a result the findings 
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are narrower than potentially necessary.  

Finally, the transferability of the results is now limited as the testing, and 

development did not consider the other areas of business. 

However, the reason that this was the approach that was taken is to ensure that the 

breadth of requirements placed upon tools and concepts in this area could all be 

accounted for, and to ensure that the experts available were selected appropriately. 

There were resource limitations to the available staff, and the project needed to 

focus on a particular aspect of the DF domain to ensure that the correct level of 

detail and viability could be assured. 

As a result of this, it is considered that there is appropriate mitigation to this within 

the project, and the reason for this approach outweighs the drawbacks. 

8.2 Research Methodology 

8.2.1 Lack of Triangulation 
The primary method of obtaining information for the development of the Framework 

in this case was the use of focus groups, interviews and surveys with serving Police 

Officers and investigators. However, there was no inclusion of developers, 

independent DF practitioners from outside of the law enforcement domain, legal 

professionals or ISO accreditation practitioners or assessors. 

The result of this lack of inclusion is that there was no input from these separate DF 

related domains into the creation of the Framework, and therefore the applicability of 

the Framework to all areas of DF, even with the specific image analysis task, is 

limited. 

It also means that the Framework has not been tested against these adjacent 

domains for validity and applicability, amongst the other metrics that were tested in 

this thesis. 

However, a strong component to this was the availability of involved persons. The 

project was significant in length with the participants involved, and the inclusion of 

further ones would have significantly complicated the process further and 

introduced delays which could not be appropriately mitigated. Additionally, this 

would have introduced additional testing requirements which could not be 
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accommodated with the resources available in this thesis.  

The issues that this presents notwithstanding, an additional consideration was that 

the Framework produced in this thesis is novel, with no existing skeletal structure or 

existing component to work from. As a result, the produced version is a prototype 

that would need additional testing as pointed out in Chapter 6.4.1 and Chapter 7.3.1. 

It was considered that to include so many additional participants at such an early 

stage of development would introduce complexities and discourse that would 

actively hinder the development process. As a result, it is preferable to involve a 

single domain with limited participants at the initial stage of development and then 

increase this as the project develops and there is more substance to analyse and 

points to discuss around. 

As a result of these considerations, it is considered that the benefits of the adopted 

approach outweigh the drawbacks to the project and that this was a suitable 

approach for this stage of the Framework’s development. 

8.2.2 Researcher Bias 
It is a concern that the author of the research in this case is a serving investigator in 

the Force that has assisted in the development and testing of the Framework in this 

case. 

This is an unavoidable element, as the access that this role granted to experts and 

technology, as well as knowledge, in the area was vital to the success of the project. 

However, there were issues that resulted as a consequence of this, such as: 

- Unintentional Influence on Responses 

The researcher knew the members of staff that were involved in both the surveys 

that were conducted and the interviews that followed. This means that there was a 

possibility of the results being skewed, as the respondents could have been reluctant 

to provide answers that appeared to be contradictory to the aims of the project or 

the activity. It also meant that during the testing of the Framework, and testing of the 

PR Metric, that the expert participants may be reluctant to provide negative 

feedback, to avoid conflict with the researcher. 



Automated Digital Forensics – Towards acceptance of Machine Learning and Artificial Intelligence-based automation within forensic analysis of image files 

 

209 
 

However, it is considered that there is no evidence of undue influence in the data 

that was obtained and the results analysed, and the script that was provided shows 

that there were significant attempts to assure participants at every stage that there 

was not researcher influence in this case, honest answers were needed. This was 

colloquially emphasised in conversations around the topic as well, as the interviews 

and surveys were in action.  

Additionally, it was noted and emphasised that all responses to the surveys were 

anonymous, to avoid this type of problem, and notes on the focus group testing were 

only obtained in group format with no comments made in respect of any individual in 

an attempt to avoid this particular problem. 

To mitigate this, it would have been possible for the researcher to employ a proxy 

agent to administer all of these testing methods, with the identity of the researcher 

being anonymous.  

There are identified problems with this approach, as it is also considered that the 

familiarity of the researcher to the participants mitigated some concerns around 

how the data would be used, and reassured participants regarding the process, 

leading to a higher-than-expected response and engagement rate with the testing.  

However, the mitigations could have been considered further at the time and 

employed at certain stages such as the interviews when the influence of the 

researcher was at its peak. This was not duly considered and as such as this 

opportunity to mitigate influence was missed.  

The effect of this on the project could have been skewed results as above, however, 

there is no evidence that this had an impact and therefore, it is considered that 

although a missed opportunity, there is no undue effect on the project. 

8.2.3 Sample Sizing 
The sample size in the survey disseminated in Chapter 4.2 is 42. 

This sample size can be said to be limited, which could have conceivably resulted in 

non-representative data. 

However, although this is a potential critique of the process, this actually represents 

a response rate of 42% which is higher than average for an organisational survey 

(Holtom and Holtom, 2008).  
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The initial pool of potential participants has been justified throughout Chapters 2, 4 

and 5, this rationale remains the preferred approach in this case as explained within 

Chapter 8.2.1. 

As a result, although on the face of it, a 42-respondent survey is limited, this is 

considered to be a positive position to be in when considering a work-based 

dissemination, which has traditionally lower response rates. 

The limitations of the small sample size in the thesis include that relatively small 

misunderstandings may skew the data e.g. if a participant misunderstands a 

question, then this can lead to skewed results.  

To mitigate this limited sample size, the sample that was included in the in-depth 

interviews and surveys was selected to include officers and staff who had specific 

knowledge and skills in the relevant areas, rather than utilising a less-specific and 

less-informed sample. 

Additionally, several different methods were used at various points, with analysis 

conducted on each response to identify any significant variation in theme or trend, 

which would indicate a skew to the data. 

8.2.4 Alternative Research Methods 
Within the research that was conducted, there were several research approaches 

considered, which have been discussed within Chapter 6.1 and 7.1.1, as well as 

Chapter 2. 

However, although the rationale for each decision was made is shown, there were 

further considerations that were not adequately considered at the time of the 

research being conducted.  

An example of this would be the above-mentioned multi-stakeholder panels involving 

more departments and DF stakeholders, discussed in Chapter 8.2.1, or any 

consideration of multinational panels which would have again increased the validity 

of the Framework and testing that has been produced in this thesis. 

However, although these are a valid consideration which must be considered at this 

point in the research, the rationale for the selection of the methods that were used 
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remains valid, and the concerns and comments made in respect of Chapter 8.2.1 

also remains valid. 

Similarly to those arguments, at the time of the research being conducted, the 

strategies and approaches that were chosen were the most suitable to the research 

being conducted, with cognisance given to the aim, objectives, availability of 

resources and time available. 

As such, it is considered that although this is a valid concern, this has been 

considered and discounted in respect of this thesis. 

8.3 Framework Design 

8.3.1 Dependence 
A key aspect of the Framework that became apparent in testing as a potential 

weakness is that it requires, and relies upon, metrics and information being given 

freely and reliably as a source of assessment. 

This strategy is flawed in that the vendors could, as is currently the case and shown 

in Chapter 7.2.3, to not release the data that is required, or they could change data 

and misrepresent the actual capability of the tools that they have produced. This is a 

flaw which the PR Metric seeks to address, as it is considered that it is entirely 

possible for vendors to use technical language and technical statistical 

misrepresentation to possibly change how their tool is presented as performing 

without the need to outright lie about what the results of testing are. 

This also places a reliance upon those vendors using valid, tested and approved 

methods of testing, with approved and valid datasets, tasks and parameters. This is 

not something that can currently be controlled, and as shown in Chapter 7.2.3 it is 

entirely impossible to perform adequate and proper testing of the tool via the 

Framework gates without this data, unless there was internal testing conducted, 

which also relies upon the vendor giving adequate access to the proper tool before 

approval for use, which is not assured. It is also considered that the real-world 

testing of tools to obtain the required F1 and MCC metrics (amongst others) would 

not be practical given the stated concerns within the sector around timesaving and 

efficiencies that are required. 
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However, it is first considered that the gates that are present, and the information 

required, have been placed as such based on the requirements of the law 

enforcement DF practitioners that were involved in the development and testing of 

the produced Framework. As such, this information is required and it must be 

accepted by developers that information will be required from them for an 

appropriate assessment of their tool to take place. The simple fact would be that 

vendors either refusing to provide this information, or misrepresenting this 

information, would not be approved and so would lose to competitors who are more 

open in relation to their tools. 

It is accepted that there may be requirements placed upon developers by corporate 

entities to control the flow of data due to concerns around IP protection or 

commercial sensitivity, however, as discussed within Chapter 5.2 such concerns, 

even when enforced by NDA, cannot be a limiting factor to use nor the providing of 

information when in the Criminal Justice system. As such, commercial entities will 

have to accept that, in order to gain the financial and reputational benefits that come 

with working within the law enforcement domain, comes information transparency 

requirements which are not trivial, and which must be addressed. 

As such, although this is a valid concern, this speaks to the cultural shift that will be 

required in respect of this domain, as discussed in Chapter 9. 

Therefore, it is noted that although this concern is valid, it has been addressed to the 

point that is possible within the bounds of this research. 

8.3.2 ISO Requirements 
As discussed in Chapter 3.6, ISO accreditation via UKAS is a key requirement of any 

DF process, which is discussed in-depth in Chapter 3 to this thesis. 

However, although this is a key requirement, and something that has only increased 

in importance since the 2026 Policing White Paper announced the move to potential 

nationalisation of automation and AI systems, it is not mentioned at any point in the 

Framework. 

Although on the face of it, this is a key omission that must be rectified before the 

operational deployment of the Framework to any real-world DFU or associated unit, it 
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must be considered that the accreditation requirement does not apply to each 

individual process. It is something that, as discussed in the relevant chapters, 

applies to overall processes within the Units involved, or the tools that are used 

directly. 

As such, direct involvement of UKAS for ISO accreditation of the Framework itself is 

not considered to be required at this stage, as adoption of the Framework and use 

within the Unit itself would be part of an overall assessment process which would be 

the subject of accreditation. 

Additionally, it is noted that the ACPO Principles must be considered, as mentioned 

in Chapter 3.6 to this thesis. 

These principles require, in short, that there is no alteration of the exhibit, a full audit 

trail is created, there is appropriate examiner oversight and transparency of process 

for the judiciary.  

This is a key consideration for not only the Framework, but the entire direction of 

both the technical and law enforcement sectors, as the move to ‘True Automation’ as 

explored throughout this thesis would be seemingly contrary to the existing case 

law, guidance, doctrine and culture around automation analysis. It is no simple thing 

to remove the human-in-the-loop component to analysis which has dominated the 

early adoption of automated technology, and this is something that will require much 

deeper legal and technical exploration to address. 

As such, although this is a valid concern, it is considered beyond the scope of this 

thesis to address the breadth of concerns in this case. The Framework that has been 

designed is intended to be the first step to addressing this potential future concern 

itself, and acts as a supplementary, rather than replacement, mechanism to ISO 

accreditation. 

8.3.3 Missing Element 
On review of the produced gates, metrics and other documentation for the 

Framework, there is a key potential omission within the considerations that were put 

forward which must be discussed. The Framework spends considerable time 

considering and assessing whether the function of a tool is faster than that of an 
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equivalent human investigator completing the same action, under the justification 

that a tool must be faster than a human to justify the inherent risks of reliance on an 

automated system. 

There is also, in the form of the PR Metric, significant time and consideration given 

to the assessment of the function of the tool and how well this performs at the given 

metrics, discussed in Chapter 5.3. However, throughout all of these gates there is no 

proper assessment of whether the tool outperforms a human at the same task. 

This is not something that was required by any of the primary research that was 

conducted in this thesis. It is not clear whether this was a deliberate omission on the 

part of the participants, or whether this was an oversight.  

This is an element that requires further investigation and consideration as to 

whether this is something that needs to be considered and added to later versions of 

the Framework. 

The method of achieving this would be to revisit some aspects of the primary 

research that has been conducted and undertake additional investigation with the 

participants to ascertain why this was not mentioned in the development of the 

gates. 

It is considered that it may be that there is no requirement for the tool to outperform 

a human, in the view that the time saving is sufficient benefit for the assessment of 

the tool, and so this is not needed. 

There would potentially be additional considerations in that if the tool outperformed 

a human in both time and ability, there would be concerns around the ability of the 

human to conduct dip-sampling and some of the verification elements that are 

required, which would potentially lead to a loss of employment or role in the event 

that the ‘True Automation’ capability was adopted. 

This is an element that requires further investigation and consideration as an 

element of further work. 

8.3.4 Interview and Survey Misunderstanding 
The development of the Framework relied heavily upon the interviews and survey 

that were conducted as part of this thesis. 
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However, on review of the responses and the notes that were made, a significant 

concern arose. 

An example of this is the responses to questions fifteen and sixteen of the survey. 

Question 15 asked respondents if they would be willing to use an automated tool to 

conduct analysis, to which only 3 respondents stated no. 

Question sixteen then asked, only those who answered no whether the use of a 

Framework would change their mind – however, 13 answered, with only one of these 

being a negative response. 

This confusion indicates that not every participant to the survey was aware of what 

was meant by the terms that were being used, nor what was exactly meant by these 

questions. 

Further opportunity could have been given for respondents to clarify points before 

submitting finalised answers which may have increased validity of the responses. 

Additionally, it would have been beneficial to include a further introduction in the 

form of a video or other medium to explain key concepts and areas to potential 

respondents which could have again resulted in more reliable results. 

However, the inclusion of an introduction video could have introduced skewed 

results if the explanation was not clear or in the manner that was required for the 

participants, and additionally if the explanation was too technical this could have 

dissuaded some from responding. 

Additionally, there were resource and time constraints on the project and the 

researcher’s time, which precluded these actions. 

The approach that was adopted was the best that could be done at the time and so 

the researcher is satisfied that the results are as reliable as possible. 

8.4 Testing & Validation 

8.4.1 PR Metric Testing 
The most apparent testing issue in this thesis was the inability to test the PR Metric 

against some of the most common tools that are in use currently, as shown in 

Chapter 7.2.3 and Chapter 7.2.4. 
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The reasons for this are discussed in those chapters, in addition Chapter 8.3.1 deals 

extensively with the reliance of the project, both the Framework and the PR Metric, 

on information being freely available and given in the tools that are being assessed. 

However, at this stage of the critical evaluation, it is important to note this again as 

there would rightly be questions around the applicability of the PR Metric when it 

appears, on the face of it, that the metric cannot be tested in a real-world scenario 

and this would naturally affect the acceptance and validity of the Metric as well as 

the Framework. 

As noted in the above-mentioned chapters, this is a serious concern which not only 

affects this thesis but also every workflow which seeks to assess these tools, and 

the lack of transparent information must be addressed as a potential cultural issue 

within the development sector. However, in this particular case, although the tools 

themselves could not be tested due to the lack of this information, there was ample 

alternative sources of relevant information as shown in Chapter 7.2.3 which ensured 

that the testing could be adequately conducted. This evidences that although 

information may not always be readily apparent, this does not prevent the Metric 

from being tested, with successful results as has been shown here. 

Therefore, it is considered that although this is a valid concern which does need to 

be addressed, there is information available which does allow for testing, and so the 

elements of the project which rely upon this testing are valid and the results of the 

testing can be utilised. 

8.4.2 Focus Group Testing 
There were two focus groups that were conducted within this thesis. The primary 

one was conducted to test and validate the Framework that was produced in this 

thesis and is displayed in Figure 40. 

Following reflection in respect of this focus group after it had been conducted, there 

were several weaknesses which need to be discussed here. 

The first of these issues is that the focus group testing was limited in scope because 

of the sample size (six) which was small. Although the participants were selected to 

be representative of the groups that had responded to surveys and interviews in 
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previous elements, the number of these participants at focus group stage was 

limited. 

The reason for this was that there was resource limitations in the Units concerned, 

with officers not able to be released at the time that the focus group was conducted. 

In hindsight, this could have been increased with additional sessions. However, there 

was no assurance that additional sessions would have allowed for further officers 

and there were also restrictions in relation to the author’s availability. As such, at the 

time this was the only option available. Additionally, it is considered that although 

the sample size is limited, the experience of the participants and the diversity of 

opinion and role as documented in the above chapters, outweighs this to the point 

that the author is satisfied that the testing of the Framework is appropriate to this 

stage of development. 

Linked to this is a secondary concern, similar to the that pointed out in Chapter 8.1.2, 

regarding the demographics of the conducted focus group. In this case, the focus 

group that was conducted comprised of law enforcement practitioners from the DFU 

and OCAIT as discussed. There was no inclusion of wider law enforcement, judiciary, 

or private sector individuals concerned with the conducting of DF activities. As such, 

the comments are restricted to only law enforcement opinion and input. 

Whilst this is a valid criticism, the rationale for this is the same as shown in Chapter 

8.1.2, this did not change between the different testing and development stages and 

so this was again necessary in the circumstances. 

However, both of these points should be addressed in future work. Additional testing 

with a wider scope will be required to further this thesis and the respective fields. 

Secondly, at the time of conducting the focus group, it was necessary to record 

notes only of the discussions and points that were raised. This was necessary due to 

privacy concerns raised by the participants. Most would not participate in any 

process involved in this research if it was audio and/or visually recorded. However, 

this had significant limitations both in terms of the points that were raised and the 

reliance of external parties on the results of this testing.  

The points that were raised were now subject to interpretation from the researcher, 
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as the notes had to be made live and at the time. As such, there is scope for 

comments and nuances to be missed as comments and discussion could not be 

reviewed later.  

External parties reviewing this thesis now also need to rely on the notes made and 

the assessor’s work in taking these reliably and not missing anything that was said. 

Both of these points mean that the written notes are less reliable than audio/visual 

recording, and so it would have been significantly preferable. However, given the 

concerns of the participants, this was the only approach that was possible. 

8.4.3 Gate Passing Metric Testing 
The Gate Passing Metrics for the gates on the Framework were a late inclusion, 

based on the researcher’s desire to ensure that the Framework was as suitable and 

understandable as possible. 

These metrics were only conceived and implemented at the end of the project, and 

so the time that was available for testing this was limited, as was the pool of 

resources and assets that were available. 

The best approach that was deemed possible was taken, in the form of the Single 

Expert Review that is discussed in Chapter 6.3.2.2, however, there are significant 

flaws with this approach in that it relies on the opinion and input of only one person 

rather than a panel of experts as was used in other areas of testing. 

This was mitigated as best as possible through the use of defined testing 

parameters, narrow scope and reliable expert with relevant experience in multiple 

fields, however, this was a flaw to the project that may still have had the effect of the 

results of the testing being less reliable than preferred. 

In future work, this should be an area of significant focus to ensure that the metrics 

that are being used within the Framework are as reliable as possible. 

The suggestion would be to conduct panel-based assessment of the gate passing 

metrics along with the longitudinal real-world deployment testing of the Framework 

and PR Metric that is suggested at the beginning of this chapter. This could ensure 

that the testing is as full as possible but could also include additional experts from 
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other associated fields and disciplines, which would additionally address the 

triangulation concerns raised in this chapter. 

8.5 PR Metric 
The PR Metric that has been developed has featured in several of the subchapters 

involved in this evaluation, chief among the concerns being that it was not tested in 

either a real-world scenario of using commercially available defined tools, rather the 

models that are used to complete tasks were tested as these were the elements that 

had data present. 

The issues and considerations that this has have already been discussed in this 

chapter so will not be discussed further here. 

However, there are further concerns that must be considered with the PR Metric, as 

shown in the following sections: 

8.5.1 PR Metric Scoring 
The PR Metric is a novel metric that has an intended purpose and has an anticipated 

and guided expectation and interpretation of the results that it produces, which must 

be between a 0 and 1 value. 

However, the scoring has not been subject to real-world interpretation or analysis by 

experts in the field. Although there was single-expert review of the metric itself, and 

the result, in terms of clarity and understandability, it did not consider whether the 

values assigned to the levels of scoring that can be obtained are correct, nor did it 

review or consider the abstract interpretation of the scoring was correct, as shown in 

the Gate Passing Metric. 

As a result of this, there is no way on the testing that has been done, to ascertain or 

interpret whether the scores that are provided as a result of running the metric 

present a correct assessment of a tool’s reliability and accuracy, it only provides 

whether the numbers come out in the manner and range that was expected when the 

metric was conceived. 

To address this in future work, the metric should be run in real-world tests against 

known datasets and tools, with a human review of the tool itself, and a comparative 
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analysis of the tool’s function against the metric’s output to ensure that there is 

correlation and that the scoring is being correctly interpreted in the real-world. 

8.5.2 Edge Cases 
The PR Metric attempts to combine 2 key technical scores, the F1 and MCC scores, 

into a singular calculation with a singular output which is easier to complete and 

analyse by non-technical practitioners. 

The scores that are involved were carefully selected, as shown in Chapter 5.3, 

however there are some potential issues with the involvement of these metrics into a 

singular calculation. 

The averaging together of these particular metrics can be seen to potentially miss 

high false negative rates, and mask class imbalance. 

However, it is exactly these concerns that led to the inclusion of the MCC (1) score 

that is considered within the PR Metric itself. 

Although the risk of this always remains, it is considered that the benefits of the 

singular metric for assessment in the first instance, 

To address these potential concerns however, the overall impact of these potential 

missed elements will need to be investigated fully by comparative assessment of the 

tools against full metrics and then assessment via the new metric, with expert 

review of the results from both tests to compare and ensure that the substance of 

the scores are protected by the use of the new calculation. 

8.6 Operational Challenges 
There are several potential challenges to the operationalisation of the Framework 

and PR Metric, which were not possible to answer in this thesis due to the nature of 

the potential challenges. 

8.6.1 Internal Resourcing 
The Framework, and the PR Metric, are both specifically designed to remove the 

requirement for in-depth technical knowledge, and also to remove the time 

constraints around the assessment of novel tools and to encourage a cultural 
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change towards the acceptance of ‘True Automation’ without a human-in-the-loop 

requirement. 

However, although there is evidence from the testing that these elements are 

addressed within the produced components, there are wider concerns that would not 

necessarily be dealt with by the creation of these contributions, and even if they 

were, there are far wider considerations that simply the technical that this thesis has 

not been able to account for, such as procurement challenges, legal sign-off for 

tools, national strategy, competing opinion across the various Forces and agencies 

involved in this kind of analysis and pushback from the development community. 

These issues will only be dealt with through the deployment of the Framework to a 

real-world Unit for testing, and then acceptance from that Unit that the components 

are for full adoption. At that point, the Force will begin to work through these 

challenges, which will potentially require the involvement of national entities to 

review and determine the strategic direction of British Policing in relation to this 

matter. 

However, it is considered that this is actually one of the contributions of this thesis. 

By producing and providing this potential system of assessment, it seeks to 

encourage the discussions around the adoption of ‘True Automation’ solutions over 

the existing human-in-the-loop requirements, which as can be seen from Chapter 3 

cannot remain the strategy forever. 

8.6.2 Defence and Disclosure 
A key issue that has been discussed multiple times throughout the project, and the 

evaluation, has been the lack of information forthcoming from the developers in 

respect of key metrics. 

Chapter 8.3.1 discussed in depth the effect of refusing to provide this information 

and the need for change around this if the relevant developer or organisation wishes 

to enter the criminal justice system in a real way. 

However, this also presents a barrier to operationalisation of this thesis and the 

concepts that are contained. There are multiple legislative requirements around 

disclosure and what must be declared to the defence, this is already the case but 
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would become significantly more contentious if a ‘True Automation’ approach was 

adopted. 

As such it is currently seen that this lack of information transparency would be a 

blocker to operationalisation as it is currently not possible to easily comply with 

disclosure and legal requirements around defence requirements. 

However, it is considered that this is something that this thesis itself cannot address, 

this is something that would only be solved by the cultural shift that has already 

been discussed in this thesis and is a desired outcome to this thesis. 

8.7 Evaluation Summary 
In summary to the chapter, the key limitations from the critical evaluation that has 

been conducted are summarised thus: 

- Restricted Scope and Representation 

The research in this thesis has focussed on the Police Force within the UK, and 

has not included the judiciary, legal teams on both prosecution or defence, nor 

the developers for the tools that are being made in this domain.  

As such, the findings from the primary research, development of the 

deliverables, and the conclusions drawn, are limited in scope and 

generalisability. 

- Methodological Constraints 

Although mitigation was employed to include as many stakeholders as possible 

from within the identified Police Force, the participant numbers were limited and 

as such stakeholder triangulation was very limited. As a result of this, the 

generalisability of the findings is limited, and issues such as misunderstood 

questions and potential bias may have had an effect on the thesis. 

- Limited Validation 

The produced deliverables in this thesis, the framework, the PR Metric and the 

gate thresholds, were not fully tested with independent practitioners or 

stakeholders, and the testing was not longitudinal in nature, the result of this is 

that the validation in the thesis can be seen as limited and requiring of further 

scrutiny. 
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- Dependence on Vendor Transparency 

Both the framework and the PR Metric in this thesis require the vendors and 

developers of tools to be clear and transparent with the data on the tools that 

they are manufacturing. This is a vulnerable point in that if the developers were 

not honest with the data, then the assessment could be skewed or unreliable, or 

if the data is not present, as has been found to be the case in the testing that 

was conducted in this thesis, then neither the framework nor the PR Metric can 

reliably be completed. 

- Lack of focus on adoption over creation 

The thesis, from the initial focus group through to completion, heavily focusses 

upon the creation of the framework, the PR metric and the testing of these. 

There is a strong focus on the assessment of tools and how this can assist 

practitioners in the real-world domain. However, the thesis does not focus upon 

the organisational adoption of these, nor the logistical and policy requirements 

that such adoption would have on a forensic unit and the wider organisation. 

 

In summary to this evaluation of the project, it is considered that although there are 

flaws with the approach and contributions, the most suitable and best available 

decisions and direction was taken at the time. 

There are key identified elements for future work, with this intended to be the first 

move towards the required shift in the criminal justice system’s approach to 

automation technology. 

To summarise, the PR Metric is not yet fully adoptable due to limitations on the data 

that is released by developers, there are significant cultural barriers to adoption 

which this thesis alone will not address but seeks to encourage, and there is a need 

for further validation of the Framework and Metric against real world tools and wider 

expert practitioners. 

8.8 Additional Validation 
Following the completion of this thesis, and the undertaking of the evaluation shown 

in the above Chapter 8 and associated sub-chapters, it was identified that a strong 
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and persistent issue with three aspects of this work was the reliance on single-

expert review. These three important aspects were: 

1. The framework (Figure 40) 

2. The gate passing metrics (Chapter 5.5) 

3. The PR Metric (Chapter 5.3) 

The original rationale for this reliance was a lack of resource and availability of 

operational staff. However, in the time since that was originally completed, a further 

opportunity presented in the availability of additional staff members working within 

the AI Enablement Team and the DFU of the police force previously involved in the 

testing, as well as a serving academic from the University of Staffordshire, working 

within the Forensics department. 

As all of these stakeholders had relevant experience and knowledge, which would be 

suitable for reviewing the above elements of this thesis, these experts were provided 

with a copy of the relevant Chapter 5 and were asked to comment on all three 

elements, with a specific ask around the following points: 

1. Whether the element is usable in practical terms 

The rationale for this question was that the intention of all deliverables in this 

thesis that it be usable in the real-world and that practitioners in the field are 

able to make use of the elements in a practical fashion.  

 

2. Whether the element would be beneficial to either the organisation or the DF 

domain 

The rationale for the inclusion of this question is that the thesis aims to solve 

the initial questions around the development of tools which would solve the 

problems of efficiency and device numbers that are discussed throughout this 

thesis, and also that the tools assessed by these deliverables would be usable 

and accepted by the practitioners and organisations within the DF domain.  

 

3. Whether the element is understandable in the form that it was presented 

The rationale for the inclusion of this question is that the produced deliverables, 

in order to achieve the usability and purpose of easy assessment, need to be 
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understandable in the form that they are presented. 

 

4. Whether the expert agreed that the element was valid in the given use case  

This was the central reason for the additional expert contact. This question 

sought to ascertain whether the expert agreed with the element in question and 

whether they agreed that it met the stated objectives of the thesis, as originally 

agreed by the single expert.  

 

The intention of all questions was that they would mirror, in a concise manner, the 

domains and questions that had been asked of the previous expert who had 

undertaken the single-expert review that the thesis originally relied upon. 

The specific results of this ad-hoc additional validation that was conducted is 

contained in Appendix 12 to this thesis.  

Overall, the results showed that there was significant agreement with the original 

single-expert review, with the deliverables themselves being accepted and validated 

by the experts involved in this further work. 

The results showed that all of the reviewers agreed with the framework and the PR 

Metric. 

The only discrepancy came in respect of the gate passing metrics, where one of the 

respondents, from inside DFU, stated that they had a different idea as to two of the 

gate passing metrics.  

This is, in and of itself, not surprising and is covered within the guidance of the 

framework in Chapter 5.5, in which it states that the metrics that are provided are 

given as examples and guidance only. Much wider stakeholder engagement will be 

required if the metrics are to be set at national level. 

However, it is considered that the fact that this discuss and debate can happen at 

this early stage is a positive sign that the framework, and the gates contained, can 

be understood and practically applied, even at this conceptual stage. It is a positive 

indicator that the framework is applicable, with refinement needed to suit specific 

use cases. 
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9.0 – Research Conclusions and Recommendations 
At the end of the project, the researcher has reviewed the findings and results found 

as a result of this thesis and compared this to the aim, hypothesis, research 

questions and objectives to consider whether the project has achieved what it set 

out to do. 

These are discussed in the following sections, ending with an analysis of the project. 

9.1 Context and Motivation 
As shown throughout Chapters 1 and 3, there is a definitive and urgent requirement 

to increase the effectiveness and efficiency of DF processes and tools. This has 

been a developing need since as early as 2004 (Rogers and Seigfried, 2004), and has 

only increased since then with an estimated 90% of crime in the UK now containing a 

digital element requiring forensic examination (Secretary of State, 2025). 

To address this, automation technologies have been included within DF analysis 

tools, in an attempt to leverage the gains in time and efficiency that automation can 

provide (Dunsin et al., 2024), however, national policy requires manual verification of 

any automated process output (College of Policing, 2025) which can be seen to be 

potentially hindering the manifestation of these benefits in a real-world sense 

(HMICFRS, 2022). 

As such, this thesis has sought to stimulate debate around the use of automation 

technologies without the need for the current human-in-the-loop process. To achieve 

this, the project has developed several proof-of-concept contributions which aim to 

provide a proof-of-concept that an assessment of such tools could be conducted, 

would be possible and would potentially be accepted by the DF practitioner 

community. 

The artefacts that have been developed have been specifically created to combine 

practitioner verified requirements and technical assessment mechanisms, with a 

focus on timesaving, accountability, understandability and clarity. 

The Framework that has been developed seeks to showcase the capability of 

potentially non-technical assessors to undertake complex assessment work in an 

accountable and verifiable manner whilst maintaining a time-efficient focus. The PR 
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Metric seeks to bridge the gap between non-technical assessor practitioners and the 

technical developers of tools to achieve the common goal of increasing the 

effectiveness and longevity of DF strategies and approaches in the face of evolving 

and rapidly developing criminality. 

As has been shown within the EncroChat case, which was discussed at the 

beginning of this thesis, novel technologies are requiring novel solutions to solve. 

These novel solutions mandate a change in policy and culture around the 

investigation of digital evidence sources, otherwise law enforcement cannot be 

expected to keep pace and achieve meaningful evidence (Andreja, 2025). It is 

inevitable that traditional analysis methods cannot keep up with the changing face of 

technology and as such DF must keep pace. The Framework in this case provides a 

potential avenue to achieve this. 

9.2 Research Aim 
The stated aim for this thesis can be found in Chapter 1.5. 

The aim in this thesis was to develop a novel framework to allow for the assessment 

of DF tools which utilised automated analysis of image files. 

The concept behind this aim was to encourage and stimulate debate and discussion 

around the use of automated analysis via ML or AI, without the need for human 

intervention or oversight. This concept was coined as ‘True Automation’ in Chapter 

1.2. 

This aim has been met within this thesis. The Framework has been created, in 

conjunction with multiple experts in the field, as is contained as Figure 40. 

This aim has been the overarching direction to the entire of the project, with the 

Framework created specifically designed to address the need for assessment of 

complex tools in a verifiable and practitioner-informed manner. 

From the work that has been conducted in this case, the aim of the research has 

been met with the creation of the Figure 40 Framework. 
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9.3 Hypothesis 
The hypothesis in this thesis stated that a framework, grounded in law enforcement 

requirements, increases investigator confidence and enables automation-based tool 

use in UK Criminal Justice. 

From a review of the findings in this case, the hypothesis is supported. 

This assertion is based on the following data from this thesis: 

- Practitioner respondents to the survey, interviews and focus groups that were 

conducted throughout this thesis show that acceptance of tools when a framework 

assessment is completed increases, with significant numbers of respondents 

showing that they would make use of an automated tool without the need for human 

intervention should it pass the relevant framework, so long as that framework was 

accepted for use by the organisation as a whole. 92% of survey respondents and 

73.9% of interview respondents stated that the would be willing to make use of an 

automated tool that passed a framework (Chapter 6.4).  

This finding also shows that the use of this framework approach increases the 

number of respondents that would accept a tool after framework when they had 

originally said that they would not trust a tool, 66.7% (Chapter 4). This shows that not 

only would a framework encourage this change, but it also actively increases 

confidence. 

- Practitioner testing has shown that the Figure 40 Framework is accepted and valid 

for implementation into DFU processes and would be suitable for use within the field 

(Chapter 6.3).  

Additionally, the Framework has been found to be technically applicable to tools. The 

Chapter 6.4 testing showed that although tools are not yet ready for this level of 

function and reliance, the gates that are included within the were applicable and 

results could be obtained. 

9.4 Research Questions 
At the beginning of this thesis, several research questions were posed, which moved 

towards the aim of the overall project. 

These questions are addressed in turn: 
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1. What issues are facing the Digital Forensics industry, which may lead to the 

implementation and development of new automated tools, which can be used to 

generate court-admissible evidence? 

 

There are several elements that have been identified and discussed in this 

thesis, most notably within Chapter 3.  

Primarily, the issues requiring addressing are the need for time-saving, 

efficiency gains and a reduction in the impactful welfare-affecting tasks such 

as the viewing CSAM material.  

These issues have been directly built into the Figure 40 Framework and the PR 

Metric as key gates that must be passed, and as design elements.  

 

2. How has Machine Learning been integrated into Digital Forensics? 

 

The use of ML and AI within DF tools have been established with Chapter 3.3, 

3.4 and 6.3.3.  

The work that has been undertaken shows that there is a significant use of 

automation technologies within key commercial offerings to the DF sector. 

However, the testing that was conducted against both the Framework and the 

PR Metric has shown that there is a key issue in the lack of transparency and 

internal information from these tools. This issue, as discussed in Chapter 

8.3.1 must be addressed before any meaningful adoption of the concepts in 

this thesis can be implemented. 

 

3. What requirements would be placed upon a fully automated Machine Learning 

based solution, for it to be relied upon by the Criminal Justice sector in the UK? 

 

The requirements that would be placed onto an operational tool for it to be 

relied upon in the way that is required by the ‘True Automation’ concept have 

been captured throughout the primary research that has been conducted in 

this thesis and shown in Chapters 5.2, 5.4 and 5.5. 

These requirements have been built into the Figure 40 Framework, the PR 
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Metric and the layers/planes and gate thresholds included in all artefacts. 

 

4. Can a framework be developed by which Machine Learning-based tools could be 

judged to ascertain their applicability to Criminal Justice? 

 

Yes – The Framework that has been created and displayed in Figure 40 has 

answered this question, with the testing that has been conducted throughout 

Chapter 6 showing that this is applicable to the CJ sector and would be 

accepted by practitioners in the law enforcement field. 

9.5 Research Objectives 
Within the project there were 4 key objectives to ensure that the work that was 

conducted answered the questions posed and the aim of the project overall. 

These are addressed in turn below: 

1. To investigate state-of-the-art approaches, solutions, and frameworks to identify 

current issues facing the DF industry, how the issues are being addressed, and 

how automation/Machine Learning is being used within the Digital Forensic 

Industry. 

 

This objective has been met through the Chapter 3 systematic literature 

review, and the subsequent analysis of findings around this topic.  

Additionally, there is information contained within the testing narrative shown 

in Chapters 6 and 7 which showcases how the use of the technologies within 

the DF domain today. 

 

2. To determine what requirements would be placed upon a Machine Learning 

solution to allow for that tool to be relied upon in a criminal justice environment 

and meet these requirements. 

 

This objective has been met through the primary research that has been 

conducted in this thesis, which has effectively mapped out the requirements 

that a range of law enforcement practitioners would have for the Framework 
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that has been developed. 

These requirements have been implemented into the Figure 40 Framework, 

and the associated guidance document that accompanies the Framework. 

 

3. To design, develop and implement a framework by which Machine Learning 

tools could be judged to ascertain their applicability to Criminal Justice in 

conjunction with real-world practitioners. 

 

This objective has been met through the creation of the Figure 40 Framework 

and the testing that was conducted throughout Chapter 6 in relation to that 

Framework, ensuring that practitioner feedback and requirement was fed into 

it at all stages.  

 

4. To evaluate and validate the efficiency and performance of the proposed 

framework against state-of-the-art solutions. 

 

This objective was met through the combined expert and technical testing 

that was conducted on all produced artefacts in this thesis. The findings of 

the testing have demonstrated the efficiency and performance of the 

proposed Framework and has highlighted cultural and commercial changes 

that are required for the effective analysis and testing of tools in the future. 

9.6 Deliverables 
Within the project, there were four deliverables that were identified as being required 

for the effective delivery of the aim, objectives, questions and hypothesis. 

These are addressed in turn below: 

1. Results from primary research showing the requirements placed upon Machine 

Learning-based tools from the Criminal Justice sector. 

 

This deliverable has been provided within the project as the results of the 

survey, interviews and focus groups, which constitute primary research as 

they were directly obtained during this thesis.  
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These requirements have then been codified within the Figure 40 Framework, 

the PR Metric and the associated documentation that is provided alongside 

these artefacts.  

 

2. Analysis through primary & secondary research showing the current 

performance levels of common MLAs when applied to Digital forensic-based 

tasks. 

 

This deliverable is challenging due to the lack of transparency that has been 

discovered within commercial tools that are commonly used within the DF 

domain.  

These tools are shown within Chapter 3.4 to this thesis, with tools being 

tested for this within Chapter 7.2.3.  

Although this was challenging due to the lack of transparency, alternative 

methods of finding the results required for this deliverable were discovered in 

looking at the models themselves, rather than the tools that encapsulate them 

in the DF domain. Secondary research was conducted to ascertain the 

relevant F1 and MCC1 scores for some of the most common MLAs in respect 

of image analysis and image manipulation detection. Primary research was 

then undertaken to apply the novel PR Metric to ascertain the applicability of 

the metric and to assess these MLAs against this new standard. 

This effectively obtains the required information in respect of MLA specific 

information; the deliverable did not state that tool-specific data was required.  

To ensure continuity with the rest of the project, although the deliverable does 

not specify a task, image analysis was used in the selection of tools and 

MLAs in this deliverable.   

The finding here is that currently MLAs in respect of DF are not currently 

performing to the required level for reliance as shown in Table 20.  

 

3. Conceptual operational framework to judge the applicability of MLA-based 

solutions to Criminal Justice and provide evidence and reassurance of that 

applicability if a tool meets all criteria set out. 
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This deliverable has been met in the creation of the Figure 40 Framework 

contained within Chapter 5.4.  

The applicability of that tool has been covered in the development of the tool 

being practitioner led, as outlined in Chapter 5.2, and the testing that was 

conducted with both experts and technical information as shown in Chapter 6.  

The requirements and input for this framework were obtained from the 

primary research that was conducted with serving officers and investigators. 

As such, the operationalised requirements that these participants fed into the 

thesis are present within the framework that was created and the testing that 

was conducted on that framework. 

 

4. Analysis and testing, via primary means where possible, of current automated 

Digital Forensic tools to see if they meet the developed framework, once 

complete. 

 

This deliverable has been achieved by the testing and development of both 

the Framework and the PR Metric being practitioner-led to ensure that the 

developed artefacts were applicable and valid.  

The main element for this deliverable however is the expert and technical 

testing that was completed in respect of both artefacts, which tested the 

ability of tools to meet the Framework. 

This testing, and the analysis of such, is contained within both Chapters 6 and 

7. 

9.7 Contributions to Knowledge 
Within this thesis, there were 6 contributions to knowledge that were expected. 

These are discussed below: 

1. A detailed framework and assessment guidance, by which current and future 

Machine Learning based Digital Forensic solutions can be judged to ascertain 

whether they are applicable to the Criminal Justice sector and can be relied 

upon in Court situations.  
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This Framework has been delivered as the Chapter 5.4 Figure 40 Framework 

that is the main subject of this thesis. There is also guidance provided for the 

use of this Framework within Chapter 5.5 and testing of it conducted in 

Chapter 6.  

 

2. A novel metric (Practical Reliability [PR]) to assist with the assessment of 

automated, ML and AI based tools within the DF domain, with the terms defined 

in True Automation. 

 

This contribution has been delivered as the Chapter 5.3 PR Metric which is 

explained in that chapter and tested within Chapter 7.  

 

3. Coining and definition of a novel term – ‘True Automation’ – and updated 

definitions of technical terms in a novel lexicon for cross-domain working 

between AI, ML and DF. 

 

This contribution has been delivered within Chapter 1.2 to this thesis. 

The impact to the field for this conceptual contribution is additionally explored 

and explained in Table 2  

 

4. Findings on the lack of a defined and shared technical lexicon across technical 

and legal disciplines. 

 

This is discussed and explored within the below Chapters 9.8 and 9.9.  

 

5. The results of targeted and comprehensive surveys / interviews to key 

stakeholders in the law enforcement sector (Chapter 2) pertaining to the 

requirements and attitudes towards Machine Learning based solutions and the 

move towards the need to be able to rely on automated analysis.  
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These findings are shown and discussed within Chapter 5.2 to this thesis.  

 

6. A comprehensive analysis of the current state of Machine Learning based 

accuracy when applied to a Digital Forensic setting 

 

This is contained throughout this thesis, but is especially covered within 

Chapter 3.3, 3.4, and 3.6.  

The impact to the field for this conceptual contribution is additionally explored 

and explained in Table 2 

9.8 Analysis 
On analysis of the findings in this thesis, it has become apparent that there are 

several blockers to the adoption of ‘True Automation’ that sits at the heart of this 

thesis. 

These include the legal and ethical challenges that are discussed in the above 

chapters, but also logistical and cultural issues which are extremely difficult to 

overcome without longitudinal work in this case. It is apparent from the results of 

both the expert panels and especially the lack of transparency of information coming 

from developers of key tools, that a collaborative approach is needed moving 

forward, between both the DF practitioners and the software developers for the tools 

that are needed.  

The issues that have been presented in relation to both sides can only be overcome 

by collaboration and understanding the competing demands that affect trust in 

tools. 

A key challenge that was identified was a lack of technical experience and 

knowledge in the specific area of AI and ML on the part of the practitioner assessors 

who would be making use of the Figure 40 Framework and the PR Metric.  

This lack of experience led to confusion on the part of some participants in respect 

of the language that was used.  

A colloquial finding was that terms such as accuracy were often misconstrued and 

needed to be clarified, although in most cases confusion remained. 
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This led to the conclusion that a key method for encouraging the above-mentioned 

collaboration would be an agreement of a shared lexicon between the two domains, 

as terms such as accuracy differing meanings between the technical and non-

technical persons involved. 

Additionally, this collaborative approach would enable the required testing of 

software to be conducted before contracts and agreements were signed, with issues 

only being discovered after the fact, leading to tension and a lack of trust.  

If software were to be made available earlier with the agreement of both sides that it 

was a testing environment only, then trust could be built and issues addressed 

quickly, enabling benefits to be seen on both sides.  

As it stands, the current asymmetrical development and assessment approach taken 

by both software developers and DF practitioners leads to a vital lack of information 

which precludes most tools from being properly assessed and hence relied upon to 

the extent that is required for a ‘True Automation’ approach. An example of this and 

the impact that it can have has been seen in this thesis, with the PR Metric testing 

being limited due to a lack of information being released by tool developers. 

That being said, it can also be seen from the testing that was undertaken that 

although there are automation features present in modern tools, and that AI may 

form a part of this, these are not sufficient for the level of autonomous decision 

making that would be required to fully address the above. Therefore, although this 

collaborative approach is required at this point to encourage discussion and 

longitudinal cultural change, it is also the case that ‘True Automation’ requires 

technology to also advance further. 

9.9 Recommendations 
Future work has been addressed throughout this thesis and is mentioned in specific 

chapters. 

One of the key elements which must be considered is the inclusion of key 

stakeholders from other areas of CJ such as the judiciary, prosecution and defence 

legal experts. This would allow for the widening of the scope of the framework and 

strengthen the claims of applicability of the produced artefacts in this thesis. This 
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inclusion would take the form of focus groups, expert validation and input as well as 

real-world testing as has been conducted in this thesis with law enforcement. 

However, this thesis has provided a proof-of-concept for both an assessment metric 

and framework, designed with practitioners in the field, which shows that it is 

possible to appropriately test tools against the requirements of the DF domain and 

that as a result it would be possible to develop a tool which did meet those 

requirements, once automation technology itself advanced to a sufficient level. 

There are key flaws in the project, which require more in-depth study and work to 

overcome and ensure that the metric and framework are as complete and suitable 

as possible. 

The first step in this area is suggested to be opening full and open dialogue between 

developers and the DF domain to begin approaching the differing requirements. 

This collaboration between development and DF practitioners is required to continue 

the discussion around this important area. 

In practical terms, this collaborative effort could take the form of technical 

assurance system, for developers to provide DF Practitioners a minimalised version 

of the software for assessment purposes, rather than expecting developers to fully 

release their software without adequate commercial protection. 

In response, the DF sector could provide a copy of the Framework and metrics in this 

case, as well as being clearer with developers around the disclosure requirements 

around their tools and function, so that informed decisions can be made at every 

stage and level. 

The project has found that the above approach is possible, and that a meaningful 

assessment can be conducted which would encourage discussion around the use of 

tools without the current human-in-the-loop approach. The primary research also 

finds that if such a Framework were utilised and the challenges could be overcome, 

staff within the DF domain would be willing to rely upon the tools that are tested to 

the extent of ‘True Automation’ so long as there were organisational acceptance of 

the Framework and its findings. As a result, the continuation of this discussion and 
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work only increases with importance as the DF issues around numbers of devices 

and time taken increases and the capabilities of AI models also increases. 

In addition to the above, organisations undertaking to accept the framework and 

deploy this operationally would need to create a policy and procedure for the use, 

define acceptable parameters and clearly define roles and responsibilities for the 

human users and assessors. 

Also, this dialogue is the main method by which the ethical and legal considerations 

described in Chapter 3.7 can be addressed. These challenges can only be overcome 

by a collaborative and structured approach to changing the cultural and assumptive 

attitudes which act as a potential roadblock to the adoption of ‘True Automation’ in a 

real sense. 

The benefits for both sides can only be realised with this collaborative approach, as 

emphasised within the Information Commissioner’s Office (ICO) AI Strategy, which 

emphasises the need for generative AI model developers to work with public 

authorities to ensure public trust and legislative compliance (Information 

Commissioner’s Office, 2025) 

It is no longer the case that the two domains can sit in isolation, and that real-world 

practitioners can no longer rely on a lack of knowledge and understanding. The 

issues that have led to this thesis have been ongoing and increasing for over 20 

years, and the influence of digital devices and capabilities is ever-present in every 

aspect of daily life. 

Additionally, to the above, a shared lexicon should be developed to agree key term 

definitions for elements such as accuracy, precision, recall, classes, positive and 

negatives as well as positive and negative. This will help to avoid confusion in the 

dialogue undertaken and ensure that both technical and non-technical individuals 

can communicate on equal footing, ensuring clarity of communication and 

assessment. 

Finally, the establishing of a Core Assessor Role within the DF domain would be 

greatly beneficial, as this would enable the development of a minimum standard of 

training and understanding in the AI and ML fields and ensure that the staff 
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undertaking the assessment are properly trained and educated to the extent that is 

required by the expert feedback obtained in respect of the PR Metric and Framework.  

Processes would also need to be adapted in the same vein, to ensure an ongoing 

and continuous assessment process that is required to capture tool and technology 

updates. 

In summary, the criminal justice system must accept that it needs to adapt its 

standards and requirements in the face of this ever-growing problem and accept that 

a human review cannot be the requirement for every piece of analysis as there is 

quite simply too much. 

Technology may provide the solution to this problem, but the only means by which 

the benefits can be fully realised would be to begin the process of adapting criminal 

justice to work with technology and developers, rather than viewing it as a ‘black box’ 

as has been the case until this point.   

9.10 Future Work 
For future work to continue this thesis, there are several aspects which require 

further investigation, correction and addressing before the produced deliverables, 

especially the True Automation term, titular framework and the PR Metric can be 

reliably used, or considered for use, within CJ. 

The most significant aspects are given below: 

- Stakeholder Engagement 

One of the most significant further works that is required for all three primary 

deliverables is the need for additional stakeholder engagement.  

This thesis has presented an initial prototype to show that from a law enforcement 

practitioner level, the concept of assessing automated tools and moving towards 

removal of the human-in-the-loop safeguards is possible and would be accepted by 

practitioners in the right circumstances. As shown above, this has been achieved 

and the responses show that should this be adopted then practitioners are open to 

the idea of safeguard removal. 

However, as has been discussed in preceding chapters, this has only considered one 

stakeholder group in the involvement of police at this stage. The DF domain and the 
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UK CJ system is vast and includes significant and diverse stakeholder groups. As 

such, further consultation should be conducted with additional stakeholder groups 

such as the judiciary, legal experts from the prosecution and defence, barristers and 

also technical developers and organisations to ensure that their requirements, 

considerations and concerns are also included within the produced deliverables, 

ensuring that the work is as general as possible to the field, and that the potential for 

acceptance of those deliverables within the wider CJ system and development 

domain is as maximised as possible. 

- Testing 

As has been outlined in the above chapters, the testing that has been conducted in 

this thesis requires additional input. Although this is as comprehensive as possible 

given the constraints of this project, the deliverables produced require significant 

further testing and validation before they can be considered as truly reliable or valid. 

This increased and further testing should not only consider the existing testing 

strategies but should also pull upon the above point regarding additional 

stakeholders. Presently, the testing has been confined to police input, police expert 

review and technical testing on only the available data and tools. This should be 

expanded significantly to capture additional stakeholder requirements and testing 

scenarios, as well as include the further access, capability and skill that would be 

forthcoming from the inclusion of these wider groups. 

A key example is the PR Metric. The testing for this metric found that there is a 

significant amount of data that is not present from the developers. This meant that 

the testing could not focus on the tools themselves but had to be done against 

models and algorithms instead. This is flawed and should be addressed with 

developers present, so that the testing of the metric can be conducted 

comprehensively.  

Additionally, the metric should be discussed with wider diverse stakeholders to 

ensure that the understandability claims on which the metric is based is generally 

applicable. 

- Gate Threshold Standardisation 
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Chapter 5.5 discusses the assessment of gate metrics and the assessment of those 

gates. It also provides a suggested level which would need to be achieved at a 

minimum for the gate to be seen as passed. As can be seen in Chapter 8.8 these 

levels are not always agreed by experts in the field. As such, additional input should 

be sought from wider stakeholders in all aspects, including those discussed in this 

chapter, to agree a technical, organisational and legally acceptable level against 

which the tools could be assessed. This would allow for formal standards, which are 

acceptable domain-wide to be formalised, and would also allow for a wider 

assessment of whether the levels that are acceptable should vary depending on tool 

factors such as use case, case level, and risk. 

This would significantly improve the credibility of the produced framework, as well 

as increase the acceptability of the tools that are assessed to have passed the 

framework across the domain. 

- Policy and Organisational Acceptance 

A significant amount of work will be required to move from the existing model of 

human verification to the new concept of True Automation. A large part of this will be 

organisational in that DF organisations, both law enforcement and forensic, would 

need to establish, ratify and agree policy and procedure in relation to the adoption of 

the framework in this thesis, as well as the tools that pass that framework. These 

policies and procedures would need to detail the different responsibilities of 

individuals including assessors and users and would need to codify the lines of 

accountability involved in the use of automated tools once they have passed the 

assessment framework.  

Further, the policies would need to include the provisions for ongoing and 

continuous assessment to ensure that the assessment of tools is continuous, and 

that there is a mechanism for continuous monitoring. 

The creation and inclusion of these policies and procedures would move further 

towards domain-wide acceptance of True Automation and the guided assessment of 

such tools and would also result in wider acceptance of the assessed tools by 

practitioners by codifying the organisational acceptance of assessed tools. 
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9.11 Final Word 
In concluding this thesis, the original objectives, questions and deliverables have 

been answered, as shown in Chapter 9. 

The overarching point of this thesis was to explore whether it was possible to move 

towards ‘True Automation’ within DF. 

When reviewing the results that have been obtained, it is easy to conclude that this is 

not the case, and that the lack of information and capability, as well as the cultural 

and legal issues that have been discussed would preclude this. 

However, it is important to recall that the framework created within Figure 40 shows a 

pathway, not the conclusion. The response from practitioners in the field was that it 

would be possible, if there was appropriate organisational oversight. 

This thesis has shown that this move is possible, with the appropriate cultural, 

technological and inter-domain changes that are required. 
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11.0 Appendices 
Appendix 1 – Focus Group Notes 
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Appendix 2 – Ethics Forms 
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Appendix 3 – Survey Information Sheet and Question Sheet 
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Appendix 4 – Interview Information Sheet 
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Appendix 5 – Interview Question Script & Answer Recording 
Document 
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Appendix 6 – Testing Focus Group Participant Information Sheet 
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Appendix 7 – Testing Focus Group Domains Script 
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Appendix 8 – Primary Research Conducted in 2021 
Although a literature review has found that there is a large amount of academic 

research showing that academia is concerned about the efficiency of Digital 

Forensic processes, the researcher also considered the views of officers working on 

the frontline of these investigations. In order to ascertain whether this academic 

concern is shared with those officers conducting real-world investigations, the same 

twelve officers as responded to the researcher's questionnaire about the use of the 

Volatility Framework, were also asked if they considered that there was a problem 

with the number of devices requiring analysis in digital investigations, and whether 

the amount of time that was taken for the conducting of that analysis was a 

problem. 

[GRAPHS SHOWN IN Section 3.1 OF THIS THESIS] 

As can clearly be seen from the responses, most respondents stated that there are 

concerns around both the number of devices requiring analysis, and the amount of 

time that it takes for said analysis. 
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Appendix 9 – Framework Testing Focus Group Results 
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Appendix 10 – Metric Passing Value Testing Results 
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Appendix 11 – PR Metric Expert Testing Results 
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Appendix 12 – Additional Validation Results 
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AI Enablement 1: 
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DFU Manager: 

 



  A c c u r a c y =   T P + T N  T P + T N + F P + F N


  P r e c i s i o n =   T P  T P + F P


  R e c a l l =   T P  T P + F N


  F 1 = 2 x   P r e c i s i o n x R e c a l l  P r e c i s i o n + R e c a l l


  M C C =    ( T P x T N ) -  ( F P x F N )  √  ( T P + F P )  ( T P + F N )  ( T N + F P )  ( T N + F N )
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