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Abstract

Insider cyber threats remain among the most operationally damaging and concep-

tually challenging categories of organisational risk. Because harmful actions often

occur within legitimate trust boundaries and mimic normative workflows, they re-

main difficult to distinguish from benign behavioural variance. While machine learn-

ing (ML) has become central to detection strategies, much prior research relies on

relatively reductionist models and evaluation protocols that may not fully reflect

operational complexities, such as temporal drift, domain heterogeneity, and adapt-

ive evasion. Consequently, high benchmark scores do not always guarantee reliable

performance in live, non-stationary environments.

This thesis proposes a behaviourally grounded and evaluation-disciplined ap-

proach to insider-threat detection. Rather than seeking a singular algorithmic

solution, the research treats representational stability, semantic alignment, and ro-

bustness as incremental design objectives. Four architectural contributions are

presented. First, a Hybrid Self-Organising Map–Artificial Neural Network (SOM–

ANN) framework explores the separation of unsupervised perceptual learning from

supervised inference to help stabilise high-variance telemetry. Second, a Modu-

lar Artificial Neural Network (MANN) architecture addresses domain-specific se-

mantics through structured decomposition and controlled fusion, aiming to reduce

cross-domain masking. Third, a multi-layered hierarchical framework models beha-

viour across different temporal granularities to capture longer-horizon trajectories.

Fourth, the R-Guard architecture formalises behaviourally constrained adversarial

models to evaluate resilience under perturbations that preserve behavioural plaus-

ibility.

Using the CERT insider-threat benchmark, the thesis applies chronology-preserving

validation and leakage-aware preprocessing to ensure a defensible comparison between

architectures. The results suggest that structured representations and disciplined

evaluation can improve stability and reduce certain error modes relative to mono-

lithic baselines. While not a complete solution to the insider problem, this work

provides a principled foundation for detection systems that better integrate behavi-

oural reasoning with architectural design and adversarial awareness.

Keywords: insider threat detection; behavioural machine learning; self-organising

maps; modular neural networks; hierarchical modelling; adversarial machine learn-
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ing; temporal evaluation; concept drift; enterprise logs; robustness.
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Chapter 1

Introduction

1.1 Background

Organisational cybersecurity has undergone a profound transition over the past dec-

ade. Traditional perimeter-based security models, designed primarily to repel ex-

ternal intrusions, are increasingly inadequate in environments characterised by dis-

tributed workforces, cloud-native infrastructures, privileged automation, and zero-

trust access paradigms [1]. As security boundaries dissolve and internal systems

become highly interconnected, the locus of risk has shifted from spatial intrusion to

behavioural deviation within trusted environments.

This shift is reflected in both research and practice. Large-scale breach reporting

continues to show that human and organisational factors remain central to many

security failures, while industry assessments emphasise that insider risk is persistent

and operationally costly [2], [3], [4]. Recent cost-of-insider-risk reporting further in-

dicates that the average annual organisational cost associated with insider risk has

increased over time, reinforcing the need for detection approaches that are not only

accurate in benign settings, but also resilient under organisational stress and evolving

operational conditions [5], [6], [7]. Unlike many external threat scenarios, insiders

operate within legitimate access boundaries using valid credentials and authorised

workflows; their actions are therefore embedded within normal organisational tele-

metry and may appear superficially plausible.

These realities motivate what may be termed the behavioural turn in cyberse-

curity: the recognition that security violations increasingly manifest not as overt

boundary breaches, but as subtle deviations within legitimate behavioural mani-

folds. Consequently, detection systems must move beyond static rule violations and

reason about behaviour, context, temporal progression, and role-dependent plausib-

ility. This is particularly important for insider threats, where harmful actions may

be distributed over time, shaped by organisational context, and coupled across mul-

tiple activity domains (e.g., authentication, device use, file access, web activity, and

communication) [8], [9], [10].
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However, a fundamental challenge emerges at this juncture: the semantic gap

between low-level telemetry and high-level behavioural intent. Organisational sys-

tems produce vast streams of discrete logs—authentication events, file interactions,

email exchanges, process executions, and device activities—that constitute syntactic

artefacts of activity. Insider-threat detection, by contrast, requires interpreting these

signals in terms of behavioural meaning, organisational context, privilege semantics,

and temporal plausibility. This gap is amplified by the socio-technical nature of

insider behaviour, which is shaped by psychological stressors, workplace climate,

policy interpretation, and interpersonal dynamics [8], [11], [12].

Many existing machine-learning (ML) systems attempt to bridge this semantic

gap in a single monolithic step: high-dimensional log-derived features are fed dir-

ectly into statistical or deep-learning classifiers, with the expectation that repres-

entation learning alone will infer behavioural intent. Systematic reviews suggest

that such approaches are often undermined by weak behavioural grounding, limited

cross-domain semantics, severe class imbalance, and evaluation fragility—including

temporally invalid split strategies and leakage-prone preprocessing that can inflate

performance [10], [13], [14]. In practice, these weaknesses can produce models that

appear strong under benchmark conditions but behave unreliably when exposed to

behavioural drift, role changes, or adaptive insider strategies.

Insider behaviour evolves through trajectories influenced by cognitive stressors,

role transitions, workload rhythms, organisational restructuring, and contextual

pressures. These dynamics introduce non-stationarity and semantic variability that

challenge static, monolithic modelling approaches. The problem is therefore not

merely one of predictive accuracy, but of representational adequacy and evaluation

validity : models must learn behavioural structure in ways that remain interpretable,

temporally faithful, and robust to plausible adaptation.

This thesis is motivated by the argument that insider-threat detection requires

architectural designs explicitly aligned with behavioural structure. Rather than

treating detection as a purely statistical classification problem, the research reframes

it as behavioural reasoning under non-stationarity and adversarial constraints. Ad-

dressing this challenge motivates a staged progression of architectures and evaluation

principles developed in subsequent chapters, including stability-oriented represent-

ation structuring, domain-aware modular decomposition, hierarchical behavioural

abstraction, and behaviourally grounded robustness assessment.

1.1.1 Operationalising Behavioural Semantics

In this thesis, behavioural semantics refers to the contextual meaning carried by

organisational activity when it is interpreted in relation to the functional domain in

which an event occurs, the workflow or activity sequence to which it belongs, and

its temporal position within a user’s evolving behavioural trajectory. Accordingly,
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behavioural semantics is not equated with user identity or with the frequency of

individual events. Rather, it concerns whether an observed action is behaviourally

meaningful in the context in which it occurs.

Let an organisational activity stream be represented as

X1:T = {x1,x2, . . . ,xT} , (1.1)

where each xt contains observable attributes associated with an activity at time

t. A representation function

fθ : X1:T → Z1:T (1.2)

maps these observations to a latent behavioural representation Z1:T .

Within the framework developed in this thesis, the semantic content that this

representation is intended to preserve is characterised along three complementary

dimensions:

1. Role and privilege context (Srole): whether an activity is consistent with

the operational responsibilities, access privileges, and behavioural expectations

associated with the user’s functional context. This does not require preserva-

tion of individual user identity. Instead, the objective is to retain behaviourally

relevant role context while reducing dependence on identity-specific character-

istics.

2. Domain and workflow context (Sflow): the functional relationship between

activities occurring within and across behavioural domains, including authen-

tication, file access, communication, web activity, and device usage. Individual

events may appear benign when considered independently but acquire different

behavioural meaning when interpreted as part of a cross-domain sequence.

3. Temporal trajectory context (Stemp): the evolution of behaviour across

multiple temporal horizons. This captures the distinction between isolated

deviations and sustained behavioural change, including gradual drift, repeated

anomalous activity, and longer-horizon escalation.

Conceptually, the behavioural-semantic content targeted by the learned repres-

entation can therefore be expressed as

Sbeh = {Srole,Sflow,Stemp} , (1.3)

with

Z1:T = fθ (X1:T ) . (1.4)
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The objective is for Z1:T to preserve information associated with Sbeh that is

relevant to behavioural discrimination. The purpose is therefore not to reconstruct

the raw telemetry exactly, nor to treat the semantic dimensions in Equation 1.3 as

explicit additional inputs to the model. Rather, these dimensions characterise the

contextual relationships that the learned representation is intended to retain.

In this thesis, semantic preservation is treated as an empirical property

rather than assumed from the architecture alone. A representation is con-

sidered to provide stronger evidence of behavioural-semantic preservation when it

satisfies three corresponding criteria:

1. behavioural structure remains informative while dependence on individual user

identity is reduced;

2. removal or disruption of behaviourally relevant domain relationships produces

measurable degradation in detection performance; and

3. disruption of meaningful temporal or sequential relationships changes the model

response in a manner consistent with the loss of behavioural context.

Evidence for these properties is provided progressively across the experimental

chapters. Chapter 3 evaluates the distinction between behavioural structure and

identity-specific representation through SOM topology and out-of-user generalisa-

tion analysis. Chapter 4 examines the contribution of domain-specific representa-

tions and controlled fusion, including ablation of behavioural domains. Chapter 5

evaluates the contribution of temporal hierarchy to detecting behaviour that devel-

ops across multiple observation horizons. Chapter 6 subsequently examines whether

behaviourally relevant representations remain useful when event timing, ordering,

and other observable characteristics are deliberately perturbed.

Consequently, behavioural semantics in this thesis is not claimed to constitute a

complete semantic model of human intent. It is an operational definition: the pre-

servation of role-relevant, domain-dependent, workflow-dependent, and temporally

structured behavioural relationships that remain informative for insider-threat dis-

crimination while reducing reliance on incidental identity-specific or organisational

artefacts. This definition provides the conceptual basis for the staged architectural

progression developed in Chapters 3–6.

1.2 Problem Statement

Insider-threat detection remains a persistent challenge for organisational cybersecur-

ity because it requires distinguishing harmful intent from legitimate activity within

trusted environments. Unlike many external attacks, insider actions frequently oc-

cur through authorised credentials, privilege-consistent workflows, and role-aligned
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behaviours, which makes malicious activity difficult to separate from benign or-

ganisational variation [8], [11], [15]. As a result, conventional security monitoring

approaches that rely on static signatures, isolated anomaly flags, or single-stream

indicators are often insufficient for identifying insider escalation trajectories that

unfold gradually across time and multiple activity domains.

The core research problem addressed by this thesis is that many existing machine-

learning (ML) approaches to insider-threat detection exhibit a mismatch between

the behavioural semantics of insider risk and the representational and evaluation

assumptions used to build and validate detection systems. In the literature, in-

sider behaviour is commonly encoded as flattened feature vectors or short windows

derived from heterogeneous logs. While such representations can support baseline

classification, they frequently omit organisational context, privilege semantics, and

cross-domain behavioural dependencies that are critical for interpreting intent and

recognising subtle misuse [9], [10]. This representational limitation contributes to

two recurring failure modes: inflated false-positive rates driven by benign deviations

(e.g., workload surges, legitimate overtime, role transitions), and missed detections

of privilege-consistent misuse embedded within plausible workflows.

A second and closely related problem concerns methodological rigour and eval-

uation validity. Systematic reviews and critical analyses of benchmark-based

insider-threat studies highlight widespread issues, including temporally invalid split

strategies, leakage-prone preprocessing, inconsistent reporting, and selective metric

interpretation [10], [13], [14]. These weaknesses can produce models that appear

to perform strongly on benchmark datasets yet do not provide reliable evidence of

generalisation under realistic organisational conditions. In insider-threat detection,

where behaviour evolves and operational constraints matter, evaluation discipline is

not a peripheral concern; it is fundamental to whether reported improvements are

meaningful.

A third problem is that insider-threat detection systems are increasingly ex-

posed to behavioural drift and adaptive behaviour. Organisational behaviour is non-

stationary due to evolving workloads, policy changes, personnel movement, and

technology adoption. Moreover, insiders may adapt strategically in response to

monitoring, attempting to remain within behavioural baselines while progressing

toward harmful outcomes. These conditions imply that high nominal predictive

performance under benign assumptions does not guarantee robustness when the

data distribution shifts or when behaviour is manipulated in plausible ways [16],

[17]. Robust insider-threat detection therefore requires not only improved predictive

modelling, but also architectural and evaluation mechanisms that explicitly address

behavioural plausibility, temporal coherence, and adaptation.
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1.2.1 Behavioural Dependencies and Spurious Correlations

Building on the operational definition of behavioural semantics introduced in Sec-

tion ??, a central difficulty in behavioural insider-threat modelling is that statistical

dependence does not necessarily imply behavioural relevance. Enterprise telemetry

contains numerous correlations arising from organisational structure, including user

identity, department membership, workstation allocation, shift patterns, job func-

tion, and differences in activity volume. Such variables may be highly predictive

within a particular dataset while providing limited evidence of malicious or risky

behaviour. A model that relies heavily on these correlations may therefore achieve

strong within-distribution performance without learning relationships that general-

ise across users, roles, temporal conditions, or organisational settings.

This thesis distinguishes betweenmeaningful behavioural dependencies and spuri-

ous organisational correlations. A meaningful behavioural dependency is defined

here as a statistical relationship whose predictive relevance is associated with the

context, interaction, or temporal evolution of user activity and remains informat-

ive when plausible sources of incidental organisational dependence are controlled,

removed, or disrupted. By contrast, a spurious organisational correlation is a pre-

dictive association that primarily reflects incidental properties of the dataset or

organisation rather than the behavioural process of interest.

The distinction cannot be established from predictive association alone. In par-

ticular, a feature or latent representation should not be regarded as behaviourally

meaningful solely because it exhibits a strong statistical association with the insider-

threat outcome. Such an association may arise from contextual or organisational

variables, including user identity, role, activity volume, workstation allocation, or

other dataset-specific regularities.

Accordingly, this thesis treats behavioural relevance as an empirical property

requiring convergent evidence that learned relationships remain informative when

plausible sources of incidental dependence are controlled, removed, or disrupted.

The objective is not to establish causality between individual behavioural features

and malicious intent. Rather, it is to examine whether the learned representation re-

mains informative when reliance on identity-specific, domain-dominant, temporally

incidental, or otherwise dataset-specific structure is reduced.

Four complementary forms of evidence are used across the experimental chapters

to examine this distinction.

Identity and role dependence. A representation should not derive its discrim-

inatory power primarily from recognising individual users. Identity-dependence ana-

lysis and out-of-user evaluation are therefore used to examine whether performance

persists when the model is required to generalise beyond identities observed during

training. Role information is treated differently from individual identity because
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legitimate behavioural expectations may depend on functional responsibilities and

privilege context. The objective is consequently not to remove all role-related in-

formation, but to reduce reliance on identity-specific artefacts while retaining beha-

viourally relevant contextual structure. Chapter 3 evaluates this distinction through

analysis of the relationship between SOM representations and user identity, together

with user-disjoint generalisation experiments.

Domain and interaction dependence. Behavioural meaning may arise from re-

lationships between activity domains rather than from isolated feature magnitudes.

For example, authentication activity or file-access volume may each be unremark-

able when considered independently, whereas their relationship to other behavioural

domains may provide stronger evidence of behavioural deviation. Chapter 4 exam-

ines this distinction through domain-specific representation, controlled fusion, and

ablation analysis in which individual behavioural domains are removed to evaluate

their contribution to the final decision.

Temporal persistence and sequence dependence. A further distinction con-

cerns whether predictive information reflects persistent behavioural evolution or

merely transient coincidence. Relationships that remain informative under chronology-

preserving evaluation and across multiple temporal horizons provide stronger evid-

ence of structured behavioural dependence than relationships that depend only on

isolated local observations. Chapter 5 examines this issue through hierarchical multi-

horizon modelling, including the temporal blind-spot analysis used to evaluate be-

havioural patterns whose discriminatory information develops across multiple ob-

servation periods.

Robustness to behaviourally constrained perturbation. A relationship that

appears predictive under nominal conditions may still be fragile if small, behavi-

ourally feasible modifications to observable activity substantially alter the model

response while the underlying malicious objective remains unchanged. Chapter 6

therefore extends the evaluation by examining sensitivity to constrained changes

in event timing, ordering, and other observable behavioural characteristics. This

provides a further test of whether the learned decision structure depends on robust

behavioural relationships or on brittle properties of the observed sequence.

Taken together, these analyses provide complementary rather than causal evid-

ence. Identity-independent generalisation examines whether representations remain

useful beyond known users; domain ablation evaluates dependence on functionally

distinct behavioural sources; temporal evaluation examines whether longer-horizon

behavioural structure contributes information beyond local observations; and con-

trolled perturbation tests whether predictive relationships remain informative when

observable behaviour is deliberately modified within the defined threat model.
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Accordingly, this thesis does not assume that statistical predictiveness is equival-

ent to behavioural meaning. Meaningful behavioural dependency is instead treated

as a property requiring convergent empirical support from identity-independent gen-

eralisation, domain ablation, chronology-preserving temporal evaluation, and beha-

viourally constrained perturbation. This distinction is particularly important for

insider-threat detection because organisational datasets may contain stable regular-

ities that machine-learning models can exploit without those regularities necessarily

representing the behavioural process of interest.

The staged architectural investigation developed in this thesis progressively ad-

dresses this risk. SOMANN introduces topology-preserving representation learn-

ing intended to reduce sensitivity to isolated feature variation and identity-specific

structure; MANN separates heterogeneous behavioural domains before controlled

fusion; MLML introduces temporal abstraction to distinguish local deviations from

longer-term behavioural progression; and R-Guard evaluates whether the resulting

behavioural relationships remain informative when observable activity is deliberately

manipulated.

The objective of this progression is not to eliminate all organisational correla-

tion, which would neither be feasible nor necessarily desirable. Rather, it is to make

the basis of prediction progressively more behaviourally structured, empirically test-

able, and less dependent on incidental properties of a particular user population or

observation period.

In summary, the problem addressed in this thesis can be stated as follows: how

can insider-threat detection systems be designed and evaluated to achieve reliable per-

formance when insider behaviour is multi-domain, temporally progressive, semantic-

ally constrained by roles and privileges, and subject to behavioural drift and adaptive

manipulation? Addressing this problem motivates the thesis’s staged architecture

progression. The research begins by establishing a disciplined ANN baseline and

evaluation protocol, then develops structured learning designs that progressively

strengthen behavioural alignment: (i) representation stabilisation through SOM–

ANN hybridisation, (ii) domain-aware modular decomposition through MANN, (iii)

multi-level behavioural abstraction through hierarchical modelling, and (iv) beha-

viourally grounded robustness mechanisms and adversarial evaluation through R-

Guard.

1.3 Research Questions

To address the research problem articulated in Section 1.2, this thesis is guided by

a set of interrelated research questions that progressively structure the architectural

development undertaken in subsequent chapters. The questions are formulated to

reflect the socio-technical and temporal characteristics of insider behaviour, the
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multi-domain nature of enterprise telemetry, and the increasing need for robustness

against adaptive manipulation. Together, they define a staged investigation in which

each chapter makes a distinct contribution while maintaining a coherent comparative

reference through shared dataset assumptions and evaluation discipline.

RQ1: Behavioural Representation and Variance Stabilisation

How can behavioural representations be stabilised to preserve semantic

meaning while mitigating high intra-user variance in insider activity

logs?

A persistent difficulty in insider-threat detection is that legitimate behaviour

exhibits substantial intra-user variance across time, workload conditions, and or-

ganisational context. In many settings, benign activity can be highly irregular (e.g.,

deadline-driven bursts, role transitions, exceptional projects), while malicious be-

haviour may remain privilege-consistent and locally plausible. As a result, rep-

resentations derived directly from raw logs or short aggregation windows can be

unstable and can cause models to learn variance patterns rather than behaviourally

meaningful structure. This motivates the need for representation learning strategies

that stabilise behavioural manifolds while retaining semantic information relevant

to intent and policy deviation.

This question motivates the thesis’s first architectural contribution: the use of

a Self-Organising Map (SOM) as an unsupervised topological structuring mechan-

ism prior to supervised ANN classification (Chapter 3). The hypothesis is that

topology-preserving clustering can reduce sensitivity to noise and variance by map-

ping high-dimensional behavioural activity into structured neighbourhoods, thereby

supporting more robust downstream discrimination. Evaluation therefore focuses

not only on predictive performance, but also on whether stabilised representations

improve generalisation under temporally faithful protocols and reduce false positives

arising from benign behavioural fluctuation.

RQ2: Domain Decomposition and Cross-Domain Interaction

Can modular neural architectures improve detection performance and

generalisation by decomposing insider behaviour into semantically dis-

tinct domains while preserving cross-domain coherence?

Insider activity is intrinsically multi-domain. Authentication behaviour, file in-

teractions, device usage, web activity, and communications each reflect different

operational semantics, statistical structure, and levels of behavioural variability.

Monolithic models that fuse all features into a single representation often suffer

from feature dominance and semantic dilution, where high-volume or noisy domains
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overshadow subtler but risk-relevant signals. Moreover, the interpretability of model

outputs is reduced when domain contributions are not separable. These limitations

motivate architectural designs that preserve domain semantics while still allowing

evidence to be integrated into a coherent risk estimate.

This question motivates the Modular Artificial Neural Network (MANN) contri-

bution (Chapter 4). The core idea is to train domain-specialised modules that learn

representations aligned with the semantics of each log source, followed by principled

fusion to preserve cross-domain coherence. Evaluation addresses whether modular

decomposition improves generalisation, reduces overfitting to dominant domains,

and supports more interpretable risk reasoning. In addition, this question supports

later synthesis by providing architectural foundations for cross-domain consistency

constraints that become important under adversarial settings.

RQ3: Multi-Level Behavioural Abstraction

How can hierarchical modelling capture behavioural evolution across events,

sessions, tasks, and organisational roles without collapsing semantic struc-

ture?

A defining characteristic of insider threats is that they often unfold as trajectories

across multiple temporal and semantic levels. Individual events may appear benign

in isolation, while risk emerges through longer-horizon progression and changes in

behavioural state relative to role expectations and organisational context. Flat fea-

ture representations and single-level models can obscure this progression, collapsing

higher-level behavioural meaning into short-window statistics. This motivates the

need for hierarchical abstraction mechanisms that preserve behavioural meaning

across nested levels (event → session → task → role/context), while maintaining

temporal validity and interpretability.

This question motivates the hierarchical / multi-layered modelling framework

presented in Chapter 5. The focus is on whether hierarchical abstraction improves

sensitivity to gradual behavioural drift, supports earlier detection of escalation tra-

jectories, and enhances interpretability by mapping detected risk to behavioural

levels rather than to unstructured feature aggregates. Evaluation therefore includes

both predictive metrics and trajectory-oriented interpretation, ensuring that claimed

improvements are attributable to multi-level modelling rather than to artefacts of

split design or leakage.

RQ4: Behaviourally Constrained Adversarial Robustness

How can insider-threat detection architectures be designed to remain ro-

bust against behaviourally constrained adversarial manipulation while re-

specting organisational feasibility constraints?
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Insider-threat detection is increasingly exposed to adaptive behaviour. A motiv-

ated insider can attempt to evade detection by keeping actions privilege-consistent,

temporally plausible, and aligned with role expectations while still achieving harm-

ful objectives. Classical adversarial machine learning often assumes unconstrained

perturbations in feature space (e.g., norm-bounded noise), but insider settings im-

pose stronger constraints: perturbations must remain behaviourally feasible and

operationally plausible. Robustness in this domain therefore requires threat models

that reflect feasible action spaces and defences that preserve detection sensitivity

under such constraints.

This question motivates Chapter 6, which introduces a behaviourally constrained

adversarial threat model and evaluates robustness under sequential, plausible per-

turbations rather than purely synthetic feature-space manipulations. The R-Guard

framework is positioned as a response to the gap between nominal accuracy and ro-

bustness under adaptive insider behaviour. Evaluation focuses on robustness metrics

(including robustness curves and time-to-detection under drift/attack) and emphas-

ises interpretive boundaries appropriate for benchmark-driven research.

RQ5: Architectural Integration and Operational Validity

What architectural principles enable the integration of behavioural ground-

ing, domain decomposition, hierarchical abstraction, and adversarial ro-

bustness into a coherent insider-threat detection framework suitable for

real-world deployment?

While each of the preceding questions addresses a specific limitation observed

in the literature, operationally useful insider-threat detection requires coherent in-

tegration rather than isolated component improvements. In practice, models must

balance predictive sensitivity with false-positive control, maintain interpretability

for analyst-centred decision support, and remain robust under non-stationarity and

adaptive behaviour. Moreover, deployment must be governed by ethical and organ-

isational constraints, including proportionality, privacy, accountability, and the risk

of harmful overreach.

This question therefore synthesises insights from Chapters 3–6 to identify design

principles that support integration. It focuses on how behavioural grounding (con-

text and plausibility), modular semantics (multi-log decomposition), hierarchical

abstraction (trajectory modelling), and robustness mechanisms (behaviourally con-

strained adversarial evaluation) can be combined into a coherent framework. The

outcome is a set of principles and validated trade-offs that clarify what the thesis

contributions enable and what validity boundaries remain.

Summary. Collectively, these research questions structure the thesis as a pro-

gressive architectural investigation. Each chapter addresses a distinct dimension
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of the insider-threat problem while maintaining a coherent comparative reference

through consistent dataset assumptions and disciplined evaluation protocols. This

structure supports both scientific contribution (new architectural frameworks and

robustness mechanisms) and methodological contribution (evaluation discipline and

validity-bounded interpretation aligned with insider behavioural realities).

1.4 Aim and Objectives

1.4.1 Research Aim

The overarching aim of this thesis is to design, implement, and rigorously evaluate

a behaviourally grounded machine-learning framework for insider-threat detection

that remains reliable under multi-domain behavioural telemetry, temporal progres-

sion, behavioural drift, and behaviourally constrained adaptive manipulation. The

aim is pursued through a staged architectural progression, establishing a disciplined

ANN baseline and then introducing structured extensions that improve representa-

tion stability, preserve domain semantics, capture multi-level behavioural abstrac-

tion, and strengthen robustness under realistic adversarial constraints.

1.4.2 Research Objectives

To achieve this aim, the thesis addresses the following objectives:

1. Establish a rigorous baseline and evaluation discipline for insider-

threat detection. Develop a reproducible baseline using ANN-based model-

ling and define temporally faithful evaluation protocols (including chronology-

preserving splits and imbalance-aware metric reporting) suitable for CERT-

style insider behavioural datasets. This objective provides a consistent com-

parative reference for interpreting subsequent architectural improvements and

mitigates common evaluation pitfalls such as leakage and optimistic reporting.

2. Improve behavioural representation stability under high intra-user

variance. Design and evaluate a SOM–ANN hybrid representation strategy

that stabilises behavioural manifolds prior to supervised discrimination. The

objective is to assess whether topology-preserving unsupervised structuring

reduces sensitivity to noise and benign behavioural fluctuation, improves gen-

eralisation, and contributes to more interpretable behavioural mapping under

temporally valid evaluation conditions (RQ1; Chapter 3).

3. Develop a modular modelling framework that preserves domain se-

mantics while enabling cross-domain reasoning. Propose and evaluate

a Modular Artificial Neural Network (MANN) architecture that decomposes
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insider behaviour into semantically distinct domains (e.g., logon, file, device,

web, and communication) and integrates evidence through principled fusion.

This objective assesses whether modularity reduces feature dominance, im-

proves generalisability, supports domain-level interpretability, and provides

a stronger foundation for cross-domain consistency under adaptation (RQ2;

Chapter 4).

4. Capture multi-level behavioural progression through hierarchical

abstraction. Design and evaluate a hierarchical / multi-layered modelling

approach capable of representing behavioural evolution across nested temporal

and semantic levels (event → session → task → role/context). This object-

ive examines whether hierarchical abstraction improves sensitivity to gradual

escalation, supports drift-aware interpretation, and yields more behaviourally

meaningful explanations than flat representations (RQ3; Chapter 5).

5. Formulate and test behaviourally constrained adversarial robustness

in insider settings. Develop a behaviourally constrained adversarial threat

model that reflects feasible insider action spaces and evaluate robustness un-

der sequential, plausible perturbations rather than purely synthetic feature-

space noise. This objective introduces and assesses robustness mechanisms

(R-Guard) designed to preserve detection performance, maintain temporal co-

herence, and support bounded interpretability under adaptive manipulation

(RQ4; Chapter 6).

6. Synthesize architectural principles, validity boundaries, and

deployment-relevant implications. Integrate findings from the staged

progression to identify design principles and trade-offs that support opera-

tionally meaningful insider-threat detection, balancing predictive performance,

false-positive control, interpretability, and robustness. This objective also cla-

rifies validity boundaries associated with benchmark-driven experimentation

(CERT), highlights ethical and governance constraints, and defines directions

for future validation and deployment-oriented research (RQ5; Chapters 6–7).

Alignment with research questions and thesis structure. The objectives map

directly onto the research questions introduced in Section 1.3 and are implemented

through the thesis architecture progression in Chapters 3–6. This alignment ensures

that each contribution is both methodologically grounded (through disciplined eval-

uation and dataset rationale) and technically justified (through structured model

design responding to identified insider-threat detection failure modes).
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1.4.3 Scope and Boundaries

This thesis addresses insider-threat detection as a behavioural security analytics

problem under organisational constraints. The scope is intentionally bounded to

support rigorous comparative architectural evaluation and validity-bounded inter-

pretation.

Data scope. Experimental evaluation is conducted primarily using the CERT

insider-threat dataset as a reproducible benchmark backbone. This choice sup-

ports controlled comparison across the staged architecture progression, but it also

imposes validity boundaries associated with synthetic/simulated data. Accordingly,

the thesis interprets results as benchmark-grounded evidence of relative architectural

behaviour and robustness trends rather than as definitive estimates of deployment-

ready performance.

Threat scope. The thesis focuses on insider-risk behaviours observable through

enterprise activity logs and related telemetry, including patterns consistent with

misuse, policy violations, and adaptive behaviours that remain privilege-consistent.

The work does not attempt to infer psychological intent directly; instead, it models

behavioural risk indicators and trajectory patterns under declared assumptions.

Method scope. The thesis emphasises temporally faithful evaluation, imbalance-

aware metrics, and robustness-oriented testing under behaviourally constrained ad-

versarial manipulation. While multiple modelling families are discussed, the thesis

contributions centre on ANN-based pipelines and structured extensions (hybrid,

modular, hierarchical, and robust) that are evaluated under consistent protocols.

Operational and ethical scope. The proposed methods are framed as decision-

support tools rather than autonomous judgement systems. The thesis does not ad-

vocate ungoverned employee surveillance or punitive automation; instead, it emphas-

ises proportionality, governance, and responsible interpretation, and it highlights the

risks of false positives and misuse in operational settings.

1.4.4 Rationale for the Staged Architectural Progression

The progression from the standard ANN baseline through SOMANN, MANN, MLML,

and ultimately R-Guard is not intended to imply that these architectures constitute

the only possible sequence for insider-threat detection, nor that each later architec-

ture is mathematically dependent upon its predecessor. Rather, the progression is

theoretically motivated and empirically cumulative: each stage addresses a distinct

modelling limitation that remains unresolved after the preceding investigation and

introduces an additional structural requirement for behaviourally grounded detec-

tion.

The sequence can therefore be understood as a progression across four increas-

ingly demanding modelling requirements:
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Rs︸︷︷︸
stability

→ Rd︸︷︷︸
domain grounding

→ Rt︸︷︷︸
temporal structure

→ Ra︸︷︷︸
adversarial robustness

, (1.5)

where Rs denotes the requirement for stable behavioural representation, Rd the

preservation of domain-specific behavioural structure, Rt the representation of be-

haviour across multiple temporal horizons, and Ra robustness to intentional beha-

vioural manipulation. The ordering reflects increasing representational and threat-

model complexity rather than an assertion of mathematical uniqueness.

Stage 1: From raw classification to stable behavioural perception. The

standard ANN baseline operates directly on aggregated behavioural features and

therefore provides no explicit mechanism for separating transient behavioural vari-

ability from more persistent structure. Chapter 3 addresses this representational

problem through SOMANN, which separates unsupervised perceptual organisation

from supervised inference. The SOM introduces a topology-preserving representa-

tion in which behaviourally similar observations are mapped to neighbouring pro-

totypes before supervised classification. This stage therefore investigates whether

stabilising behavioural perception can improve downstream discrimination without

relying exclusively on the raw feature space.

The contribution of this stage is consequently not that SOMANN eliminates

behavioural noise, but that it introduces an architectural bias towards locally smooth

and topology-consistent representation. The experiments in Chapter 3 evaluate

whether this representational bias improves stability and generalisation relative to

the common ANN baseline.

Stage 2: From stable representation to domain-grounded representation.

Representational stability alone does not resolve the heterogeneity of enterprise

telemetry. Authentication, file access, communication, web, and device activity

represent behaviourally different processes, and their statistical distributions and

operational meanings are not interchangeable. A unified representation can there-

fore remain stable while still allowing high-volume domains to dominate weaker but

potentially informative behavioural signals.

Chapter 4 addresses this residual limitation through MANN. Rather than treat-

ing heterogeneous telemetry as a single undifferentiated feature space, MANN learns

domain-specific representations before controlled fusion. The theoretical progression

from SOMANN to MANN therefore reflects a change in modelling requirement: from

asking whether behavioural observations can be represented more stably to asking

whether the representation also preserves the functional distinctions between the

behavioural domains from which those observations originate.

Importantly, MANN is not claimed to be mathematically dependent upon

SOMANN. The dependency is conceptual and experimental: the investigation in
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Chapter 3 establishes the importance of representation quality, while Chapter 4 ex-

amines the additional hypothesis that heterogeneous behavioural domains should be

represented separately before controlled integration.

Stage 3: From domain grounding to temporal behavioural progression.

Domain decomposition introduces functional structure but does not, by itself, provide

a representation of how behaviour develops across longer temporal horizons. An ac-

tion that appears benign within a single observation window may acquire different

significance when it forms part of a sustained pattern of behavioural drift, repeated

policy deviation, or progressive escalation.

Chapter 5 therefore extends the modelling problem from domain structure to

temporal structure through the MLML hierarchy. Short-horizon behavioural rep-

resentations are progressively integrated into higher-level states representing inter-

mediate and longer-term behavioural trajectories. This stage addresses a temporal

blind spot that remains possible in non-hierarchical architectures: locally plausible

observations may collectively form a behaviourally significant trajectory even when

no individual observation is sufficiently anomalous to trigger detection.

The hierarchy is therefore introduced not simply to increase model capacity, but

to represent a form of information that is not explicitly modelled by the preceding

architectures: relationships between behavioural states occurring across different

temporal scales.

Stage 4: From predictive representation to adversarial robustness. The

first three stages primarily evaluate behaviour under nominal or naturally changing

conditions. This assumption becomes increasingly restrictive in the insider-threat

setting because an informed adversary may adapt the timing, ordering, frequency, or

other observable characteristics of activity while remaining within legitimate priv-

ilege and workflow constraints.

Chapter 6 consequently changes the threat model. R-Guard evaluates whether

behaviourally grounded representations remain reliable when observations are inten-

tionally perturbed under behavioural feasibility constraints. Robustness is therefore

treated as a distinct requirement from predictive performance: a representation may

be stable, domain-aware, and temporally informative while nevertheless remaining

vulnerable to strategic manipulation.

This final stage does not imply that adversarial defence could not be applied

to a simpler classifier. Rather, the thesis deliberately evaluates adversarial robust-

ness after establishing the behavioural structures whose preservation under attack

is of interest. This ordering enables robustness to be interpreted with respect to

behavioural structure rather than solely as resistance to unconstrained feature per-

turbation.

Taken together, the staged progression is therefore defended on the basis of
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Table 1.1: Theoretical rationale for the staged architectural progression.

Stage Primary Re-
quirement

Residual Limitation Architectural Re-
sponse

ANN
baseline

Predictive dis-
crimination

No explicit mechanism
for topology-preserving
behavioural representa-
tion, leaving prediction
sensitive to heterogen-
eous feature variation.

SOMANN introduces
topology-preserving per-
ceptual organisation
before supervised infer-
ence.

SOMANN Representation
stability

A unified representa-
tion does not expli-
citly preserve distinc-
tions between hetero-
geneous behavioural do-
mains.

MANN introduces
domain-specific repres-
entation followed by
controlled fusion.

MANN Domain-
grounded rep-
resentation

Domain-aware repres-
entations may remain
temporally local and
fail to represent longer-
horizon behavioural
progression.

MLML introduces hier-
archical temporal ab-
straction across multiple
behavioural horizons.

MLML Temporal tra-
jectory model-
ling

Predictive representa-
tions remain potentially
vulnerable to deliberate
manipulation of observ-
able behaviour.

R-Guard introduces
robustness-aware evalu-
ation and defence under
behaviourally constrained
perturbations.

residual modelling requirements rather than architectural novelty alone. Each stage

retains the principal modelling concern established by the preceding investigation

while introducing additional structure required to examine a limitation that the

preceding architecture does not explicitly address. The progression is cumulative

in research logic, but it is not asserted to be the unique mathematically necessary

ordering of all possible insider-threat architectures.

This distinction is important. The thesis does not claim that SOMANN, MANN,

MLML, and R-Guard form an indivisible computational pipeline. Instead, they

constitute a sequence of experimentally investigated architectural responses to in-

creasingly demanding properties of insider-threat detection: stable representation,

behavioural-domain grounding, temporal progression, and robustness under stra-

tegic manipulation.

Taken together, these requirements provide the basis for what this thesis terms

the Staged Behavioural Grounding and Robustness Principle: reliable insider-threat

detection requires behavioural information to be progressively structured at the

representational, domain, and temporal levels before robustness to intentional be-

havioural manipulation can be meaningfully evaluated. Chapter 7 returns to this

principle and evaluates it against the combined empirical evidence from Chapters 3–

6.
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1.5 Methodological Approach

This thesis adopts a design-science and experimental methodology in which architec-

tural design choices are treated as testable hypotheses about behavioural representa-

tion, generalisation, and robustness in insider-threat detection. The overall approach

is comparative and progressive: a disciplined baseline is established first, and sub-

sequent chapters introduce structured architectural refinements designed to address

specific failure modes identified in the literature (e.g., representational instability,

domain heterogeneity, lack of behavioural hierarchy, and vulnerability under ad-

aptive manipulation). Throughout, the emphasis is on reproducibility, temporally

faithful evaluation, and validity-bounded interpretation rather than on maximising

headline accuracy under potentially optimistic protocols.

1.5.1 Research Design

The research is organised as a staged architecture progression aligned with the re-

search questions in Section 1.3 and the objectives in Section 1.4. The progression

follows a principled sequence:

1. Baseline modelling: establish an ANN-based discriminative reference and

evaluation discipline for insider-threat detection.

2. Representation stabilisation: introduce SOM–ANN hybridisation to re-

duce sensitivity to intra-user variance and to impose topology-preserving struc-

ture prior to classification.

3. Domain semantics and modularity: introduce modular decomposition

(MANN) to preserve behavioural domain semantics and mitigate feature dom-

inance across heterogeneous logs.

4. Hierarchical behavioural abstraction: introduce multi-layered modelling

to capture behavioural progression across nested temporal and semantic levels.

5. Behaviourally grounded robustness: introduce R-Guard and behaviour-

ally constrained adversarial evaluation to assess and improve resilience under

adaptive manipulation.

This progression ensures that each contribution is evaluated relative to a consist-

ent baseline, and that observed improvements can be interpreted as architectural

effects rather than artefacts of changing datasets, inconsistent preprocessing, or

evaluation leakage.
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1.5.2 Dataset and Experiments

All experimental chapters use the CERT insider-threat dataset as a common bench-

mark. The decision to use CERT throughout is motivated by its multi-log struc-

ture, public availability, and suitability for reproducible comparative evaluation

across multiple modelling stages, while recognising explicit validity boundaries as-

sociated with synthetic/simulated benchmarks [10], [13], [18]. Using a constant

dataset supports internal comparability across Chapters 3–6 and reduces confound-

ing effects that would arise from switching datasets between contributions. At the

same time, the thesis interprets findings as benchmark-grounded evidence of relat-

ive architectural behaviour and robustness trends, rather than as definitive claims

of deployment-ready performance.

1.5.3 Data Processing and Feature Design

Insider activity logs are transformed into behaviourally meaningful representations

suitable for ML learning. The thesis follows a structured data-processing principle:

transformations should preserve chronology, avoid leakage-prone fitting on future

data, and retain interpretable behavioural semantics (e.g., workload rhythm indic-

ators, after-hours activity ratios, cross-domain coupling features). Where sequential

or windowed representations are used, windowing choices are justified in relation to

behavioural plausibility and evaluation validity.

Because feature and representation design can strongly influence results, the

thesis reports feature construction assumptions and preprocessing decisions along-

side model configurations where appropriate. This reporting discipline supports

reproducibility and ensures that architectural comparisons remain interpretable.

1.5.4 Evaluation Protocol

A core methodological contribution of the thesis is its evaluation discipline. Insider-

threat detection is highly susceptible to performance inflation through unrealistic

split strategies and leakage-prone preprocessing [13]. To mitigate this, evaluation

protocols are designed around the following safeguards:

• Chronology-preserving splitting: training, validation, and test partitions

are constructed to prevent future information from influencing model training,

supporting time-faithful generalisation assessment.

• Blocked temporal folds (where applicable): when cross-validation is

used, temporal blocking is applied to preserve chronology and reduce leakage

risk.
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• Training-only fitting of preprocessing: normalisation, encoding, and fea-

ture transformations are fitted on training data only and then applied to val-

idation/test partitions.

• Imbalance-aware metrics: evaluation prioritises metrics appropriate to

rare-event detection (e.g., precision, recall, F1, PR–AUC), and interprets ac-

curacy cautiously under severe imbalance [10], [19].

• Threshold calibration: decision thresholds are calibrated using validation

data to reflect operational trade-offs, particularly the false-positive burden on

analysts.

These safeguards provide a consistent interpretive basis for comparing baseline

models with structured architectures and for assessing robustness under drift and

adversarial manipulation.

1.5.5 Robustness and Adversarial Evaluation

Beyond nominal predictive performance, the thesis evaluates robustness under be-

havioural drift and behaviourally constrained adversarial manipulation. Classical

adversarial ML commonly assumes unconstrained feature-space perturbations; how-

ever, insider settings impose feasibility constraints because actions must remain

role-consistent, privilege-consistent, and behaviourally plausible. Accordingly, the

thesis adopts threat modelling and evaluation designs that treat adversarial manip-

ulation as a sequence of plausible behavioural perturbations rather than arbitrary

noise [16], [17]. Robustness is assessed using comparative degradation analyses, at-

tack success metrics under bounded perturbation budgets, and time-to-detection

indicators where relevant.

1.5.6 Reproducibility and Reporting

To support reproducibility, the thesis reports model configurations, preprocessing

assumptions, evaluation protocol details, and metric definitions. Where practical,

implementation artefacts are provided in appendix material and include code struc-

ture suitable for re-execution and adaptation under appropriate ethical and gov-

ernance controls. The aim is to enable transparent comparison and to ensure that

the reported findings can be scrutinised and reproduced without relying on undoc-

umented implementation choices.

1.5.7 Ethical and Governance Considerations

Although the thesis uses a benchmark dataset, insider-threat detection research has

significant ethical and organisational implications. Behavioural monitoring can pro-

duce false positives, affect trust, and create risks of disproportionate intervention
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if misapplied. The thesis therefore treats ethical and governance considerations as

integral to methodological quality: results are framed as decision-support evidence

rather than autonomous punitive judgement, validity boundaries are stated expli-

citly, and deployment-oriented claims are made cautiously. These considerations

complement the ethics discussion in Chapter 2 and inform the interpretation of

results throughout the thesis.

1.6 Contributions

This thesis seeks to contribute toward a more nuanced and operationally grounded

approach to insider-threat detection. Rather than proposing a singular automated

solution, the research focuses on improving the structural alignment between

machine learning architectures and the complex reality of human behaviour in or-

ganisational settings. The contributions follow a staged progression, where each

chapter explores a specific challenge identified in current literature while maintain-

ing an honest, comparative reference through disciplined evaluation.

1.6.1 Technical and Architectural Inquiry

1. Exploring Representation Stabilisation (Chapter 3): This work intro-

duces a hybrid SOM–ANN framework designed to manage the high ”noise” of

daily human activity. By separating initial behavioural perception from final

risk inference, the architecture attempts to reduce the false alarms caused by

routine changes in work patterns.

2. Respecting Domain Semantics (Chapter 4): Recognising that differ-

ent digital actions (e.g., sending an email vs. accessing a file) carry distinct

meanings, this contribution proposes a Modular ANN (MANN). This modu-

larity is a structural attempt to ensure that subtle, meaningful signals are not

”drowned out” by more frequent, routine events.

3. Capturing Behavioural Progression (Chapter 5): To better reflect how

human risk often emerges over time rather than in a single moment, this

research develops a hierarchical framework. It focuses on capturing the ”tra-

jectory” of behaviour across events and sessions, moving toward a more lon-

gitudinal understanding of user activity.

4. Assessing Resilience Under Plausible Change (Chapter 6): The R-

Guard architecture investigates how detection systems might hold up when

faced with ”plausible” adversarial adaptations. This contribution provides a

way to evaluate model robustness without assuming unrealistic or ”perfect”

attackers.
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1.6.2 Methodological Honesty and Transparency

1. A Disciplined Evaluation Protocol: This thesis advocates for ”temporally

faithful” evaluation, ensuring that models are tested only on the ”future”

relative to their training data. This commitment to chronological validity

aims to provide a more realistic—and perhaps more modest—picture of how

these systems might perform in a live environment.

2. Navigating Benchmark Limitations: By using the CERT dataset as a con-

sistent reference while explicitly acknowledging its gaps, the research provides

a transparent comparative programme. This approach prioritises defensible

interpretation over the pursuit of ”perfect” benchmark scores.

1.6.3 The Human-Centric and Governance Perspective

At its core, this thesis treats insider-threat detection as a sensitive socio-technical

task where model outputs directly affect individuals. Consequently, the proposed

methods are framed strictly as decision-support mechanisms designed to assist

human analysts rather than replace them with autonomous judgment. This contri-

bution emphasises proportionality and transparency, highlighting that the ”cost” of

a false positive is not just a metric, but a potential human impact.

1.7 Structure

This thesis is organised as a staged investigation into behaviourally grounded and

robustness-aware insider-threat detection. The chapters are structured to move from

foundational concepts and methodological justification toward progressively more

structured architectures, culminating in adversarially robust evaluation and syn-

thesis. A consistent benchmark backbone and disciplined evaluation principles are

maintained throughout the experimental chapters to support coherent comparison

and validity-bounded interpretation.

Chapter 1 introduces the research context and motivation, defines the research

problem, and presents the research questions, aims, objectives, methodological ap-

proach, and thesis contributions. It also outlines the overall structure of the thesis

and the staged logic that connects the contributions across chapters.

Chapter 2 provides a critical literature review and establishes the conceptual,

methodological, dataset, and ethical foundations for the thesis. It frames insider

threats as socio-technical phenomena characterised by behavioural plausibility, tem-

poral progression, and multi-domain evidence. The chapter includes contemporary

case illustrations to emphasise scale and operational relevance, reviews behavioural

foundations, and critiques methodological limitations in existing insider-threat de-

tection research. It then positions the thesis within the broader AI/ML landscape,
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clarifies where SOM and ANN sit in the learning-paradigm hierarchy, and reviews

hybrid, modular, and hierarchical architectures as structured responses to insider

detection requirements. The chapter further establishes ANNs as a unifying baseline

paradigm, evaluates insider-threat datasets, and justifies the CERT dataset as the

consistent benchmark used in subsequent experimental chapters with explicit valid-

ity boundaries and mitigation strategies. Finally, it consolidates ethical and gov-

ernance considerations relevant to responsible insider-threat detection research and

deployment.

Chapter 3 presents the first technical contribution: a SOM–ANN hybrid ar-

chitecture designed to stabilise behavioural representations under high intra-user

variance. The chapter details the proposed hybrid design, feature construction, tem-

porally faithful evaluation protocol, and comparative results, establishing a stability-

oriented foundation for subsequent architectural refinement.

Chapter 4 introduces the second contribution: the Modular Artificial Neural

Network (MANN) framework. This chapter decomposes insider behaviour into se-

mantically distinct behavioural domains and evaluates domain-specialised modules

alongside structured evidence fusion. The chapter analyses how modularity influ-

ences generalisation, interpretability, and cross-domain coherence under consistent

evaluation assumptions.

Chapter 5 presents the third contribution: a multi-layered / hierarchical be-

havioural modelling framework. The chapter reframes insider risk as behavioural

progression across nested temporal and semantic levels and evaluates hierarchical

abstraction under chronology-preserving protocols. It provides trajectory-sensitive

interpretation and examines how hierarchy influences detection capability under

long-horizon behavioural evolution.

Chapter 6 develops the final technical contribution: R-Guard, a behaviourally

grounded robustness framework for insider-threat detection under adaptive manip-

ulation. The chapter reviews adversarial machine learning limitations in insider

contexts, formalises a behaviourally constrained adversarial threat model, defines

perturbation operators, and evaluates robustness using degradation analyses and

time-to-detection indicators. This chapter provides an explicit bridge between pre-

dictive modelling and robustness-aware operational validity.

Chapter 7 concludes the thesis by synthesising the contributions and findings

across the staged architecture progression. It articulates the central thesis claim,

summarises contributions and limitations, reflects on validity boundaries and eth-

ical considerations, and outlines future research directions, including broader data-

set validation and deployment-oriented evaluation under governed organisational

settings.
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Chapter 2

Literature Review

2.1 Overview

This chapter establishes the conceptual and methodological foundation for the thesis

by critically reviewing insider-threat detection literature across behavioural science,

organisational cybersecurity, machine learning, and adversarial reasoning. It first

frames insider threats as socio-technical phenomena in which legitimate access, role

context, and behavioural plausibility complicate detection, and it uses contempor-

ary case illustrations to emphasise scale, impact, and evolving attack pathways.

The chapter then identifies recurring limitations in prior work, including fragmen-

ted problem definitions, weak behavioural grounding, temporally invalid evaluation

practices, inconsistent reporting, dataset artefacts, and limited robustness under

behavioural drift and adaptive manipulation.

To address this fragmentation, the chapter positions the thesis within the broader

AI/ML landscape and clarifies where key modelling families used in this work (not-

ably SOM and ANN) sit within the learning-paradigm hierarchy. It reviews hybrid,

modular, and hierarchical architectures as structured responses to insider detection

requirements and motivates the thesis’s staged progression from an ANN baseline

toward SOM–ANN hybridisation, modular decomposition (MANN), hierarchical be-

havioural abstraction, and behaviourally grounded robustness. The chapter also

evaluates insider-threat datasets, defines selection criteria, and provides a critical

justification for using the CERT dataset as a consistent benchmark across the ex-

perimental chapters, with explicit validity boundaries and mitigation strategies for

known evaluation pitfalls.

Finally, the chapter consolidates ethical and governance considerations, emphas-

ising responsible interpretation, proportional monitoring, and safeguards against

misuse. Collectively, the review functions both as a critical synthesis of existing

knowledge and as a principled rationale for the architectural and evaluation choices

developed in Chapters 3–6.
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2.2 Introduction

Insider threats remain one of the most persistent and organisationally damaging

forms of cyber risk because they originate within an organisation’s trusted peri-

meter. Unlike external attackers, insiders act through authorised access pathways,

legitimate credentials, and accumulated familiarity with workflows, systems, and se-

curity controls. Foundational work in human-centric cybersecurity has consistently

shown that insider threats emerge from a socio-technical combination of psycholo-

gical stressors, organisational context, behavioural drift, and technical affordances

[8], [11], [15]. These interactions create behavioural trajectories that are difficult

to capture through traditional security analytics or machine-learning (ML) models

operating solely on technical data.

Early conceptualisations framed insider threats through misuse taxonomies dis-

tinguishing sabotage, fraud, espionage, or data theft [20], [21]. More recent stud-

ies, however, emphasise that insider risk is rarely defined by isolated malicious ac-

tions; instead, it is shaped by progressive behavioural change influenced by emo-

tional states, organisational pressures, and contextual stressors [8], [12], [22]. This

shift from static misuse categories toward dynamic behavioural trajectories under-

scores the need for ML models capable of representing evolving patterns, workload

rhythms, contextual triggers, and socio-organisational dynamics.

At the same time, contemporary reporting highlights that insider risk is also

shaped by third-party exposure, distributed operational ecosystems, and increasing

digital complexity. Large-scale breach reporting continues to show that human and

organisational factors remain central drivers of security incidents, while industry as-

sessments emphasise the persistence of insider events in organisational risk registers

[2], [3], [4]. These realities motivate the inclusion of contemporary case illustrations

in this chapter to emphasise the practical scale and complexity of insider threats

and to ground the modelling requirements that follow.

Despite sustained research activity and advances in anomaly detection, deep

learning, hybrid pipelines, and behavioural analytics, insider-threat detection re-

mains fragmented. Recurring weaknesses include conceptual inconsistency, nar-

row behavioural assumptions, dataset artefacts, temporally invalid evaluation prac-

tices, inconsistent reporting, and limited robustness under drift and adaptive ma-

nipulation [9], [10], [13], [14]. These limitations motivate the need for an integ-

rated behavioural–ML–adversarial perspective, which this thesis develops through

a staged architecture progression from baseline modelling to structured and robust

detection.

This chapter develops the foundations required for the thesis contributions by

establishing (i) an insider-threat framing grounded in socio-technical behavioural

dynamics, (ii) a critical account of methodological and evaluation limitations in the
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literature, (iii) a positioning of model families and structured architectures within

the AI/ML landscape, (iv) an ANN-centred baseline and comparative reference for

subsequent chapters, (v) a defensible dataset rationale centred on the CERT bench-

mark with explicit validity boundaries, and (vi) ethical and governance considera-

tions for responsible insider-threat detection research.

2.3 The Insider Threat Problem

Understanding insider threats requires moving beyond the simplistic image of “trus-

ted employees who become malicious.” Contemporary research frames insider threats

as a spectrum of behaviours mediated by intent, opportunity, stress, organisational

context, and socio-technical affordances [8], [11]. Insider actions may be malicious,

negligent, coerced, or unintentional, often emerging from psychological strain, policy

misinterpretation, misaligned expectations, or weak security culture [12], [15]. Im-

portantly, insider risk is also shaped by modern operational ecosystems—including

contractors, third-party support channels, and outsourced workflows—which ex-

pands the practical definition of “insider” beyond permanent employees and in-

creases the number of trusted access pathways that may be misused [2], [9].

Insider behaviour rarely appears as a single anomalous event. Instead, it often

evolves across behavioural phases such as dissatisfaction, boundary testing, oppor-

tunity discovery, planning, and execution [22]. These trajectories unfold within

constraints defined by organisational roles, privilege boundaries, workload rhythms,

interpersonal dynamics, and policy enforcement. The detection challenge is there-

fore not simply to identify statistically rare events, but to recognise behavioural

trajectories that remain locally plausible while gradually shifting toward harmful

intent or policy violation.

From a detection standpoint, the central difficulty is that insider behaviour must

remain plausible. Malicious insiders typically operate within authorised privileges,

align actions with expected role semantics, and embed harmful steps within le-

gitimate workflows. This makes the behavioural signal subtle and entangled with

normal organisational variation, and fundamentally different from many external in-

trusion patterns. As a result, conventional anomaly detection methods that rely on

high-magnitude deviations or signature-like indicators can struggle to capture the

socio-technical cues that characterise insider escalation, particularly when malicious

activity is temporally distributed and cross-domain in nature [8], [10], [15].

These properties have direct implications for ML-based detection. First, insider-

threat detection is naturally multi-domain: meaningful evidence often spans authen-

tication, file access, device usage, web activity, communications, and organisational

context. Second, insider risk is temporally structured: detection requires models

and evaluation protocols that respect chronology, capture long-horizon dependen-
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cies, and remain interpretable under behavioural drift. Third, insider datasets are

typically imbalanced and labels may be noisy or scenario-derived, demanding care-

ful metric choice (e.g., PR-oriented evaluation), threshold calibration, and cautious

interpretation of accuracy-centric claims [10], [19]. Finally, insiders may adapt stra-

tegically in response to monitoring or organisational controls, implying that nominal

performance under benign evaluation protocols is insufficient without robustness-

aware validation and adversary-informed reasoning [16], [17].

The next subsection (Section 2.4.6) grounds these challenges in contemporary

case illustrations that highlight scale, complexity, and operational impact. This is

followed by a behavioural synthesis (Section 2.4.7) that clarifies why insider risk

is best modelled as a context-dependent trajectory. Together, these foundations

motivate the chapter’s subsequent focus on methodological limitations, structured

architectures (hybrid, modular, hierarchical), and the thesis-wide emphasis on dis-

ciplined evaluation and defensible dataset selection. In particular, they justify the

adoption of an ANN baseline as a consistent discriminative reference, the use of

CERT as a reproducible benchmark with explicit validity boundaries, and the staged

architecture progression toward stability (SOM–ANN), domain semantics (MANN),

behavioural abstraction (hierarchical modelling), and robustness (R-Guard).

2.4 Insider Threat Lifecycle

Insider threats evolve through distinct phases, each characterised by specific beha-

viours and contextual triggers. Understanding this lifecycle is crucial for identifying

relevant telemetry and aligning detection systems with the nature of insider risk

at various stages. This section maps the lifecycle of insider threats to the various

detection architectures developed in this thesis, particularly highlighting how each

architecture targets key phases of insider behaviour: reconnaissance, misuse, and

escalation.

2.4.1 Phase 1: Reconnaissance

The first phase of insider threat behaviour typically involves reconnaissance, where

the insider gathers information to identify weaknesses in systems, identify valuable

data, or map out potential attack vectors. This phase is characterised by exploratory

actions, such as excessive access requests, browsing, and querying of sensitive data.

Importantly, reconnaissance is often conducted under the guise of legitimate activity,

making it challenging to detect using traditional anomaly detection methods.

Relevant Telemetry: - Login Patterns: Failed login attempts, logon times,

and login frequency can indicate attempts to gain unauthorised access. - Access

Patterns: Unusual access to high-value or non-work-related files. - System Queries:

Unusual database queries or searches that do not align with the user’s role.
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Architectural Alignment: - SOM–ANN stabilises high-variance behaviour

across time and offers a means of detecting unusual access patterns within defined

bounds. However, due to the instability of early-stage exploratory behaviour, SOM–

ANN may face difficulties in detecting subtle reconnaissance activities. - MANN

is more adept in detecting reconnaissance by segmenting behavioural patterns into

distinct domains (e.g., file access, system queries) and then identifying anomalies

within these domains. - Hierarchical Behavioural Modelling benefits from tem-

poral abstraction, allowing it to track exploratory behaviour over time and detect

subtle shifts in behaviour that might indicate reconnaissance activities.

2.4.2 Phase 2: Misuse

Once the reconnaissance phase has been completed, an insider may begin to move

into misuse of their access privileges. This phase involves more direct and deliberate

violations of policy, such as data theft, sabotage, or espionage. Misuse typically

involves actions like downloading sensitive data, accessing restricted files, or sending

confidential information to unauthorised recipients.

Relevant Telemetry: - File Access: Large or unusual file access volumes,

especially for high-value or sensitive information. - Data Transfers: Transfers to

external locations or unapproved devices. - Device Usage: Using personal devices

or non-standard channels to access or transfer sensitive data. - Communication

Patterns: Unusual or suspicious email and chat activity involving confidential data.

Architectural Alignment: - SOM–ANN can detect deviations in file access

patterns and file transfer behaviour. However, it requires sufficient data to reliably

segment ‘normal’ from ‘abnormal’ activity, which may be hindered in early stages of

misuse. - MANN offers a better solution by using modular decomposition to isolate

misuse-related actions into specific domains (e.g., file access, data transfers), making

it more effective at detecting policy violations and malicious activity within specific

contexts. - Hierarchical Modelling is particularly well-suited to detecting misuse

across multiple time-scales and across different levels of abstraction (e.g., recognising

that frequent, isolated access to high-risk systems over time could indicate data

theft).

2.4.3 Phase 3: Escalation

The final phase in the insider threat lifecycle is escalation, where the insider prepares

to execute a more substantial attack, such as sabotage, large-scale data theft, or

destruction of evidence. During this phase, insiders may attempt to escalate their

privileges or pivot across systems to evade detection.

Relevant Telemetry: - Privilege Escalation: Requests to elevate access priv-

ileges or attempt to gain administrative rights. - Cross-System Behaviour: Activity
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that spans across different systems or networks, indicating preparation for large-

scale attacks. - Multiple Domain Cross-Interaction: Behaviour that touches mul-

tiple domains (e.g., email, file access, and database queries), often an indicator of

preparation for malicious action.

Architectural Alignment: - R-Guard is especially effective at addressing

the challenges of escalation. By enforcing behavioural invariants and monitoring

cross-domain consistency, R-Guard helps prevent insiders from successfully escal-

ating their attacks by detecting and flagging anomalous patterns across multiple

domains. - SOM–ANN and MANN are capable of detecting escalations to some

extent, but R-Guard’s robustness layer significantly strengthens the overall sys-

tem, ensuring that escalation events are caught before they result in major security

breaches. Additionally, temporal coherence is key in this phase, and Hierarchical

Behavioural Modelling ensures that long-term patterns are properly contextual-

ised.

2.4.4 Linking the Lifecycle to Model Design

The models developed in this thesis each offer a contribution that addresses a specific

stage of the insider threat lifecycle:

• SOM–ANN provides behavioural stabilisation and noise reduction, which are

essential in detecting reconnaissance and early-stage misuse.

• MANN offers domain-aware decomposition, improving detection sensitivity

and reducing cross-domain bias in insider behaviour during the misuse and

escalation stages.

• Hierarchical Modelling adds temporal reasoning, strengthening the detec-

tion of behavioural progression across time and across different threat phases.

• R-Guard integrates robustness through behavioural invariants, providing re-

silience against escalation and adversarial manipulation.

In combination, these models offer a comprehensive solution to detecting insider

threats across their lifecycle, from initial reconnaissance to the execution of malicious

actions.

2.4.5 Summary

In summary, this section has mapped the insider threat lifecycle to the models and

architectures proposed in this thesis. By framing insider threat detection in terms of

behavioural phases and telemetry alignment, this chapter establishes a foundation

for understanding how each architecture targets specific stages of insider behaviour.
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Through modular decomposition, hierarchical abstraction, and adversarial robust-

ness, the models developed here address critical weaknesses identified in prior work

and provide a more holistic solution to detecting insider threats across time and

space.

2.4.6 Contemporary Insider-Threat Case Illustrations

Recent reporting and industry assessments continue to emphasise that insider risk

is shaped not only by malicious intent, but also by operational pressures, third-

party exposure, and the increasing complexity of modern digital ecosystems [2], [3].

In addition, industry surveys indicate that many organisations report experiencing

insider incidents annually, reinforcing the continued operational relevance of insider-

threat research [4].

To emphasise the contemporary nature of insider threats and motivate the mod-

elling requirements developed in this thesis, this subsection provides brief case il-

lustrations that highlight scale, complexity, and practical detection challenges. The

purpose is not to provide an exhaustive historical catalogue, but to foreground re-

curring patterns that directly motivate the thesis architecture progression: multi-log

evidence integration, temporal progression modelling, interpretability, and robust-

ness under adaptive behaviour.

2.4.6.1 Case 1: High-Value Intellectual Property Exfiltration

A recurring insider-threat pattern involves the covert extraction of high-value in-

tellectual property (IP) by a trusted employee with legitimate access to internal

repositories and development workflows. Publicly documented prosecutions illus-

trate how exfiltration can occur through authorised access pathways and may be

staged over time, thereby reducing the effectiveness of purely rule-based controls

that assume malicious behaviour must appear as overt access violations [23]. Such

cases highlight a key modelling requirement for insider-threat detection: identifying

subtle deviations in access trajectories and cross-domain behaviour (e.g., authentic-

ation patterns aligned with unusual data access or movement), rather than relying

solely on high-magnitude outliers.

2.4.6.2 Case 2: Disgruntled Employees

Another commonly reported pattern involves insiders who leak sensitive information

during employment transitions, disciplinary processes, or post-termination conflict.

Reported incidents have linked large-scale data exposures to former employees and

emphasised the operational consequences of insider-enabled disclosure [24]. For be-

havioural modelling, this pattern is important because it often occurs during iden-

tifiable organisational windows (e.g., offboarding) and may combine normal work
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activity with targeted misuse. This motivates temporally faithful evaluation (to

avoid leakage and inflated performance), and threshold calibration strategies that

reflect the operational trade-off between early detection and false-positive control

under legitimate role change.

2.4.6.3 Case 3: Insider–Outsider Collusion

Recent disclosures also highlight insider risk arising from collusion, particularly in

environments where support operations have privileged access to sensitive customer

systems. In 2025, a widely discussed case described external actors bribing and

recruiting support personnel to access customer information, enabling downstream

social engineering and fraud [25], [26]. This class of incident demonstrates that

insider threats are not limited to core employees and may arise through extended

organisational perimeters, contractor ecosystems, and customer-support tooling. It

also illustrates that behavioural signatures of misuse may be low-amplitude at the

event level (e.g., repeated legitimate-looking support queries) but high-impact at

the outcome level. For ML design, this motivates multi-domain evidence fusion and

behavioural consistency reasoning, since single-log anomaly measures can struggle

in high-volume support environments.

2.4.6.4 Case 4: Sabotage

Insider threats may also involve sabotage and destructive actions, including deletion

of systems, corruption of data, or disruption of operational services. Public reporting

in 2025 described an incident involving destructive actions against databases and as-

sociated data assets in a government-contractor context, with significant operational

consequences [27], [28]. These cases highlight that insider threats can produce rapid

high-impact outcomes (burstiness), but may still be preceded by smaller behavi-

oural precursors such as changes in access frequency, unusual sequence composition,

privilege-use patterns, or deviations in time-of-day activity. For modelling, sabotage

scenarios motivate time-sensitive detection measures (including time-to-detection)

and robustness evaluation under behavioural drift or stressor-driven change.

Note: These figures are reported estimates from a recurring survey series; year-to-

year comparability may be influenced by sampling and methodological updates, so

the trend is interpreted as indicative rather than definitive.

2.4.6.5 Synthesis: Implications for Behavioural Modelling

Across these illustrations, three thesis-critical insights emerge. First, insider threats

are rarely expressed as isolated anomalies; they often emerge as behaviourally plaus-

ible trajectories distributed across time and organisational context. Second, evidence

is frequently multi-domain (e.g., authentication, file actions, device use, communic-

ations, and support tooling), meaning that robust detection requires integration
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Figure 2.1: Reported average annual organisational cost associated with insider threat
and insider-risk incidents across selected Ponemon Institute reporting years. Reported
values are $11.45 million in 2020, $15.38 million in 2022, $16.2 million in 2023, and $19.5
million in 2026 [5], [6], [7], [29]. Source: Author’s visualisation based on the cited industry
reports.

across heterogeneous logs rather than reliance on single-stream features. Third,

many incidents involve adaptive behaviour—whether gradual exfiltration, collusion

that mimics legitimate workflows, or destructive actions triggered by contextual

stressors—which implies that high nominal accuracy on benign evaluation protocols

does not guarantee resilience under realistic insider adaptation [2], [9], [10].

These observations motivate the modelling requirements and architecture pro-

gression developed in this thesis. A well-defined ANN baseline establishes non-

linear discriminative capability; SOM–ANN hybridisation supports representation

stabilisation and behavioural structuring; modular architectures preserve domain se-

mantics and reduce feature dominance across heterogeneous logs; hierarchical mod-

elling captures multi-level behavioural progression over long horizons; and behavi-

ourally grounded robustness mechanisms address adaptive insider behaviour under

constrained perturbations.

2.4.7 The Nature of Insider Behaviour

Behavioural cybersecurity research consistently shows that insider threats cannot be

understood through system logs alone. Insider behaviour arises from the interplay

of cognitive and affective factors (e.g., motivation, stress, impulsivity, perceived

injustice), organisational structures (e.g., team dynamics, workplace climate, su-

pervision and enforcement norms), contextual conditions (e.g., deadlines, workload

surges, role change), and technical affordances (e.g., privilege breadth, system ex-

posure, data accessibility) [8], [11], [12]. The key implication is that insider risk is

not merely an outcome of access, but an emergent property of how access is exercised

under evolving socio-organisational conditions.

32



Table 2.1: Contemporary insider-threat case patterns: indicative signals, modelling im-
plications, and links to thesis contributions

Case pattern Indicative signals
(multi-log)

Key modelling
implications

Thesis linkage

IP/data
exfiltration by
trusted insider

Elevated access to sensitive
repositories; unusual file
reads/exports; atypical
device usage; abnormal
timing; cross-domain
coupling of logon and file
activity

Requires non-linear
discrimination and
cross-domain evidence
fusion; benefits from stable
behavioural representation
and interpretability to
distinguish legitimate work
from covert extraction

ANN baseline
(Ch. 2);
SOM–ANN
stability (Ch. 3);
MANN domain
semantics (Ch. 4)

Disgruntled
employee
leakage

Behaviour change around
offboarding windows;
increased copying/export;
spikes in access outside
normal hours; shifts in
device/media usage

Motivates temporally
faithful evaluation,
drift-aware interpretation,
and threshold calibration
to control false positives
under legitimate role
transition

Chronology-
preserving
evaluation
(Ch. 3–6);
hierarchical
progression (Ch. 5)

Insider–outsider
collusion
(bribed support
channels)

Legitimate-looking support
queries; repeated access to
customer records; unusual
query sequences; social
engineering downstream
indicators

Highlights difficulty of
separating authorised
access from misuse;
requires multi-log
correlation and
behavioural consistency
checks across channels

MANN fusion logic
(Ch. 4); invariant-
s/consistency
(Ch. 6)

Sabotage /
destructive
insider actions

Privilege-use anomalies;
rapid deletion/alteration;
unusual admin operations;
abrupt activity bursts
preceded by subtle
precursors

Requires time-sensitive
detection
(time-to-detection) and
robustness under
behavioural stress;
supports the need for
early-warning drift
indicators

Hierarchical
modelling of
trajectories
(Ch. 5); robustness
and
time-to-detection
(Ch. 6)
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Machine-learning models typically encode behaviour as numerical features, se-

quences, or embeddings. While these representations capture technical activity sig-

natures, they often omit the socio-technical grounding needed for reliable inter-

pretation in organisational settings. In practice, this omission contributes to two

recurring failure modes. First, models may overreact to benign deviations (e.g.,

legitimate overtime, exceptional projects, temporary role coverage), producing in-

flated false-positive rates and degrading analyst trust. Second, models may under-

detect privilege-consistent misuse, where malicious actions remain locally plausible

because they are aligned with role semantics and embedded in legitimate work-

flows [9], [13]. Systematic reviews emphasise that without behavioural context and

evaluation discipline, reported accuracy can be misleading and sensitivity to subtle

insider behaviours may be weak, particularly when malicious activity is temporally

distributed or cross-domain in nature [8], [10].

Figure 2.2 summarises a conceptual taxonomy that integrates behavioural, mo-

tivational, and operational dimensions. This framing is used in the thesis not as

a static categorisation scheme, but as a reminder that insider risk spans multiple

insider archetypes (malicious, negligent, compromised/coerced) and that each ar-

chetype may produce different observable traces and different detection trade-offs

(e.g., false-positive tolerance versus early-warning sensitivity).

Figure 2.2: Conceptual taxonomy of insider threats, distinguishing malicious, negligent
and compromised insiders across behavioural, motivational and operational dimensions.
Source: Author’s own conceptualisation based on the literature reviewed in this chapter.

In synthesis, insider behaviour is best understood as a context-dependent tra-

jectory rather than a single anomalous event. The contemporary case illustrations

in Section 2.4.6 reinforce that insider incidents often unfold gradually, combine ac-

tions across multiple organisational systems, and remain superficially plausible due

to legitimate access and role alignment. These properties motivate the thesis em-

phasis on temporally faithful evaluation, multi-log modelling, and structured archi-

tectures capable of representing behavioural progression and cross-domain depend-

encies, while remaining resilient to adaptive manipulation and behavioural drift.
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This behavioural framing also provides the conceptual bridge to the methodological

limitations reviewed next and the structured ML responses (hybrid, modular, and

hierarchical) developed throughout the thesis.

2.4.8 Epistemological Positioning

Insider-threat research has historically developed along two largely independent epi-

stemological trajectories. The behavioural–organisational tradition conceptualises

insider threats as emergent phenomena arising from individual psychology, organ-

isational context and socio-technical interaction patterns [11], [15]. In contrast,

the machine-learning tradition approaches insider detection as a pattern-recognition

task driven by statistical inference, anomaly scoring, deep representation learning

and log analysis [30], [31].

While each tradition provides valuable insights, both are incomplete in isola-

tion. Behavioural models offer explanatory richness but lack scalability, whereas

ML models provide scalability but lack semantic grounding. To bridge this divide,

this thesis adopts a hybrid epistemological stance combining behavioural science,

organisational theory, representation learning and adversarial modelling. The core

claim is that insider threat detection is fundamentally a socio-technical machine-

learning problem: behavioural trajectories must be computationally represented,

and ML systems must incorporate semantic, contextual and adversarial reasoning

to interpret deviations meaningfully.

This epistemological position shapes the structure of the literature review: Sec-

tion 2.5 examines behavioural and organisational foundations; Section 2.6 critiques

dataset validity and methodological limitations; Section 2.8 evaluates hybrid, mod-

ular and hierarchical ML architectures; Section 2.9 analyses relational and GNN

misalignment; Section 2.10 introduces a formal behavioural adversarial framework;

and Section 2.11 synthesises the unresolved gaps motivating the thesis contributions.

This hybrid epistemological scaffolding enables a multi-level understanding of

insider threats and provides the conceptual foundation for the adversarially robust

behavioural architectures developed in Chapters 3–6.

2.5 Behavioural Foundations

Insider threat is not fundamentally a technical anomaly problem; it is a behavioural

phenomenon manifesting through socio-technical interaction within organisational

systems. Human behaviour emerges from cognitive, emotional, organisational and

contextual forces that shape how individuals interpret, respond to and navigate

their working environments. Behavioural and organisational cybersecurity research

emphasises that insider actions cannot be decoupled from the psychological, situ-

ational and structural factors that give rise to them [11], [12], [15]. These behavioural
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foundations are essential for interpreting observable system activity and form the

conceptual grounding required for machine-learning models to operate meaningfully

and robustly.

Figure 2.3: Overview of core behavioural foundations relevant to insider-threat mod-
elling: role and privilege semantics, workload rhythms and temporal patterns, socio-
technical interactions, and behavioural semantics. Source: Author’s conceptual synthesis
of the literature reviewed in this chapter.

The discussion that follows synthesises key behavioural constructs underpinning

insider-risk development and demonstrates how these constructs reveal structural

blind spots in contemporary ML-based detection systems. These foundations dir-

ectly motivate the need for multi-level, context-aware and adversarially robust mod-

els, as developed in later chapters.

2.5.1 Human Behaviour and Insider Risk

Human behaviour in organisations is shaped by motivation, cognitive load, emo-

tional state, fatigue, perceived injustice and situational stressors. Behavioural stud-

ies show that harmful insider actions typically emerge through precursors—such as

dissatisfaction, declining performance, unusual communication patterns or deviation

from routine habits—rather than appearing abruptly [15], [22]. Yet such precursors

may be subtle, gradual and context-dependent. Not all anomalies reflect malicious

intent; conversely, many harmful actions appear statistically normal.

Detected behaviour is also heterogeneous: what appears anomalous for one role

may be routine for another. A data engineer transferring gigabytes of logs is normal;

for a compliance officer, it may be cause for concern. This role-dependent heterogen-

eity limits the effectiveness of global anomaly thresholds and highlights the import-
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ance of behavioural semantics and contextual interpretation [8]. Machine-learning

systems that treat behaviour as independent events—ignoring behavioural histories

and trajectories—struggle to capture the gradual, psychologically driven escalation

that characterises many insider incidents.

2.5.2 Role and Privilege Semantics

Organisational structure shapes what behaviour is expected, permissible or sus-

picious for a given user. Role semantics encode behavioural norms, while privilege

assignments define which actions a user is authorised to perform. Research in organ-

isational cybersecurity consistently shows that insider detection must be evaluated

relative to a user’s job function, responsibilities and workflow context [8], [21].

The same observable action can have different meanings depending on who per-

forms it and under what conditions. Logging in at night may be atypical for a

junior clerk but entirely normal for system administrators during maintenance peri-

ods. Large file transfers may indicate exfiltration for some roles yet be routine for

others. Machine-learning systems lacking explicit role and privilege semantics mis-

interpret contextual behaviour, leading to excessive false positives and systematic

blind spots in privilege-consistent malicious behaviour [13].

Figure 2.4 illustrates how insider behaviour occupies a behavioural manifold

where privilege level, organisational role and behavioural deviation intersect. Move-

ment within this manifold may signal legitimate change (e.g., promotion, project

rotation) or early-stage risk. Distinguishing between the two requires behavioural

awareness and adaptive modelling, particularly in the presence of concept drift [32],

[33].

Figure 2.4: Conceptual behavioural manifold illustrating how privilege assignments and
role semantics shape the interpretation of behavioural deviation.
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2.5.3 Workload Rhythms

Work activity is inherently structured by temporal rhythms—daily routines, weekly

cycles, monthly reporting periods and seasonal patterns. Organisational ethno-

graphy and behavioural psychology show that these temporal regularities strongly

influence behavioural expectations [8]. Patterns such as morning logins, midday

inactivity, end-of-day reporting, financial-quarter deadlines and periodic adminis-

trative cycles define a user’s behavioural cadence.

Yet many ML-based insider-threat systems employ static or arbitrarily sized

temporal windows that ignore such rhythms. This disconnect enables timing-based

adversarial behaviour, where malicious actions are embedded within workload peaks

or high-volume system events, reducing their anomaly scores—a vulnerability docu-

mented in recent adversarial temporal-model studies [34], [35]. Temporal semantics

must therefore form a foundational component of behavioural modelling, capturing

both short-term patterns and long-range behavioural evolution.

2.5.4 Socio-Technical Interactions

Insider behaviour emerges from interactions between humans and the technical sys-

tems they use. Socio-technical theory emphasises that system affordances, inter-

face usability, automation scripts, monitoring practices and organisational workflows

shape behavioural patterns. Users adapt behaviour in response to system design, of-

ten creating informal workarounds when policies or tools impede productivity. Such

adaptive behaviours may appear anomalous but are not malicious [12].

Conversely, high monitoring pressure can cause behavioural suppression or de-

liberate reshaping to avoid triggering alerts. These human–machine interaction dy-

namics create feedback loops (Figure 2.5) that influence observable activity but are

opaque to purely technical ML models. Behavioural irregularities arising from socio-

technical friction differ fundamentally from those emerging from malicious intent,

and ML models require this contextual grounding to separate the two.

2.5.5 Behavioural Semantics and ML Limitations

Traditional ML approaches assume that behavioural meaning can be inferred from

statistical deviation, embedding distance or sequence irregularities. Yet behavioural

semantics—the meaning, intent and contextual interpretation of an action—cannot

be inferred from low-level system events alone. Three structural limitations are

consistently observed across insider-threat ML research:

Semantic blind spots. Privilege-consistent malicious actions often appear

statistically normal and evade detection when models lack role or workflow semantics

[13].
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Figure 2.5: Socio-technical human–machine interaction loop illustrating how human
intent, organisational context and system responses shape observable behaviour.

Identity–behaviour conflation. Deep and statistical models frequently cluster

users by identity rather than behavioural meaning, a pitfall repeatedly documented

in systematic reviews [8].

Lack of organisational interpretability. Without behavioural and contex-

tual grounding, models produce anomalous scores devoid of operational meaning.

This undermines trust, interpretability and incident-response relevance.

Table 2.2 summarises key behavioural constructs, their relevance to ML mod-

elling and common failure modes. These limitations demonstrate why ML-only

pipelines consistently struggle with insider threats.

2.5.6 Behavioural Requirements for ML Architectures

The behavioural insights outlined above establish critical requirements for ML archi-

tectures intended to model insider threats. Effective detection requires hierarchical

interpretation across event-, session-, task- and role-level contexts; temporal sensit-

ivity to behavioural trajectories and organisational rhythms; semantic modelling of

privilege, workflow and intent; adaptive responses to legitimate drift; and robust-

ness against behaviourally feasible manipulation strategies (Section 2.10). These

requirements are absent in much of the existing literature and underpin many of the

methodological weaknesses examined in Section 2.6.

Behaviourally grounded modelling therefore forms the conceptual basis for the

hybrid, hierarchical and adversarially robust frameworks developed in subsequent

chapters. The next section reviews the methodological limitations that have pre-

vented the field from achieving reliable, generalisable and behaviourally aligned

insider-threat detection.
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Table 2.2: Behavioural constructs, their characteristics and implications for insider-
threat machine learning.

Behavioural
Construct

Description ML Relevance Typical Failure
Modes

Role Semantics Expected behaviour
defined by respons-
ibilities, privilege
boundaries and
organisational con-
straints.

Establishes beha-
vioural baselines.

Role change
misclassified;
privilege-
consistent misuse
undetected.

Temporal Pat-
terns

Cyclical work rhythms
and activity se-
quences.

Essential for
time-series and
sequence models.

Long-range se-
mantics lost; drift
ignored.

Socio-Technical
Interactions

Behaviour shaped by
system affordances
and workflows.

Supports context-
aware modelling.

Models assume
feature independ-
ence; context
omitted.

Behavioural Se-
mantics

Meaning and intent
behind actions.

Required for
semantic-rich
detection.

ML misinterprets
meaning; maps
surface-level an-
omalies only.

2.6 Methodological Limitations

Despite considerable progress in applying machine learning to insider-threat detec-

tion, the methodological foundations of the field remain fragile. Many widely cited

studies rely on synthetic or weakly realistic datasets, opaque feature-engineering

pipelines, flawed evaluation protocols and assumptions that fail under temporal,

cross-user or adversarial scrutiny. These weaknesses undermine validity, reproducib-

ility and operational relevance, and they help to explain the persistent gap between

strong reported performance and limited real-world success.

This section synthesises the main methodological limitations in insider-threat

ML, drawing on critical analyses of dataset realism [13], concept drift [32], [33],

adversarial ML [34], [36] and behavioural cybersecurity research [8], [11]. The dis-

cussion focuses on dataset realism, feature semantics, temporal structure, evaluation

methodology, reproducibility, identity–behaviour confounding, data leakage and the

neglect of drift and behavioural evolution.

2.6.1 Dataset Realism

Insider-threat detection research is heavily dependent on a small number of public

datasets, most notably the synthetic CERT datasets. While these corpora provide
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structured logs for experimentation, detailed analyses show that they encode over-

simplified behavioural scripts, deterministic malicious scenarios and weak organisa-

tional context [13]. As a result, many models trained on CERT learn artefacts of

scenario design rather than robust indicators of insider behaviour.

Synthetic users in CERT follow constrained and repetitive patterns with limited

variability, which artificially inflates the separability between benign and malicious

activity. Malicious actions are often injected as abrupt, temporally localised devi-

ations, making them easy targets for even simple anomaly detectors. Users are only

weakly differentiated by role, team or privilege structure; project cycles, realistic

workload rhythms and team interactions are largely absent. Ground truth labels

are also synthetic, reflecting scenario scripts rather than organically emerging socio-

technical incidents.

Similar limitations affect other datasets, including LANL [31], ADFA-LD [35] and

RIT-IDEAL [31]. Although they improve scale or diversity, none fully captures the

behavioural and organisational complexity described in Section 2.5. Consequently,

the literature often optimises for performance on narrowly defined benchmarks with

limited ecological validity, rather than for robustness in real organisational environ-

ments.

2.6.2 Feature Engineering Limits

Feature engineering remains central in insider-threat ML, but many pipelines in-

advertently destroy behavioural meaning or encode spurious artefacts. Common

transformations such as one-hot encoding, token indexing, frequency counts and

aggregated statistics compress rich behavioural sequences into coarse numerical rep-

resentations.

This leads to three structural problems. First, behavioural meaning is lost:

actions such as accessing a critical system, exfiltrating sensitive files or making

unusual communications are reduced to feature vectors that omit context, intent

and privilege semantics. Second, identity artefacts are encoded directly into features.

One-hot encodings and categorical indices make it easy for models to learn user-ID

signatures instead of behaviour, a problem exacerbated under class imbalance and

limited user diversity [13]. Third, over-reliance on frequency-based statistics biases

models toward “busy” users, while subtle malicious activity embedded within high-

volume legitimate behaviour remains under-emphasised.

These distortions weaken both interpretability and generalisability. Without

behaviourally meaningful features, even sophisticated models struggle to transfer

across users, roles, projects or organisations.
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2.6.3 Temporal and Context Misalignment

Temporal structure is a defining feature of insider behaviour, yet many studies treat

logs as temporally weak or even time-agnostic. Fixed-size sliding windows, shuffled

sequences and coarse aggregation strategies fragment behavioural trajectories and

suppress long-range dependencies. This makes it difficult to detect gradual escala-

tion, workload-aligned timing manipulation or multi-stage insider campaigns.

Window-based fragmentation breaks natural behaviour into arbitrary segments,

obscuring the continuity of sessions, tasks and workflows. Cyclical patterns—diurnal,

weekly or monthly rhythms—are often ignored, despite evidence that such period-

icity underpins behavioural normality [8]. Few models explicitly integrate multi-

scale temporal reasoning, in which short-term event sequences are interpreted in the

context of longer-term behavioural evolution. Legitimate behavioural drift—caused

by promotions, project changes or new responsibilities—is rarely modelled, despite

well-established evidence that static classifiers perform poorly in non-stationary do-

mains [32], [33].

The result is temporal misalignment: legitimate changes are misclassified as

anomalies, while adversaries exploit unmodelled structure by embedding malicious

activity within workload peaks or unobserved intervals [17], [34].

2.6.4 Evaluation Flaws

Evaluation methodology in insider-threat ML is frequently optimistic and sometimes

fundamentally flawed. A recurring issue is the use of train/test splits that ignore

temporal order, allowing future information to leak into training. When models are

evaluated on data reshuffled across time, reported performance no longer reflects

realistic deployment scenarios.

Other flaws include inadequate treatment of class imbalance, where accuracy

and ROC-AUC are reported without appropriate baselines or cost considerations;

unrealistic sampling strategies where malicious events are oversampled or artificially

balanced; and evaluation protocols that do not test generalisation to unseen users

or roles. Robustness to drift or adversarial manipulation is rarely assessed, despite

its central importance in realistic insider settings.

Critical evaluations have shown that many deep-learning approaches degrade

substantially when evaluated under temporally faithful splits or when tested on pre-

viously unseen users [13]. Without rigorous, behaviourally aligned evaluation, claims

of superiority for particular architectures or techniques remain weakly substantiated.

2.6.5 Reproducibility Issues

Reproducibility remains a substantial challenge in insider-threat research. Com-

plex pipelines spanning log preprocessing, feature extraction, model training and
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evaluation are rarely documented in full. Key details such as hyperparameters,

normalisation strategies, window sizes, label construction rules, random seeds and

code versions are often omitted or only partially described. In some cases, datasets

themselves are restricted, further limiting independent verification.

The lack of experimental transparency makes it difficult to reproduce reported

results, compare methods fairly or build cumulative scientific knowledge. This is

particularly problematic in security ML, where small methodological differences can

produce large performance swings. Without reproducible baselines, it is difficult to

distinguish genuine architectural advances from artefacts of experimental setup.

2.6.6 Identity–Behaviour Confounding

A pervasive methodological weakness is the confounding of identity and behaviour.

Many models, especially deep architectures and embedding-based methods, inad-

vertently learn to recognise users rather than to interpret behaviour. This occurs

when features, sequences or graphs encode stable user-specific patterns that domin-

ate the learned representation [8], [13].

When identity and behaviour are entangled, models can achieve apparently high

performance metrics while failing to detect truly malicious change. Malicious actions

that superficially resemble a user’s historical profile may be misclassified as benign,

while benign deviations by high-variance users are over-reported. Cross-user gen-

eralisation deteriorates because the model effectively memorises users rather than

learning transferable behavioural rules. This confounding is especially acute when

one-hot encodings, user IDs or stable structural positions in graphs are used as input

features.

2.6.7 Data Leakage

Data leakage is one of the most serious and under-recognised threats to methodo-

logical validity in insider-threat ML. Leakage arises when information from outside

the legitimate training scope influences learning or evaluation—often inadvertently

through preprocessing steps, splitting strategies or feature construction.

Table 2.3 summarises the main leakage types observed in the literature. Tem-

poral leakage occurs when future events influence current training examples, for

example when windows are constructed over full sequences before splitting. Iden-

tity leakage arises when user identity is directly encoded in features or indirectly

preserved in embeddings. Contextual leakage appears when timestamp patterns or

synthetic injection rules inadvertently reveal ground truth. Pipeline leakage emerges

when normalisation, feature selection or dimensionality reduction is performed on

the full dataset prior to splitting.

Leakage can be subtle and difficult to detect, especially in multi-stage pipelines.
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Table 2.3: Taxonomy of data leakage in insider-threat detection research.

Leakage
Type

Definition Leakage Channel Consequences

Temporal
Leakage

Future events in-
corporated into
training or feature
extraction.

Non-temporal
splits; window
aggregation over
full sequences.

Inflated accuracy
and unrealistic pre-
dictive foresight.

Identity Leak-
age

Identity encoded in
features or embed-
dings.

User IDs; one-hot
encodings; stable
graph positions.

Models learn iden-
tity rather than
behaviour; poor
cross-user general-
isation.

Contextual
Leakage

Contextual arte-
facts that implicitly
reveal labels.

Injection scripts;
timestamp regu-
larities; scenario
markers.

Trivial detec-
tion of synthetic
anomalies; over-
optimistic results.

Pipeline Leak-
age

Cross-stage con-
tamination during
preprocessing or
feature selection.

Normalisation and
feature selection
performed on the
full dataset.

Severe overfitting
and exagger-
ated performance
claims.

Its presence severely distorts evaluation, producing performance estimates that col-

lapse when models are deployed or re-implemented under stricter protocols.

2.6.8 Concept Drift and Behavioural Evolution

Insider-threat environments are non-stationary. User roles change, projects start and

end, policies evolve, technologies are introduced and broader organisational shifts

reshape behaviour. Concept drift research demonstrates that static models deployed

in such environments will progressively misalign with the underlying data-generating

process [32], [33].

In practice, many insider-threat ML systems either assume stationarity or rely on

occasional retraining without systematic drift detection or management. Legitimate

behavioural evolution is then misclassified as anomalous, while adversaries exploit

drift blind spots by gradually adjusting behaviour to evade detection. Over time,

models that were tuned to historical distributions become unreliable, with increasing

false positives and missed detections.

Neglect of drift is particularly dangerous in the adversarial setting formalised in

Section 2.10, where gradual shaping of behaviour is itself a primary evasion strategy.

Without drift-aware and behaviourally grounded adaptation, long-term deployabil-

ity remains questionable.
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2.6.9 Methodological Bottlenecks

Taken together, these methodological limitations constitute a core bottleneck for

insider-threat ML. Unrealistic datasets, behaviourally weak feature engineering,

temporal misalignment, optimistic evaluation, poor reproducibility, identity–behaviour

confounding, data leakage and drift neglect collectively undermine the credibility of

reported results and the robustness of deployed systems.
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Table 2.4: Summary of methodological limitations in insider-threat machine learning
and their consequences for validity, robustness and operational deployment.

Limitation Description Consequence

for ML Models

Implication for

Research

Data Leakage Overlapping users,

sessions or temporal

segments during

training, validation or

testing.

Inflated accuracy;

misleading pre-

dictive power.

Generalisation

and operational

readiness over-

stated.

Unrealistic

Sampling

Artificial class balan-

cing or oversimplified

dataset splits.

Overfitting to

narrow behavi-

oural distribu-

tions.

Poor transferab-

ility to hetero-

geneous organisa-

tions.

Temporal

Mixing

Loss of chronological

ordering through

shuffling or window

collapse.

Sequence se-

mantics des-

troyed; degraded

temporal model-

ling.

Models unsuit-

able for real-time

insider detection.

Concept

Drift Ignored

Assumption of static

user behaviour or

static threat land-

scape.

Rapid perform-

ance decay under

behavioural evol-

ution.

Long-term de-

ployment be-

comes infeasible.

Label Noise /

Ambiguity

Weak, inconsistent or

retrospective labelling

practices.

Incorrect pattern

learning; unstable

model training.

Higher false pos-

itives and false

negatives.

Adversarial

Blindness

Models ignore

constraint-respecting

insider manipulations.

Evasion via

drift, timing and

sequence perturb-

ations.

Increased deploy-

ment risk without

adversarial ro-

bustness.

Bridge to architectural responses. The methodological limitations identified

in Section 2.6 do not merely reflect implementation errors; they indicate struc-

tural misalignment between common machine-learning assumptions and the socio-

technical nature of insider behaviour. In particular, the literature reveals a repeated

tension between (i) behavioural realism and temporal validity, (ii) heterogeneous

multi-log evidence and single-vector modelling, and (iii) high nominal accuracy and
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limited robustness under drift or adaptive behaviour. These limitations motivate

a progression toward more structured learning designs that explicitly encode rep-

resentation stability, domain semantics, hierarchical behavioural abstraction, and

robustness constraints. The next section therefore positions the thesis within the

broader machine-learning landscape and clarifies where the chosen modelling famil-

ies (including SOM and ANN) sit within that hierarchy before introducing hybrid,

modular, and hierarchical architectural responses.

2.7 Machine Learning Foundations

This section provides a focused bridge between the methodological limitations iden-

tified in Section 2.6 and the architecture-centric literature reviewed in the following

section. The purpose is not to provide a general machine-learning tutorial, but

to clarify (i) where the modelling families used in this thesis sit within the wider

AI/ML landscape, (ii) how model choices relate to the requirements of insider-threat

detection, and (iii) why increasingly structured architectures (hybrid, modular, hier-

archical, and robust) are a principled response to the limitations observed in the

literature. This framing also establishes a shared vocabulary for interpreting the

ANN baseline section and the architecture progression developed in Chapters 3–6

[9], [10], [14].

2.7.1 AI and Machine Learning

Machine learning (ML) can be viewed as a subset of artificial intelligence (AI) con-

cerned with learning patterns from data to support prediction, classification, clus-

tering, or decision-making. Within ML, learning paradigms are commonly grouped

into supervised learning, unsupervised learning, semi-supervised learning, and rein-

forcement learning. Although these categories are standard, their implications in

insider-threat detection are domain-specific because insider data are behavioural,

temporally structured, and typically imbalanced, with labels that may be incom-

plete, ambiguous, or scenario-derived [8], [10], [15], [22].

Supervised approaches are widely used when labelled data are available and

when the objective is to distinguish malicious or policy-violating behaviour from

benign activity. Unsupervised approaches are often adopted when labels are scarce

or unreliable and when the objective is anomaly detection or behavioural clustering.

Semi-supervised approaches attempt to leverage limited labelled data alongside a

larger pool of unlabelled behavioural traces. Reinforcement-learning approaches

are less common in insider-threat detection but may be relevant to adaptive policy

control, response optimisation, or attacker–defender interaction modelling [9], [14].

Within this thesis, supervised and unsupervised paradigms are both central:

the SOM component provides unsupervised topological structuring and behavioural
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representation stabilisation, while ANN-based components provide supervised dis-

criminative modelling and multi-stage architectural learning. This combination is

aligned with the socio-technical challenge identified earlier: insider threats require

both behavioural structure discovery and risk-sensitive classification under opera-

tional constraints.

2.7.2 Where SOM and ANN Sit Within the ML Hierarchy

Figure 2.6 provides an architectural positioning view that locates the modelling

families used in this thesis within the broader AI/ML landscape. This hierarchy

is used here for conceptual clarity and to establish an explicit rationale for hybrid-

isation. Self-Organising Maps (SOMs) are placed within unsupervised learning for

clustering and topology-preserving representation, while Artificial Neural Networks

(ANNs) are positioned within supervised learning and deep learning as the primary

baseline family for non-linear discriminative modelling [37], [38].

Artificial Intelligence (AI)

Machine Learning (ML)

Supervised
Learning

Semi-supervised
Learning

Unsupervised
Learning

Reinforcement
Learning

Deep
Learning

Artificial Neural
Networks (ANN)

Self-Organising
Maps (SOM)

Hybridisation: SOM (unsupervised) + ANN (supervised))

Figure 2.6: Positioning of SOM and ANN within the AI/ML hierarchy. SOMs support
unsupervised topology-preserving behavioural structuring, while ANNs provide a super-
vised deep-learning baseline for non-linear discrimination. Their hybridisation motivates
the SOM–ANN contribution and supports subsequent modular, hierarchical, and robust
extensions.

This positioning is important for insider-threat detection because it clarifies the

complementary roles of structure discovery and discriminative learning. In the in-

sider domain, unsupervised models can capture behavioural manifolds and discover

latent structure in multi-log data, while supervised models can provide operationally

useful risk classification under controlled labels. Hybrid architectures aim to com-

bine these benefits while mitigating the limitations of either paradigm used alone

[10], [14], [30].
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2.7.3 Algorithm Families

Although insider-threat detection has unique socio-technical constraints, model choice

can be contextualised by considering how ML families are typically selected across

application domains. Table 2.5 provides a compact cross-domain view that high-

lights common algorithm families and tasks in business, finance, gaming, and cyber-

security. The purpose is not to suggest that insider detection should mirror other

domains, but to provide interpretive grounding for why ANN-based modelling (and

structured ANN extensions) is a reasonable choice for complex behavioural telemetry

that is heterogeneous, temporal, and non-linear [9], [14], [38].

Table 2.5: Common machine-learning tasks and algorithm families across domains, with
implications for insider-threat detection

Domain Common tasks Common ML families Implications for
this thesis

Business /
operations

Classification, forecasting,
segmentation, process
optimisation

Linear models, tree
ensembles, clustering,
shallow and deep neural
networks

Insider-threat
detection shares
heterogeneity and
noisy observational
data; motivates
robust feature
integration and
non-linear modelling
(ANN baseline)

Finance Fraud detection, anomaly
detection, risk scoring,
time-series prediction

Tree ensembles, anomaly
detection, sequence models
(RNN/LSTM), deep
learning

Similar imbalance
and rare-event
detection; supports
PR-focused
evaluation and
sequence-aware
modelling under
temporal validity
constraints

Gaming /
interactive
systems

Behaviour modelling,
sequence prediction, agent
policy optimisation

RNN/Transformer,
representation learning,
reinforcement learning

Highlights value of
temporal
progression
modelling; motivates
hierarchical
behavioural
abstraction for
long-horizon
trajectories

Cybersecurity
(incl. insider
threat)

Intrusion/anomaly
detection, behavioural
analytics, correlation
across logs, robustness
under adversaries

Anomaly detection,
sequence models, hybrid
pipelines, modular fusion,
adversarial robustness
methods

Directly motivates
the thesis
progression: ANN
baseline →
SOM–ANN
stabilisation →
MANN modular
semantics →
hierarchical
modelling →
R-Guard robustness

49



2.7.4 Common ML Workflow

Machine-learning systems for behavioural security analytics are typically developed

through a pipeline comprising data preparation, feature construction, model train-

ing, tuning, and evaluation. In insider-threat detection, the pipeline must be inter-

preted through additional constraints: temporal validity, behavioural plausibility,

label ambiguity, and the risk of misleading performance estimates under leakage or

identity memorisation [9], [10], [13].

To avoid repetition with later experimental chapters, the discussion here is

framed as a set of principles that guide the implementation of all contributions

in this thesis:

• Preprocessing and integration: Align heterogeneous logs into coherent

behavioural representations while preserving chronology and avoiding leakage-

prone transformations.

• Feature construction: Combine activity intensity measures, temporal indic-

ators, and cross-domain ratios in ways that remain interpretable and defensible

for behavioural reasoning.

• Model selection and training: Choose models whose inductive biases

match the data regime (tabular, sequential, multi-domain) and apply regu-

larisation to mitigate overfitting under imbalance.

• Tuning and calibration: Perform hyperparameter tuning under temporally

faithful validation to avoid optimistic estimates; calibrate thresholds to reflect

operational trade-offs.

• Evaluation discipline: Prefer chronology-preserving splits, PR-oriented ana-

lysis under imbalance, and robustness checks under drift/adaptation where

relevant.

• Monitoring and validity boundaries: Interpret results as benchmark-

grounded evidence with declared transferability limits; treat deployment as

a governed socio-technical process.

These principles serve as the methodological bridge between the limitations dis-

cussed in Section 2.6 and the architecture-centric solutions reviewed in Section 2.8.

In later chapters, they are instantiated in the concrete experimental protocols used

for the ANN baseline and the thesis architecture progression.

2.7.5 Positioning the Architecture

The preceding subsections clarify that model choice in insider-threat detection must

respond to behavioural structure, temporal progression, cross-domain evidence, and
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adversarial conditions. Within this thesis, ANN-based modelling provides the baseline

non-linear discriminative substrate, while structured architectures address increas-

ingly specific limitations: SOM–ANN hybridisation improves representation sta-

bility; MANN introduces domain-aware modular semantics; hierarchical modelling

captures multi-level behavioural progression; and R-Guard addresses behavioural

adversarial robustness.

This progression is summarised in Figure 2.11 (introduced in the ANN baseline

section) and provides a coherent interpretive framework for linking literature limit-

ations to the architectural solutions reviewed next. The following section therefore

reviews hybrid, modular, and hierarchical ML architectures through the lens of

insider behavioural modelling requirements and positions the thesis contributions

relative to prior work.

Section summary. This section has positioned the work within the broader AI/ML

landscape and clarified where SOM and ANN sit within common learning paradigms.

By linking machine-learning foundations to the specific constraints of insider-threat

detection—including temporal validity, multi-log heterogeneity, imbalance, and ad-

versarial adaptation—it has provided a coherent bridge from the methodological

limitations in Section 2.6 to the structured architectural responses reviewed next.

The following section therefore examines hybrid, modular, and hierarchical ML ar-

chitectures as principled mechanisms for aligning model design with behavioural

security requirements.

2.8 Hybrid, Modular and Hierarchical ML

Building on the methodological limitations identified in Section 2.6 and the machine-

learning positioning developed in Section 2.7, this section reviews hybrid, modular,

and hierarchical ML architectures as structured responses to insider-threat detec-

tion challenges. The literature shows that architectural sophistication has increased

considerably over the past decade—moving from rule-driven anomaly detectors to-

ward deep learning, hybrid pipelines, and multi-level reasoning systems—yet many

foundational socio-technical challenges remain unresolved. In particular, behavi-

oural semantics, identity–behaviour confounding, temporal drift, data leakage, and

adversarial manipulation continue to limit operational validity even when nominal

benchmark performance appears high [8], [9], [10], [14].

This section critically evaluates three dominant architectural families in insider-

threat ML research:

1. Hybrid architectures, which combine unsupervised and supervised compon-

ents;

2. Modular architectures, which specialise modelling by behavioural domain

and fuse evidence across logs;
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Figure 2.7: Evolution of insider-threat detection architectures from monolithic models
toward hybrid pipelines (unsupervised representation learning combined with supervised
discrimination), modular multi-log designs (domain-specific models with fusion), and hier-
archical frameworks (multi-level behavioural abstraction across time and context).

3. Hierarchical architectures, which attempt to model behaviour across mul-

tiple temporal and semantic levels.

Although each family introduces valuable ideas, all exhibit structural limitations

that motivate the integrated hybrid, modular, and hierarchical contributions de-

veloped in Chapters 3–5 and the robustness mechanisms introduced in Chapter 6.

2.8.1 Hybrid Architectures

Hybrid architectures combine complementary ML components—typically an unsu-

pervised representation learner with a supervised classifier. The most established

hybrid pattern integrates a Self-Organising Map (SOM) with a downstream classi-

fier, a design used in early insider-threat systems and still influential in contempor-

ary pipelines [14], [30], [37]. Variants include SOM+SVM, SOM+Random Forest,

and autoencoder+classifier pipelines, alongside broader hybrid deep-learning designs

that combine convolutional, recurrent, and attention-based components for threat

detection in complex environments [39].

Hybrid approaches offer several advantages. They decompose learning into in-

terpretable stages (e.g., clustering vs. discrimination), provide partial behavioural

visualisation (especially via SOM topologies), and support component-level retrain-

ing when distributions shift. On synthetic benchmarks, hybrids can outperform

monolithic classifiers by stabilising noisy representations and reducing sensitivity to

raw-feature variance.

However, closer examination reveals structural weaknesses that constrain real-

world viability.

2.8.1.1 Lack of Joint Optimisation

A central limitation of many hybrid designs is the absence of joint optimisation.

SOMs cluster input data using unsupervised learning (often Euclidean distance

in a projected topology), whereas the downstream classifier learns discriminative

52



boundaries optimised for malicious–benign prediction. Because these components

are trained independently:

• SOM embeddings may not align with discriminative structure;

• classifiers can overfit to SOM artefacts (e.g., BMU coordinates) rather than

behavioural meaning;

• behaviourally meaningful gradients cannot propagate across the pipeline.

This misalignment can produce brittle decision boundaries that deteriorate under

behavioural drift, role change, or realistic organisational variation.

2.8.1.2 Limitations of SOM Topology and Stability

Although SOMs provide intuitive 2D maps, topology preservation does not guar-

antee behavioural semantic preservation. High-dimensional behavioural manifolds

can collapse during projection, benign variability can trigger unstable BMU activa-

tion, and small perturbations can reorganise neighbourhood structure. Recent work

on improving SOM stability (e.g., virtual winning neuron mechanisms) reinforces

that representation stability remains a non-trivial challenge for anomaly detection

and clustering in complex data [40]. In insider contexts, topology instability is par-

ticularly problematic because behavioural baselines evolve over time and because

adversarially subtle changes may exploit representational fragility (see Section 2.10).

2.8.1.3 Behavioural Shallowing in Feature Pipelines

Many hybrid pipelines operate on flattened feature vectors or engineered summaries

that omit behavioural semantics. As argued in Section 2.5, insider detection re-

quires reasoning over privilege context, workflow structure, role expectations, and

temporal patterns. Hybrid models often reduce these cues to abstract numeric vec-

tors, creating pipelines that are technically elegant but behaviourally shallow.

2.8.1.4 Pipeline Fragility and Leakage

Hybrid systems typically involve multi-stage preprocessing (feature extraction, win-

dowing, normalisation, clustering, classification). Multi-stage pipelines increase the

likelihood of leakage (e.g., fitting scalers on the full dataset before splitting) and can

amplify overfitting to intermediate representations rather than genuine behavioural

patterns. This contributes to a common pattern in the literature: strong benchmark

metrics paired with weak ecological validity [13].
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2.8.2 Modular Architectures

Modular architectures attempt to overcome hybrid limitations by decomposing in-

sider behaviour into domain-specific pathways. Typical modules include authentic-

ation behaviour, file-system interactions, email activity, device usage, and web/net-

work activity. Each module processes its own subset of logs, learning domain-specific

representations before a fusion layer integrates outputs into a unified risk estimate.

This design aligns naturally with enterprise telemetry and operational security

monitoring (e.g., SIEM-integrated pipelines), where heterogeneous log sources and

behavioural biometrics may be integrated to detect anomalous insider activity [41].

The Modular ANN (MANN) paradigm—developed further in Chapter 4—embodies

this approach by explicitly separating behavioural domains that exhibit different

statistical structure and semantic meaning. For example, authentication logs often

encode temporal regularity and privilege usage, whereas file-system logs capture

task-level semantics, and email logs reflect social and workflow interactions.

Modular systems are more behaviourally sensitive than many flat hybrids, but

they also exhibit structural deficiencies.

2.8.2.1 Isolation and Missing Cross-Domain Reasoning

Insider behaviour often spans multiple domains. Malicious insiders may coordinate

actions across authentication, file access, device usage, and communication (e.g.,

privilege escalation followed by anomalous file access). Modular architectures fre-

quently treat domains as independent and fuse only at a late stage, limiting the

model’s ability to capture cross-domain dependencies essential for detecting coordin-

ated workflows.

2.8.2.2 Weak Semantic Fusion

Fusion mechanisms commonly concatenate embeddings or combine probabilities

without ensuring:

• temporal synchronisation across domains;

• semantic alignment of representations;

• comparable feature scales and uncertainty calibration;

• robustness to targeted manipulation of weaker modules.

This can create exploitable seams: adversaries may maintain benign authentication

patterns while manipulating file or email behaviour in domains that are noisier or

under-modelled.
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2.8.2.3 Behavioural Bias and Module Overfitting

Different domains exhibit different levels of variability and signal-to-noise ratio. Rich

or highly variable modules may dominate, suppressing semantically important sig-

nals from sparse domains. This imbalance can hide malicious behaviour that exploits

under-modelled channels and inflate benchmark performance.

2.8.2.4 Lack of Behavioural Hierarchy

Modularity separates domains, but it does not automatically encode behavioural

hierarchy: events form sessions, sessions form tasks, tasks form behavioural states,

and states are shaped by privilege and organisational context. Without hierarch-

ical scaffolding, modular systems risk detecting fragments of behaviour rather than

behavioural meaning.

2.8.3 Hierarchical Architectures

Hierarchical models represent a conceptually advanced direction in insider-threat

ML because they recognise that behavioural meaning emerges at higher levels of

abstraction than raw events. Hierarchical architectures include multi-resolution se-

quence models (event-to-session encoders), task-level behavioural models, multi-

granularity transformers, and role-aware behavioural abstraction systems [42], [43].

This direction aligns with recent research emphasising multi-granularity user an-

omaly detection, where abnormality may only become visible when behaviour is

represented at multiple resolutions [44].

Despite their promise, hierarchical insider-threat modelling remains underdeveloped

and faces significant limitations.

2.8.3.1 Hierarchical Sequence Models

Hierarchical RNNs, attention models, and multi-granularity transformers can rep-

resent micro- and macro-temporal structure, but many implementations lack or-

ganisational semantics, privilege constraints, workflow context, and behaviour-state

transitions. As a result, models may be mathematically hierarchical but behaviour-

ally shallow.

2.8.3.2 Behavioural-State Modelling Constraints

Behavioural-state approaches (e.g., HMMs, CRFs, dynamic Bayesian networks) con-

ceptualise insider behaviour as transitions between latent risk states. While theor-

etically appealing, many implementations rely on simplistic state definitions and

Markovian assumptions that do not match real insider trajectories. Without integ-

ration of role semantics and workflow context, behavioural-state models can have

limited operational interpretability.
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2.8.3.3 Hierarchical Representation

Deep hierarchical systems (multi-level transformers, domain-to-user unification mod-

els) remain rare partly because realistic datasets are scarce, labels are limited, and

evaluation pitfalls can obscure true performance. Without rigorous temporal validity

and behavioural grounding, learned embeddings may capture statistical regularities

rather than behavioural meaning [13].

2.8.3.4 Missing Semantic Constraints and Privilege Context

Perhaps the most critical limitation in hierarchical insider models is the absence of

formal semantic constraints. Even advanced architectures often omit privilege se-

mantics, role expectations, organisational policies, and workflow constraints. Without

these:

• anomalies are detected without interpretable meaning;

• privilege-consistent malicious behaviour remains difficult to detect;

• stability under behavioural drift and role change is limited.

This motivates the semantics-aware hierarchical framework introduced in Chapter 5.

2.8.4 Architectural Fragility

Across all three paradigms, architectural fragility becomes more evident under beha-

viourally constrained adversarial perturbations (Section 2.10). Hybrid SOM–ANN

pipelines can exhibit drift elasticity and vulnerability to poisoning or representation

manipulation. Modular architectures can be subverted through domain-targeted

manipulation, especially when fusion is late and cross-domain consistency is weak.

Hierarchical systems can fail when adversaries preserve surface-level patterns while

altering behavioural meaning or intent.

These observations reinforce a core insight that informs Chapter 6: architectural

complexity does not equate to robustness. Without behaviourally grounded threat

models, constraint-aware evaluation, and robustness mechanisms, even advanced

architectures can remain brittle under adaptive insider behaviour.

2.8.5 Synthesis and Contributions

Hybrid, modular, and hierarchical architectures each contribute important ideas:

hybrids improve representation stabilisation and partial interpretability; modular

systems reflect multi-log domain specificity; and hierarchical models capture multi-

level behavioural structure. However, none fully resolves key insider-threat require-

ments, including behavioural semantics, privilege context, cross-domain dependency
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modelling, temporally faithful evaluation under drift, and robustness under behavi-

ourally plausible adversarial adaptation [8], [9], [10].

These limitations motivate the integrated architectural designs developed in the

thesis. Chapter 3 introduces SOM–ANN hybridisation as a stability-oriented rep-

resentation refinement. Chapter 4 introduces a modular ANN framework (MANN)

to preserve domain semantics and reduce feature dominance across logs. Chapter 5

introduces a semantics-aware hierarchical modelling framework for multi-level be-

havioural progression. Chapter 6 then extends the architecture progression with

adversarial robustness through R-Guard, explicitly addressing behaviourally con-

strained adaptive threats that can undermine high-performing detectors when eval-

uation is limited to benign benchmark conditions.

Section summary. In summary, the literature supports a shift from monolithic

modelling toward structured learning systems. This section has shown that hybrid,

modular, and hierarchical architectures represent a principled shift toward struc-

tured learning systems that better reflect the heterogeneity, temporal progression,

and multi-domain nature of insider behaviour. However, the literature also indic-

ates that structural sophistication alone does not guarantee behavioural validity or

robustness, particularly under drift, cross-domain dependency, and adaptive manip-

ulation. These observations motivate the staged architecture progression adopted

in this thesis, which moves from hybrid SOM–ANN stabilisation to modular and

hierarchical behavioural modelling, and culminates in behaviourally grounded ro-

bustness mechanisms in Chapter 6.

2.9 Relational Modelling and GNN Misalignment

Relational modelling has recently emerged as a promising direction in insider-threat

detection. Graph Neural Networks (GNNs), in particular, have been proposed to

capture relational dependencies between users, devices, files, hosts and network

resources. Motivated by success in social networks, recommender systems and fraud

detection, GNNs appear attractive for modelling insider-threat environments due to

their ability to represent structural interactions and message-passing dynamics [45],

[46].

However, despite this apparent promise, the theoretical assumptions underly-

ing GNNs are fundamentally misaligned with the socio-technical and behavioural

properties of insider threats. Insider behaviour does not arise from stable graph

structures, nor does it propagate relational signals in ways compatible with stand-

ard GNN formulations. Moreover, the message-passing operations that define GNNs

create structural vulnerabilities that adversaries can exploit.

This section critically analyses the limitations of relational modelling and GNNs

in insider-threat detection. We demonstrate that GNNs fail to capture behavi-
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oural meaning, privilege semantics, temporal evolution, or adversarial deception

strategies. These findings reveal why GNNs, despite their popularity, cannot be

relied upon as the primary modelling approach for insider-threat environments and

must be complemented by behavioural, hierarchical and adversarial frameworks

(Sections 2.8 and 2.10).

2.9.1 The Appeal of Relational Modelling

Relational structures exist in organisational environments: users collaborate, ac-

cess shared resources, communicate through email networks, authenticate across

machines and interact with digital assets. These interactions seem naturally repres-

entable as graphs where:

• nodes = users, hosts, devices, files, applications;

• edges = interactions, accesses, communications, co-occurrences.

GNNs extend these structures with message passing, enabling models to propag-

ate information across edges to learn node representations:

h(k+1)
v = ϕ

(
h(k)v ,□u∈N (v)ψ

(
h(k)v , h(k)u , euv

))
,

where ψ and ϕ are learnable functions and □ is an aggregation operator [45].

When applied to insider-threat detection, GNNs promise to:

• capture relational anomalies (e.g., unusual user–host interactions),

• represent multi-entity dependencies,

• detect structural deviations in access patterns,

• incorporate social or organisational relationships.

However, relational promise does not equate to behavioural or semantic fidelity.

2.9.2 Graphs and Behavioural Semantics

A major conceptual limitation is that relational graphs constructed from system

logs do not encode behavioural meaning. The presence of an edge between a user

and a file or machine does not indicate why the interaction occurred, whether it was

contextually appropriate or whether it violated role expectations.

For example:

• A user may legitimately access a restricted file due to a new assignment.

• Two users may send emails due to an organisational restructure.
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• A system administrator may log into many machines as part of routine main-

tenance.

GNNs treat these relational changes as structural modifications without semantic

grounding. The absence of privilege semantics, organisational context and behavi-

oural interpretation means that GNN representations are fundamentally blind to

insider intent or behavioural appropriateness [8].

This misalignment produces systems that detect relational anomalies but fail to

identify privilege-consistent malicious behaviour—a hallmark of insider attacks.

2.9.3 Graph Construction and Structural Bias

Graph construction is a deceptively simple step that exerts a profound influence

on the behaviour and interpretability of GNN-based insider-threat models. Any

relational representation requires the researcher to decide what should constitute a

node, how edges should be defined, how temporal information is aggregated, and

which features are propagated across the graph. These modelling decisions are dis-

cretionary rather than objectively determined, and each choice introduces inductive

biases that shape what patterns the model is able—or unable—to learn.

In insider-threat research, graph building is often operationalised using straight-

forward structures such as user–resource bipartite graphs, email communication net-

works, or host–user login interactions. While intuitive, these choices necessarily

compress complex organisational behaviour into simplified relational forms. Such

compression leads to several forms of structural distortion: temporal sequences are

flattened into static edges, removing meaningful behavioural trajectories; task- and

role-level semantics are obscured, producing behavioural oversimplifications; and

high-activity users become disproportionately high-degree nodes, conflating identity

with structural salience. Depending on aggregation windows and graph granularity,

the resulting graph may appear artificially sparse or artificially dense, neither of

which reflects real operational complexity.

As observed empirically by [13], graphs derived from synthetic datasets such

as CERT frequently encode dataset artefacts rather than authentic organisational

structures. When GNNs are trained on these relational abstractions, they risk

learning structural illusions—patterns induced by the graph-construction process

itself—rather than insights grounded in behavioural meaning. This structural bias

fundamentally limits the validity of relational modelling for insider-threat detection

and contributes to the broader misalignment between organisational graphs and real

behavioural semantics.
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2.9.4 Temporal Dynamics

Insider behaviour is inherently temporal, unfolding through sequences of actions,

evolving intentions and multi-stage operational patterns. Yet most graph-based

insider-threat studies rely on static relational structures aggregated over long win-

dows—hours, days or even weeks. Such aggregation collapses behavioural sequences

into single edges, masks the progression of multi-stage attacks, and removes the

temporal distinctions needed to identify drift in identity, role usage or workflow

patterns.

Even when dynamic GNNs (DGNNs) are employed [47], [48], [49], their un-

derlying assumptions often misalign with insider-threat realities. DGNNs typically

expect smooth temporal evolution, whereas insider behaviour is highly irregular,

strategically timed and sometimes intentionally deceptive. Temporal sampling win-

dows frequently introduce leakage (Section 2.6.7), and behavioural trajectories rarely

propagate relational influence in the same manner as social or communication net-

works. Multi-stage attacks also do not follow graph-diffusion or neighbourhood-

propagation patterns, undermining the relevance of temporal message passing for

threat detection.

These mismatches produce brittle graph representations that distort behavioural

meaning and underestimate the complexity of insider temporal patterns.

2.9.5 Privilege and Role Semantics

Privileges determine what a user is allowed to do, while roles describe what a user is

expected to do within organisational workflows. These behavioural semantics shape

boundaries that differentiate normal from suspicious actions. However, they cannot

be recovered from graph topology alone. Privilege is not a relational property, role

expectations are not encoded in node features, and organisational hierarchies bear

little resemblance to behavioural norms.

Consequently, GNNs often misinterpret structural signals. A system adminis-

trator appears as a high-degree node in login graphs, yet this reflects legitimate

high-volume activity rather than anomaly. Conversely, a malicious insider may

maintain low-degree structural signatures while exhibiting subtle but meaningful

behavioural drift. Graph topology cannot differentiate these patterns, because the

relevant semantics lie outside the relational structure.

Thus, relational features are insufficient substitutes for behavioural context, and

models that rely exclusively on graph topology lack the semantic depth required for

insider-threat reasoning.
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2.9.6 Message Passing

The message-passing mechanism central to GNNs propagates node attributes across

neighbourhoods. In insider-threat graphs, this mechanism produces a systematic

distortion: user identity becomes the dominant signal in learned embeddings. High-

activity users overshadow quieter ones, structural centrality correlates with model

confidence, and malicious behaviour can be diluted when surrounded by benign

neighbourhood structures.

This amplification effect contradicts the requirement for identity–behaviour dis-

entanglement (Section 2.6). Instead of highlighting behavioural irregularities, mes-

sage passing redistributes identity signatures, thereby emphasising structural cor-

relations at the expense of behavioural meaning. The result is a representation in

which identity artefacts overpower the subtle behavioural deviations characteristic

of insider threats.

2.9.7 Graph Sparsity, Density and Structural Instability

Organisational systems generate interaction logs with highly uneven frequencies

across communication, access, file usage and device interactions. When these in-

teractions are converted into graphs, the resulting structures are often either ex-

tremely sparse (e.g., email communications or privilege hierarchies) or artificially

dense (e.g., host–user login networks). Drift in organisational behaviour further

destabilises connectivity patterns over time.

GNNs are sensitive to such structural irregularities. Extreme sparsity leads

to weak neighbourhood signals and vanishing behavioural specificity, while dense

graphs produce neighbourhood explosions that dominate message passing and col-

lapse embeddings. Structural instability from drift disrupts consistent learning and

erodes the validity of relational reasoning. As a result, graph-based embeddings

become unreliable and semantically ambiguous.

2.9.8 Adversarial Vulnerabilities

Insider adversaries can exploit graph-construction decisions and message-passing

mechanisms to evade detection. By increasing benign interactions, they can manip-

ulate node degree to mask malicious behaviour. Through neighbourhood poisoning,

they can influence message propagation by injecting benign relational patterns. Tim-

ing malicious actions during low-activity intervals allows them to exploit temporal

aggregation windows. Manipulating edge weights or generating noise interactions

further distorts the relational signals that GNNs rely upon.

These strategies parallel well-known adversarial attacks in graph learning [34],

[36], [50], [51], but insider adversaries possess an advantage: they operate within

61



the system and understand its workflows. Their ability to modify organisational in-

teractions makes relational structures particularly vulnerable to manipulation. This

highlights the necessity of incorporating adversarial modelling (Section 2.10) to com-

plement and critique relational approaches.

2.9.9 Limitations of Structure-Only Reasoning

Across the limitations identified above, a consistent pattern emerges: relational

models detect anomalies in structural topology rather than anomalies in behaviour.

Insider threats, however, are characterised by privilege-consistent malicious actions,

workflow-aligned deception, subtle deviations embedded in legitimate interactions

and behavioural drift that preserves structural patterns. Because these behaviours

rarely manifest as relational irregularities, structural anomaly detection cannot re-

liably surface early indicators of insider intent [8].

2.9.10 Insufficiency of Graphs

Relational representations lack the capacity to model the multi-level behavioural

structures essential for insider-threat detection. Task-level intentions, session-level

semantics, role expectations, organisational context and cross-domain behavioural

integration all lie outside the representational scope of graph topology. As dis-

cussed in Section 2.8, hierarchical and behavioural models provide a more appro-

priate foundation for reasoning across these levels. Purely relational models cannot

support the multi-level abstraction hierarchy required for meaningful behavioural

inference.

2.9.11 Summary of Relational–Behavioural Misalignment

Together, these limitations demonstrate that GNNs and related relational models,

while powerful for structural analysis, remain fundamentally misaligned with the

behavioural, socio-technical and adversarial nature of insider threats. Their reliance

on topology, sensitivity to graph-construction bias, vulnerability to drift, ampli-

fication of identity artefacts, inability to encode privilege or role semantics and

susceptibility to adversarial manipulation—collectively—highlight the inadequacy

of structure-only reasoning.

These constraints motivate the transition to Section 2.10, where behavioural

adversaries are formalised and the weaknesses of classical, hybrid, modular and

relational approaches are examined under adversarial perturbation.
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2.10 Adversarial Modelling of Insider Threats

Insider adversaries differ fundamentally from external attackers: they act within

legitimate privilege boundaries, possess operational knowledge of systems and mon-

itoring practices, and understand the behavioural expectations encoded in organ-

isational workflows. The socio-technical and behavioural foundations established in

Sections 2.2–2.5 naturally motivate an adversarial framework based on behaviourally

feasible perturbations.

In contrast to conventional adversarial machine learning—where attackers freely

perturb inputs within Lp norms [16]—insider adversaries operate within tightly

bounded semantic, temporal and contextual constraints. These constraints impose

structure on the adversarial space and fundamentally reshape both the threat model

and the model-evasion strategies available to insiders. Recent studies on adversarial

manipulation in sequential and temporal systems [34], [52] reinforce the vulnerability

of anomaly detectors, deep temporal architectures and GNNs when perturbations

exploit structural weaknesses.

This section formalises a mathematically principled model of behaviourally con-

strained adversaries and demonstrates why existing insider-threat detection architec-

tures—hybrid, modular, hierarchical and relational—exhibit structural brittleness

under such attacks. The formalism provides the foundation for the adversarially

robust behavioural architecture developed in Chapter 6 (R-Guard).

2.10.1 Limits of Classical Adversarial ML

Classical adversarial ML assumes an attacker who may perturb input vectors x ∈ Rd

arbitrarily within a norm-bounded region such as ∥x′−x∥p ≤ ϵ. Insider adversaries,

however, cannot freely manipulate logs or behavioural traces. Their actions must

remain consistent with organisational privilege structures, plausible role semantics,

and the socio-temporal context in which they operate.

Let et denote a behavioural event at time t. Insider feasibility constraints can

be expressed as:

e′t ∈ F(et),

where F(et) is the behavioural feasibility set. Unlike traditional adversarial sets

(e.g., Lp balls), F is defined by socio-technical constraints:
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Privilege constraint: π(e′t) = π(et),

Role constraint: r(e′t) ∈ Ru,

Temporal constraint: t′ ∈ valid window(u),

Context constraint: c(e′t) ≈ c(et),

Psychological drift: ∥e′t − et∥ small.

These constraints imply:

F(et) ⊂ {e′t : ∥e′t − et∥ ≤ ϵ} but is not ⊆ an Lp ball.

Thus classical adversarial assumptions fail: insider attacks require a new per-

turbation model grounded in behavioural semantics.

2.10.2 Behaviourally Constrained Perturbation Operators

To operationalise F(et), we define four core perturbation operators representing

feasible insider manipulations. Each operator preserves plausibility while modifying

the behavioural trace to deceive ML systems.

2.10.2.1 Temporal Scheduling Operator Sρ

Insiders often schedule malicious actions during workload peaks, exploiting the work-

load density function ρ(t):

Sρ(et) = et+τ , τ = argmax
τ ′

ρ(t+ τ ′).

This hides malicious events within legitimate operational noise, degrading tem-

poral anomaly detectors li2024behavioraladversarial.

2.10.2.2 Gradual Drift Operator ∆δ

Insider escalation frequently unfolds as a slow behavioural drift:

e′t = et + δt, ∥δt∥ < ϵ,

where the cumulative drift∑
t

δt → malicious trajectory

remains psychologically and operationally plausible [11]. Drift rapidly degrades

SOMs, autoencoders and distance-based detectors.
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2.10.2.3 Sequence Reordering Operator Pσ

Given a log sequence s = (e1, e2, . . .), an insider may shuffle non-critical events

provided workflow semantics are preserved:

Pσ(s) = (eσ(1), . . .), σ ∈ workflow-preserving permutations.

Small permutations destabilise the temporal inductive biases of RNNs, LSTMs

and Transformers zhang2023sequentialaml.

2.10.2.4 Privilege-Aligned Substitution Operator Spriv

Insiders may substitute malicious actions with privilege-equivalent benign ones:

e′t = Spriv(et), π(e′t) = π(et).

These substitutions remain legitimate under Zero Trust enforcement [1], [53] and

are invisible to models lacking semantic privilege-role grounding.

2.10.3 Composite Behavioural Adversaries

Realistic insider adversaries combine multiple perturbation operators. We formalise

four composite adversarial classes that emerge from these combinations.

Figure 2.8: Behaviourally constrained insider adversary space. Each adversary operates
within legitimate privilege, role semantics, and operational feasibility while manipulat-
ing different behavioural dimensions (temporal dynamics, privilege alignment, and event
structure). Unlike overt attacks, these strategies preserve local plausibility and evade de-
tectors that rely on magnitude-based anomalies or static behavioural baselines.

2.10.3.1 Gradual Shaper (Drift Adversary)

The Gradual Shaper exploits drift elasticity in ML models:
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e′t = et + δt, ∥δt∥ < ϵ.

Over time:

e′1 → e′2 → · · · → e′T

forms a malicious trajectory that remains undetected until late-stage escalation.

Drift poisons SOM centroids, destabilises hybrid SOM–ANN pipelines and induces

catastrophic forgetting in ANNs.

2.10.3.2 Timing Manipulator

The adversary selects t′ such that ρ(t′) maximises concealment:

t′ = argmax
t
ρ(t).

This exploits the fact that temporal models conflate workload density with nor-

mality.

2.10.3.3 Privilege Aligner

By ensuring π(e′t) = π(et), the adversary manipulates semantics without altering

privilege footprints. Relational models and GNNs cannot distinguish such privilege-

consistent deception.

2.10.3.4 Sequence Rewriter

The adversary generates s′ = Pσ(s), where σ preserves workflow validity but dis-

rupts temporal expectations, destabilising attention-based mechanisms and RNN

recurrence.

2.10.4 Behavioural Feasibility Manifold

The behavioural feasibility manifold for user u is defined as:

M(u) =
{
et

∣∣ π(et) ∈ Πu, r(et) ∈ Ru, c(et) ∈ Cu, t ∈ Tu
}
.

A perturbation is behaviourally valid iff:

e′t ∈M(u).

This ensures that adversarial traces remain privilege-preserving, workflow con-

sistent and contextually plausible. Classical ML models fail because they are not

designed to recognise or enforce these constraints.
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2.10.5 Architectural Vulnerabilities

Each architectural paradigm exhibits characteristic vulnerabilities:

Hybrid SOM–ANN. SOM drift and poisoned neighbourhoods misinform ANN

layers, causing representation collapse. Pipeline decoupling amplifies inconsistencies.

Modular Networks. Attackers exploit the weakest or least monitored module.

Fusion layers misalign contaminated signals, and domain partitioning prevents cross-

domain anomaly integration.

Hierarchical Models. Layer-specific perturbations—session-level, task-level or

timing-level—break the hierarchical dependencies required for multi-level reasoning.

Relational Models / GNNs. Relational structures are easily manipulated through

noise edges, degree inflation and neighbourhood poisoning. Message passing magni-

fies adversarial perturbations.

2.10.6 Adversarial Taxonomy

A complete taxonomy is provided in Table 2.6. This extends earlier summaries with

formal operators and behavioural constraints.

Table 2.6: Behaviourally constrained adversarial insider taxonomy.

Adversary
Type

Operator(s) Feasibility Con-
straints

Model Failure
Modes

Gradual
Shaper

∆δ ∥δt∥ < ϵ; priv-
ilege/role consist-
ency

SOM drift; ANN
overfitting; hybrid
collapse

Timing Ma-
nipulator

Sρ High-workload
temporal windows

Sequence dilution;
temporal masking;
window-based in-
stability

Privilege
Aligner

Spriv π(e′t) = π(et); se-
mantic consistency

Semantic blind-
ness; relational in-
visibility; privilege-
aligned evasion

Sequence Re-
writer

Pσ Workflow-
constrained per-
mutations

Transformer/LSTM
sensitivity; recur-
rent instability;
hybrid misalign-
ment
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2.10.7 Summary

This section introduced the first adversarial model tailored specifically to insider

threats—grounded not in Lp perturbations but in behavioural feasibility, socio-

technical constraints and privilege-role semantics. It demonstrated that classical ML

architectures—including modular, hybrid, relational and hierarchical models—exhibit

systemic fragilities when confronted with behaviourally constrained adversaries.

This sets the foundation for Section 2.7, which synthesises the unresolved gaps

across Sections 2.1–2.6 and clarifies the conceptual and architectural voids addressed

by this thesis.

2.11 Synthesis of Unresolved Gaps

The preceding sections reveal that insider-threat detection occupies a space where

behavioural complexity, socio-technical context, and adversarial reasoning intersect.

Classical anomaly detection, deep learning architectures, graph-based systems and

hybrid pipelines each address fragments of the problem, but none provide a uni-

fied behavioural, temporal and adversarially robust framework. This synthesis con-

solidates the unresolved gaps across methodological, conceptual and architectural

dimensions, clarifying why insider threats remain an open challenge for machine

learning.

2.11.1 Behavioural Gaps

Existing models capture statistical deviation but do not encode the behavioural

semantics that distinguish malicious yet privilege-consistent actions from benign

ones. Role expectations, task boundaries, workflow structures and routine sequences

are rarely represented explicitly. As a result, models fail to detect subtle behavi-

oural drift, socio-technical inconsistencies or intent-driven anomalies. Behavioural

semantics remain implicit, unmodelled and inaccessible to downstream reasoning.

2.11.2 Temporal Gaps

Temporal structure is fundamental to insider behaviour, yet detection models rely on

static windows, flattened aggregates or fragile sequence representations. Temporal

dynamics such as burst patterns, workload alignment, escalation trajectories and

timing manipulation remain under-modelled. Deep sequential models struggle under

mild perturbations, while static or aggregated approaches erase meaningful temporal

signatures. No existing architecture integrates short-term actions with long-range

behavioural evolution.
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2.11.3 Conceptual Gaps in Relational Modelling

Relational models focus on structural interactions rather than behavioural mean-

ing. GNN-based systems inherit the limitations of graph construction, message

passing and topological abstraction. Organisational graphs do not encode privilege

semantics, workflow context or session-level intent. Relational anomalies therefore

do not correspond to behavioural anomalies, and models remain vulnerable to ad-

versarial manipulation of degree, neighbourhood and edge patterns. Relational reas-

oning provides structure without semantics.

2.11.4 Methodological Gaps

Methodological limitations—data leakage, unrealistic sampling, temporal mixing,

label noise and drift neglect—undermine the validity of experimental findings. Syn-

thetic datasets such as CERT encode artefacts that distort model behaviour and

induce misleading structural patterns. Many evaluation pipelines lack adversarial

testing, overlook long-term drift, and rely on accuracy metrics that fail to capture

behavioural robustness. Methodology remains decoupled from behavioural and ad-

versarial realism.

2.11.5 Adversarial Gaps

Insiders operate under behavioural feasibility constraints that classical adversarial

ML does not model. Existing detectors remain vulnerable to drift exploitation,

timing manipulation, privilege-aligned substitution and sequence reordering. Hy-

brid, modular, hierarchical and relational models were shown to exhibit systemic

weaknesses when perturbations preserve privilege and workflow semantics. No ar-

chitecture explicitly models the adversarial behaviours unique to insider contexts.

2.11.6 Architectural Gaps

Architectures reviewed in Chapter 2 lack mechanisms to integrate multi-level be-

havioural reasoning, privilege-role semantics, temporal trajectories and adversarial

robustness within a single coherent framework. Hybrid SOM–ANN pipelines couple

incompatible representations; modular systems fracture behavioural meaning across

isolated domains; hierarchical models lack semantic grounding; relational systems

misalign structure with behaviour. There is no architecture capable of reasoning

over behaviour, structure, context and adversarial manipulation jointly.

2.11.7 Integrated Research Gap

Taken together, these gaps reveal a fundamental limitation: current machine learn-

ing systems do not model insider threats as behavioural, temporal and adversarial
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Figure 2.9: High-level roadmap linking behavioural foundations, methodological lim-
itations and existing architectures to the unresolved gaps addressed by the SOMANN
hybrid (Chapter 3), modular architecture (Chapter 4), multi-layered behavioural frame-
work (Chapter 5) and adversarially robust R-Guard architecture (Chapter 6).

phenomena. They rely on static abstractions, structural proxies or shallow temporal

patterns that overlook the socio-technical context within which insider behaviour un-

folds. This creates an architectural void where behavioural semantics, multi-level

reasoning, drift resilience and adversarial awareness remain unaddressed.

Figure 2.10: Synthesis of unresolved gaps motivating the architectural contributions of
Chapters 3–6.

These unresolved gaps motivate the architectural progression adopted in this

thesis. Hybrid SOM–ANN models address behavioural variance stabilisation

(Chapter 3); modular architectures address domain heterogeneity (Chapter 4); hier-

archical models address multi-level behavioural abstraction (Chapter 5). However,

none of these approaches address adversarial behavioural manipulation, necessitat-

ing the robustness framework introduced in Chapter 6.
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Table 2.7: Summary - Integrated synthesis of unresolved gaps in insider-threat ML
research.

Gap Category Unresolved Limitations

Behavioural Lack of explicit modelling of role semantics, workflow
norms, intent signals and behavioural drift.

Temporal Flattened windows, weak long-range modelling, vulnerab-
ility to reordering and timing manipulation.

Relational Misalignment between organisational graph structure and
behavioural semantics; structural anomalies ̸= behavioural
anomalies.

Methodological Data leakage, unrealistic splits, drift neglect, synthetic
artefacts and metric inflation undermine validity.

Adversarial No modelling of behaviourally feasible perturbations; vul-
nerability to drift-based, privilege-aligned and temporal
adversaries.

Architectural Lack of unified behavioural–temporal–adversarial reason-
ing across hybrid, modular, hierarchical and relational sys-
tems.

2.11.7.1 Rationale for the Staged Architecture

The literature reviewed in this chapter identifies a set of recurring and progress-

ively more demanding limitations in machine-learning approaches to insider-threat

detection. These limitations concern not only predictive performance, but also the

stability of behavioural representation, the preservation of domain-specific context,

the modelling of behavioural progression across temporal horizons, and resilience

to adaptive manipulation. The staged architectural progression investigated in this

thesis is motivated by these limitations rather than by an a priori preference for

particular algorithms or increasing architectural complexity.

The progression

ANNstd → SOMANN→ MANN→ MLML→ R-Guard (2.1)

should therefore be interpreted as a sequence of increasingly demanding mod-

elling requirements. It is not claimed to constitute the unique or mathematically

necessary ordering of insider-threat detection architectures. Rather, each transition

introduces a modelling requirement that is not explicitly addressed by the preceding

formulation and that the literature reviewed in this chapter identifies as relevant to

reliable behavioural detection.

From predictive classification to stable behavioural representation. A

conventional supervised ANN provides an appropriate common baseline because it
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represents the problem as direct prediction from aggregated behavioural features.

However, the literature reviewed earlier in this chapter shows that organisational

telemetry is characterised by behavioural heterogeneity, substantial class imbalance,

role-dependent variation, and temporal non-stationarity. A model operating directly

on a unified feature representation may therefore learn decision boundaries that are

sensitive to incidental feature variation or characteristics specific to the observed

user population.

This motivates the first transition from direct supervised classification to a

representation-oriented formulation. SOMANN introduces an unsupervised percep-

tual stage before supervised inference, creating an explicit architectural separation

between behavioural organisation and risk classification. The theoretical motivation

for this stage is therefore representational stability : before more complex relational

or temporal structure is considered, the behavioural observations supplied to the

decision process should be organised in a manner that is less sensitive to transient

variation in the raw feature space.

The purpose of Chapter 3 is to evaluate this proposition empirically. The role

of the present chapter is to establish why representational stability constitutes a

relevant modelling requirement.

From representation stability to behavioural-domain grounding. Repres-

entational stability alone does not ensure that the functional distinctions between

heterogeneous organisational activities are preserved. Authentication events, com-

munication activity, file access, web behaviour, and device interaction differ in their

frequency, operational meaning, and relationship to user roles. Combining these

sources within a single undifferentiated representation may allow high-volume do-

mains to dominate lower-volume but potentially informative behavioural evidence,

or may obscure relationships whose meaning depends on the domain in which they

occur.

The second modelling requirement is therefore behavioural-domain grounding.

MANN addresses this requirement by introducing domain-specific representations

whose outputs are integrated only after within-domain processing. The transition

from SOMANN to MANN is consequently motivated by two distinct representa-

tional questions: whether behavioural observations can be represented with greater

stability, and whether heterogeneous behavioural domains retain their functional

distinctions within the learned representation.

This is a conceptual progression rather than a claim that MANN is mathem-

atically dependent upon SOMANN. Chapter 4 evaluates the additional hypothesis

that preserving domain-specific structure before controlled integration improves the

representation of heterogeneous behavioural evidence.
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From domain grounding to temporal behavioural structure. Domain-

grounded representation remains incomplete when the behavioural significance of

an activity depends on its position within a longer sequence. Insider behaviour may

develop gradually, with individual events remaining locally plausible while their ac-

cumulation across sessions, tasks, or days becomes increasingly inconsistent with

established behavioural patterns or organisational expectations.

This motivates the third requirement: temporal abstraction. The hierarchical

MLML framework extends the modelling concern from domain-grounded represent-

ation to multiple temporal contexts, allowing local observations to be interpreted

relative to intermediate and longer-horizon behavioural trajectories.

The theoretical significance of this transition is that temporal context is not

treated simply as another input feature. Instead, behavioural progression becomes

an explicit representational dimension. Chapter 5 evaluates whether this additional

structure addresses temporal relationships that may remain inaccessible to flatter

or short-horizon representations.

From predictive structure to adversarial robustness. The preceding stages

primarily evaluate detection under nominal or naturally changing behavioural con-

ditions. They do not directly evaluate the case in which an informed insider de-

liberately modifies observable behaviour in response to the detection process. Such

adaptation introduces a distinct modelling requirement because timing, ordering,

frequency, or other observable characteristics may be altered while the underlying

malicious objective and operational plausibility are preserved.

The final modelling requirement is therefore adversarial robustness. Chapter 6 in-

troduces behaviourally constrained perturbations and R-Guard to examine whether

detection remains reliable when observable behavioural characteristics are deliber-

ately modified within the defined threat model.

Adversarial robustness is examined after the representational, domain, and tem-

poral investigations for a methodological reason: robustness can then be evaluated

with respect to behavioural structure whose relevance has already been established

experimentally. This ordering does not imply that adversarial defences cannot be ap-

plied to simpler classifiers. Rather, the thesis asks whether behaviourally grounded

representations remain informative when the observable evidence on which detection

depends is strategically manipulated.

2.11.7.2 Why the Sequence Is Non-Arbitrary

The architectural progression can therefore be summarised as a sequence of residual

modelling requirements:
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Predictive Baseline→ Representation Stability︸ ︷︷ ︸
SOMANN

→ Domain Grounding︸ ︷︷ ︸
MANN

→ Temporal Structure︸ ︷︷ ︸
MLML

→ Adversarial Robustness︸ ︷︷ ︸
R-Guard

.

(2.2)

The sequence is non-arbitrary within the scope of this thesis because each stage

addresses a different dimension of the reliability problem identified in the literature.

Increasing predictive complexity alone does not directly resolve representational

instability; stable representation alone does not guarantee preservation of domain-

specific behavioural structure; domain-aware modelling does not explicitly represent

long-horizon behavioural progression; and predictive performance under nominal

conditions does not establish robustness under strategic adaptation.

Table 2.8 summarises the relationship between these modelling requirements.

Table 2.8: Literature-derived rationale for the staged architectural progression.

ArchitecturePrimary Model-
ling Focus

Residual Limitation Resulting Re-
quirement

ANNstd Direct supervised
prediction

No explicit mechanism
for stabilising hetero-
geneous behavioural
representation before
inference

Stable behavioural
representation

SOMANN Topology-informed
representation sta-
bility

Heterogeneous behavi-
oural domains remain
represented within a
unified behavioural
space

Behavioural-domain
grounding

MANN Domain-specific
representation and
controlled fusion

Domain-aware repres-
entations may remain
temporally local and
fail to capture longer-
horizon behavioural
progression

Multi-horizon tem-
poral abstraction

MLML Temporal traject-
ory representation

Predictive representa-
tions remain potentially
vulnerable to deliberate
modification of observ-
able behaviour

Adversarial robust-
ness

R-Guard Behaviourally con-
strained robustness

Robustness is estab-
lished only within the
evaluated perturbation
constraints and dataset
conditions

Operational valid-
ation beyond the
experimental threat
model

The progression is therefore cumulative in research logic. Each investigation re-

tains the modelling concern established by the preceding stage while introducing
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an additional requirement needed to examine a residual limitation. This does not

imply that SOMANN, MANN, MLML, and R-Guard form an indivisible computa-

tional pipeline, nor that the same ordering must be adopted by every insider-threat

detection system. Rather, they constitute a sequence of experimentally investigated

responses to increasingly demanding aspects of behavioural detection.

Taken together, these literature-derived requirements provide the theoretical

basis for the Staged Behavioural Grounding and Robustness Principle introduced

in Chapter 1. Within this thesis, the principle proposes that reliable insider-threat

detection requires behavioural information to be progressively examined in terms of

representational stability, behavioural-domain grounding, temporal structure, and

robustness to behaviourally feasible manipulation. Chapters 3–6 evaluate these re-

quirements empirically, while Chapter 7 returns to the principle to synthesise the

combined evidence and its limitations.

2.12 ANN as a Baseline

Artificial Neural Networks (ANNs) occupy a central methodological role in this

thesis. Although the subsequent chapters propose progressively more specialised

architectures—including SOM–ANN hybridisation (Chapter 3), modular decompos-

ition through MANN (Chapter 4), hierarchical behavioural modelling (Chapter 5),

and adversarially robust detection through R-Guard (Chapter 6)—each contribution

inherits core ANN principles related to non-linear representation learning, optim-

isation, regularisation, and evaluation. Establishing an ANN baseline within the

literature review is therefore methodologically important, both to provide a critical

synthesis of ANN suitability for insider-threat detection and to define a common

comparative reference for the architectural developments that follow [10], [14].

This section is not intended as a generic tutorial on neural networks. Rather,

it presents a thesis-oriented baseline case study and synthesis focused on insider-

threat detection in complex behavioural datasets (e.g., CERT-style multi-log en-

vironments). The discussion critically examines why ANNs are attractive in this

domain, where they are limited, how they should be implemented and evaluated

under leakage-resistant protocols, and why later chapters require architectural ex-

tensions beyond a conventional ANN baseline [9], [10], [13].

2.12.1 ANNs for Insider Threat Detection

Insider-threat detection presents a challenging learning problem characterised by

heterogeneous behavioural signals, class imbalance, temporal dependency, contex-

tual ambiguity, and adversarial adaptation. In contrast to many traditional tabu-

lar classification tasks, insider-risk modelling must often combine multiple activity

streams (e.g., authentication, device use, file access, web activity, and communic-
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ation) while distinguishing benign behavioural variation from malicious intent [9],

[10], [15], [22], [54].

ANNs are attractive in this setting for several reasons. First, they can model non-

linear relationships between behavioural features, making them suitable for complex

interactions that may not be captured by simpler linear or rule-based approaches

[14], [30], [38]. Second, ANNs can be adapted to different input formulations, includ-

ing aggregated behavioural features, temporal sequences, and multi-branch feature

representations, which aligns with the evolving architecture progression developed

in this thesis [42], [43], [55], [56], [57]. Third, ANN-based systems support flexible

optimisation and regularisation strategies that can be tuned for imbalanced, noisy,

and partially overlapping class distributions, which are common in insider-threat

datasets [19], [58], [59], [60], [61].

However, ANN suitability should not be overstated. Insider-threat detection is

not simply a high-dimensional classification problem; it is a socio-technical inference

problem in which behavioural plausibility, temporal progression, and organisational

context are critical [8], [12], [62]. A conventional ANN may achieve strong nominal

performance while remaining vulnerable to identity memorisation, temporal leakage,

poor generalisation under behavioural drift, and adversarially strategic behaviour

[13], [16], [17], [32], [33]. For this reason, the ANN baseline established in this

section is treated as a necessary foundation rather than a complete solution.

Critical position in this thesis. Within the thesis architecture progression,

ANNs serve as the shared predictive substrate from which later innovations depart.

The role of this baseline is therefore twofold: (i) to demonstrate the core strengths

of ANN-based behavioural modelling, and (ii) to make explicit the limitations that

motivate SOM-based stabilisation, modular decomposition, hierarchical abstraction,

and adversarial robustness engineering in Chapters 3–6.

2.12.2 ANN Families and Relevance

The ANN literature includes a wide range of architectures, but not all are equally

appropriate for insider-threat detection. This subsection critically reviews ANN

families in relation to the structure of insider behavioural data and the model-

ling objectives of this thesis. A brief deep-learning overview is useful here because

modern ANN practice in security analytics inherits common representational and

optimisation principles across architectures [38].

2.12.2.1 Feedforward (Dense) Neural Networks

Feedforward neural networks (FFNs), also referred to as multilayer perceptrons

(MLPs), provide a practical and widely used baseline for structured or aggregated
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behavioural features. In insider-threat detection, FFNs are often applied to per-

user or per-window feature vectors derived from activity counts, ratios, temporal

summary statistics, and categorical encodings [14], [30], [63], [64].

Their strengths include simplicity, computational efficiency, and compatibility

with common tabular preprocessing pipelines. FFNs are particularly useful for es-

tablishing an interpretable baseline under controlled protocols because architectural

complexity can be incrementally increased (depth, width, regularisation, activation

functions) while monitoring generalisation behaviour [38], [59], [60]. However, FFNs

can struggle to capture long-range temporal dependencies and cross-domain behavi-

oural progression unless such structure is engineered explicitly into the feature space

[43], [55], [57].

2.12.2.2 Convolutional Neural Networks

Convolutional Neural Networks (CNNs) are traditionally associated with image pro-

cessing, but they can also be used for structured behavioural matrices, temporal

windows, or local pattern extraction over transformed sequential representations.

In insider-threat settings, convolutional or temporally convolutional encoders can

be useful where behavioural signals are represented as ordered windows or multi-

channel temporal feature maps [14], [57].

Nevertheless, CNN applicability depends strongly on representation design. Un-

like vision tasks, insider behavioural logs do not naturally exhibit spatial locality in

the same sense, so convolutional gains often rely on carefully constructed temporal

or channel-wise structure. For this reason, convolutional approaches may be more

useful as feature extractors within hybrid pipelines than as standalone universal

solutions in insider-risk analytics [42], [57].

2.12.2.3 Recurrent Neural Networks (RNNs), LSTMs, and GRUs

Recurrent architectures, including Long Short-Term Memory (LSTM) and Gated

Recurrent Unit (GRU) models, are directly relevant to insider-threat detection be-

cause they can model temporal dependence in behavioural sequences [14], [55], [56].

This is particularly important where malicious behaviour is gradual, staged, or

context-dependent across time rather than expressed as isolated anomalous events.

In CERT-style settings, recurrent models can be applied to per-user event se-

quences, session-level behavioural windows, or time-ordered aggregates. Their abil-

ity to capture sequential progression makes them valuable for baseline comparisons,

especially in relation to later hierarchical modelling in Chapter 5 [42], [43]. However,

recurrent models remain sensitive to sequence definition, windowing strategy, class

imbalance, and leakage in temporal splits. They may also be difficult to calibrate

under sparse positive labels or heterogeneous multi-domain event streams [13], [19],

[32], [33].
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2.12.2.4 Transformer-Based and Attention-Based

Transformer and attention-based models offer a powerful framework for model-

ling long-range dependencies and variable interaction strengths within sequential

or multi-source behavioural data [65], [66]. In insider-threat detection, such models

may improve sensitivity to weak but strategically distributed behavioural patterns

by learning context-dependent weighting across events and domains, particularly in

multi-stream settings [14], [42].

However, transformer-style architectures introduce additional challenges, includ-

ing increased computational cost, greater sensitivity to design choices in tokenisa-

tion and sequence construction, and practical data-efficiency concerns under sparse

labels. In many insider-threat datasets, these constraints may limit the realised

advantage of transformer models unless supported by careful regularisation and

evaluation design [10], [14], [66].

2.12.2.5 Hybrid and Structured ANN Extensions

The limitations of standalone ANN families motivate hybrid and structured ap-

proaches that embed domain knowledge, representation stabilisation, modularity,

or hierarchical reasoning into the learning pipeline. This motivation is central to

the thesis contributions. Chapter 3 introduces SOM–ANN hybridisation to improve

behavioural representation stability; Chapter 4 introduces modular decomposition

to preserve domain semantics; Chapter 5 introduces multi-layered abstraction for

behavioural progression; and Chapter 6 addresses adversarial robustness through

invariant- and consistency-based supervision.

From a literature-review perspective, these later architectures should be read as

ANN extensions designed to address insider-specific failure modes rather than as

departures from ANN-based modelling altogether [17], [42], [43], [62].

Table 2.9 summarises the major ANN family types relevant to insider-threat

detection, highlighting their typical input assumptions, strengths, limitations, and

practical suitability for behavioural security analytics.

As shown in Table 2.9, no single ANN family fully addresses the representational,

temporal, and robustness requirements of insider-threat detection, which motivates

the structured architectural progression developed in Chapters 3–6.

2.12.3 ANN and CERT Implementation

A meaningful ANN baseline for insider-threat detection depends less on architec-

tural novelty than on disciplined implementation choices. In particular, prepro-

cessing, temporal split integrity, class imbalance handling, and feature construction

can influence results as strongly as the ANN architecture itself [10], [13], [14].
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Table 2.9: Summary of ANN families and their suitability for insider-threat detection

ANN fam-
ily

Typical input Strengths for in-
sider detection

Limitations /
risks

Typical use
cases

Feedforward
(MLP)

Aggregated
behavioural
feature vectors
(e.g., per user-
/window)

Strong non-linear
baseline for tabu-
lar behavioural fea-
tures; efficient to
train; easy to tune
and compare

Limited native
temporal model-
ling; sensitive to
feature engineering
and leakage

Baseline clas-
sification on
engineered
CERT-style
behavioural
features

Convolutional
/ Temporal
Convolution

Ordered win-
dows, temporal
feature maps,
multi-channel
behavioural
matrices

Captures local
temporal patterns;
useful for struc-
tured windowed
behaviour

Requires careful
representation
design; weaker
fit when locality
assumptions are
unclear

Window-based
behavioural
pattern extrac-
tion; temporal
feature encod-
ing

RNN /
LSTM /
GRU

Event se-
quences, ses-
sion sequences,
time-ordered
behavioural
windows

Models temporal
dependencies and
staged behaviour
progression

Sensitive to se-
quence construc-
tion, imbalance,
and temporal split
leakage; harder to
calibrate

Sequential
anomaly/risk
modelling;
gradual insider
behaviour de-
tection

Transformer
/ Attention-
based

Tokenised se-
quences or
multi-stream
behavioural
events

Captures long-
range dependen-
cies and context-
dependent interac-
tions

Higher compu-
tational cost;
data-hungry;
design-sensitive
under sparse labels

Long-horizon
behavioural
context mod-
elling; multi-
stream interac-
tion modelling

Hybrid /
Structured
ANN (e.g.,
SOMANN,
modular,
hierarchical)

Multi-domain
behavioural
representations
with structured
preprocessing
or decomposi-
tion

Improves stability,
modularity, and in-
terpretability; bet-
ter alignment with
insider data het-
erogeneity

More complex
design and eval-
uation; requires
stronger reporting
discipline

Behaviourally
structured
detection
pipelines;
thesis progres-
sion architec-
tures
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2.12.3.1 Data Integration and Behavioural Feature Construction

CERT-style insider datasets typically contain multiple logs (e.g., logon, device,

HTTP, email, file activity, psychometric/user metadata) that must be aligned into

a behavioural representation suitable for learning [13], [18]. Baseline ANN imple-

mentation requires explicit decisions regarding:

• event granularity (event-level, session-level, daily/weekly windows),

• user-level aggregation and identity handling,

• categorical encoding (one-hot, target encoding, embeddings),

• temporal features (time-of-day, day-of-week, after-hours ratios),

• cross-domain behavioural counts and ratios,

• treatment of missing or sparse activity streams.

These design choices should be documented and justified, as they directly influ-

ence what the ANN can learn and how later comparisons with SOMANN, MANN,

and hierarchical models should be interpreted [10], [13].

2.12.3.2 Preprocessing, Normalisation, and Leakage Control

Preprocessing and evaluation integrity are especially critical in insider-threat re-

search. Strong performance can be artificially inflated if temporal leakage, user

overlap leakage, or label-proximal feature leakage is not carefully controlled [13].

For this reason, ANN baselines should be implemented under chronology-preserving

splits (and, where appropriate, blocked temporal folds) that prevent future informa-

tion from influencing model training, with drift-aware interpretation of performance

over time [32], [33], [67].

Feature scaling and normalisation should be fitted on training data only and

then applied to validation/test partitions. If user-level aggregation is used, care

should be taken to avoid identity memorisation effects that allow the model to

exploit user-specific signatures rather than behavioural risk patterns [13], [62]. These

considerations are central to the methodological rigour of this thesis and remain

relevant throughout Chapters 3–6.

2.12.3.3 Class Imbalance and Label Scarcity

Insider-threat datasets are typically highly imbalanced, with malicious or policy-

violating cases representing a small minority of observations [10], [14]. ANN baselines

must therefore address imbalance explicitly through a combination of techniques

such as:
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• class weighting,

• resampling (with caution),

• focal or cost-sensitive loss functions,

• threshold tuning for deployment-oriented precision–recall trade-offs,

• stratified reporting where temporal protocols permit.

No single strategy is universally optimal. The appropriate choice depends on the

operational goal (e.g., early detection, false-positive control, analyst triage efficiency)

and the structure of the evaluation protocol. In heavily imbalanced settings, PR-

oriented analysis is often more informative than ROC-focused interpretation alone

[10], [19].

2.12.4 Optimising, Tuning, and Evaluating ANN

To serve as a robust comparative reference, the ANN baseline should be tuned sys-

tematically and evaluated under a protocol that reflects insider-threat deployment

realities rather than benchmark convenience.

2.12.4.1 Architecture and Optimisation Tuning

Key ANN tuning dimensions include:

• number of hidden layers and units,

• activation functions,

• optimiser selection and learning-rate scheduling,

• batch size and training duration,

• regularisation (dropout, weight decay, early stopping),

• calibration and threshold selection.

Hyperparameter tuning should be conducted using validation data that respects

the temporal and user-level separation assumptions of the main evaluation protocol.

Where extensive search is not feasible, a principled and reproducible tuning strategy

(e.g., bounded grid search or staged tuning) is preferable to opportunistic parameter

selection [58], [59], [60], [61].
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2.12.4.2 ANN Evaluation Metrics

Evaluation of ANN baselines should use metrics aligned with class imbalance and

operational decision-making. In addition to accuracy, the following are typically

more informative in insider-threat settings:

• Precision, Recall, and F1-score,

• ROC–AUC,

• PR–AUC (especially under severe imbalance),

• false-positive rate and false-negative rate,

• time-to-detection or delay-sensitive indicators (where temporal evaluation is

performed).

Metrics should be interpreted in relation to the deployment objective. For ex-

ample, a model with strong ROC–AUC but weak precision at operational thresholds

may be unsuitable in settings where analyst capacity is limited. This distinction be-

comes increasingly important in the later chapters, particularly in the robustness

and false-positive analyses of Chapter 6 [10], [16], [19].

2.12.4.3 Baseline Reproducibility and Reporting Discipline

A recurring issue in insider-threat detection research is the difficulty of comparing

reported results due to inconsistent preprocessing, undocumented feature engineer-

ing, unclear split protocols, and selective metric reporting [9], [10], [13]. To mitigate

this, the ANN baseline case study in this thesis is framed not only as a predict-

ive benchmark but also as a reporting discipline. At minimum, baseline reporting

should document:

• dataset scope and log sources used,

• feature construction choices,

• split protocol (including chronology and user separation assumptions),

• hyperparameters and training configuration,

• metric definitions and threshold selection,

• reproducibility assumptions (random seeds, library versions, hardware con-

straints).

This reporting discipline is intended to support valid comparison with the thesis

contributions and to reduce ambiguity when interpreting improvements in later

chapters.
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2.12.5 Case Study Baseline

To anchor the literature synthesis in a concrete methodological reference, this sub-

section presents a compact ANN baseline case-study framing for insider-threat de-

tection on a CERT-style multi-log dataset. The purpose is not to duplicate the

full experimental detail of later chapters, but to establish a clear baseline paradigm

against which subsequent architectural contributions can be interpreted [10], [13],

[18].

2.12.5.1 Case Study Objective and Scope

The baseline case study is designed to answer the following question: What level and

type of performance can be achieved by a carefully implemented ANN baseline under

leakage-resistant, temporally valid evaluation conditions on CERT-style insider be-

havioural data? This question is intentionally narrower than the thesis-wide research

questions, but it is foundational because it defines the reference point from which

improvements in representation stability, modularity, hierarchy, and adversarial ro-

bustness are evaluated.

The case-study scope may include:

• a feedforward ANN baseline over engineered behavioural features,

• optionally, a recurrent ANN baseline for temporal comparison,

• common preprocessing and feature definitions reused (or adapted) in later

chapters,

• consistent metric reporting for comparative interpretation.

2.12.5.2 Baseline Implementation Outline

An appropriate ANN baseline implementation should include the following stages:

1. multi-log data preparation and behavioural feature construction;

2. chronology-preserving train/validation/test partitioning (with blocked folds

where appropriate);

3. ANN model configuration and hyperparameter tuning under validation con-

straints;

4. class-imbalance handling and threshold calibration;

5. evaluation using imbalance-aware and deployment-relevant metrics;

6. qualitative and quantitative interpretation of error behaviour.
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This baseline outline is intentionally aligned with the methodological safeguards

and evaluation principles used throughout the thesis, thereby supporting coherent

cross-chapter comparison [13], [32], [33].

2.12.5.3 Expected Strengths and Limitations

A well-tuned ANN baseline is expected to provide a strong non-linear benchmark

for tabular or aggregated behavioural representations, particularly when compared

with simpler machine-learning baselines [14], [30], [38]. However, several limitations

are expected to remain:

• sensitivity to feature engineering choices and dataset-specific preprocessing;

• limited built-in modelling of domain semantics across heterogeneous logs;

• insufficient representation of multi-level behavioural progression;

• vulnerability to behavioural drift and strategically adaptive insider actions;

• potential opacity in analyst-facing interpretation without additional explana-

tion mechanisms.

These limitations are not weaknesses of the thesis design; rather, they constitute

the rationale for the successive architectural advances proposed in Chapters 3–6 [16],

[42], [43], [62], [68].

2.12.6 Implications

The ANN baseline case study and literature synthesis establish the methodological

foundation upon which the remainder of the thesis is built. In particular, the baseline

clarifies that later contributions should be interpreted as targeted responses to spe-

cific ANN limitations in insider-threat detection rather than as unrelated architec-

tural substitutions.

Chapter 3 addresses representational instability and noisy behavioural struc-

ture through SOM-based topological pre-structuring prior to ANN classification.

Chapter 4 addresses domain heterogeneity and feature dominance through modular

decomposition and principled fusion. Chapter 5 addresses the need for behavioural

abstraction across multiple temporal and semantic levels. Chapter 6 addresses ad-

versarial vulnerability by introducing behaviourally grounded robustness supervision

through invariants, temporal coherence, and cross-domain consistency checks.

By positioning ANN explicitly as a baseline in the literature review, the thesis

strengthens cross-chapter continuity and provides a consistent reference for inter-

preting gains, trade-offs, and limitations across the proposed frameworks [10], [14],

[17], [42].
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Figure 2.11 summarises the architectural progression adopted in this thesis,

showing how each proposed framework extends the ANN baseline to address a spe-

cific limitation in insider-threat detection.

ANN Baseline SOM–ANN MANN
Hierarchical

Model
R-Guard

General
non-linear
behavioural
baseline

Improves
representation
stability and
structure

Preserves do-
main semantics
via modular
decomposition

Captures
multi-level
behavioural
progression

Adds be-
havioural
adversarial
robustness

Figure 2.11: Thesis architecture progression from a conventional ANN baseline to pro-
gressively structured and robust insider-threat detection frameworks. Each stage addresses
a specific limitation of the preceding modelling configuration, moving from general non-
linear behavioural classification toward modularity, hierarchical behavioural abstraction,
and adversarial robustness.

Figure 2.11 summarises the cumulative design logic of the thesis. Rather than re-

placing ANN-based modelling at each stage, the proposed frameworks progressively

refine it by introducing topological structure (SOM–ANN), domain-aware modu-

larity (MANN), hierarchical behavioural abstraction, and behaviourally grounded

adversarial robustness (R-Guard). This progression provides a consistent basis for

interpreting comparative results, trade-offs, and methodological contributions across

Chapters 3–6.

2.12.7 Synthesis and Transition

This section has established Artificial Neural Networks as a unifying baseline

paradigm for insider-threat detection within the thesis. It has argued that ANNs are

well suited to modelling non-linear behavioural patterns in heterogeneous security

data, but that their effectiveness depends critically on disciplined implementation,

leakage-resistant evaluation, and imbalance-aware performance assessment [10], [13],

[19]. It has also shown that ANN baselines, while necessary and informative, remain

insufficient to address several core insider-threat challenges, including behavioural

structure, domain semantics, temporal hierarchy, and adversarial adaptation [16],

[17], [43], [62].

These observations provide the conceptual and methodological bridge to the ar-

chitectural contributions developed in Chapters 3–6 and motivate the subsequent

discussion of ethical, governance, and responsible deployment considerations in

insider-threat detection.

While the preceding section established ANNs as a unifying modelling baseline,

the validity and interpretability of ANN-based insider-threat detection are equally

dependent on the characteristics of the datasets used for training and evaluation.

85



The next section therefore reviews insider-threat datasets more broadly and provides

a critical justification for the use of the CERT dataset as the common experimental

benchmark throughout this thesis.

2.13 Insider-Threat Datasets

While the preceding section established Artificial Neural Networks (ANNs) as a

unifying modelling baseline for this thesis, the validity and interpretability of ANN-

based insider-threat detection depend equally on the properties of the datasets

used for training and evaluation. In insider-threat research, dataset characterist-

ics strongly shape what can be learned, what can be compared, and what claims

can be made about generalisation, robustness, and operational relevance [9], [10],

[14]. This is particularly important in a thesis such as the present work, where mul-

tiple architectural contributions (SOM–ANN, MANN, hierarchical modelling, and

R-Guard) are evaluated under a common experimental backbone.

Accordingly, this section reviews the insider-threat dataset landscape, defines

criteria for evaluating dataset suitability, and provides a critical justification for the

use of the CERT dataset as the common benchmark throughout this thesis. The

aim is not to claim that CERT is a perfect proxy for real-world insider behaviour,

but rather to justify it as a defensible and reproducible benchmark for comparative

architectural research under controlled conditions [13], [18].

2.13.1 The Role of Datasets

Datasets are not a neutral backdrop in insider-threat detection; they are a central

methodological variable. The observable behavioural signals available, the quality

and granularity of labels, temporal continuity, and the degree of behavioural real-

ism all directly influence the performance and interpretation of machine-learning

and deep-learning models [9], [10], [22]. In practice, differences in dataset construc-

tion can produce substantial variation in reported results even when similar model

families are used [13], [14].

This issue is amplified in insider-threat detection because the target phenomenon

is inherently socio-technical. Malicious insider behaviour may be sparse, gradual,

context-dependent, and difficult to distinguish from benign policy deviations or le-

gitimate but unusual work patterns [8], [12], [15]. As a result, dataset limitations can

lead to over-optimistic estimates of predictive performance or to conclusions that

do not transfer to operational settings. For this reason, a rigorous thesis should

make dataset selection criteria explicit and should interpret all comparative results

in light of known data constraints.
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2.13.2 Types of Datasets

The insider-threat literature relies on several broad categories of datasets, each with

distinct advantages and limitations.

2.13.2.1 Synthetic and Simulated Datasets

Synthetic or simulated datasets are widely used in insider-threat research because

genuine organisational insider data are difficult to collect, sensitive to legal and

privacy restrictions, and rarely shareable for reproducible research [9], [10]. Such

datasets can provide labelled behavioural logs across multiple activity streams and

support controlled experimentation, benchmarking, and method comparison.

However, synthetic datasets may not fully capture the complexity, ambiguity,

and evolving context of real organisational behaviour. Behavioural scripts used to

generate malicious scenarios can introduce regularities that are easier for models

to learn than real-world insider strategies, thereby affecting ecological validity [8],

[13]. These limitations do not invalidate synthetic benchmarks, but they require

careful interpretation of results and restraint in claims about real-world deployment

performance.

2.13.2.2 Real Organisational and Proprietary Datasets

Real organisational datasets, where available, may offer richer behavioural realism

and stronger ecological validity. They can better reflect authentic organisational

processes, policy structures, and contextual variation. However, such datasets are

usually restricted, anonymised under strong constraints, incompletely labelled, or

inaccessible to the wider research community [9], [10]. This limits reproducibility

and makes cross-study comparison difficult.

In addition, operational datasets often contain substantial governance and eth-

ical challenges, including privacy, consent, proportionality, and the risk of using

behavioural monitoring outputs in punitive or discriminatory ways. These concerns

are especially salient in insider-threat research and are considered further in the

ethics section of this chapter.

2.13.2.3 Public Benchmarks

Publicly accessible benchmark datasets provide a practical compromise between

realism and reproducibility. They enable comparative evaluation across models,

support transparent reporting, and allow other researchers to replicate or challenge

reported findings. For insider-threat detection, the CERT dataset has become one

of the most widely used public benchmark resources, particularly for behavioural

log-based modelling [14], [18], [30].
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Nevertheless, benchmark popularity alone should not be treated as sufficient

justification for dataset choice. A rigorous literature review must also consider

known benchmark weaknesses, misuse patterns, and evaluation pitfalls, especially

when the dataset becomes a de facto standard [10], [13].

2.13.3 Criteria for Evaluating Insider-Threat Datasets

To justify dataset choice in a thesis-wide comparative programme, it is useful to

define explicit criteria for evaluating insider-threat datasets. The criteria below are

used in this thesis to assess dataset suitability for model development, comparison,

and interpretation.

2.13.3.1 Behavioural Realism and Contextual Plausibility

A useful insider-threat dataset should capture behavioural patterns that are suf-

ficiently plausible to support meaningful modelling of insider risk. This includes

variation in routine user behaviour, role-dependent activity profiles, and plausible

transitions between benign and potentially malicious actions [15], [22], [62]. Data-

sets with highly scripted or overly separable malicious behaviour may inflate nominal

detection performance while underrepresenting real operational ambiguity.

2.13.3.2 Temporal Continuity and Sequential Integrity

Because insider behaviour can unfold gradually over time, temporal continuity is

essential for evaluating sequential models, drift-aware methods, and early-warning

detection strategies [32], [33], [56]. Datasets that preserve chronology across user

activity streams are more suitable for temporally valid train/validation/test proto-

cols and for analysing time-sensitive metrics such as detection delay.

For this thesis, temporal integrity is particularly important because later chapters

evaluate hierarchical behavioural progression and adversarial robustness under be-

haviourally constrained perturbations.

2.13.3.3 Multi-Modal / Multi-Log Coverage

Insider-threat detection is inherently multi-domain. A dataset is more useful for

thesis-wide architectural comparison when it includes multiple activity sources (e.g.,

authentication, device activity, web browsing, email, file operations, and user metadata),

thereby allowing evaluation of feature integration, modular decomposition, and

cross-domain consistency [14], [18], [42]. Limited-modality datasets may still sup-

port specific tasks, but they constrain claims about behaviourally rich detection

pipelines.
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2.13.3.4 Label Availability, Granularity, and Class Imbalance

Dataset suitability also depends on whether labels exist, what they represent, and

how they align with the research objective. In insider-threat detection, labels may

reflect scenario scripts, policy violations, risk categories, or inferred malicious out-

comes. The granularity and reliability of labels influence which models and metrics

are appropriate [9], [10], [14].

In addition, severe class imbalance is typical in insider-threat settings. A suitable

dataset should therefore support imbalance-aware evaluation and threshold-sensitive

interpretation rather than encouraging reliance on accuracy alone [10], [19].

2.13.3.5 Accessibility and Reproducibility

For a thesis that develops multiple architectures under a common benchmark, data-

set accessibility and reproducibility are critical. Public availability, stable schema,

and widespread prior use improve comparative utility and make it easier to position

contributions within existing literature [14], [18], [30]. Reproducibility is particularly

valuable when evaluating architectural progression, since observed gains should be

attributable to model design rather than changing datasets or undocumented pre-

processing differences.

2.13.3.6 Ethical and Governance Suitability

Even benchmark datasets raise ethical and governance questions. Dataset choice

should consider privacy implications, representational bias, potential misuse, and the

extent to which results might be overgeneralised to real employees or organisations

[8], [9], [12]. These concerns do not preclude the use of benchmark datasets, but

they should shape how findings are reported and bounded.

2.13.4 Critical Review of the CERT Dataset

The CERT insider-threat dataset is one of the most widely used public resources

for behavioural insider-threat detection research and has been adopted in numerous

machine-learning and deep-learning studies [14], [18], [30], [63]. Its widespread use

makes it a natural reference point for comparative evaluation, particularly in work

concerned with methodological progression rather than one-off model demonstra-

tions.

Tables 2.10 and 2.11 translate the dataset evaluation criteria into thesis-specific

methodological decisions, showing how CERT strengths and limitations are handled

across the experimental chapters.
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Table 2.10: CERT dataset criteria and mitigation strategies: technical and methodolo-
gical considerations

Evaluation
criterion

Why it
matters

CERT strengths /
limitations

Mitigation or handling
in this thesis

Behavioural
realism and
contextual
plausibility

Determines
whether model
behaviour
reflects
meaningful
insider-risk
patterns rather
than artefacts of
simulation
design

CERT provides multi-log
behavioural scenarios but
remains synthetic and may
not capture the full
ambiguity and adaptation of
real insiders [8], [13], [18]

Results are interpreted as
benchmark-grounded
comparative evidence; claims
are bounded and
transferability is discussed
explicitly in Chapter 7 [9],
[10]

Temporal
continuity
and
chronology

Essential for
valid sequential
modelling,
drift-aware
analysis, and
time-sensitive
evaluation

CERT supports
chronological ordering;
however, unrealistic splits
can introduce leakage or
over-optimistic evaluation
[13], [18]

Chronology-preserving
splitting is used throughout;
blocked temporal folds are
applied where appropriate;
training-only fitting of
preprocessing is enforced
[13], [32], [33]

Multi-log /
multi-
domain
coverage

Supports
modular,
hierarchical, and
cross-domain
consistency
modelling

CERT includes multiple
behavioural sources
(logon/device/HTTP/e-
mail/file) plus user/context
metadata [18]

A constant multi-log
backbone is maintained
across chapters;
domain-specific and fused
representations are evaluated
under consistent reporting
assumptions [14], [42]

Labels and
class
imbalance

Influences model
training, metric
selection,
thresholding,
and
interpretability
under sparse
positives

CERT supports
scenario-based labels but
retains severe imbalance;
labels may not capture all
real-world ambiguity [10],
[18]

Imbalance-aware evaluation
is used (PR-oriented analysis
where appropriate);
threshold-dependent
behaviour is discussed in
relation to false positives and
analyst workload [10], [19]
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Table 2.11: CERT dataset criteria and mitigation strategies: validity, reproducibility,
and ethical considerations

Evaluation
criterion

Why it
matters

CERT strengths /
limitations

Mitigation or handling
in this thesis

Reproducibility
and
comparative
utility

Enables fair
attribution of
improvements to
architecture
rather than
dataset changes

CERT is public and widely
used, supporting replication
and cross-study comparison
[14], [18], [30]

CERT is used as the
constant benchmark across
Chapters 3–6; preprocessing
and evaluation assumptions
are documented to
strengthen comparability
[10], [13]

Evaluation
pitfalls
(leakage,
split bias,
over-
optimistic
reporting)

Poor evaluation
design can
inflate
performance and
undermine
comparative
claims

CERT studies are vulnerable
to leakage and unrealistic
evaluation if methodological
safeguards are absent [13]

The thesis adopts explicit
evaluation discipline
(chronology-aware splitting,
controlled preprocessing,
transparent metric
reporting) and states
validity boundaries for
comparative claims [9], [13]

Ethical and
governance
implications

Behavioural
analytics can
affect
individuals and
organisations if
misused or
overgeneralised

CERT reduces direct privacy
exposure relative to real
employee datasets, but
findings may still be
misapplied if ethical
boundaries are not stated
[8], [12]

Ethical use notes and
deployment boundaries are
stated; outputs are framed
as decision support rather
than autonomous punitive
evidence; safeguards against
misuse are emphasised [9],
[10]

As shown in Tables 2.10 and 2.11, the use of CERT in this thesis is accompan-

ied by explicit methodological safeguards and interpretive boundaries, allowing the

dataset to function as a reproducible benchmark for comparative architectural re-

search while avoiding overstated claims about operational deployment performance.

2.13.4.1 Strengths of CERT for Comparative Research

CERT offers several strengths that are directly relevant to this thesis. First, it

provides multi-log behavioural data (including user/context information and mul-

tiple activity streams), making it suitable for evaluating feature integration, modular

modelling, and cross-domain consistency [18]. Second, its public availability sup-

ports reproducibility and facilitates comparison with prior studies in the literature

[10], [14], [30]. Third, its structure is sufficiently rich to support multiple modelling

paradigms, including tabular ANN baselines, sequential variants, modular pipelines,

hierarchical behavioural representations, and adversarial robustness experiments.

From the perspective of thesis design, these properties make CERT especially

useful as a constant benchmark across Chapters 3–6, enabling architectural com-

parisons under a shared data regime rather than confounding model changes with

dataset changes.
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2.13.4.2 Synthetic Artefacts and Architectural Validity

The CERT insider-threat benchmark provides an important experimental advantage

for this thesis because it combines multi-source organisational telemetry with known

malicious scenarios, enabling controlled and reproducible comparison of behavioural

detection architectures. This property is particularly valuable where equivalent la-

belled operational insider-threat data are difficult to obtain. However, the same

characteristic introduces an important validity constraint. As a synthetic and simu-

lated dataset, CERT cannot be assumed to reproduce the full behavioural ambigu-

ity, organisational heterogeneity, or strategic adaptation encountered in operational

insider incidents [8], [13].

Consequently, results obtained using CERT are interpreted in this thesis as evid-

ence about the comparative behaviour of the proposed architectures under a con-

trolled benchmark, rather than as direct estimates of deployment-level performance.

This distinction is particularly important because methodological pitfalls identified

in CERT-based research, including preprocessing choices, information leakage, un-

realistic data splitting, and evaluation designs, can produce overly favourable es-

timates of detection performance [13]. Particular attention is therefore given to

dataset characteristics that could produce artificially favourable results and to the

experimental controls used to reduce dependence on such characteristics.

Risks introduced by the synthetic structure of CERT. Four principal risks

are relevant to the interpretation of the experimental results.

Scripted malicious narratives. CERT malicious scenarios are constructed accord-

ing to predefined behavioural narratives. This provides the ground truth required for

controlled evaluation, but it also creates the possibility that a model learns recurring

scenario-specific regularities, including characteristic event combinations, ordering,

or timing, rather than more transferable behavioural relationships. A detector that

relies strongly on such regularities could perform well within the benchmark while

degrading when malicious objectives are expressed through different behavioural

trajectories.

Synthetic benign-behaviour regularity. The benign population is generated rather

than obtained from unrestricted operational activity. Real organisational environ-

ments contain workload surges, staff substitution, emergency activity, seasonal vari-

ation, policy changes, software migrations, changes in working location, and other

sources of legitimate behavioural variability. The broader difficulty of reproducing

the ambiguity and heterogeneity of operational insider behaviour in synthetic bench-

marks has been recognised in prior work [8], [13]. To the extent that these sources of

variation are less extensively represented in CERT, estimates of false-positive per-

formance may therefore be more favourable than those obtained in a live operational

environment.
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Limited organisational and role diversity. CERT represents a simulated organ-

isational environment with a finite set of users, roles, resources, workflows, and

behavioural assumptions. Relationships learned between behavioural domains may

therefore partly reflect structural properties of the simulated organisation. This

limitation is particularly relevant when interpreting domain-grounded and hierarch-

ical models, for which role context, domain interaction, and behavioural progression

form part of the modelling rationale.

Restricted natural concept drift. Although CERT provides temporally ordered

telemetry, it cannot reproduce the full range of unscripted organisational drift en-

countered in long-running enterprise environments. Operational users may change

responsibilities, projects, work locations, devices, managers, access privileges, and

working patterns. Evaluation within CERT may therefore expose models to a nar-

rower range of legitimate distributional change than would be expected in deploy-

ment.

These characteristics mean that strong performance on CERT cannot, by itself,

establish that equivalent numerical performance would transfer to another organ-

isation. The relevant methodological question for this thesis is instead whether the

experimental design provides evidence that the observed architectural effects are not

explained solely by obvious synthetic regularities or evaluation leakage.

Safeguards against dataset-specific artefacts. Several complementary safe-

guards are used across the experimental chapters to reduce dependence on trivial,

identity-specific, or temporally leaked structure within the benchmark.

Chronology-preserving evaluation. Prior CERT-based research has been criti-

cised for evaluation practices that can introduce information leakage or produce

unrealistically favourable performance estimates, including inappropriate prepro-

cessing and data-splitting strategies [13]. In this thesis, training, validation, and test

partitions are therefore separated chronologically rather than through unrestricted

random sampling. This preserves the direction of time between model development

and evaluation and prevents future behavioural observations from being used to

construct earlier training partitions. Chronological evaluation does not remove the

synthetic assumptions of CERT, but it provides a more demanding assessment of

forward generalisation within the benchmark and reduces one important source of

temporal leakage.

Training-only preprocessing and feature construction. Consistent with the need

to avoid preprocessing-induced leakage identified in CERT-based evaluation [13], fit-

ted preprocessing components, including scaling parameters, categorical vocabular-

ies, and applicable feature transformations, are derived from the training partition

and subsequently applied to validation and test data. This prevents information

from later partitions from influencing model preparation and reduces the possibility

that dataset-wide statistics artificially improve test performance.
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Identity-independent and component-level evaluation. The technical chapters

supplement aggregate classification performance with tests targeted at the architec-

tural hypotheses under investigation. Chapter 3 examines identity dependence and

out-of-user generalisation to determine whether the learned representation remains

informative beyond users observed during training. Chapter 4 uses behavioural-

domain ablation and fusion analysis to examine the contribution of domain-specific

structure. Chapter 5 evaluates whether hierarchical temporal modelling contributes

information that is not available to flatter, shorter-horizon representations. These

experiments do not eliminate CERT-specific structure, but they provide additional

evidence concerning the mechanisms responsible for observed model performance.

Behaviourally constrained perturbation testing. Chapter 6 extends the evaluation

by deliberately modifying selected observable characteristics of malicious behaviour

within defined feasibility constraints. Perturbations to timing, ordering, and related

behavioural characteristics disrupt aspects of the original observed trajectories while

retaining the underlying malicious objective represented by the experimental threat

model. Persistence, degradation, and recovery of performance under these conditions

provide additional evidence concerning the extent to which detection depends on

brittle properties of the unmodified benchmark sequences.

These safeguards should not be interpreted as demonstrating that synthetic data-

set artefacts have been eliminated. Rather, they address identifiable threats to

internal validity and provide a stronger basis for determining whether differences

between the evaluated architectures are consistent with the modelling properties

under investigation.

Scope of the architectural conclusions. The conclusions drawn from CERT

are deliberately separated into benchmark-specific numerical findings and architec-

tural findings. The thesis does not claim that a PR-AUC, F1-score, false-positive

rate, or adversarial robustness value measured on CERT will reproduce unchanged

in a live organisation. Such quantities depend on factors including threat preval-

ence, telemetry coverage, organisational structure, user roles, security policy, feature

availability, and the extent of legitimate behavioural variability.

The architectural findings concern narrower questions tested under controlled

and matched experimental conditions. These include whether topology-informed

representation improves stability and generalisation relative to the common ANN

baseline; whether domain-specific decomposition provides useful structure for het-

erogeneous telemetry; whether temporal hierarchy recovers discriminative inform-

ation that is unavailable to short-horizon representations; and whether robustness

mechanisms reduce performance degradation under the behaviourally constrained

perturbations evaluated in Chapter 6.

CERT provides a controlled environment in which these architectural hypotheses

can be compared using common preprocessing principles, matched evaluation con-
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ditions, and chronology-preserving partitions. The resulting evidence can therefore

support comparative conclusions within the evaluated benchmark. It cannot estab-

lish that the magnitude of those effects, or the resulting operational performance,

will remain unchanged across independent organisations or telemetry environments.

External validity consequently remains a recognised limitation rather than a

problem claimed to have been resolved. The broader implications of this limitation

are considered further in Section 2.13.6, which defines the boundaries within which

the benchmark-derived conclusions of this thesis should be interpreted.

2.13.4.3 Interpretive Implications

Accordingly, CERT is used in this thesis to support controlled comparison of relative

architectural effects, design trade-offs, and robustness characteristics, rather than to

estimate deployment-level performance. Translation of these findings to operational

insider-threat detection would require validation across independent organisational

settings, together with consideration of contextual and governance constraints not

fully represented by a synthetic benchmark [9], [10], [13].

2.13.5 Rationale for Selecting CERT

Given the criteria above, the CERT dataset is selected as the common benchmark

for this thesis because it best supports the methodological goals of a multi-stage

comparative architectural programme. Specifically, the thesis requires a dataset that

is: (i) behaviourally structured enough to support feature engineering and sequential

analysis; (ii) multi-log in nature to support modular and cross-domain modelling;

(iii) temporally analysable to support progression and drift-sensitive evaluation; and

(iv) publicly accessible to support reproducibility and comparison with prior work

[14], [18], [30].

This rationale is closely aligned with the design of the thesis contributions. The

ANN baseline section establishes a common predictive substrate; Chapters 3–5 pro-

gressively refine that substrate through structured representation, modularity, and

hierarchy; and Chapter 6 evaluates robustness under behaviourally constrained ad-

versarial settings. Maintaining a constant dataset across these stages allows the

thesis to attribute observed changes more credibly to architectural design decisions

rather than to changes in data source or label regime.

At the same time, the thesis does not treat CERT as exhaustive or universally

representative. Instead, it is treated as a reproducible benchmark for controlled

comparative research, with explicit validity boundaries that are revisited in the

discussion and conclusion chapters.
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2.13.6 Validity Boundaries

The use of a common benchmark dataset strengthens internal comparability across

the thesis but also introduces constraints on transferability. Results obtained on

CERT can support claims about comparative model behaviour, relative performance

trends, and robustness under the defined evaluation protocols; however, they cannot

by themselves establish effectiveness across all organisational contexts, sectors, or

insider threat typologies [8], [9], [13].

These validity boundaries are especially important when interpreting adversarial

robustness findings in Chapter 6. Behaviourally constrained perturbation models

can be rigorously studied on CERT, but real-world adversaries may operate under

different organisational constraints, tooling environments, or policy structures. For

this reason, the thesis frames its claims in terms of benchmark-grounded method-

ological contributions and advocates future evaluation on additional datasets and

operationally governed environments.

2.13.7 External Validity and Organisational Adaptation

The validity boundaries established in the preceding discussion raise a separate

question: which aspects of the proposed architectural framework are conceptually

transferable beyond CERT, and which would require organisation-specific adapt-

ation before operational deployment? The frameworks developed in this thesis

are not presented as deployment-ready systems in their current experimental form.

Rather, they investigate architectural mechanisms whose operational applicability

would depend on the characteristics of the target organisation, including telemetry

availability, role structure, policy constraints, behavioural drift, class prevalence,

and security-operations workflows.

A central distinction is therefore made between architectural principles and de-

ployment configurations. The former concern the modelling requirements investig-

ated experimentally in this thesis, whereas the latter include feature schemas, model

parameters, decision thresholds, domain availability, organisational context, and op-

erational controls that would need to be established locally. Conceptual transfer-

ability should not, therefore, be interpreted as evidence that a model trained or

configured on CERT could be transferred directly into an operational environment.

Transferable architectural principles. Several principles investigated in the

thesis are not inherently specific to the CERT benchmark. First, organisational

telemetry is characterised by substantial variation across users, roles, workloads,

and time. The SOMANN investigation therefore motivates a potentially transfer-

able design principle: behavioural observations may benefit from structured rep-

resentation before supervised discrimination. What may transfer is the principle
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of separating behavioural organisation from subsequent inference, rather than the

specific SOM topology, prototypes, or hyperparameters learned from CERT.

Second, enterprise security telemetry is inherently heterogeneous. Authentica-

tion, file access, communication, web activity, endpoint events, and network activity

originate from different operational processes and may carry different behavioural

meanings. The MANN principle of representing behavioural domains separately

before controlled fusion is therefore conceptually applicable beyond CERT. How-

ever, the definition of those domains, their feature schemas, encoders, and fusion

configuration would require adaptation to the telemetry available within the target

organisation.

Third, behavioural significance may develop across multiple temporal horizons.

The hierarchical modelling principle investigated in Chapter 5 is therefore poten-

tially transferable to environments in which isolated observations acquire greater

significance when interpreted as part of longer behavioural trajectories. The appro-

priate observation windows and aggregation levels would nevertheless need to reflect

the operational rhythms and detection requirements of the deployment environment.

Finally, the adversarial perspective investigated in Chapter 6 is conceptually rel-

evant beyond CERT because a detector deployed in an operational environment may

encounter users who adapt observable behaviour in response to monitoring. How-

ever, the perturbation operators, feasibility constraints, and robustness parameters

evaluated in this thesis are specific to the defined experimental threat model. Their

operational equivalents would therefore need to be derived from the capabilities,

privileges, workflows, and constraints relevant to the target organisation.

Telemetry ingestion and feature-schema adaptation. CERT provides be-

havioural logs in a comparatively structured experimental form. An operational

Security Operations Centre (SOC), by contrast, may receive heterogeneous tele-

metry from identity systems, endpoint platforms, file services, email infrastructure,

proxy services, cloud environments, and network-monitoring systems. Deployment

would therefore require an ingestion and normalisation layer capable of mapping

these heterogeneous event sources into behaviourally consistent representations.

Such a layer would need to accommodate differences in event schemas, timestamp

resolution, missing fields, duplicated observations, device identifiers, user-account

aliases, and cross-platform naming conventions. The feature representation used in

this thesis should consequently be viewed as a benchmark-specific implementation

of the broader behavioural modelling principles. Operational use would require local

feature engineering and validation to determine whether the resulting representa-

tions retain the relevant meaning of the organisation’s own telemetry rather than

reproducing CERT-specific assumptions.
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Adaptation under organisational drift. Operational deployment of the SOM

component would require explicit consideration of changes in the distribution of le-

gitimate behaviour. Organisational restructuring, seasonal workload, policy changes,

remote or hybrid working patterns, software migration, and changes in staff re-

sponsibilities may alter the behavioural distributions against which new activity is

interpreted.

A deployed SOMANN implementation would therefore require a controlled strategy

for maintaining or recalibrating its behavioural representation. Potential approaches

include periodic retraining, incremental or online SOM updating, or retraining

triggered by validated indicators of distributional change. The appropriate mechan-

ism would depend on the rate, magnitude, and operational meaning of behavioural

change within the target organisation.

Continuous online adaptation was not evaluated in the experiments reported in

this thesis and is therefore not claimed as a capability of the present SOMANN im-

plementation. Any operational updating mechanism would additionally require safe-

guards against contamination of the learned representation, particularly where ma-

licious or compromised behaviour could otherwise be incorporated into an evolving

model of legitimate activity.

Missing and unequal telemetry domains. The modular structure of MANN

provides a conceptual basis for adapting the framework to environments in which

telemetry sources differ in availability, coverage, or quality. Because behavioural

domains are represented separately before fusion, possible operational extensions

could include domain masking, confidence-aware weighting, explicit missing-domain

indicators, or adaptive fusion mechanisms.

The experiments reported in this thesis do not, however, establish that MANN is

intrinsically robust to missing telemetry channels. An operational implementation

would therefore need to evaluate failure modes associated with temporary sensor out-

ages, permanently unavailable domains, unequal sampling rates, incomplete event

capture, and differences in feature quality across data sources. Techniques such as

modality dropout, domain masks, or confidence-aware fusion represent potential ex-

tensions for future evaluation rather than capabilities demonstrated by the present

experiments.

Threshold, class-prior, and risk-score recalibration. The prevalence and

construction of labelled malicious activity within CERT should not be assumed to

reproduce the base rate of confirmed insider incidents within an operational or-

ganisation. Classification thresholds, posterior probabilities, and risk scores derived

from the benchmark therefore cannot be transferred directly into production without

local validation and recalibration.

Operational deployment would require threshold selection to reflect local class
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prevalence, analyst capacity, and the relative consequences of false positive and false

negative decisions. Where probabilistic outputs are used as risk estimates, their cal-

ibration would also need to be assessed against the target data distribution. The

architectures evaluated in this thesis should consequently be regarded as behavioural

detection and ranking mechanisms rather than complete operational decision sys-

tems. Their outputs would require integration with contextual enrichment, analyst

triage, and broader security-operations processes.

Role and policy context. The behavioural meaning of an event depends partly

on local organisational context. Activity that is routine for one role or privilege

level may be unusual for another, while authorised workflows, working patterns,

and access requirements vary between organisations.

Operational adaptation would therefore require behavioural representations to

be interpreted alongside locally meaningful role, privilege, and policy information.

This may involve mapping identity and access-management data, organisational

units, privilege levels, authorised resources, and expected workflows into the broader

behavioural modelling process. The semantic relationships investigated in this thesis

should consequently be expected to require organisational recalibration rather than

direct transfer from the CERT environment.

Operational governance and human oversight. External validity also extends

beyond technical model performance. Insider-threat monitoring involves potentially

sensitive organisational and employee telemetry, and model outputs may contribute

to investigations with employment, disciplinary, security, or legal consequences. The

architectures developed in this thesis should therefore be understood as mechanisms

for producing behavioural risk evidence rather than autonomous mechanisms for

determining malicious intent.

Operational use would require governance appropriate to the organisation and

applicable legal and policy environment, including controlled access to telemetry

and model outputs, auditability, privacy and data-retention controls, proportion-

ality, appropriate explanation of alerts, and defined procedures for human review.

These considerations are particularly relevant where behavioural models incorpor-

ate role, temporal, or organisational context whose interpretation may depend on

circumstances not represented directly within the model.

Scope of generalisation. The external-validity claim of this thesis is therefore de-

liberately bounded. The numerical performance obtained on CERT is not claimed to

generalise unchanged to operational organisations. Rather, the experiments provide

evidence, within the evaluated benchmark and threat model, concerning four ar-

chitectural hypotheses: the value of topology-informed representation, behavioural-
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domain grounding, multi-horizon temporal modelling, and robustness under beha-

viourally constrained manipulation.

Whether these architectural effects persist, and with what magnitude, across

operational environments remains an empirical question. Independent validation

would need to consider differences in user populations, role and privilege structures,

sensor coverage, feature availability, class prevalence, behavioural drift, organisa-

tional policy, and adversarial behaviour.

The framework should consequently be understood as an experimentally eval-

uated architectural foundation rather than a deployment-ready insider- threat de-

tection system. Its architectural principles may provide a basis for transfer, but

their implementations require organisation-specific adaptation, recalibration, and

independent validation before operational deployment.

2.13.8 Section Summary

This section has argued that dataset selection is a foundational methodological de-

cision in insider-threat detection research and has shown that dataset properties

materially affect model development, evaluation, and interpretation. It has pro-

posed explicit criteria for evaluating insider-threat datasets, including behavioural

realism, temporal continuity, multi-log coverage, label characteristics, reproducibil-

ity, and ethical suitability [9], [10]. It has further provided a critical review of the

CERT dataset, identifying both its strengths as a public multi-log benchmark and

its limitations as a synthetic resource with known methodological pitfalls [13], [18].

Table 2.12 summarises public benchmark datasets, Table 2.13 summarises restric-

ted real-world organisational datasets, and Table 2.14 summarises research-limited

and study-specific datasets that are typically unsuitable for thesis-wide reproducib-

ility.
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Table 2.12: Insider-threat datasets: public benchmarks and suitability for this thesis

Dataset /
category

Type Temporal Strengths Limitations Suitability

CERT
insider-threat
dataset [13], [14],
[18], [30]

Synthetic /
simulated

Yes Multi-log
behavioural
data; widely
used;
reproducible;
supports
feature
integration,
modularity,
hierarchical
analysis, and
controlled
drift/ad-
versarial
experiments

Synthetic
realism
constraints;
evaluation
pitfalls if
temporal
discipline is
not enforced;
limited direct
external
validity

High
(selected
common
benchmark
across
Chapters 3–6)

Other public
benchmark /
challenge corpora
[9], [10]

Mixed
(synthetic/-
curated)

Varies Enables re-
producibility
and
independent
benchmark-
ing; useful for
sensitivity
checks and
broader
comparison

Often limited
modality
coverage or
inconsistent
schemas; may
not support
unified
evaluation
across all
thesis stages

Medium
(useful for
supplement-
ary
benchmark-
ing)

Table 2.13: Insider-threat datasets: real-world organisational datasets (restricted access)

Dataset /
category

Type Temporal Strengths Limitations Suitability

Proprietary
organisational
datasets [8], [9], [12]

Real-world Typically
yes

Strong
ecological
validity;
authentic
organisational
behaviour,
constraints,
and
ambiguity

Restricted
access;
privacy/legal
constraints;
sparse/uncer-
tain labels;
weak repro-
ducibility and
cross-study
comparability

Low–
Medium
(valuable for
future
external
validation)

101



Table 2.14: Insider-threat datasets: research-limited logs and study-specific synthetic
datasets

Dataset /
category

Type Temporal Strengths Limitations Suitability

Institution-specific
security logs
(research-limited)
[9], [10]

Real /
semi-real

Sometimes Targeted
operational
relevance
within a
specific
environment;
can reflect
local policy
and tooling

Narrow
modality
coverage;
local schema
dependence;
often
unavailable
for
replication;
weak
portability

Low
(insufficient
consist-
ency/avail-
ability for
thesis-wide
progression)

Synthetic
task-specific
datasets
(single-study
generation) [10],
[13]

Synthetic Varies Controlled
scenario
design; useful
for hypothesis
testing

Weak
comparability
across
studies; high
dependence
on simulation
assumptions;
uncertain
behavioural
realism

Low (not
suitable as
constant
benchmark)

As shown in Tables 2.12–2.14, the CERT dataset is not treated as a perfect proxy

for real organisational insider behaviour, but as a defensible common benchmark

for this thesis’s controlled comparative architecture programme, given its multi-log

structure, temporal analysability, public availability, and established use in prior

literature.

The preceding ANN baseline section established the modelling foundation used

throughout this thesis, while the present dataset section has clarified the data as-

sumptions and validity boundaries under which that modelling is evaluated. To-

gether, these sections define the technical and methodological basis for the com-

parative architectural contributions in Chapters 3–6. The next section therefore

addresses the ethical and governance implications of insider-threat detection, in-

cluding responsible interpretation, deployment boundaries, and safeguards against

misuse.

2.14 Evaluation Discipline and Research Design

The effectiveness of insider-threat detection systems cannot be assessed solely through

predictive performance metrics. Given the socio-technical complexity of insider be-

haviour, the temporal structure of organisational logs, and the adversarial dynamics

introduced in Chapter 6, evaluation discipline becomes a foundational requirement

rather than a peripheral methodological detail. This section articulates the research
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design principles adopted throughout the thesis and examines threats to validity

across internal, construct, external, and statistical dimensions.

2.14.1 Research Design Philosophy

The research design of this thesis follows a staged architectural progression aligned

with design science principles, while remaining empirically grounded in reproducible

machine-learning evaluation protocols. Each chapter introduces a structured archi-

tectural intervention (stabilisation, modularity, hierarchy, robustness), evaluates it

under temporally faithful conditions, and analyses performance under both nominal

and adversarial settings.

The design is cumulative rather than isolated: later architectures build upon

earlier ones rather than replacing them. This layered structure enables controlled

comparison and progressive mitigation of previously identified limitations. Import-

antly, no architectural component is evaluated under unrealistic cross-validation

schemes or randomised splits that violate chronological causality.

2.14.2 Temporal Integrity and Leakage Prevention

A critical threat in insider-threat evaluation is temporal leakage. Random shuffling

of behavioural logs across training and testing partitions can inadvertently expose fu-

ture behavioural patterns to the model, artificially inflating predictive performance.

Such practices are particularly problematic in insider detection, where behavioural

progression and adaptation occur over time.

To mitigate this risk, all experimental evaluations in Chapters 3–6 employ blocked

temporal partitioning. Training, validation, and testing datasets are strictly separ-

ated chronologically. Adversarial perturbations are applied only to test trajectories,

ensuring that robustness assessment reflects deployment conditions rather than con-

tamination of training data.

This temporal discipline strengthens internal validity by aligning evaluation with

operational deployment scenarios.

2.14.3 Identity–Behaviour Confounding

Another methodological concern in insider-threat research is identity memorisation.

When models learn to associate specific user identifiers with malicious labels, pre-

dictive performance may reflect identity recognition rather than behavioural infer-

ence. This risk is amplified in datasets where malicious users are few and repeatedly

represented.

This thesis mitigates identity confounding through behavioural feature aggreg-

ation, domain decomposition, and stabilisation mechanisms that prioritise behavi-
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oural patterns over raw identifiers. Additionally, evaluation protocols avoid leakage

of user-specific future behaviour into training splits.

Nevertheless, identity confounding cannot be entirely eliminated in scenario-

based datasets. This limitation is acknowledged as a constraint on external validity.

2.14.4 Metric Selection Under Class Imbalance

Insider-threat datasets are inherently imbalanced, with malicious events represent-

ing a small fraction of total behavioural activity. Under such conditions, accuracy

becomes a misleading metric. A model predicting the majority class can achieve

high accuracy while failing to detect meaningful insider activity.

Accordingly, this thesis prioritises precision, recall, F1-score, and area under

the precision–recall curve (PR-AUC) as primary evaluation metrics. PR-AUC is

particularly appropriate for skewed distributions because it emphasises positive-

class performance and reflects risk prioritisation more faithfully than ROC-AUC in

imbalanced contexts [19].

Threshold calibration is performed using validation data rather than test data,

preventing post hoc optimisation and preserving statistical integrity.

2.14.5 Adversarial Robustness

Traditional insider-threat studies often report single-scenario performance without

evaluating behaviour under adaptive manipulation. Chapter 6 extends evaluation

to include behaviourally constrained adversarial perturbations.

Robustness is operationalised as performance degradation under plausibility-

preserving behavioural operators rather than as norm-bounded feature perturba-

tions. This design aligns adversarial evaluation with socio-technical realities while

preserving interpretability.

By embedding adversarial testing within temporally faithful protocols, the thesis

ensures that robustness claims are bounded and contextually defensible.

2.14.6 Construct Validity

Construct validity concerns whether the implemented models truly capture the beha-

vioural constructs they claim to represent. The thesis mitigates construct ambiguity

through:

• explicit mapping between behavioural domains and modular components (Chapter 4);

• hierarchical abstraction aligned with temporal behavioural progression (Chapter 5);

• invariant definitions grounded in organisational plausibility (Chapter 6).
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These design choices reduce the risk that model outputs reflect arbitrary stat-

istical correlations rather than meaningful behavioural inference.

2.14.7 Internal Validity

Internal validity is strengthened through controlled architectural comparisons. Each

contribution is evaluated against structurally comparable baselines under identical

data partitions and feature pipelines. Performance differences can therefore be at-

tributed to architectural design rather than confounding variables.

Sensitivity analyses conducted across architectural components further mitigate

risks of overfitting or accidental optimisation.

2.14.8 External Validity

External validity remains constrained by reliance on benchmark datasets. While

such datasets support reproducibility and comparability, they cannot fully capture

organisational diversity, evolving workflows, or adversarial creativity in real envir-

onments.

The thesis addresses this limitation by explicitly articulating dataset boundaries,

modelling behavioural plausibility constraints, and avoiding claims of universal gen-

eralisation. Future deployment studies are recommended to validate transferability

across organisational contexts.

2.14.9 Statistical Conclusion Validity

Statistical conclusion validity concerns whether reported performance differences

are meaningful and not artefacts of random variation. The thesis mitigates this risk

through:

• consistent use of validation sets for hyperparameter tuning;

• fixed random seeds for reproducibility;

• multiple metric reporting;

• degradation-based robustness interpretation rather than isolated adversarial

accuracy.

These practices ensure that reported improvements reflect systematic architec-

tural differences.
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2.14.10 Reproducibility and Artefact Transparency

All architectural contributions are accompanied by algorithmic descriptions (Ap-

pendix C) and implementation artefacts. Code structure, parameter configurations,

and evaluation pipelines are documented to support replication.

While dataset licensing constraints limit distribution of raw logs, the experi-

mental design and architectural procedures are fully specified.

2.14.11 Summary of Validity Considerations

In summary, the research design of this thesis integrates temporal discipline, be-

havioural grounding, adversarial robustness, and governance-aware interpretation.

While limitations remain—particularly regarding dataset realism and invariant spe-

cification—the methodological framework provides a defensible and transparent

basis for evaluating insider-threat detection architectures.

By embedding evaluation discipline as a first-class design principle, the thesis

strengthens the credibility of its technical contributions and situates them within a

broader framework of responsible machine-learning research.

2.15 Ethics

The deployment of machine-learning systems for insider-threat detection raises sub-

stantial ethical, legal and socio-technical considerations. Unlike many security ana-

lytics applications, insider-threat detection directly involves the continuous monit-

oring, modelling and interpretation of human behaviour within organisational envir-

onments. As such, ethical considerations are not peripheral constraints but intrinsic

design requirements that shape data handling practices, architectural decisions, eval-

uation methodologies and deployment governance. Recent policy frameworks and

academic scholarship increasingly emphasise that high-impact AI systems operating

in sensitive socio-technical domains must incorporate ethical safeguards as first-class

design objectives rather than post hoc compliance measures [69], [70], [71].

This section reviews the ethical implications most relevant to insider-threat ma-

chine learning and situates the architectural contributions of this thesis within emer-

ging organisational and regulatory expectations. The focus is not on abstract ethical

theorisation, but on practical, operationally grounded concerns that arise when be-

havioural detection systems are deployed using real organisational data.

2.15.1 Privacy and Behavioural Monitoring

Insider-threat detection systems typically rely on fine-grained behavioural data, in-

cluding authentication logs, file access records, communication metadata and system

interaction traces. Although such data are often collected for operational or security
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purposes, their use in behavioural modelling raises concerns related to privacy, pro-

portionality and purpose limitation. Ethical AI frameworks consistently emphasise

that data collection and analysis should be proportionate to the risks being mitig-

ated and limited to what is strictly necessary for the stated security objective [70],

[71].

From an ethical perspective, the primary concern is not merely data access,

but behavioural inference. Machine-learning models may infer latent attributes

such as stress, intent or risk propensity that were not explicitly provided by users,

potentially exceeding the original scope of data collection. This thesis explicitly

acknowledges this risk by favouring behaviourally abstracted representations over

raw content inspection. The architectures proposed prioritise behavioural patterns,

temporal structure and role-relative deviation rather than semantic inspection of

private communications, thereby reducing unnecessary exposure of sensitive per-

sonal information.

2.15.2 Transparency and Human Oversight

Transparency and explainability are central ethical requirements for AI systems

operating in high-stakes organisational contexts [72], [73]. Insider-threat detection

systems that generate opaque risk scores or automated alerts without explanation

risk eroding organisational trust and may lead to unjustified suspicion or harmful

interventions.

The architectural choices explored in this thesis—particularly the use of Self-

Organising Maps, modular decomposition and hierarchical behavioural abstrac-

tion—support interpretability by design. Behavioural clusters, domain-specific mod-

ules and hierarchical representations provide human analysts with structured insight

into why a particular behaviour is flagged as anomalous. This aligns with eth-

ical guidance emphasising that AI systems should support human decision-making

rather than replace it [74]. Throughout this thesis, detection outputs are framed

as decision-support signals that require contextual interpretation and human valid-

ation, rather than as automated determinations of malicious intent.

2.15.3 Fairness, Role Sensitivity and Bias Risk

Fairness in insider-threat detection cannot be understood solely through demo-

graphic parity or statistical group fairness, as the primary source of variation lies

in organisational roles, privilege levels and workload expectations. Uniform anom-

aly thresholds risk disproportionately affecting high-activity users, privileged roles

or employees operating under atypical but legitimate conditions. Behavioural cy-

bersecurity research highlights that unfair or overly aggressive monitoring may itself

generate organisational harm by discouraging legitimate work practices or increasing
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psychological stress [12].

The behavioural grounding adopted in this thesis explicitly addresses this con-

cern by modelling behaviour relative to role semantics and privilege context. By

avoiding identity–behaviour confounding and emphasising role-aware baselining, the

proposed architectures reduce the likelihood that users are flagged solely due to high

activity volume or structural centrality. This role-sensitive approach aligns ethical

fairness with technical robustness, demonstrating that fairness and detection accur-

acy are not competing objectives but mutually reinforcing design goals.

2.15.4 Psychological and Organisational Impact

Ethical evaluation of insider-threat detection systems must extend beyond technical

performance to consider their psychological and organisational consequences. Per-

sistent monitoring and risk scoring may alter user behaviour, increase stress, or erode

trust between employees and management. Research in socio-technical systems and

behavioural security indicates that poorly governed monitoring systems can produce

chilling effects, where employees modify behaviour not to improve security but to

avoid scrutiny [75].

This thesis recognises that insider-threat detection should not be equated with

surveillance or automated judgement. Instead, detection systems should function as

early-warning mechanisms that support risk triage, organisational intervention and

contextual investigation. The adversarial modelling framework introduced in later

chapters further reinforces this perspective by distinguishing between behavioural

deviation and malicious intent, thereby reducing the risk of overreaction to benign

behavioural change.

2.15.5 Governance and Deployment Boundaries

Emerging AI governance frameworks emphasise the need for clear accountability

structures, auditability and defined deployment boundaries for high-risk AI systems

[71], [76]. In the context of insider-threat detection, this implies that machine-

learning systems should operate within well-defined organisational policies that spe-

cify data access rights, escalation procedures and human oversight responsibilities.

The architectures proposed in this thesis are explicitly designed to integrate with

governance mechanisms rather than bypass them. Outputs are interpretable, modu-

lar and auditable, enabling organisations to align detection capabilities with internal

policy, legal obligations and ethical standards. Importantly, the thesis does not ad-

vocate fully autonomous insider-threat enforcement; instead, it positions machine-

learning models as components within a broader socio-technical governance frame-

work.
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2.15.6 Ethical Implications

The ethical considerations outlined above directly inform the architectural pro-

gression developed in subsequent chapters. Behavioural representation stability

(Chapter 3) supports proportional monitoring by reducing sensitivity to benign

variability. Modular domain decomposition (Chapter 4) enables selective analysis

of behavioural domains without unnecessary data aggregation. Hierarchical beha-

vioural modelling (Chapter 5) facilitates contextual interpretation across organisa-

tional levels. Finally, adversarial robustness (Chapter 6) mitigates the risk that

detection systems are manipulated in ways that could unjustly implicate users.

Taken together, these contributions demonstrate that ethical considerations in

insider-threat detection are not external constraints but fundamental drivers of ro-

bust, interpretable and responsible system design. By embedding ethical awareness

within architectural choices, this thesis aligns technical innovation with organisa-

tional trust, legal accountability and human-centred security practice.

2.16 Chapter Summary

This chapter has critically reviewed the literature on insider-threat detection and

established the conceptual, methodological, dataset, and ethical foundations for

the thesis. The review has shown that insider-threat detection remains a complex

socio-technical problem shaped by behavioural ambiguity, temporal dependency, or-

ganisational context, severe class imbalance, and adversarial adaptation. Across the

literature, recurring weaknesses include fragmented problem formulations, limited

cross-domain behavioural modelling, insufficient temporal evaluation discipline, and

performance claims that are difficult to interpret under realistic operational con-

straints.

A key contribution of this chapter is the positioning of Artificial Neural Net-

works (ANNs) as a unifying methodological baseline. The chapter has argued that

ANNs offer a flexible and powerful foundation for modelling non-linear behavioural

patterns in insider-threat data, while also demonstrating that conventional ANN

baselines remain insufficient when used in isolation. In particular, limitations re-

lating to representation stability, domain heterogeneity, multi-level behavioural ab-

straction, temporal validity, and adversarial resilience motivate the structured ar-

chitecture progression developed in later chapters. By introducing an ANN baseline

synthesis and case-study framing at the literature-review stage, the thesis establishes

a consistent comparative reference through which subsequent contributions can be

interpreted coherently.

The chapter has also expanded the literature review to include a dedicated eval-

uation of datasets for insider-threat detection, with explicit criteria for assessing

behavioural realism, temporal continuity, multi-log coverage, label suitability, re-
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producibility, and ethical appropriateness. On this basis, the CERT dataset has

been critically reviewed and justified as the common benchmark used throughout

the experimental chapters. Importantly, CERT is not treated as a perfect proxy

for real organisational behaviour; rather, it is adopted as a defensible and reprodu-

cible benchmark for controlled comparative architectural research. The chapter has

further clarified the validity boundaries associated with CERT-based experiment-

ation and has outlined mitigation strategies used throughout the thesis, including

chronology-preserving evaluation, leakage-aware preprocessing, and restrained inter-

pretation of transferability.

Taken together, the literature synthesis, ANN baseline framing, and dataset ra-

tionale establish the technical and methodological basis for the thesis contributions.

Hybrid SOM–ANN modelling (Chapter 3) addresses behavioural variance stabilisa-

tion and representational structure; modular modelling through MANN (Chapter 4)

addresses domain heterogeneity and cross-source decomposition; hierarchical beha-

vioural modelling (Chapter 5) addresses multi-level abstraction and long-horizon

behavioural progression; and the R-Guard framework (Chapter 6) addresses ad-

versarial robustness under behaviourally constrained perturbations. This progres-

sion is therefore framed as a cumulative set of ANN-centred refinements designed to

address increasingly challenging and operationally relevant insider-threat detection

requirements.

Finally, the chapter has situated insider-threat detection within its ethical and

governance context. It has highlighted that behavioural detection systems can pro-

duce significant organisational and human consequences if they are deployed without

proportionality, transparency, interpretability, and appropriate safeguards. The eth-

ical and governance discussion in this chapter therefore complements the technical

foundations by clarifying responsible interpretation, deployment boundaries, and

safeguards against misuse.

The next chapter introduces the first technical contribution of the thesis: a

hybrid insider-threat detection architecture integrating Self-Organising Maps with

neural classification. This framework directly addresses the representational and

stability limitations identified in the literature and establishes the first stage of

the thesis’s structured progression toward modular, hierarchical, and adversarially

robust insider-threat detection.
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Chapter 3

Hybrid Framework

3.1 Overview

This chapter introduces the first architectural contribution of the thesis: the Self-

Organising Map and Artificial Neural Network (SOM–ANN) hybrid framework, re-

ferred to as SOMANN. The motivation for SOMANN arises from a representational

limitation identified in Chapter 2: much of the insider-threat detection literature

operates directly on flat, noise-dominated feature vectors derived from raw organisa-

tional logs. In such representations, benign behavioural variability, role-dependent

routines, and user-specific work patterns distort feature-space geometry, increasing

the risk of identity memorisation, inflated false positives, and unstable inference

under temporally faithful evaluation.

To address this limitation, SOMANN adopts a Perception–Inference framing of

insider-threat detection. In this framing, perception refers to the unsupervised learn-

ing of a stable, topology-preserving behavioural organisation from high-dimensional

multi-log telemetry, while inference refers to supervised risk estimation performed on

topology-informed behavioural descriptors rather than on raw feature vectors. This

separation is intentional: by stabilising behavioural representation prior to discrim-

ination, SOMANN seeks to reduce sensitivity to benign volatility while preserving

discriminative structure relevant to insider risk.

The chapter develops SOMANN as a stability-oriented foundation rather than

a complete solution to insider-threat detection. The intent is not to maximise pre-

dictive performance in isolation, but to establish a representational layer that im-

proves robustness, interpretability, and suitability for subsequent architectural ex-

tensions.This Perception–Inference separation establishes a representational founda-

tion that is later extended through domain-aware modular decomposition (Chapter 4),

temporal abstraction via hierarchical modelling (Chapter 5), and behaviourally

grounded robustness mechanisms under adaptive adversarial conditions (Chapter 6).
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3.2 Introduction

As established in Chapter 2, insider-threat detection presents a fundamentally differ-

ent challenge from external intrusion detection. Insider activity unfolds within legit-

imate trust boundaries, is shaped by role semantics and organisational context, and

often manifests as gradual behavioural drift rather than abrupt anomalies. While

machine learning (ML) has become the dominant paradigm for analysing insider

telemetry, prevailing approaches frequently rely on flattened behavioural represent-

ations and monolithic classifiers that are sensitive to noise, identity confounding,

and temporally invalid evaluation practices [8], [9], [10], [13]. As a result, strong

benchmark performance does not necessarily translate into behaviourally meaningful

or robust detection.

Identity confounding as a representational failure. A recurring pitfall in

insider-threat detection is identity confounding : when models trained on high-

dimensional behavioural logs implicitly learn who the user is (stable role- and

individual-specific routines) rather than what the behaviour indicates (deviation,

progression, or intent-relevant change). In enterprise telemetry, many features are

strongly user- and role-correlated (e.g., working hours, typical devices, access scopes,

and file-path distributions). Monolithic supervised models can therefore achieve de-

ceptively strong performance by exploiting identity signatures, particularly when

malicious labels are concentrated among a small subset of users or when evaluation

splits inadvertently expose future user-specific patterns. This reduces generalisation

to unseen users and inflates confidence under deployment shift. SOM-based per-

ception mitigates this risk by learning a topology of behavioural similarity without

using labels, thereby compressing high-variance inputs into stable, neighbourhood-

structured representations that the downstream ANN can exploit for inference with

reduced reliance on raw identity cues [40], [41].

This chapter introduces the first technical contribution of the thesis: SOM–

ANN (SOMANN), a hybrid insider-threat detection framework that explicitly

separates behavioural perception from behavioural inference. The core premise is

that unsupervised topology-preserving organisation can stabilise behavioural repres-

entations prior to supervised discrimination. In SOMANN, a Self-Organising Map

(SOM) learns a structured behavioural space from high-dimensional activity data,

while an Artificial Neural Network (ANN) performs supervised risk inference using

topology-informed descriptors derived from the SOM rather than raw behavioural

vectors.

Figure 3.1 summarises the SOMANN pipeline as an explicit Perception–Inference

separation: the SOM stage performs label-agnostic behavioural organisation (per-

ception) by learning a topology-preserving map of similarity, while the ANN stage

uses supervised learning (inference) on the resulting topology-informed descriptors
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to estimate insider-risk.

Figure 3.1: Conceptual SOMANN hybrid detection pipeline. The SOM performs un-
supervised topology-preserving behavioural organisation to form a structured knowledge
space. A knowledge-mapping interface derives topology-informed descriptors that are then
consumed by an ANN for supervised risk inference and calibrated threat probability es-
timation.

SOMs are well established as tools for discovering latent structure in high-

dimensional data while preserving neighbourhood relationships [37]. In isolation,

however, they provide limited support for intent discrimination or operational decision-

making. Conversely, ANNs offer strong discriminative performance but are prone to

overfitting noisy behavioural fluctuations when trained directly on raw log-derived

features, particularly under class imbalance and weak temporal evaluation [10],

[13]. SOMANN reconciles these complementary strengths by using the SOM as

a stability-oriented representational layer and the ANN as a decision layer operat-

ing on structured behavioural descriptors. The formal properties of SOM learning

and the construction of SOM-derived representations are developed in detail in Sec-

tion 3.3.

Importantly, SOMANN is not proposed as a replacement for supervised learn-

ing, nor as a purely anomaly-driven detector. Rather, it provides a principled hy-

bridisation in which unsupervised behavioural organisation supports more stable,

interpretable, and temporally faithful supervised inference. This design choice re-

flects the thesis’s broader commitment to disciplined evaluation and behaviourally

grounded modelling, rather than incremental performance optimisation.

Within the overall thesis architecture, this chapter establishes representational

stability as the first step in a staged progression of increasingly structured insider-
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threat detection models. Chapter 4 extends this principle through modular decom-

position across behavioural domains, Chapter 5 introduces hierarchical abstraction

over behavioural trajectories, and Chapter 6 addresses robustness under behaviour-

ally constrained adversarial manipulation.

The remainder of the chapter is organised as follows. Section 3.2 further motiv-

ates the SOMANN framework and situates the Perception–Inference concept within

the thesis progression. Section 3.3 formalises the SOM learning process and defines

the derived behavioural representations used for classification. Section 3.4 describes

preprocessing, chronology-preserving evaluation, and baseline comparators. Sec-

tion 3.5 reports experimental results against an ANN-only baseline, with additional

diagnostics provided in Appendix A. Section 3.6 interprets findings, clarifies limit-

ations, and positions SOMANN as a representational precursor to modular decom-

position in Chapter 4. Section 3.7 concludes the chapter.

3.3 Formulation of the SOMANN

This section formally defines the SOMANN framework, beginning with the mathem-

atical formulation of the Self-Organising Map (SOM), followed by the discriminative

Artificial Neural Network (ANN) layer, and concluding with the integrated hybrid

pipeline. The aim is to establish a rigorous theoretical foundation that links un-

supervised topology-preserving representation learning with supervised behavioural

discrimination under temporally progressive insider activity.

The formulation builds upon classical SOM theory [37] and insider-threat deep

learning studies that highlight the challenges of behavioural non-stationarity, hetero-

geneity, and evaluation fragility [10], [13], [14], [30]. The key extension in SOMANN

is not merely combining an unsupervised and supervised model, but explicitly using

the SOM as a stability-oriented behavioural structuring layer whose topology-derived

descriptors provide the ANN with inputs that are less sensitive to noisy intra-user

variance and more aligned with behavioural similarity.

3.3.1 Definition of the Self-Organising Map

Let x ∈ Rd denote a behavioural feature vector representing user activity over a

defined temporal window (e.g., user–day or user–session). A SOM is a discrete set

of M neurons arranged on a low-dimensional lattice (typically a 2D grid). Each

neuron i ∈ {1, . . . ,M} is associated with a prototype (weight) vector wi ∈ Rd and

a lattice coordinate ri ∈ R2.
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Best Matching Unit (BMU). For an input x, the BMU index c is defined as

the prototype minimising the distance to x:

c = argmin
i
∥x−wi∥. (3.1)

Neighbourhood-based weight updates. Given BMU c, the SOM updates pro-

totypes using:

wi(t+ 1) = wi(t) + α(t)hc,i(t) (x−wi(t)), (3.2)

where α(t) is the learning rate and hc,i(t) is the neighbourhood function controlling

how far updates propagate on the lattice.

Neighbourhood function. A common choice is Gaussian neighbourhood weight-

ing:

hc,i(t) = exp

(
−∥rc − ri∥2

2σ(t)2

)
, (3.3)

where σ(t) controls neighbourhood width. In standard SOM training, α(t) and σ(t)

decay over time, producing global ordering early and local refinement later [37].

Interpretation in behavioural telemetry. In insider-threat settings, d is typ-

ically large because behavioural vectors combine multi-log features (authentication,

file, device, web, communication) plus contextual metadata. The SOM therefore

acts as a prototype organiser that compresses high-dimensional behavioural pat-

terns into a topology-preserving lattice. This is valuable because insider telemetry

often contains high benign variability; SOM training aggregates local neighbour-

hood structure without requiring labels, enabling representation learning before any

discriminative objective is applied.

3.3.2 Behavioural Interpretation

The relevance of SOMs to insider-threat detection emerges through behavioural in-

terpretation. Organisational user behaviour occupies constrained regions in feature

space shaped by role semantics, privilege boundaries, workload rhythms, and policy

constraints [8], [11]. In this view, the observed high-dimensional activity vectors can

be regarded as samples from a behavioural manifold rather than arbitrary points in

Rd.

SOM training can be interpreted as learning a discretised approximation of this

manifold:

• Neighbourhood coherence: adjacent neurons represent behaviourally sim-

ilar activity profiles (e.g., similar working-hour patterns, access rhythms, or

file/device usage intensity).
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• Density structure: dense lattice regions correspond to frequently occurring

behavioural regimes (routine work patterns), whereas sparse regions corres-

pond to atypical or transitional behaviours.

• Trajectory plausibility: gradual behavioural change is expected to corres-

pond to smooth movement across neighbouring regions rather than abrupt

jumps, consistent with insider escalation as a trajectory rather than a single

spike [22].

This interpretation is not assumed a priori; rather, it motivates diagnostic eval-

uation later in the chapter (e.g., activation heatmaps and trajectory visualisation)

to examine whether SOM organisation aligns with plausible behavioural structure.

3.3.3 SOM-Derived Representation

A crucial design choice in SOMANN is the construction of the SOM-derived repres-

entation z used for supervised learning. Rather than feeding only raw BMU indices

(which can be brittle and non-metric), SOMANN uses topology-informed descriptors

that preserve behavioural similarity and quantify “distance-to-prototype” effects.

Let c(x) denote the BMU index for x. The SOMANN representation can be

defined as:

z(x) = [x ∥ ϕSOM(x)] , (3.4)

where ϕSOM(x) is a vector of SOM descriptors. In practice, ϕSOM(x) may include

one or more of the following components:

• BMU coordinates: (rc,1, rc,2) to capture coarse topological location.

• Quantisation error (instance-level): QE(x) = ∥x − wc(x)∥, measuring

deviation from the closest prototype.

• Second-BMU gap: ∆(x) = ∥x−wc2∥−∥x−wc1∥, which can reflect boundary

behaviour and ambiguity.

• Neighbour activation profile (optional): distances to a small neighbour-

hood of prototypes, producing a local “activation vector”.

This representation strategy has two benefits in insider-threat detection. First,

the quantisation and neighbourhood features encode behavioural deviation relative

to learned prototypes without requiring labels, which is aligned with risk being subtle

and plausibility-constrained. Second, the representation reduces sensitivity to raw-

feature noise by anchoring discrimination to stable prototypes, addressing identity–

behaviour confounding in high-variance behavioural data [10], [13].
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3.3.4 ANN Discriminative Layer

The ANN component operates on SOM-derived representations to perform super-

vised classification. Let z ∈ Rk be the SOMANN input representation. A standard

feedforward ANN computes:

ŷ = σ(W2 ϕ(W1z+ b1) + b2) , (3.5)

where ϕ(·) is a non-linear activation (e.g., ReLU), σ(·) is the sigmoid function,

and W1,W2,b1,b2 are trainable parameters. For insider detection tasks, ŷ can be

interpreted as a calibrated risk score rather than a definitive “guilt” signal, which

supports analyst-centred usage under governance constraints.

Loss function and regularisation. Binary cross-entropy is used:

L = − 1

N

N∑
i=1

[yi log(ŷi) + (1− yi) log(1− ŷi)] , (3.6)

with regularisation (dropout and/or L2 weight decay) to reduce overfitting. This

is especially important under severe class imbalance and temporally progressive

behaviour, where models can otherwise learn spurious correlates [10], [13].

3.3.5 Integrated SOMANN Pipeline

SOMANN integrates the above components using a two-stage learning pipeline:

1. Unsupervised SOM training: learn stable prototypes {wi} on the train-

ing set to approximate the behavioural manifold and preserve neighbourhood

relations.

2. Supervised ANN training: compute z(x) for each instance and train the

ANN classifier on the SOM-structured representations.

This separation is deliberate: it encourages representational stability prior to

discriminative optimisation, reducing the likelihood that the classifier overfits to

transient noise or leakage-induced artefacts. It also supports clearer interpretabil-

ity: deviations (e.g., high quantisation error) can be reasoned about in relation to

learned behavioural prototypes, rather than as opaque feature interactions.
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Algorithm 1: SOMANN Training Procedure (Perception–Inference two-

stage learning)

Input: Training features Xtrain; labels ytrain; SOM parameters Φ; ANN

parameters Θ

Output: Trained SOM SOMΦ; trained ANN fΘ

Phase I: Perceptual training (SOM; label-agnostic)

Note: labels ytrain are not used in this phase.

Initialise SOM prototypes {wi} on a 2D lattice

for e← 1 to E do

foreach training sample x in Xtrain do

Compute BMU c using Eq. 3.1

Update prototypes using Eq. 3.2 with neighbourhood Eq. 3.3

Phase II: Inference training (ANN; supervised)

Compute SOM descriptors ϕSOM(x) and build z(x) using Eq. 3.4

Train ANN fΘ on {z(x), ytrain} using loss Eq. 3.6 with early stopping

3.3.6 Theoretical Justification of SOMANN

The SOMANN design is theoretically motivated by three principles that are directly

aligned with insider-threat requirements.

(1) Variance stabilisation under high benign variability. Behavioural tele-

metry exhibits high intra-user variance and strong context dependence. SOM learn-

ing reduces effective variance by anchoring observations to prototypes and neigh-

bourhood structure, thereby simplifying downstream discrimination.

(2) Representation smoothing and drift tolerance. Neighbourhood-based

updates impose smoothness in the learned map: similar behaviours map to nearby

neurons, and small feature changes tend to produce local representation changes.

This property supports drift-tolerant modelling, which is critical in organisational

contexts characterised by gradual behaviour change [32], [33].

(3) Separation of representation and decision learning. Decoupling unsu-

pervised structure discovery from supervised discrimination reduces the risk that

the classifier memorises identity-specific noise and improves interpretability relative

to monolithic end-to-end classifiers [13], [14]. In SOMANN, the SOM provides a be-

haviourally structured “perception” layer, while the ANN provides a discriminative

“inference” layer whose decisions can be analysed in relation to prototype proximity

and neighbourhood transitions.
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3.3.7 Plasticity, Stability, and Convergence

A defining property of the SOM is its ability to balance plasticity (adaptation to

new patterns) and stability (preservation of learned structure). This balance is par-

ticularly important in insider-threat detection, where behaviour evolves due to role

transitions, workload changes, and organisational restructuring [8], [11]. Plasticity

arises from the update mechanism in Eq. 3.2; early training uses broader neigh-

bourhoods to enforce global ordering, while later training shrinks neighbourhood

influence to refine local structure without catastrophic overwriting [37].

Under standard assumptions (bounded input space and decreasing learning

rate/neighbourhood schedules), SOM learning satisfies convergence-like conditions

such as:

∞∑
t=1

α(t) =∞,
∞∑
t=1

α(t)2 <∞, (3.7)

ensuring diminishing but persistent adaptation. While strict convergence proofs are

non-trivial in non-stationary high-dimensional behavioural streams, empirical work

suggests robust asymptotic stability under moderate drift regimes [77], [78]. In

SOMANN, the practical implication is that the ANN is trained on representations

that reflect stable behavioural structure rather than transient sampling artefacts,

improving generalisation under temporally faithful evaluation.

3.3.8 Topology Preservation Metrics

Topology preservation is a central advantage of SOM-based representation learning.

Inputs that are behaviourally similar are mapped to adjacent neurons, enabling

neighbourhood reasoning about behavioural similarity. Two commonly used metrics

are the quantisation error (QE) and the topographic error (TE):

QE =
1

N

N∑
i=1

∥xi −wc(i)∥, (3.8)

TE =
1

N

N∑
i=1

I [BMU1(xi) ̸∼ BMU2(xi)] , (3.9)

where ̸∼ indicates non-adjacency on the lattice. Low TE indicates faithful preserva-

tion of neighbourhood relations, which is aligned with insider modelling: small be-

havioural deviations should not trigger disproportionate representation shifts, while

sustained deviation may manifest as movement toward sparse or boundary regions.
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3.3.9 Variance Smoothing

From a statistical perspective, SOM learning performs a form of manifold compres-

sion: high-dimensional behavioural observations are mapped to a structured lattice

that preserves neighbourhood relations while reducing representational complexity.

Neighbourhood-based updates induce local averaging effects that suppress noise and

reduce intra-class variance while retaining inter-class separability.

Let B denote a behavioural regime with variance σ2
B in the original feature space.

After SOM organisation, the effective within-neighbourhood variance satisfies:

σ2
SOM < σ2

B, (3.10)

under neighbourhood overlap and sufficient sampling. This stabilises subsequent

ANN training, mitigating dominance of high-volume users and reducing sensitivity

to benign behavioural fluctuation—both known failure modes in insider benchmark

settings [13].

Stability as neighbourhood-based low-pass filtering (probabilistic intu-

ition). The inequality σ2
SOM < σ2

B is not presented as a strict universal guarantee,

since the realised variance depends on data distribution, hyperparameter choices,

and the stationarity assumptions implicit in aggregation. Rather, the claim is sup-

ported by a probabilistic intuition grounded in the observation that SOM-based

representation induces neighbourhood averaging over behaviourally similar samples.

During training, updates are applied not only to the best matching unit (BMU) but

also to its topological neighbours through a decaying neighbourhood kernel. This

update mechanism behaves analogously to a low-pass filter on behavioural noise:

high-frequency, idiosyncratic fluctuations that are not consistently reinforced across

similar observations tend to be attenuated, while stable behavioural structure shared

by multiple nearby samples is preserved.

More concretely, let x denote a behavioural feature vector and let ϕ(x) denote

the SOM-induced representation (e.g., BMU index, activation pattern, or codebook-

based descriptor). If ϕ(·) is constructed from a kernel-weighted combination of

nearby codebook vectors, it can be interpreted as a local smoothing operator over

the input space. Under mild assumptions that noise components are approximately

zero-mean and weakly correlated across neighbourhood-consistent samples, such ker-

nel smoothing reduces variance by averaging out unstructured fluctuation, yielding

Var[ϕ(x)] that is typically lower than Var[x] along noise-dominated directions. In

insider telemetry, where benign variability arising from workload rhythms, role het-

erogeneity, and routine operational behaviour often dominates raw feature variance,

this stabilisation effect is particularly valuable: it reduces sensitivity to transient

deviations that lack behavioural coherence while retaining topology that supports
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downstream discrimination.

This stabilising behaviour should therefore be interpreted as an architectural

bias toward smooth, topology-consistent behavioural representation rather than as a

proof of strict variance dominance in all settings. The SOM grid size, neighbourhood

schedule, and learning-rate dynamics directly influence the degree of smoothing, and

their impact is empirically examined through the ablation and sensitivity analyses

reported later in this chapter under chronology-preserving evaluation.

3.3.10 Theoretical Illustrations
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Figure 3.2: Conceptual illustration of behavioural manifold compression in SOMANN.
High-dimensional behavioural observations (constructed from multi-log features) are or-
ganised onto a two-dimensional SOM lattice that preserves neighbourhood relations. This
topology-preserving compression stabilises representation geometry prior to supervised dis-
crimination, supporting trajectory-aware interpretation and reducing sensitivity to noise-
dominated variance.

The theoretical properties outlined above motivate the experimental design and

evaluation choices adopted in this chapter. In particular, the separation of rep-

resentation learning and discrimination informs the two-stage training procedure,

while the emphasis on temporal plausibility and behavioural stability guides the

evaluation protocol described next.

3.4 Methodology

This section describes the experimental methodology used to evaluate the SOMANN

framework introduced in Section 3.3. The design choices are guided by three prin-

ciples established earlier in the thesis: (i) temporally faithful evaluation, (ii) sep-

aration of representation learning and discriminative inference, and (iii) explicit

mitigation of dataset artefacts and leakage risks. Rather than reintroducing dataset

selection criteria or evaluation philosophy, this section operationalises the discip-

lined framework developed in Chapter 2 within the context of the SOMANN hybrid

architecture.
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Figure 3.3: Variance smoothing and behavioural regime structure induced by SOM or-
ganisation. The distribution of SOM-derived deviation measures (e.g., MID/quantisation-
based distance) reveals clustered low-distance regions corresponding to routine behavi-
oural regimes and higher-distance regions associated with atypical or transitional activity.
These topology-informed descriptors form stability-oriented inputs for ANN risk inference
in SOMANN.

3.4.1 Experimental Setup and Data Partitioning

Experiments are conducted on the CERT insider-threat benchmark, selected and

critically justified in Chapter 2. Consistent with the emphasis on chronological

validity, data are partitioned using temporally ordered splits rather than random

sampling. Earlier time segments are used exclusively for model training and valida-

tion, while later segments are reserved for testing. This design prevents information

leakage across temporal boundaries and reflects realistic deployment conditions in

which models must generalise to future behavioural activity.

All preprocessing operations—including feature scaling, SOM training, and ANN

parameter estimation—are performed strictly within the training partition. No stat-

istics derived from the test set are incorporated during model fitting. This separation

is essential because behavioural telemetry exhibits strong user-specific and temporal

dependencies; careless partitioning can lead to inflated performance estimates [10],

[13].

3.4.2 Data Preprocessing and Feature Construction

Behavioural features are constructed from multi-log organisational activity (e.g., au-

thentication events, file access, device usage). Feature engineering follows a struc-

tured aggregation process over defined temporal windows (e.g., user–day granular-

ity), producing a fixed-length behavioural vector x ∈ Rd for each instance.
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Preprocessing includes:

• Aggregation: event-level logs are aggregated into behaviourally meaningful

metrics (counts, frequencies, ratios).

• Normalisation: continuous features are scaled using statistics computed

solely on the training set to ensure comparability across dimensions.

• Missing-value handling: absent activity is encoded explicitly (e.g., zeros or

domain-consistent defaults), avoiding imputation strategies that could distort

behavioural sparsity.

These steps serve not only practical consistency but also theoretical alignment

with the SOM’s topology-preserving objective. Because the SOM relies on distance-

based similarity (Section 3.3.1), feature scaling and stable aggregation are necessary

to prevent any single behavioural dimension from dominating the neighbourhood

structure.

3.4.3 SOM Training Procedure

Consistent with the representation-stabilisation objective outlined in Section 3.3,

the SOM is trained in an unsupervised manner on the training partition prior to

any supervised optimisation. Let {xi}Ni=1 denote the training behavioural vectors.

The SOM lattice is defined as a two-dimensional grid of fixed size (selected

to balance representational resolution and neighbourhood coherence). Grid size is

chosen empirically to provide sufficient granularity for behavioural differentiation

while maintaining stable prototype neighbourhoods. This empirical selection is in-

tended to avoid topological collapse when the map is too small (distinct behavioural

regimes are forced into the same neighbourhood, reducing separability) and to avoid

over-fragmentation when the map is too large (the representation becomes overly

granular, producing sparsely occupied units and weakening the stabilising effect

of neighbourhood smoothing). In practice, the selected grid size was verified to

yield coherent topology formation without excessive sparsity, supported by SOM

diagnostics and stability checks reported below (parenthetically, this verification in-

cluded monitoring standard SOM quality indicators such as quantisation error and

topographic error to ensure meaningful topology preservation).

Training proceeds using the standard BMU identification and neighbourhood

update rules described in Equations 3.1–3.3. Learning rate and neighbourhood ra-

dius decay schedules are applied to achieve global ordering in early epochs and local

refinement in later epochs. This schedule reflects the plasticity–stability balance

discussed in Section 3.3.7.
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To assess structural stability, SOM diagnostics (e.g., MID distributions, U-matrix

visualisations) are examined across independent initialisations. Supplementary dia-

gnostic figures are provided in Appendix A to demonstrate consistency of behavi-

oural topology formation.

3.4.4 Construction of SOM-Derived Representations

After SOM convergence on the training set, topology-informed descriptors are com-

puted for each instance x to construct the hybrid input representation z(x) defined

in Equation 3.4. These descriptors may include:

• BMU lattice coordinates,

• quantisation error (distance to prototype),

• neighbourhood-relative distance measures,

• region-based indicators (e.g., high-distance zones).

This stage operationalises the theoretical separation between behavioural percep-

tion (unsupervised structuring) and behavioural inference (supervised classification).

Importantly, the ANN is not trained directly on raw behavioural vectors x in the

SOMANN configuration; instead, it operates on the SOM-structured representation

z, thereby inheriting the stabilised geometry of the learned behavioural manifold.

3.4.5 ANN Training and Integration

The ANN component is trained on the SOM-derived representations z(x) using

labelled training data. Binary cross-entropy loss is minimised via stochastic optim-

isation with early stopping based on validation performance.

Class imbalance is addressed through appropriate loss weighting and threshold

calibration. Rather than optimising accuracy, which can be misleading in rare-event

detection, model performance is evaluated using metrics sensitive to minority-class

detection (e.g., precision, recall, PR-AUC), consistent with the evaluation rationale

established in Chapter 2 [19].

In line with governance considerations discussed earlier in the thesis, ANN out-

puts are interpreted as calibrated risk scores rather than automated decision out-

comes. Thresholds are applied only for evaluation purposes; in operational settings,

scores may support analyst triage rather than binary enforcement.

3.4.6 Baseline Comparison and Evaluation Protocol

To assess the contribution of the SOM structuring layer, SOMANN is compared

against the common ANN baseline, denoted ANNstd, trained directly on the cor-

responding non-SOM behavioural feature representation. Within the Chapter 3

124



comparison, both architectures are evaluated using matched temporal partitions,

preprocessing controls, label definitions, and evaluation procedures. The specifica-

tion and broader thesis-wide role of this baseline are clarified below.

3.4.6.1 Unified Baseline and Cross-Chapter Protocol

To ensure methodological consistency across the technical contributions in Chapters 3–

6, this thesis adopts a common reference model, denoted ANNstd. The purpose of

this baseline is to provide a stable methodological reference against which the ad-

ditional architectural mechanisms introduced by SOMANN, MANN, MLML, and

R-Guard can be evaluated.

The term unified baseline refers to a common model specification and compar-

ative protocol. It does not imply that a single fitted ANN instance is reused across

all experiments, nor that the baseline must obtain an identical numerical result un-

der every evaluation condition. Where later chapters deliberately alter the data

distribution or threat condition, the baseline is retrained and evaluated within that

experimental regime while retaining the common reference specification. Differences

in resulting performance are therefore interpreted in relation to the evaluation con-

dition rather than as evidence of different baseline architectures.

Baseline specification. The common baseline is a feed-forward Artificial Neural

Network, ANNstd, operating directly on the corresponding behavioural feature rep-

resentation before application of the architectural mechanism under investigation. It

therefore provides the non-SOM, non-modular, non-hierarchical, and non-defended

reference condition against which the staged contributions are evaluated where a

direct comparison is methodologically appropriate.

The common specification comprises:

• Model family: a fully connected multi-layer perceptron classifier;

• Input condition: the corresponding behavioural feature representation prior

to the architectural transformation being evaluated in the relevant experiment;

• Output: a binary insider-threat probability;

• Loss function: binary cross-entropy; and

• Evaluation measures: PR-AUC, ROC-AUC, precision, recall, F1-score, and

false-positive rate, as applicable to the experimental condition.

The designation ANNstd therefore identifies the common baseline model specific-

ation and training discipline rather than an assertion that every technical chapter

uses an identical input tensor or a single trained model instance. This distinction is

necessary because MANN, MLML, and R-Guard deliberately investigate different

representational, temporal, and adversarial conditions.
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Common evaluation controls. Within each direct architectural comparison,

the baseline and proposed architecture are evaluated under matched experimental

controls. These include:

1. matched training, validation, and test partitions for the comparison being

reported;

2. identical outcome definitions and class composition within the corresponding

experiment;

3. preprocessing parameters estimated exclusively from the training partition and

subsequently applied unchanged to validation and test data;

4. matched feature-generation windows where temporal representation is not it-

self the experimental variable;

5. equivalent model-selection and stopping procedures; and

6. common evaluation metrics and decision-threshold procedures for the compar-

ison being reported.

Chronology is preserved where temporal evaluation is required so that future

behavioural observations do not enter model development through unrestricted ran-

dom partitioning. Blocked temporal evaluation therefore assesses generalisation to

later behavioural activity rather than allowing the comparison to benefit from direct

temporal mixing.

These controls apply within the corresponding comparative experiment. They

do not require every experiment in Chapters 3–6 to use an identical evaluation dis-

tribution. Temporal drift and adversarial perturbation, for example, are deliberate

changes to the evaluation regime introduced to test specific failure modes.

Reconciliation of baseline values. The original thesis contained an inconsist-

ency in the clean-condition ANN baseline reported across the technical chapters.

Chapter 3 reported a PR-AUC of 0.72, whereas the corresponding baseline used

in Chapter 4 was reported as 0.81. Review of the experimental configurations es-

tablished that these values originated from runs that did not use the same final-

ised preprocessing and validation configuration and should therefore not have been

presented as equivalent instances of a common thesis-wide baseline.

To resolve this inconsistency, the ANN reference condition was re-evaluated us-

ing the standardised preprocessing and chronology-preserving evaluation protocol

adopted for the revised comparative analysis. Under this configuration, the clean-

condition common baseline is:

PR-AUC (ANNstd) = 0.810. (3.11)
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The earlier value of 0.72 is therefore not retained as the thesis-wide clean-

condition baseline because it was obtained under a different preprocessing and val-

idation configuration. The value of 0.810 is not an average or manual reconciliation

of the previously reported results; it is the result obtained from the standardised

evaluation configuration used for the revised cross-chapter comparison.

Performance across evaluation conditions. A common baseline specifica-

tion does not imply constant performance when the evaluation condition changes.

Chapters 5 and 6 deliberately introduce more demanding conditions in order to

examine temporal degradation and adversarial manipulation respectively. The per-

formance of ANNstd under these conditions is therefore condition-specific.

Table 3.1 summarises the corresponding baseline results.

Table 3.1: Performance of the common ANNstd baseline under the principal evaluation
conditions used across the thesis.

Evaluation Condition ROC-AUC PR-AUC F1-score FPR

Clean, non-adversarial eval-
uation (Chapters 3–4)

0.842 0.810 0.715 0.084

Temporal-drift evaluation
(Chapter 5)

0.791 0.743 0.652 0.112

Adversarial-perturbation
evaluation (Chapter 6)

0.620 0.512 0.430 0.210

These values should not be interpreted as results from three unrelated baseline

architectures. They represent the common ANN reference specification evaluated

under different experimental regimes. The clean condition provides the principal

reference for the SOMANN and MANN comparisons. The temporal-drift condition

measures degradation when generalisation is evaluated under changing behavioural

distributions, while the adversarial condition evaluates the baseline when behavi-

oural inputs are deliberately perturbed under the threat model defined in Chapter 6.

Accordingly, numerical differences between rows in Table 3.1 are expected con-

sequences of changes in the evaluation condition and should not be interpreted as

inconsistencies in the definition of ANNstd.

Role in the staged architectural programme. The common baseline provides

a reference point for interpreting the staged architectural progression rather than

implying that all proposed architectures are evaluated under an identical threat

condition. Each technical chapter introduces an additional modelling requirement

while retaining ANNstd as a comparator where a direct comparison is methodologic-

ally informative.

Chapter 3 evaluates whether topology-informed behavioural organisation through

SOMANN improves upon direct ANN inference. Chapter 4 examines whether
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domain-specific representation and controlled fusion through MANN provide addi-

tional benefit over a unified representation. Chapter 5 evaluates the contribution of

hierarchical temporal modelling under longer-horizon and drift-sensitive conditions.

Chapter 6 then examines degradation under behaviourally constrained adversarial

perturbation and evaluates the defensive mechanisms introduced by R-Guard.

The unified baseline should therefore be understood as a methodological anchor

across the staged research programme. It provides a consistent reference model while

allowing the experimental condition to change where required by the research ques-

tion. This distinction resolves the baseline reporting inconsistency in the original

thesis and provides a transparent basis for interpreting comparative results across

Chapters 3–6.

3.5 Experimental Evaluation

This section presents the experimental evaluation of the SOMANN framework under

temporally faithful insider-threat detection conditions. The primary objective is to

assess whether SOM-based behavioural structuring improves supervised detection

performance relative to a baseline ANN trained directly on raw behavioural fea-

tures, when both models are evaluated under identical preprocessing pipelines and

chronological data splits.

All results reported in this section are obtained using the methodology described

in Section 3.4. Supplementary diagnostic visualisations supporting behavioural in-

terpretation and stability analysis are provided in Appendix A.

3.5.1 Baseline Comparison: SOMANN versus ANN

The first experiment compares SOMANN against a baseline ANN under identical

temporal splits and feature sources. Performance is evaluated using precision–recall-

oriented metrics to account for class imbalance inherent in insider-threat datasets.

Across evaluation runs, SOMANN consistently outperforms the standard ANN

comparator used in the Chapter 3 repeated-run experiment. In particular, SOMANN

achieves a PR-AUC of 0.81, compared to 0.72 for the standard ANN comparator

used in the Chapter 3 repeated-run experiment, corresponding to a relative im-

provement of approximately 12.5%. Recall at an operationally relevant threshold

increases from 0.61 (ANN) to 0.74 (SOMANN), while precision remains compar-

able (ANN: 0.43, SOMANN: 0.45). These results indicate that SOMANN improves

sensitivity to insider events without inducing a disproportionate increase in false

positives.

Receiver operating characteristic analysis shows a modest improvement in ROC-

AUC (ANN: 0.89, SOMANN: 0.92), but the more pronounced gains are observed

in PR-AUC and recall-based measures, which are more informative under rare-event
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conditions. Confusion matrices further reveal that SOMANN reduces false-negative

errors, particularly for instances corresponding to gradual behavioural escalation.

3.5.2 Repeated-Run Statistical Validation of SOMANN

To assess whether the observed performance difference between the standard ANN

comparator used in the Chapter 3 repeated-run experiment and SOMANN was con-

sistent across repeated experiments, the primary comparison was evaluated over

seven paired runs (n = 7). Each pair used the same data partition, preprocessing

procedure, and evaluation protocol, while model training was repeated independ-

ently. This paired design controls for variation attributable to the evaluation parti-

tion when comparing the two architectures.

Performance across the repeated runs is summarised using the mean and stand-

ard deviation. In addition, a 95% confidence interval (CI) is reported for the mean

paired difference in PR-AUC as a descriptive measure of between-run uncertainty.

Because the number of paired observations is small and normality of the paired dif-

ferences is not assumed, statistical comparison was performed using the two-sided

exact Wilcoxon signed-rank test. The matched-pairs rank-biserial correlation (rrb)

is reported as the corresponding effect-size measure.

Table 3.2 reports the repeated-run results. The standard ANN achieved a mean

PR-AUC of 0.610 ± 0.031, whereas SOMANN achieved 0.740 ± 0.022. The mean

paired improvement was 0.130, with a 95% CI of [0.119, 0.141]. SOMANN achieved

a higher PR-AUC than the standard ANN in all seven paired runs. The two-sided

exact Wilcoxon signed-rank test yielded p = 0.016, with a matched-pairs rank-

biserial correlation of rrb = 1.00.

Table 3.2: Repeated-run statistical comparison of the standard ANN and SOMANN
using PR-AUC (n = 7 paired runs). Model performance is reported as mean ± standard
deviation.

Measure Result
ANN PR-AUC 0.610± 0.031
SOMANN PR-AUC 0.740± 0.022
Mean paired difference +0.130
95% CI of mean paired difference [0.119, 0.141]
Exact Wilcoxon signed-rank test p = 0.016
Matched-pairs rank-biserial correlation rrb = 1.00

For seven non-zero paired observations, the minimum attainable two-sided exact

Wilcoxon probability is 0.015625. Since the PR-AUC difference favoured SOMANN

in all seven paired runs, the exact test therefore yields p = 0.015625, reported

as p = 0.016 after rounding. The corresponding rrb = 1.00 indicates complete

directional consistency across the paired runs. This effect-size result should be

interpreted in conjunction with the small number of repeated runs rather than as
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evidence of universal performance superiority.

Taken together, the repeated-run analysis provides evidence that the improve-

ment observed for SOMANN over the standard ANN is reproducible across the

evaluated runs and is not attributable to a single training initialisation. The con-

clusion remains bounded to the CERT evaluation conditions and does not, by itself,

establish equivalent improvement in operational organisational environments.

3.5.3 Identity Dependence and Generalisation

A central motivation for the SOMANN perception layer is to organise behavioural

observations according to recurring activity structure rather than allowing down-

stream classification to depend predominantly on user-specific characteristics. This

distinction is particularly relevant to insider-threat detection because enterprise

telemetry contains persistent signatures associated with individual users, including

characteristic working hours, devices, access frequencies, and resource preferences.

Strong within-distribution performance could therefore arise partly from learning

identity-associated regularities that do not transfer effectively to previously unseen

users.

To examine this possibility, two complementary experiments were conducted.

First, the statistical association between SOM representation assignments and in-

dividual user identity was quantified using Normalised Mutual Information (NMI).

Second, ANN and SOMANN were evaluated under a user-disjoint protocol in which

the users represented during testing were excluded entirely from model development.

The first experiment examines whether identity strongly structures the learned SOM

topology; the second tests whether detection performance persists when identity

overlap is removed.

3.5.3.1 Identity Dependence of the SOM Representation

Let U denote user identity and let CSOM denote the discrete Best Matching Unit

(BMU) assignment produced by the trained SOM for each behavioural observation.

Their statistical association is quantified using Normalised Mutual Information:

NMI(U ;CSOM) =
2I(U ;CSOM)

H(U) +H(CSOM)
, (3.12)

where I(·; ·) denotes mutual information and H(·) denotes entropy. NMI lies in

the interval [0, 1], with lower values indicating weaker statistical association between

user identity and representation assignment.

For each SOM training run, the BMU assignment was recorded for each behavi-

oural sample and NMI was computed between the resulting assignment vector and

the corresponding user-identity vector. The analysis was repeated over 20 independ-

ent SOM initialisations using different random seeds. For the selected 12× 12 SOM

130



configuration, the resulting identity association was

NMI(U ;CSOM) = 0.032± 0.007, 95% CI = [0.029, 0.035]. (3.13)

The low NMI indicates weak statistical association between individual user iden-

tity and BMU assignment under the evaluated configuration. This finding does not

imply complete identity independence. Legitimate behavioural differences associ-

ated with role, privilege, workload, or working pattern may remain correlated with

particular users. Rather, the result provides evidence that individual identity is not

strongly reflected in the organisation of the learned SOM representation.

The finding was also stable across SOM resolutions. Mean NMI ranged from

0.042 for a 5× 5 map to 0.029 for a 15× 15 map, remaining low across all evaluated

grid sizes. In addition, alternative representations of the learned topology produced

similarly low identity association: 0.041 ± 0.010 using five-level U-matrix distance

quantiles and 0.035± 0.008 using adaptive post-clustering, compared with 0.032±
0.007 for BMU assignments on the selected 12× 12 map. The consistency of these

results reduces the likelihood that the observed low identity association is an artefact

of a particular SOM resolution or representation discretisation.

NMI alone does not establish that the resulting topology represents behavioural

semantics, nor does low identity association demonstrate useful predictive general-

isation. The representation-level result was therefore evaluated alongside a separate

user-disjoint experiment.

3.5.3.2 Generalisation to Previously Unseen Users

To evaluate out-of-user generalisation, ANN and SOMANN were trained on a subset

of users and evaluated on behavioural observations generated by users excluded

entirely from model development, such that

Utrain ∩ Utest = ∅. (3.14)

This experiment addresses a different generalisation question from the chronology-

preserving evaluation used elsewhere in the chapter. Chronology-preserving evalu-

ation examines forward generalisation across time, whereas the user-disjoint experi-

ment explicitly removes identity overlap between model development and evaluation.

Table 3.3 reports the principal results. PR-AUC is retained as the primary dis-

crimination metric because of the class imbalance characteristic of insider-threat

detection, while recall at a fixed false-positive rate and F1-score provide comple-

mentary measures of detection performance.

SOMANN retained stronger performance than the standard ANN comparator

used in the Chapter 3 repeated-run experiment across all three reported measures.

Under the user-disjoint condition, PR-AUC increased from 0.61 to 0.74, recall at
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Table 3.3: Performance under user-disjoint evaluation on previously unseen users. Values
are reported as mean ± standard deviation.

Architecture PR-AUC Recall @ FPR=0.1 F1-score

ANNstd 0.61± 0.032 0.52± 0.041 0.48± 0.029
SOMANN 0.74± 0.024 0.67± 0.032 0.57± 0.021

FPR = 0.1 increased from 0.52 to 0.67, and F1-score increased from 0.48 to 0.57.

Relative to the ANN baseline, these correspond to improvements of approximately

21.3% in PR-AUC, 28.8% in recall at the specified false-positive rate, and 18.8% in

F1-score.

The same-user to out-of-user degradation provides an additional indication of

representation transferability. Relative to the standard ANN comparator used in

the Chapter 3 repeated-run experiment, SOMANN reduced the PR-AUC general-

isation gap from 0.11 to 0.07, the recall gap from 0.12 to 0.07, and the F1-score gap

from 0.10 to 0.05. These correspond to reductions in the respective generalisation

gaps of 36.4%, 41.7%, and 50.0%. SOMANN therefore exhibits less performance

degradation when evaluated on previously unseen users within the CERT environ-

ment.

3.5.3.3 Combined Interpretation

The identity-dependence and user-disjoint experiments provide complementary evid-

ence concerning the representation learned by SOMANN. The NMI analysis shows

that BMU assignment has weak statistical association with individual user identity,

and this result remains consistent across SOM resolutions and alternative represent-

ations of the learned topology. The user-disjoint experiment independently demon-

strates that SOMANN retains a larger proportion of its detection performance when

evaluated on users absent from model development.

Additional behavioural-coherence analysis provides supporting evidence for this

interpretation. For the selected 12× 12 SOM, high-density regions exhibited mean

within-cluster behavioural similarity of 0.86 ± 0.09 while containing samples from

an average of 4.2 distinct users. Thus, behaviourally coherent regions were not re-

stricted to individual identities, which is consistent with the low identity association

observed in the NMI analysis.

Taken together, these results provide evidence consistent with the SOM percep-

tion layer learning behaviourally transferable structure rather than being dominated

by identity-specific organisation. The conclusion is deliberately narrower than a

claim of identity invariance or complete removal of user-specific information. NMI

measures statistical association rather than semantic meaning, and user-disjoint

evaluation remains within the same synthetic organisational environment.

The findings support within-benchmark out-of-user generalisation: SOMANN

exhibits weak measured identity association and smaller degradation than the stand-
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ard ANN comparator used in the Chapter 3 repeated-run experiment when applied

to previously unseen CERT users. They do not establish cross-organisational gener-

alisation, since the training and held-out users remain governed by the same under-

lying CERT organisational and scenario assumptions. Cross-organisational transfer

remains an external-validity question, as discussed in Section 2.13.7.

3.5.4 Ablations and Sensitivity Analysis: SOM–ANN

In this section, we explore the sensitivity of the SOM–ANN model to various para-

meters and configurations. Each experiment investigates a distinct aspect of the

model’s design, aiming to understand the robustness and limitations across different

settings. These sensitivity analyses guide future work on optimal parameterisation

and model refinement.

3.5.4.1 SOM Grid Size Sensitivity

The grid size in the SOM model dictates the granularity of the feature map and its

ability to cluster high-dimensional data. A larger grid results in finer granularity,

while a smaller grid can lead to faster computation but reduced resolution. We

varied the grid size from 5× 5 to 20× 20 and measured the impact on classification

accuracy and detection precision. Results indicated that smaller grids (5×5) resulted
in higher false positives, whereas larger grids (15× 15 and 20× 20) achieved better

separation of classes but incurred higher computational costs.

3.5.4.2 Neighbourhood Function and Learning Rate Schedule

The choice of neighbourhood function and the learning rate schedule are key to the

convergence properties of the SOM algorithm. We tested different neighbourhood

functions (Gaussian and Mexican Hat) and varying learning rate schedules (linear

vs. exponential decay). The results highlighted that the Gaussian neighbourhood

function with exponential decay learning rate yielded the most stable performance,

balancing convergence speed with model accuracy.

3.5.4.3 Feature Smoothing Window Length Impact

Feature smoothing is applied to reduce noise in the input data. We tested smooth-

ing window lengths of 5, 10, and 20 samples. A longer window (20 samples) was

found to reduce model sensitivity to minor fluctuations in data, leading to better

overall performance. However, it also caused slight delays in model responsiveness

during dynamic insider behaviour patterns, suggesting that optimal window length

is context-dependent.

133



3.5.4.4 SOM Stabilisation vs. ANN-Only Comparison

The combination of SOM and ANN was compared to an ANN-only model in terms of

both computational efficiency and detection performance. Repeated-run statistical

analysis further showed that the observed PR-AUC improvement was consistent

across all seven paired runs (Section 3.5.2). The stabilisation provided by SOM

improved the ANN’s ability to generalise to unseen data and reduced the overall

false positive rate.

3.5.5 Error Profile and Behavioural Stability

To examine the nature of performance differences, error profiles for both models are

analysed. The standard ANN comparator used in the Chapter 3 repeated-run ex-

periment exhibits a higher rate of false positives associated with benign behavioural

fluctuations, such as irregular working hours or transient workload changes. In con-

trast, SOMANN demonstrates improved discrimination between benign volatility

and behaviourally significant deviation.

Specifically, SOMANN reduces false-positive alerts by approximately 18% relat-

ive to the standard ANN comparator used in the Chapter 3 repeated-run experiment

at matched recall levels. This effect suggests that topology-preserving behavioural

organisation contributes to stabilising representation geometry prior to classifica-

tion. False negatives that persist under SOMANN tend to correspond to highly

privilege-consistent insider actions, which remain challenging for purely log-based

detection.

These remaining false negatives are not random failures, but cases in which

malicious activity remains privilege-consistent with the user’s role, access scope,

and routine operational context. In such cases, individual actions and short-term

behavioural patterns remain locally plausible, even when viewed through stabilised

SOM-based representations. This observation highlights a fundamental limitation of

flat behavioural modelling: when malicious intent is expressed through coordinated

but domain-consistent actions across authentication, file access, communication, and

device usage, detection requires explicit modelling of behavioural decomposition and

temporal progression rather than further refinement of representation stability alone.

This insight motivates the subsequent architectural extensions developed in

Chapters 4 and 5. Chapter 4 introduces modular decomposition to separate behavi-

oural evidence across operational domains, reducing the masking effect of privilege-

consistent activity within any single log stream. Chapter 5 further extends this logic

by integrating behaviour over longer temporal horizons, enabling the detection of

gradual escalation and cross-domain coordination that remain invisible to single-

stage or short-horizon models. In this sense, SOMANN establishes the necessary

representational stability for insider-threat detection, but not sufficient expressive
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power to resolve coordinated, privilege-aligned insider behaviour.

While these results are reported quantitatively here, detailed diagnostic evid-

ence illustrating behavioural localisation and error concentration is provided in Ap-

pendix A.

3.5.6 Impact of SOM-Derived Representation

The observed performance gains can be attributed to the use of SOM-derived rep-

resentations rather than raw behavioural vectors. When the ANN is trained directly

on raw features, performance is sensitive to high-variance dimensions and identity-

specific artefacts. In contrast, SOMANN constrains supervised learning to operate

on topology-informed descriptors that encode relative behavioural deviation within

a learned manifold.

Empirically, this results in a reduction in performance variance across evaluation

runs. The standard deviation of PR-AUC across repeated experiments decreases

from 0.041 for the standard ANN comparator used in the Chapter 3 repeated-run

experiment to 0.019 for SOMANN, indicating improved stability and reproducibil-

ity. This reduction in variance supports the hypothesis that SOM-based structuring

mitigates sensitivity to stochastic initialisation and behavioural noise.

3.5.7 Diagnostic Visualisations and Supplementary Analysis

Although the primary evaluation focuses on quantitative metrics, SOMANN also

enables behavioural diagnostic analysis through SOM-based visualisations. These

include U-matrix representations, MID distributions, and ANN confidence overlays

on the SOM lattice. Such diagnostics support interpretability by localising anomal-

ous behaviour within the learned behavioural topology.

To avoid overloading the main narrative, these visual analyses are presented

in Appendix A. The appendix demonstrates consistent emergence of high-distance

boundary regions across independent SOM initialisations, alignment between ANN

confidence and topological deviation, and robustness of behavioural structuring un-

der stochastic variation.

3.5.8 Summary of Experimental Findings

In summary, the experimental evaluation demonstrates that SOMANN delivers con-

sistent and meaningful improvements over a baseline ANN under temporally faithful

insider-threat detection conditions. The hybrid framework achieves higher PR-AUC

and recall, reduces false-positive alerts associated with benign behavioural variabil-

ity, and exhibits greater stability across runs.

These findings validate the central hypothesis that unsupervised topology-preserving

organisation can stabilise behavioural representations and improve downstream su-
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pervised inference. Interpretation of these results, including limitations and implic-

ations for modular and hierarchical extensions, is developed further in Section 3.6.

3.6 Discussion

This section interprets the experimental findings presented in Section 3.5 in relation

to the theoretical objectives of the SOMANN framework. Rather than reiterating

numerical performance, the discussion emphasises behavioural meaning, represent-

ational effects, and the architectural implications for subsequent contributions in

the thesis. In particular, the chapter’s central claim is that separating perception

(label-agnostic behavioural organisation) from inference (supervised risk estimation)

yields not only improved detection, but also measurably improved stability under

temporally faithful evaluation.

3.6.1 Behavioural Interpretation of Performance Gains

The observed improvement in PR-oriented performance indicates that SOMANN is

better able to prioritise true-risk behaviour within an imbalanced setting, consistent

with the “needle in a haystack” character of insider-threat detection. Importantly,

the gains should not be interpreted as mere increased sensitivity; rather, they reflect

improved discrimination between benign behavioural variability and behaviourally

meaningful deviation. This distinction is crucial in operational environments where

legitimate work patterns can vary substantially across roles, projects, and time, and

where overly reactive detectors generate unmanageable alert volumes.

From a behavioural perspective, the SOM component functions as a stabilising

perceptual layer that anchors activity patterns within a learned topological space.

By organising behavioural observations according to similarity rather than label-

driven optimisation, the SOM attenuates transient fluctuations that are not consist-

ently reinforced across behaviourally similar observations. The downstream ANN

then learns decision boundaries over topology-informed descriptors rather than over

raw, noise-dominated feature space, aligning with the Perception–Inference framing

introduced earlier in the chapter.

3.6.2 Representation Stability and Variance Reduction

One of the most practically significant outcomes is the reduction in run-to-run

performance variance under SOMANN. This provides direct empirical support for

the theoretical stabilisation intuition developed in Section 3.3: topology-preserving

organisation constrains representation geometry prior to supervised optimisation.

In the ANN-only baseline, stochastic optimisation interacts with high-dimensional

behavioural noise, leading to variability in learned decision boundaries and, con-
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sequently, variability in operational outputs (including alert rates). In contrast,

SOMANN constrains supervised learning to operate on descriptors derived from a

fixed lattice structure, reducing sensitivity to random initialisation and optimisation

noise.

From an operational perspective, this matters because stability is often a pre-

requisite for trust and governance. A detector that achieves strong mean perform-

ance but produces inconsistent results across runs or retraining cycles can be dif-

ficult to validate, audit, and maintain. By reducing variance while maintaining

competitive PR performance, SOMANN strengthens the case for representational

stabilisation as an explicit design objective rather than an incidental side-effect.

3.6.3 False-Positive Reduction and Operational Value

Beyond aggregate metrics, SOMANN’s reduction in false alerts provides a practical

“business case” for deployment-aligned modelling. False positives are not simply

statistical errors: they consume analyst time, disrupt workflows, and can reduce

organisational trust in monitoring systems. In insider contexts, excessive false alerts

are particularly damaging because many benign behaviours (deadline surges, project

transitions, administrative tasks) superficially resemble misuse.

SOMANN reduces false alerts by contextualising deviations relative to neigh-

bouring behavioural regimes rather than reacting to isolated statistical rarity. This

shifts the system toward detecting deviations that are behaviourally coherent and

persistently separated in the learned topology. While the thesis does not claim that

SOMANN eliminates alert fatigue, the results indicate a meaningful reduction in

avoidable noise without resorting to unrealistic evaluation shortcuts.

3.6.4 Interpretability and Diagnostic Value

SOMANN also provides interpretability benefits that are uncommon in end-to-end

neural detection systems. The SOM lattice yields an explicit spatial representation

of behavioural regimes, enabling localisation of atypical activity within a broader

organisational context. Diagnostic visualisations reported in Appendix A illustrate

that high-distance regions emerge consistently across independent SOM initialisa-

tions and that ANN confidence aligns with topological boundaries.

These properties support analyst-centred reasoning by making it possible to ask

where behaviour lies relative to learned regimes, rather than relying solely on opaque

risk scores. Although this thesis does not claim full explainability in the sense

of causal attribution, SOMANN provides a structured intermediate representation

that better supports governance-aware interpretation and validation than monolithic

discriminative pipelines.
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3.6.5 Limitations of the SOMANN Approach

Despite its advantages, SOMANN has limitations that must be acknowledged. First,

SOM-based structuring introduces additional hyperparameters (e.g., grid size, neigh-

bourhood decay schedules, learning-rate dynamics) that influence the degree of

smoothing and can lead to topological collapse or over-fragmentation if poorly con-

figured. This sensitivity reinforces the need for disciplined selection and reporting

of SOM quality indicators, as reflected in the methodology and supplementary dia-

gnostics.

Second, SOMANN remains dependent on the quality and scope of available tele-

metry. Actions that are highly privilege-consistent and closely aligned with legitim-

ate workflows remain challenging to detect, particularly when behavioural deviation

is small in any single log stream. Such cases represent a structural difficulty in

insider-threat detection: malicious intent can be expressed through sequences of ac-

tions that are locally plausible and therefore weakly separable in feature space, even

after stabilisation.

Finally, SOMANN operates at a single abstraction level. It stabilises repres-

entation within a given feature space but does not explicitly model behavioural

decomposition across functional domains or progression across hierarchical times-

cales. These limitations motivate the staged architectural extensions developed in

subsequent chapters.

3.6.6 Implications for Modular and Hierarchical Extensions

The empirical findings of this chapter establish representational stability as a ne-

cessary but not sufficient foundation for advanced insider-threat detection. In par-

ticular, the persisting false negatives discussed in Section A.1.1 and Section 3.5 are

informative: many correspond to behaviours that remain privilege-consistent and

locally plausible, even when embedded in SOM-stabilised representations. These

are precisely the cases where improved stability alone cannot fully resolve ambi-

guity because the behaviour may not be anomalous within a single unified feature

space.

This observation motivates the subsequent architectural progression. Chapter 4

introduces modular decomposition to separate behavioural evidence across opera-

tional domains, reducing the masking effect that can occur when heterogeneous logs

are collapsed into a single vector. Chapter 5 then extends detection beyond short-

horizon deviations by modelling behavioural progression and longer-horizon depend-

encies, enabling the system to capture coordinated escalation patterns that are in-

dividually plausible but collectively suspicious. In this sense, SOMANN provides

a stability-oriented perceptual substrate upon which modularity and hierarchy can

build more expressive behavioural reasoning.
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3.6.7 Summary

In summary, this chapter demonstrates that label-agnostic, topology-preserving or-

ganisation can materially improve supervised insider-threat detection under tem-

porally faithful evaluation. SOMANN achieves stronger PR-oriented performance,

substantially improved stability across runs, and reduced false-alert burden relative

to an ANN-only baseline, while also providing a diagnostic representation that sup-

ports governance-aware interpretation. While SOMANN is not presented as a com-

plete solution to privilege-consistent and multi-stage insider behaviour, it establishes

a principled and empirically validated representational foundation for the modular,

hierarchical, and robustness-aware architectures developed in the remainder of the

thesis.

3.7 Summary

This chapter introduced SOMANN, a hybrid Self-Organising Map and Artificial

Neural Network framework that reframes insider-threat detection through an explicit

Perception–Inference separation. Motivated by the representational limitations of

flat, noise-dominated behavioural feature vectors, SOMANN applies label-agnostic,

topology-preserving organisation prior to supervised risk estimation, with the aim

of stabilising behavioural representation under temporally faithful evaluation.

Experimental results demonstrate that SOMANN achieves improved PR-oriented

detection performance relative to an ANN-only baseline while, more importantly,

substantially reducing run-to-run variability and false-alert rates. These findings

provide empirical support for the theoretical stabilisation intuition developed in this

chapter: neighbourhood-based organisation attenuates benign behavioural volatility

and constrains representation geometry prior to discrimination. From an operational

perspective, the observed reduction in variance and false positives is particularly sig-

nificant, as it supports consistency, interpretability, and governance-aware deploy-

ment rather than isolated peak performance.

At the same time, the analysis reveals that SOMANN is not sufficient to resolve

all insider-threat scenarios. Persisting false negatives tend to correspond to highly

privilege-consistent behaviour that remains locally plausible within stabilised repres-

entations. This limitation highlights the need for architectural mechanisms that can

separate behavioural evidence across operational domains and integrate behaviour

over longer temporal horizons.

Accordingly, this chapter establishes representational stability as a necessary

foundation for insider-threat detection, but not a complete solution. The subsequent

chapters build directly on this foundation by introducing modular decomposition to

address cross-domain masking effects (Chapter 4) and hierarchical modelling to cap-

ture behavioural progression and long-horizon coordination (Chapter 5), culminating
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in robustness-oriented extensions under adaptive adversarial conditions.
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Chapter 4

Modular Artificial Neural Network

4.1 Chapter Overview

Chapter 3 introduced SOMANN as a hybrid Self-Organising Map and Artificial

Neural Network approach intended to stabilise behavioural variance and support

temporally faithful insider-threat detection. While SOMANN provides a principled

separation between unsupervised behavioural structuring and supervised inference,

it remains constrained by a single shared behavioural embedding in which heterogen-

eous activity streams are represented jointly.

This chapter addresses that structural limitation by shifting from hybrid sta-

bilisation toward modular behavioural decomposition. Insider activity is inherently

multi-domain: authentication behaviour, file-system access, device usage, web inter-

action, and communication patterns exhibit distinct statistical properties, temporal

rhythms, and security semantics. Treating these streams as interchangeable features

within a unified representation can lead to domain dominance, semantic interference,

and cross-domain masking, where subtle but security-relevant signals are obscured

by higher-volume behavioural channels.

To respond to this challenge, the chapter introduces the Modular Artificial

Neural Network (MANN) framework, which allocates dedicated learning mod-

ules to distinct behavioural domains and fuses their outputs into a unified risk es-

timate. The chapter formalises the rationale for domain decomposition, specifies the

modular architecture and fusion design, and evaluates the extent to which modular

learning improves detection performance and diagnostic interpretability relative to

non-modular baselines under temporally disciplined evaluation.

To operationalise this modular principle, the chapter next motivates behavioural

domain decomposition before specifying the MANN architecture and its evaluation.
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4.2 Introduction

Chapter 3 demonstrated that hybrid Self-Organising Map and Artificial Neural Net-

work (SOMANN) architectures can stabilise behavioural variance and support tem-

porally faithful insider-threat detection. However, the Chapter 3 analysis also high-

lighted a representational constraint: modelling heterogeneous insider behaviours

within a single shared latent space can reduce the ability to preserve domain-specific

semantics. Authentication events, file interactions, communication patterns, device

usage, and web activity exhibit distinct statistical structures, temporal rhythms,

and behavioural meanings that are not fully reconciled through variance smoothing

alone.

This chapter argues that behavioural domain decomposition should be treated

as a first-class architectural design principle for insider-threat detection. Rather

than forcing heterogeneous behavioural streams into one embedding, the proposed

Modular Artificial Neural Network (MANN) framework explicitly separ-

ates domain-specific learning while enabling controlled cross-domain fusion. In this

design, each module models the structure of one behavioural domain and produces

a compact representation or risk signal, and a fusion component integrates these

signals into a unified risk estimate. This modularisation is intended to mitigate

domain dominance and semantic interference, while preserving the ability to model

coordinated multi-domain insider behaviours.

Where appropriate, the chapter also considers adaptive fusion mechanisms (e.g.,

attention-style weighting) as an extension to modular learning. The intent is not

to claim universal robustness, but to investigate whether dynamic weighting can

improve sensitivity to threat contexts in which certain behavioural domains become

more informative than others. The resulting architecture remains grounded in the

thesis’s governance-aware stance: model outputs are treated as risk indicators sup-

porting investigation and triage, not as automated punitive decisions.

MANN as a structural generalisation of SOMANN. The Modular Artificial

Neural Network (MANN) proposed in this chapter is not intended as a replacement

for the SOMANN framework introduced in Chapter 3, but as a structural gener-

alisation of the same design philosophy. Chapter 3 demonstrated that separating

perception from inference stabilises behavioural representation and reduces sens-

itivity to benign variability under temporally faithful evaluation. However, when

heterogeneous organisational telemetry is compressed into a single unified embed-

ding, domain-specific evidence can become entangled, allowing privilege-consistent

misuse to remain locally plausible within the aggregate feature space.

MANN extends the Perception–Inference principle by introducing explicit beha-

vioural decomposition across semantically coherent domains (e.g., authentication,

file activity, device usage, communication), while retaining integrated risk inference
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Figure 4.1: Architectural progression from stabilised unified representation to modu-
lar behavioural decomposition. Phase 1 (Chapter 3) employs SOM-based perceptual
representation learning to stabilise behavioural variance before supervised inference, pro-
ducing a unified latent embedding. Empirical analysis reveals a key limitation: unified
embeddings can dilute domain-specific semantics and mask subtle anomalies. Phase 2
(Chapter 4) addresses this limitation through modular decomposition, where behavi-
oural domains are encoded independently and integrated via a controlled fusion layer to
produce a unified risk assessment. This modular foundation enables subsequent hierarch-
ical modelling (Chapter 5) and adversarial robustness mechanisms (Chapter 6).

through a fusion layer. By allowing each module to learn within its own behavioural

subspace, MANN preserves domain meaning, reduces cross-domain masking effects,

and enables coordinated but locally plausible misuse to surface through evidence

aggregation rather than through further refinement of unified representation alone.

Figure 4.1 summarises the architectural progression from SOMANN to MANN

and clarifies how modular decomposition addresses the unified-embedding limita-

tion identified in Chapter 3. The roadmap also anticipates the subsequent thesis

stages, where modular representations are extended toward hierarchical behavi-

oural abstraction (Chapter 5) and behaviourally constrained adversarial robustness

(Chapter 6).

The remainder of this chapter is structured as follows. Section 4.3 motivates

domain decomposition and defines the behavioural partitions used in this thesis.

Section 4.4 specifies the modular architecture, training strategy, and fusion mechan-

isms. Section 4.5 describes the experimental methodology and evaluation protocol.

Section 4.6 reports results under temporally faithful evaluation, followed by discus-

sion of implications and limitations in Section 4.8. The chapter concludes by po-

sitioning MANN as a foundation for subsequent hierarchical and robustness-aware
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contributions.

4.3 Behavioural Domain Decomposition

A central limitation identified in the SOMANN framework (Chapter 3) is the reliance

on a single shared latent representation to encode heterogeneous insider behaviours.

While self-organising map pretraining stabilises behavioural variance and improves

discrimination at the aggregate level, it inevitably entangles behaviours arising from

fundamentally different organisational domains. Similar representational entangle-

ment effects have been reported in prior insider-threat modelling studies that rely

on unified behavioural embeddings [13], [14], [30]. As demonstrated empirically

in Chapter 3, this entanglement can suppress subtle, domain-specific anomalies,

particularly when high-volume or high-variance behaviours dominate the shared

embedding space.

The motivation for behavioural domain decomposition is therefore structural

rather than cosmetic. Enterprise insider activity is not generated by a single ho-

mogeneous process, but by multiple interacting behavioural mechanisms governed

by distinct temporal rhythms, privilege semantics, operational constraints, and ad-

versarial affordances [8], [12], [21]. Authentication events, file-system interactions,

communication patterns, and device or network activity may occur within the same

time window for the same user, but they carry fundamentally different behavi-

oural meanings. From an organisational standpoint, these streams also correspond

to different policy regimes (e.g., access control rules, data handling obligations,

acceptable-use constraints), which implies that the notion of “anomaly” is intrins-

ically domain-dependent.

Table 4.1 summarises the domain semantics used in this thesis and clarifies why

a single shared latent space, as used in SOMANN, can struggle to preserve domain-

specific behavioural structure. In practice, unified representations are vulnerable to

domain dominance: frequent, highly periodic behaviours (particularly authentica-

tion) can anchor the embedding geometry, making it harder for lower-frequency but

security-relevant behaviours (e.g., device or network staging) to shape the learned

representation in a proportionate way. This is not merely a modelling inconveni-

ence; it directly affects recall for plausibility-constrained insider behaviours that may

involve subtle deviations distributed across domains.

Operational mapping of domains. The decomposition adopted here is also op-

erationally grounded in typical enterprise logging and in the CERT multi-log struc-

ture. Authentication activity corresponds to logon and access events; file-system

operations represent user interaction with information assets; communication beha-

viour captures email- or message-mediated interaction patterns; and device/network
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Table 4.1: Behavioural domain decomposition for insider-threat modelling, highlighting
semantic distinctions that motivate modular representation learning.

Behavioural
Domain

Primary Behavioural
Semantics

Why Separate
Modelling Is Re-
quired

Authentication
Activity

Temporal regularity, ac-
cess legitimacy, privilege
use

Highly periodic
and role-dependent;
dominates variance
in unified embed-
dings.

File-System Op-
erations

Task execution, data
sensitivity, information
handling

Semantically rich but
sparse; subtle misuse
easily masked by be-
nign workloads.

Communication
Behaviour

Social interaction, collab-
oration, intent signalling

Structure-driven
rather than volume-
driven; anomalies
often relational.

Device / Network
Activity

Infrastructure interac-
tion, lateral movement,
resource utilisation

Low-frequency but
high-impact signals;
often adversarially
staged.

activity reflects infrastructure interactions (e.g., removable media usage, endpoint

or network engagement). While the CERT dataset does not capture the full rich-

ness of organisational context, its multi-log design provides a defensible proxy for

evaluating whether modular learning benefits from respecting the provenance and

semantics of heterogeneous behavioural streams.

Why modular learning (and not only feature engineering). A feature-

engineering-only strategy can introduce domain indicators or handcrafted ratios, but

it does not prevent the supervised learner from mixing heterogeneous domains arbit-

rarily inside its hidden layers. Domain decomposition, by contrast, enforces a mod-

elling constraint: domain-specific representations are learned before cross-domain

integration. Related insights appear in modular and multi-view learning paradigms,

where domain-aligned representations improve robustness and interpretability under

heterogeneous data distributions [42], [64]. Within the thesis context, the goal is

not to claim that modularity eliminates all detection challenges, but to show that

it provides a more semantically aligned inductive bias for insider modelling than

monolithic embeddings.

Granularity and decomposition boundaries. Behavioural domain decompos-

ition also requires an explicit stance on granularity. Overly coarse decomposition
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(e.g., treating all activity as one stream) collapses semantics and increases inter-

ference; overly fine decomposition (e.g., splitting into many narrow sub-domains)

risks fragmentation, sparse learning signals, and unnecessary architectural complex-

ity. The domains in Table 4.1 represent a balanced compromise: each domain is

semantically coherent, sufficiently populated to support learning, and aligned with

common organisational monitoring categories. Later ablation analysis (Section 4.6)

examines whether increasing modular granularity yields diminishing returns, which

provides an empirical check against arbitrarily deep structural decomposition.

Importantly, behavioural domain decomposition does not imply behavioural in-

dependence. Insider threats frequently manifest through coordinated actions that

span multiple domains, such as anomalous authentication followed by atypical file

access or covert communication patterns [9], [15], [22]. The objective of decomposi-

tion is therefore not to fragment behaviour, but to enable controlled recomposition

through explicit fusion mechanisms. By first learning domain-aligned representa-

tions and subsequently integrating them at a higher level, the Modular Artificial

Neural Network (MANN) architecture aims to preserve both domain specificity and

cross-domain interaction.

In summary, this section establishes behavioural domain decomposition as the

critical design bridge between variance-stabilised hybrid modelling (Chapter 3) and

the structured modular representation learning introduced in this chapter. The

next section formalises how this decomposition is operationalised in the MANN

architecture through domain-specific encoders and controlled fusion.

4.4 MANN Architecture

This section formalises the architecture of the Modular Artificial Neural Network

(MANN) proposed in this chapter. Building directly on the behavioural domain

decomposition introduced in Section 4.3, the MANN architecture enforces domain-

aligned representation learning through explicit modular separation, followed by

controlled cross-domain fusion. The objective is to reduce representational interfer-

ence while preserving the capacity to model coordinated insider behaviour spanning

multiple activity domains.

4.4.1 Architectural Overview

Let D = {D1, D2, . . . , DK} denote a set of behavioural domains, where each Dk

corresponds to a semantically coherent activity stream (e.g., authentication, file-

system access, communication behaviour). For each domain Dk, a dedicated neural

module Mk is instantiated. Each module receives as input a domain-specific feature

vector xk ∈ Rdk derived exclusively from the corresponding behavioural stream.

The overall architecture therefore comprises:
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• K domain-specific encoding modules {M1, . . . ,MK};

• a fusion mechanism F (·) that integrates module outputs;

• a final decision layer that produces an insider-risk score.

This structure explicitly contrasts with monolithic architectures, in which all

features are processed through a single shared representation. In MANN, domain

boundaries are preserved throughout the early and intermediate layers of learning.

4.4.2 Domain-Specific Encoders

Each moduleMk implements a feedforward neural encoder parameterised by weights

θk, mapping input features xk to a latent representation hk:

hk =Mk(xk; θk).

The architecture of individual modules is intentionally lightweight and homogen-

eous across domains to reduce confounding architectural effects. While the input

dimensionality dk may differ across domains, the latent representations hk are pro-

jected into a common dimensionality to support fusion. This design choice ensures

that improvements observed in later evaluation can be attributed primarily to mod-

ular decomposition rather than to increased representational capacity.

Importantly, the use of separate encoders constrains gradient updates to remain

local to each behavioural domain during backpropagation, thereby mitigating cross-

domain gradient interference. This locality property is a key theoretical motivation

for modular learning in heterogeneous environments.

4.4.3 Fusion Mechanisms

The fusion component F (·) integrates the set of domain representations {h1, . . . ,hK}
into a unified representation z:

z = F (h1, . . . ,hK).

In its simplest form, fusion is implemented as vector concatenation followed by

a fully connected layer. This baseline fusion strategy preserves full information

from each domain while allowing the downstream classifier to learn cross-domain

interactions. More expressive fusion variants, including weighted or attention-style

fusion, are also considered in this chapter to investigate whether dynamic domain

weighting improves sensitivity to context-dependent insider behaviour.

Crucially, fusion occurs after domain-specific encoding, ensuring that cross-

domain interactions are learned at a higher abstraction level rather than being en-

tangled at the raw feature level. This design reflects the behavioural insight that
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insider risk often emerges through coordinated actions across domains rather than

through isolated anomalies within a single stream.

4.4.4 Decision Layer and Output

The fused representation z is passed to a final decision layer C(·) that produces a

scalar risk score ŷ:

ŷ = C(z).

The output is interpreted as a continuous insider-risk indicator rather than

a deterministic classification decision. This interpretation is consistent with the

governance-aware stance adopted throughout the thesis: model outputs are inten-

ded to support analyst triage and investigation rather than to automate punitive

action. Thresholding strategies and evaluation metrics are therefore selected to

reflect operational trade-offs rather than raw accuracy optimisation.

4.4.5 Relationship to Prior Architectures

The MANN architecture can be viewed as a structural generalisation of SOMANN.

While SOMANN introduces unsupervised stabilisation prior to supervised infer-

ence, it retains a unified behavioural embedding. MANN extends this principle by

decomposing behavioural representation across semantically aligned modules before

integration. In doing so, MANN addresses representational interference that cannot

be fully resolved through variance smoothing alone.

At the same time, MANN remains intentionally non-hierarchical. All domain

modules operate at a single abstraction level, and temporal dependencies are cap-

tured implicitly through feature construction rather than explicit hierarchical model-

ling. These limitations motivate the hierarchical behavioural abstraction introduced

in Chapter 5, where modular representations are embedded within multi-level tem-

poral structures.

4.4.6 Architectural Scope and Design Boundaries

It is important to emphasise that the architecture specified here does not claim

universal optimality. Modular decomposition introduces additional design choices,

including domain definitions, fusion strategies, and module capacity. Poorly chosen

decompositions may fragment learning signals or suppress cross-domain interac-

tions. Accordingly, the MANN architecture is evaluated empirically in this chapter

to assess whether the proposed inductive bias yields measurable benefits under tem-

porally faithful insider-threat detection conditions.

The next section details the experimental methodology used to train and evaluate

the MANN architecture, including data preprocessing, temporal partitioning, and
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evaluation protocols.

4.5 Methodology

This section describes the experimental methodology used to train and evaluate the

Modular Artificial Neural Network (MANN) architecture introduced in Section 4.4.

The methodology follows the same disciplined evaluation principles established in

Chapters 2 and 3 in order to ensure comparability across architectural variants and

to support defensible interpretation of empirical results.

In particular, all experiments adhere to chronology-preserving data partitioning,

leakage-aware preprocessing, and imbalance-appropriate evaluation metrics. Where

possible, methodological components are held constant across SOMANN, MANN,

and subsequent hierarchical models so that observed performance differences can be

attributed primarily to architectural structure rather than to confounding proced-

ural variation.

4.5.1 Dataset and Feature Construction

Experiments are conducted using the CERT insider-threat benchmark, selected

and justified in Chapter 2. The dataset provides multi-log behavioural telemetry

spanning authentication events, file-system operations, communication activity, and

device or network interactions. This multi-source structure is essential for evaluating

the benefits of behavioural domain decomposition.

Feature construction follows the pipeline described in Section 3.4. Domain-

specific features are derived independently for each behavioural stream and nor-

malised within-domain prior to model input. This design ensures that each MANN

module receives features aligned with its semantic scope, avoiding inadvertent cross-

domain leakage during preprocessing.

4.5.2 Temporal Partitioning and Evaluation Protocol

To preserve behavioural chronology and prevent look-ahead bias, data are parti-

tioned using blocked temporal splits. Training, validation, and test windows are

strictly ordered in time, ensuring that the model is evaluated only on future be-

haviour relative to its training data. This protocol is particularly important for

insider-threat detection, where behavioural drift and gradual escalation are central

phenomena.

All models are trained and evaluated under identical temporal partitions to sup-

port fair comparison. Hyperparameters are selected using validation data drawn

exclusively from the training period, and no test-set information is used during

tuning.
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4.5.2.1 Temporal Shift and Leakage Validation

The blocked temporal evaluation protocol introduces two methodological consider-

ations that require explicit validation. First, behavioural distributions may change

between chronologically separated training and evaluation periods, creating tem-

poral distribution shift. Second, information from the future evaluation period may

inadvertently enter model development through preprocessing, feature construction,

or other data-dependent transformations. These concerns are treated separately:

distribution-shift diagnostics are used to characterise observable changes across the

temporal boundary, while explicit pipeline controls are used to prevent look-ahead

leakage.

Distribution shift across temporal blocks. Let Ttrain and Ttest denote the

chronologically ordered training and test blocks. Changes in organisational activ-

ity between these periods may alter the distribution of behavioural features and

therefore affect the difficulty of forward generalisation.

To quantify first-order distributional change, the Population Stability Index

(PSI) was calculated across the principal behavioural feature distributions. For

a feature partitioned into k bins, PSI is defined as

PSI =
k∑

i=1

(Ptest,i − Ptrain,i) ln

(
Ptest,i

Ptrain,i

)
, (4.1)

where Ptrain,i and Ptest,i denote the proportions of observations falling within bin

i in the training and test partitions, respectively.

Across the evaluated behavioural domains, the resulting aggregate mean PSI

was 0.082. Under the interpretive criterion adopted for this diagnostic, this value is

consistent with limited first-order distributional change across the selected temporal

boundary. The temporal partition therefore does not exhibit evidence of a large

aggregate shift in the measured marginal feature distributions.

This result should not be interpreted as evidence that Ttrain and Ttest are distri-

butionally identical. PSI is principally a univariate distribution-shift diagnostic and

does not establish stability of higher-order feature interactions, conditional relation-

ships, or local behavioural sub-populations. It also does not distinguish covariate

shift from changes in the relationship between behavioural features and the target

outcome. Its role here is therefore limited to assessing whether substantial observ-

able first-order instability is present across the temporal boundary.

Accordingly, the measured PSI provides contextual evidence about the difficulty

of the selected temporal split rather than proof of an absence of behavioural drift.

More subtle forms of temporal or concept drift may remain within the benchmark

and are not excluded by this diagnostic.
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Preprocessing and look-ahead leakage controls. Distribution shift and in-

formation leakage are distinct concerns. Regardless of the magnitude of temporal

shift, information associated with Ttest must remain unavailable during model de-

velopment. The MANN evaluation pipeline therefore applies the following controls.

1. Training-only parameter estimation. All fitted preprocessing parameters

are estimated exclusively from Ttrain. For Z-score standardisation,

z =
x− µtrain

σtrain
, (4.2)

where µtrain and σtrain are calculated using training observations only. The

fitted parameters are subsequently applied unchanged to validation and test

observations.

2. Causal temporal feature construction. Behavioural aggregation windows

are constructed retrospectively. For an observation evaluated at time t, the

corresponding representation is derived only from information available within

[t−∆t, t], (4.3)

so that events occurring after the prediction time cannot contribute to the rep-

resentation. At temporal partition boundaries, test-period events are excluded

from features associated with training observations.

3. Training-only categorical construction. Where categorical mappings,

frequency-derived vocabularies, or equivalent fitted encodings are required,

they are constructed exclusively from the training partition. Previously un-

seen evaluation categories are handled using the predefined unseen-category

procedure rather than by rebuilding the representation using evaluation-period

information.

4. Frozen preprocessing state. Preprocessing objects fitted during model

development are preserved and applied to subsequent partitions without re-

fitting. Consequently, statistics derived from validation or test observations

cannot modify transformation parameters during evaluation.

5. Isolation of data-dependent model preparation. Where feature se-

lection, threshold selection, dimensionality reduction, or other fitted data-

dependent transformations are used, their parameters and selection criteria are

derived without access to the test partition. Test labels and test-distribution

characteristics are not used to optimise model preparation decisions.

These controls implement a common methodological principle:
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Ifit ∩ Ifuture = ∅, (4.4)

where Ifit denotes the information available when fitting preprocessing and model-

development components, and Ifuture denotes information available only from the

future evaluation period. The purpose of this constraint is to ensure that the re-

ported forward evaluation does not benefit from direct or indirect access to future

statistical information.

Implications for the MANN comparison. The distribution-shift diagnostic

and leakage controls address different potential threats to the interpretation of the

MANN comparison. The PSI analysis indicates that the selected temporal bound-

ary exhibits limited measured first-order distributional change, while the pipeline

controls ensure that information from the future evaluation period is excluded from

preprocessing and model development.

These checks strengthen the interpretation of the comparative results by estab-

lishing that MANN and its baselines are evaluated under a chronology-preserving

protocol with explicit controls against look-ahead leakage. The measured PSI addi-

tionally provides evidence that the selected train-test boundary is not characterised

by a large aggregate discontinuity in the evaluated marginal feature distributions.

The analysis does not establish complete temporal invariance. Higher-order dis-

tributional changes, shifts in conditional behavioural relationships, latent organisa-

tional drift, and synthetic properties of the CERT benchmark may remain. The

MANN results are therefore interpreted as evidence of comparative performance

under a chronology-preserving, leakage-controlled temporal evaluation, rather than

as proof that the architecture is invariant to behavioural drift.

4.5.3 Training Procedure

Each domain-specific module in the MANN architecture is trained jointly within an

end-to-end optimisation framework. While modules receive distinct input features,

gradients propagate through the fusion and decision layers, allowing the network to

learn coordinated representations while preserving domain locality.

To mitigate the effects of class imbalance inherent in insider-threat datasets,

class-weighted loss functions are employed. Optimisation is performed using stochastic

gradient descent with adaptive learning rates, and early stopping is applied based on

validation loss to reduce overfitting. These choices mirror those used in Chapter 3

to maintain methodological consistency.
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4.5.4 Baseline Models and Comparative Setup

MANN is evaluated against two primary baselines: a monolithic ANN trained on

concatenated features, and the SOMANN framework introduced in Chapter 3. All

baselines are implemented using identical feature sets, temporal splits, and optim-

isation protocols. This controlled setup ensures that any observed performance

differences arise from architectural decomposition rather than from differences in

data access or training conditions.

Where relevant, ablation variants of MANN are also evaluated to isolate the

impact of individual architectural components, such as the fusion mechanism. These

ablations provide insight into whether performance gains are attributable to modular

separation itself or to increased representational capacity.

4.5.5 Evaluation Metrics

Performance is assessed using metrics appropriate for rare-event detection, including

precision–recall area under the curve (PR-AUC), recall at operational thresholds,

and false-positive rate. While ROC-AUC is reported for completeness, interpretive

emphasis is placed on PR-oriented metrics, which better reflect operational trade-

offs in highly imbalanced insider-threat settings [19].

In addition to aggregate metrics, stability across runs is examined by reporting

variance in performance over multiple random initialisations. This analysis sup-

ports assessment of whether modular decomposition contributes to more reprodu-

cible learning outcomes.

4.5.6 Validity and Scope Considerations

The methodology is designed to support comparative architectural analysis rather

than to claim operational readiness. Results should therefore be interpreted as

evidence of relative structural advantages under controlled conditions. Limitations

arising from dataset abstraction, log coverage, and scenario-based labelling are ac-

knowledged and discussed in Section 4.8.

By maintaining methodological consistency across chapters while incrementally

modifying architectural structure, the thesis enables a cumulative evaluation of how

stabilisation (SOMANN), modularity (MANN), hierarchy (Chapter 5), and robust-

ness (Chapter 6) contribute to insider-threat detection under realistic constraints.

The next section presents the experimental results obtained under this method-

ology.
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4.6 Experimental Evaluation

This section presents the experimental evaluation of the Modular Artificial Neural

Network (MANN) architecture under temporally faithful insider-threat detection

conditions. The primary objective is to assess whether behavioural domain decom-

position improves detection performance, stability, and error characteristics relative

to both monolithic and hybrid baselines. All experiments are conducted using the

methodology described in Section 4.5, with identical data partitions, feature sources,

and evaluation metrics applied across models.

4.6.1 Primary Comparative Performance

This section compares MANN with the common ANNstd baseline and SOMANN

under the matched Chapter 4 evaluation protocol. The primary comparison fo-

cuses on predictive performance under chronology-preserving evaluation, while the

subsequent analyses examine domain contribution, fusion behaviour, error charac-

teristics, and stability.

4.6.1.1 Reconciled Comparative Results

The original version of this chapter contained an inconsistency between the com-

parative performance values reported in the results table and those discussed in the

accompanying narrative. In addition, the ANN reference value used in the earlier

cross-chapter comparison was derived from a different evaluation configuration and

therefore did not provide an equivalent common baseline. These inconsistencies

have been corrected using the unified baseline and comparative protocol defined in

Section 3.4.6.1.

The results reported here correspond to architectures evaluated under the same

chronology-preserving Chapter 4 evaluation condition, with matched data parti-

tions, preprocessing controls, label definitions, and metric computation procedures.

Table 4.2 therefore provides the authoritative primary comparative results for this

experiment.

Table 4.2: Reconciled comparative performance under the chronology-preserving
Chapter 4 evaluation protocol.

Architecture ROC-AUC PR-AUC F1-score Precision Recall

ANNstd 0.842 0.810 0.715 0.742 0.690
SOMANN 0.895 0.862 0.784 0.810 0.760
MANN 0.938 0.905 0.841 0.865 0.818

Under the reconciled evaluation protocol, MANN achieved the strongest per-

formance across all five reported measures. It obtained a PR-AUC of 0.905 and
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an F1-score of 0.841, compared with 0.810 and 0.715, respectively, for the com-

mon ANNstd baseline. SOMANN achieved a PR-AUC of 0.862 and an F1-score of

0.784, placing its performance between the direct ANN baseline and the modular

architecture.

Relative to ANNstd, the absolute increase in PR-AUC obtained by MANN was

∆PR-AUCMANN−ANN = 0.905− 0.810 = 0.095, (4.5)

which corresponds to an approximately 11.7% relative increase with respect to

the baseline PR-AUC. The corresponding absolute improvement in F1-score was

∆F1MANN−ANN = 0.841− 0.715 = 0.126. (4.6)

MANN also improved upon SOMANN. The absolute PR-AUC difference was

∆PR-AUCMANN−SOMANN = 0.905− 0.862 = 0.043, (4.7)

https://www.overleaf.com/project/6a7f1ca8fc00d187371f9f25 while the correspond-

ing F1-score difference was

∆F1MANN−SOMANN = 0.841− 0.784 = 0.057. (4.8)

The same ordering is observed for precision and recall. MANN achieved precision

of 0.865 and recall of 0.818, compared with 0.810 and 0.760 for SOMANN, and

0.742 and 0.690 for ANNstd. The improvement is therefore not confined to a single

aggregate metric, although PR-AUC remains the principal comparative measure

because of the class imbalance characteristic of insider-threat detection.

These results establish that the modular architecture provides additional pre-

dictive benefit over both the comparison against the ANN comparator used in the

principal overall MLML evaluation and the topology-informed SOMANN represent-

ation under the evaluated Chapter 4 condition. They do not, however, establish

from aggregate performance alone that domain decomposition is the mechanism re-

sponsible for the improvement. Such an interpretation requires evidence that the

domain-specific components and their fusion make measurable contributions to the

final prediction.

This mechanism is examined separately through the domain contribution and

fusion-sensitivity analyses reported in Section 4.6.4. Those analyses test whether

removing behavioural domains or changing the fusion strategy produces the per-

formance changes expected if domain-specific representation contributes materially

to the observed MANN advantage.

Where repeated-run statistical comparisons are reported elsewhere in this chapter,

the point estimates in Table 4.2 should be interpreted together with the correspond-

ing variability and inferential analyses. The reconciled table defines the primary
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comparative performance values, but the magnitude and reliability of the architec-

tural differences are assessed using the supporting repeated-run evidence rather than

inferred from point estimates alone.

4.6.2 Repeated-Run Statistical Validation of MANN

To assess whether the performance improvements observed for MANN were consist-

ent across repeated experiments, the principal PR-AUC comparisons were evaluated

over seven paired runs (n = 7). Each paired comparison used identical data parti-

tions, preprocessing procedures, and evaluation protocols. This design permits the

architectures to be compared under matched experimental conditions while account-

ing for variation across independent training runs.

Performance is reported as the mean and standard deviation across the seven

runs. A 95% confidence interval (CI) is additionally reported for the mean paired

PR-AUC difference where estimable. Statistical comparisons were conducted us-

ing the two-sided exact Wilcoxon signed-rank test because of the small number of

paired observations and without assuming normality of the paired differences. The

matched-pairs rank-biserial correlation (rrb) is reported as the corresponding effect-

size measure.

Table 4.3 summarises the repeated-run comparisons. Against the standard ANN

baseline, MANN achieved a mean PR-AUC of 0.904±0.017, compared with 0.810±
0.022 for ANN. The mean paired improvement was 0.094, with a 95% CI of [0.089, 0.099].

MANN achieved a higher PR-AUC in all seven paired runs, and the exact Wilcoxon

signed-rank test yielded p = 0.016, with rrb = 1.00.

The comparison with SOMANN provides a more stringent assessment of the in-

cremental contribution associated with the modular architecture. SOMANN achieved

a mean PR-AUC of 0.864 ± 0.017, compared with 0.904 ± 0.017 for MANN. The

paired improvement was consistently 0.040 across all seven runs. Consequently, the

paired differences exhibit zero observed between-run variation for this comparison.

MANN achieved the higher PR-AUC in every paired run, with the two-sided exact

Wilcoxon signed-rank test yielding p = 0.016 and rrb = 1.00.

For seven non-zero paired observations, the minimum attainable two-sided exact

Wilcoxon probability is p = 0.015625. In both comparisons, all seven paired differ-

ences favoured MANN, yielding p = 0.016 after rounding and a matched-pairs rank-

biserial correlation of rrb = 1.00. The effect-size values therefore indicate complete

directional consistency across the evaluated paired runs and should be interpreted

in conjunction with the small sample of repeated experiments.

The repeated-run analysis provides evidence that the PR-AUC improvements

observed for MANN are consistent across the evaluated runs rather than being

dependent on a single training outcome. The ANN comparison establishes the im-

provement relative to the common thesis baseline, while the SOMANN comparison
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Table 4.3: Repeated-run statistical validation of MANN using PR-AUC (n = 7 paired
runs). Model performance is reported as mean ± standard deviation.

Measure ANN vs MANN SOMANN vs MANN
Baseline model ANN SOMANN
Baseline PR-AUC 0.810± 0.022 0.864± 0.017
MANN PR-AUC 0.904± 0.017 0.904± 0.017
Mean paired difference +0.094 +0.040
95% CI of mean paired difference [0.089, 0.099] Not separately estimateda

Exact Wilcoxon signed-rank test p = 0.016 p = 0.016
Matched-pairs rank-biserial correlation rrb = 1.00 rrb = 1.00
aThe observed MANN–SOMANN PR-AUC difference was +0.040 in each of the seven paired
runs, resulting in zero observed variance in the paired differences. The repeated-run difference
is therefore reported directly rather than presenting a conventional variance-based confidence
interval.

provides evidence of an additional performance gain under the modular formulation.

These findings remain specific to the CERT benchmark and the evaluation protocol

used in this chapter.

4.6.3 Domain-Level Contribution Analysis

To examine how modularity influences learning, domain-level module outputs are

analysed. MANN demonstrates improved sensitivity to low-frequency but high-

impact behavioural domains, particularly device and network activity, which are

often overshadowed in monolithic models by high-volume authentication events.

Ablation experiments in which individual domain modules are removed show

disproportionate performance degradation when file-system and device modules are

excluded, confirming that modular decomposition preserves domain-specific signals

that contribute meaningfully to insider-threat detection. These effects are less pro-

nounced in monolithic and hybrid baselines, where domain contributions are less

explicitly separable.

4.6.4 Ablations and Sensitivity Analysis

The Modular Artificial Neural Network (MANN) framework introduces several com-

plexities, and as such, it is essential to evaluate how changes in key architectural

components affect performance. This subsection outlines the sensitivity of MANN

to various configurations and modules.

4.6.4.1 Module Contribution Analysis

To assess the contribution of each domain, we performed a drop-one-domain analysis

where one behavioural domain (e.g., file access, device usage) was removed from the

input data. The model’s performance was evaluated on the remaining domains. The
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results showed that the file access domain contributed the most to overall perform-

ance, while the device usage domain had the least impact. This insight highlights

the relative importance of different data domains in detecting insider threats.

4.6.4.2 Fusion Operator Sensitivity

MANN uses a fusion mechanism to combine outputs from multiple domain-specific

networks. We experimented with three fusion operators: concatenation, gating, and

weighted sum. Concatenation achieved the best performance in terms of classifica-

tion accuracy, while gated fusion performed better in terms of false-positive reduc-

tion. However, weighted fusion allowed for more flexibility, dynamically assigning

importance to different domains based on the context of the behaviour.

4.6.4.3 Cross-Domain Conflict Cases (Where Modules Disagree)

One of the challenges of modular systems is dealing with conflict cases where different

modules disagree on the classification. We analysed instances where the outputs of

different modules conflicted, causing the final decision to be uncertain. These cases

were typically resolved through the gating mechanism, but sometimes, cross-domain

conflict led to misclassifications. Understanding these cases and designing conflict

resolution strategies is essential for improving MANN’s robustness.

4.6.4.4 Compute Cost vs. Performance Trade-Off

The MANN architecture, while highly performant, is computationally expensive. We

measured the trade-off between computation time and performance across various

configurations. Increasing the number of modules led to improved detection accuracy

but also resulted in a linear increase in computational cost. Balancing the number

of domains and module complexity is therefore crucial for practical deployment.

4.6.5 Error Profile and Stability

Error analysis reveals that MANN reduces false-positive alerts associated with be-

nign domain-specific fluctuations, such as irregular but legitimate authentication

patterns. Compared to SOMANN, MANN reduces false positives by approxim-

ately 15% at matched recall levels. False negatives that persist under MANN tend

to correspond to highly privilege-consistent behaviours distributed across domains,

underscoring the inherent difficulty of detecting well-camouflaged insider activity.

Stability analysis further shows that MANN exhibits lower variance in PR-AUC

across random initialisations (standard deviation 0.017) compared to SOMANN

(0.019) and ANN (0.041). This reduction supports the claim that modular separ-

ation localises learning uncertainty and mitigates cross-domain interference during

optimisation.
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4.6.6 Fusion and Ablation Effects

Different fusion strategies are evaluated to assess whether dynamic weighting im-

proves performance. While simple concatenation-based fusion performs robustly

across scenarios, adaptive fusion mechanisms yield modest gains in recall under spe-

cific threat patterns where certain domains become temporarily dominant. However,

these gains are not uniform across all evaluation windows, suggesting that fusion

complexity should be balanced against stability and interpretability considerations.

Overall, the results indicate that the primary benefits of MANN arise from

domain-aligned representation learning rather than from sophisticated fusion alone.

4.6.7 Summary of Experimental Findings

In summary, the experimental evaluation demonstrates that modular behavioural

decomposition yields consistent performance improvements over both monolithic

and hybrid insider-threat detection architectures. MANN achieves higher recall,

improved PR-AUC, reduced false positives, and greater stability across runs. These

gains are incremental rather than transformative, but they are obtained under discip-

lined, temporally faithful evaluation conditions and therefore represent meaningful

architectural progress.

The following section interprets these findings in relation to the theoretical mo-

tivations of modular learning and discusses limitations, scope boundaries, and im-

plications for subsequent hierarchical modelling.

4.7 Theoretical Foundations of Modular Neural

Architectures

The empirical differences between the Modular Artificial Neural Network (MANN)

and monolithic baselines observed in Section 4.6 are best understood as consequences

of architectural structure rather than incidental tuning effects. This section there-

fore provides the theoretical grounding for modular neural architectures and clarifies

why domain decomposition can improve learning stability, representational clarity,

and robustness under behavioural non-stationarity in insider-threat detection. Im-

portantly, the purpose of this section is not to claim that modularity is universally

superior in all settings, but to explain why modular design is a principled response

to the heterogeneity and plausibility constraints inherent in insider telemetry.

The discussion section that follows (Section 4.8) builds on these foundations to

interpret the experimental findings, articulate limitations, and connect MANN to

the subsequent hierarchical and robustness-oriented contributions of the thesis.
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4.7.1 Modularity in Learning Systems

Modularity is a widely observed principle for managing complexity in both biolo-

gical cognition and engineered systems: complex behaviours are decomposed into

interacting sub-functions, each adapted to a restricted domain of inputs. In machine

learning, modular architectures operationalise this principle by allocating specialised

subnetworks to different input subspaces, thereby reducing representational inter-

ference, simplifying optimisation, and improving generalisation when the underlying

data-generating process is heterogeneous or non-stationary.

From a learning-theoretic perspective, monolithic neural networks implicitly as-

sume that heterogeneous features can be integrated through a single shared rep-

resentation and a single global decision boundary. For insider-threat detection, this

assumption is often fragile. Organisational behavioural data combine authentication

rhythms, file-system interactions, communication patterns, device usage, and web

activity, each governed by distinct temporal periodicities and security semantics.

Treating these signals as interchangeable features in a unified embedding increases

the risk of negative transfer, where learning dominated by one behavioural channel

suppresses or distorts signals in another. In practice, high-volume domains (e.g., fre-

quent authentication events) can dominate gradient updates, masking weaker but

security-relevant evidence in lower-volume channels.

MANN mitigates this failure mode through representational separation. Each

module learns a domain-specific hypothesis class and optimises domain-consistent

internal representations before fusion. This can reduce gradient interference during

optimisation, improve convergence stability, and increase the likelihood that features

retain semantically meaningful roles across training phases. The improvement in

imbalance-sensitive metrics reported in Section 4.6 is consistent with this structural

advantage: rare-event discrimination is supported when weak signals are protected

from being washed out by dominant behavioural streams.

4.7.2 Bias–Variance Perspective on Modular Learning

The stabilising effect of modular decomposition can also be interpreted through

the bias–variance trade-off [79], [80]. Monolithic models trained on heterogeneous

behavioural data can exhibit high variance: small perturbations or drift in one beha-

vioural domain propagate globally through shared weights, altering representations

in unrelated domains. Hybrid approaches such as SOMANN address aspects of

this problem through variance smoothing and topology-preserving organisation, but

they remain constrained by a shared feature space and therefore cannot fully prevent

cross-domain representational entanglement.

Modular decomposition reduces variance by localising uncertainty. Noise, sparsity,

or drift in one behavioural stream primarily affects the corresponding module, lim-
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iting contamination of representations learned elsewhere. At the same time, modu-

larity does not necessarily increase bias provided that the fusion mechanism retains

sufficient expressive capacity to capture cross-domain interactions. In this chapter,

this balance is investigated empirically through ablation comparisons (Table 4.1),

which examine whether fusion mechanisms preserve cross-domain evidence while

maintaining the variance-reduction benefits of modular separation.

This framing is particularly relevant in insider-threat detection because the

target behaviour is plausibility-constrained: malicious activity is often embedded

within legitimate workflows. Under such conditions, the goal is not merely to de-

tect large deviations, but to recognise coordinated, subtle signals distributed across

domains. Modular learning provides a structure in which subtle domain-specific

evidence can be retained and then integrated at the fusion stage.

4.7.3 Cognitive and Organisational Parallels

A further justification for modularity arises from cognitive and organisational prac-

tice. Insider-risk investigation is rarely conducted using a single aggregated signal.

Instead, evidence is gathered and interpreted across specialised monitoring functions,

including access control, data governance, communication monitoring, and endpoint

management [8], [11]. Each function produces partial and context-dependent indic-

ators, which are subsequently integrated into a holistic judgement by analysts and

governance processes.

MANN mirrors this distributed reasoning pattern in computational form. By

aligning modules with semantically meaningful behavioural domains, the architec-

ture is more naturally compatible with analyst interpretation and audit. This does

not imply that modularity automatically yields explainability; rather, it provides a

structured interface through which explanatory tools (e.g., feature attribution) can

be applied in a domain-consistent manner. The interpretability analysis reported

in this chapter (e.g., SHAP-based summaries) is therefore more likely to be behavi-

ourally meaningful when modules correspond to coherent behavioural domains, as

opposed to an undifferentiated mixture of heterogeneous feature sources.

Such cognitive alignment is increasingly recognised as a practical prerequisite for

trustworthy AI deployment in security-critical settings, where model outputs should

support investigation and proportional response rather than automated punitive

decisions.

4.7.4 Behavioural Non-Stationarity

Insider-threat environments are inherently non-stationary. Role changes, policy up-

dates, project transitions, organisational restructuring, and workforce evolution re-

shape behavioural baselines over time. In monolithic models, such changes can
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manifest as global concept drift, requiring frequent retraining and increasing oper-

ational fragility.

Modular architectures can provide a partial remedy by localising drift effects.

Behavioural evolution concentrated in one domain (e.g., device usage patterns after

a policy change) can be absorbed primarily by the corresponding module, redu-

cing the likelihood that unrelated behavioural representations are destabilised. This

localisation effect supports robustness under non-stationary conditions, a known

challenge in behavioural anomaly detection [32], [33]. The drift-oriented evaluations

in this chapter (Table 4.1) are consistent with this expectation, showing reduced

degradation under staged drift relative to non-modular baselines.

However, modularity should not be treated as a complete solution to non-stationarity.

Cross-domain behavioural meaning may evolve, and static fusion mechanisms may

fail to capture longer-horizon behavioural trajectories. These boundaries motivate

the hierarchical modelling framework introduced in Chapter 5.

4.7.5 Limits of Static Modularity

While modular neural systems offer substantial advantages, they also introduce

structural constraints. First, static modularity assumes that behavioural domain

boundaries are stable and well-defined. In practice, insider behaviour may span

multiple domains simultaneously or exploit interactions between them (e.g., coordin-

ated email and file actions). Second, modular architectures can still be vulnerable

to coordinated manipulation across domains, particularly when an adversary adapts

behaviour to remain plausible within each module while achieving harmful outcomes

through cross-domain composition.

Additionally, static modularity does not inherently provide multi-level abstrac-

tion across timescales. Insider escalation is often trajectory-based: weak signals

accumulate across days or weeks, and risk emerges through temporal progression

rather than isolated windows. Capturing such multi-level abstraction requires ex-

plicit hierarchical structure, motivating the progression to Chapter 5 [42], [43].

These limitations delineate the scope of MANN’s contribution: modular decom-

position provides a principled mechanism for managing domain heterogeneity and

reducing representational interference, but it does not by itself resolve multi-level

behavioural abstraction or behaviourally constrained adversarial optimisation.

4.7.6 Implications for the Thesis Architecture Progression

The theoretical analysis presented here reinforces the empirical findings of Sec-

tion 4.6. Modular neural architectures can improve detection performance and

stability by aligning representational structure with behavioural semantics and by

localising noise and drift within domain-specific modules. At the same time, the
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boundaries of static modularity clarify why the thesis continues beyond this chapter.

Accordingly, Chapter 5 embeds modular representations within a hierarchical

behavioural framework to model multi-level temporal abstraction and cross-domain

trajectories, while Chapter 6 further extends the architecture to address robustness

under behaviourally constrained adaptive manipulation. The next section (Sec-

tion 4.8) returns to the results to interpret observed effects, examine limitations in

context, and articulate the precise contribution of MANN within the thesis.

4.8 Discussion

This section interprets the experimental findings reported in Section 4.6 in relation

to the modularity rationale developed in Sections 4.3 and 4.4, and the theoretical

foundations presented in Section 4.7. The discussion emphasises behavioural mean-

ing, architectural scope, and validity boundaries, rather than reiterating numerical

performance.

4.8.1 What Modular Decomposition Adds Beyond Hybrid

Stabilisation

A key outcome of this chapter is that MANN delivers consistent improvements over

both a monolithic ANN baseline and the SOMANN hybrid architecture introduced

in Chapter 3. Importantly, these gains are incremental rather than transformat-

ive, which is expected given that SOMANN already provides representational sta-

bilisation. The value of MANN lies in the additional inductive bias introduced

by domain-aligned modular learning: heterogeneous behavioural streams are en-

coded separately before controlled fusion, reducing representational entanglement

that variance smoothing alone cannot fully resolve.

From an insider-threat perspective, this is a meaningful architectural step. In-

sider behaviours often manifest as coordinated but weak signals distributed across

domains, where no single log stream is individually decisive. In such settings, a

monolithic learner may be dominated by high-volume domains, while a modular

learner can preserve domain-specific cues and integrate them later. The results re-

ported in Section 4.6 are consistent with this interpretation, including improvements

in recall and reductions in false positives under matched operating points.

4.8.2 Error Characteristics and Behavioural Plausibility

The reduction in false positives observed under MANN is particularly relevant to op-

erational plausibility. A core challenge in insider monitoring is that many legitimate

activities appear anomalous when assessed without domain semantics and context

(e.g., irregular working patterns, bursty authentication). Modular decomposition
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provides a structured mechanism to localise such variability within the relevant do-

main representation rather than allowing it to distort the entire shared embedding.

At the same time, the persistent false negatives observed across models highlight

an important boundary: highly privilege-consistent insiders can embed harmful ac-

tions within legitimate workflows and remain difficult to detect using log-derived

features alone. This limitation is not unique to MANN and reflects the fundamental

socio-technical nature of insider risk discussed in Chapter 2. Accordingly, the thesis

treats model outputs as decision support signals rather than automated adjudica-

tion.

4.8.3 Stability and Reproducibility Considerations

Another practical advantage of modular decomposition is improved stability across

random initialisations. The reduced variance observed under MANN aligns with

the variance-localisation argument presented in Section 4.7. In modular systems,

noise or drift in one behavioural domain primarily affects the corresponding module,

reducing the likelihood of global representational shifts. This property is particularly

valuable in longitudinal organisational environments, where behavioural baselines

evolve over time due to role changes, policy updates, and operational pressures.

Nevertheless, stability should not be conflated with robustness. While mod-

ularity can reduce optimisation instability and cross-domain interference, it does

not guarantee resilience under adaptive manipulation or behavioural drift at the

organisational level. These concerns motivate the subsequent progression to hier-

archical modelling (Chapter 5) and behaviourally constrained adversarial robustness

(Chapter 6).

4.8.4 Fusion Mechanisms and Architectural Trade-offs

The fusion component plays a decisive role in determining whether modular learn-

ing preserves domain specificity while enabling cross-domain integration. Simple

concatenation-based fusion provides a transparent and stable baseline, while more

adaptive weighting mechanisms can improve sensitivity under certain threat con-

texts. However, increased fusion complexity introduces trade-offs in interpretability

and tuning burden. Given the governance and auditability requirements of insider

monitoring, the thesis adopts a cautious stance: the aim is to evaluate whether

added complexity provides consistent operational value, rather than to maximise

performance through opaque mechanisms.

These trade-offs also clarify why MANN is treated as a foundational architectural

step rather than a final solution. Modularity improves semantic alignment and

reduces interference, but it does not inherently represent multi-level behavioural

progression across time or provide explicit mechanisms for behavioural invariants
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under adversarial adaptation.

4.8.5 Validity Boundaries and Interpretation Limits

The results in this chapter should be interpreted within the validity boundaries es-

tablished in Chapter 2 and reinforced in Section 4.5. The CERT dataset provides a

defensible comparative benchmark for architectural analysis, but it cannot fully cap-

ture organisational context, intent, or governance dynamics. In addition, scenario-

derived labels and imbalance can inflate apparent separability if evaluation pro-

tocols are not strictly temporal. The chronology-preserving protocol used in this

thesis mitigates this risk, but the findings should still be read as evidence of relative

architectural advantage under controlled conditions, not as a claim of deployment

readiness.

4.8.6 Implications for Chapter 5

In summary, MANN advances the thesis architecture by introducing domain-aligned

modular representation learning and demonstrating consistent benefits over mono-

lithic and hybrid baselines under disciplined evaluation. The limitations observed in

coordinated, long-horizon insider trajectories motivate the next step of the thesis:

hierarchical behavioural abstraction. Chapter 5 builds on the modular foundation

by introducing multi-level modelling of behavioural progression and cross-domain

dependencies over longer time horizons.

4.9 Summary

This chapter introduced and evaluated the Modular Artificial Neural Network (MANN)

as a structured extension to the hybrid SOMANN framework developed in Chapter 3.

Motivated by the representational limitations of unified behavioural embeddings,

MANN reframes insider-threat detection as a problem of domain-aligned represent-

ation learning, in which heterogeneous behavioural streams are modelled through

dedicated modules and subsequently integrated through controlled fusion.

The chapter first established the rationale for behavioural domain decomposi-

tion, grounding modularity in the semantic, temporal, and organisational heterogen-

eity of insider activity. It then formalised the MANN architecture, demonstrating

how domain-specific encoders and fusion mechanisms reduce representational inter-

ference while preserving the ability to model coordinated cross-domain behaviour.

The experimental methodology followed a disciplined, temporally faithful evaluation

protocol consistent with earlier chapters, enabling direct architectural comparison.

Empirical results showed that MANN delivers consistent, though incremental,

improvements over both monolithic ANN and hybrid SOMANN baselines. These
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gains were most evident in recall, PR-AUC, false-positive reduction, and stabil-

ity across runs, supporting the hypothesis that modular decomposition provides a

beneficial inductive bias for insider-threat detection under realistic conditions. Im-

portantly, these improvements were obtained without reliance on aggressive feature

engineering or unrealistic evaluation shortcuts.

Theoretical analysis in Section 4.7 clarified why modular architectures offer struc-

tural advantages in heterogeneous and non-stationary environments, while also de-

lineating their limits. In particular, the chapter showed that while modularity im-

proves semantic alignment and variance localisation, it does not by itself capture

multi-level behavioural progression or provide robustness against adaptive manipu-

lation.

Accordingly, this chapter positions MANN as a foundational architectural layer

within the thesis progression. Chapter 5 builds upon this modular foundation by

introducing hierarchical behavioural abstraction to model insider activity across

multiple temporal and semantic levels, while Chapter 6 extends the architecture

further to address behaviourally constrained adversarial robustness. Together, these

chapters advance a staged, principled approach to insider-threat detection that bal-

ances performance, interpretability, and governance-aware evaluation.
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Chapter 5

A Multi-Layered Framework

5.1 Overview

This chapter advances the thesis architecture by introducing hierarchical modelling

as a mechanism for representing insider behaviour across multiple temporal and

semantic levels. While the modular decomposition developed in Chapter 4 improves

domain-specific representation and reduces cross-domain interference, it does not

explicitly encode behavioural progression, escalation, or long-horizon dependencies.

Insider activity, however, often unfolds as a sequence of locally plausible actions that

accumulate meaning over time rather than as isolated domain-level anomalies.

The chapter therefore proposes a hierarchical multi-layered learning framework

that organises behavioural evidence across levels of abstraction, enabling the model

to distinguish short-term fluctuations from sustained behavioural drift and coordin-

ated escalation. By structuring learning across layers, the framework aims to capture

both fine-grained operational signals and higher-level behavioural trajectories.

This hierarchical perspective provides a necessary conceptual bridge between

modular representation learning and the behaviourally constrained adversarial ro-

bustness mechanisms introduced in Chapter 6. The chapter formalises the hier-

archical architecture, describes its implementation and evaluation under temporally

faithful conditions, and assesses its contribution relative to prior modular and hybrid

baselines.

5.2 Introduction

The preceding chapters have progressively refined the architectural treatment of

insider-threat detection. Chapter 3 demonstrated that hybrid SOM–ANN models

stabilise representation by smoothing local variance, while Chapter 4 showed that

modular decomposition improves semantic alignment by separating heterogeneous

behavioural domains. Despite these advances, both architectures remain limited

in their ability to represent insider behaviour as an evolving, multi-stage process
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unfolding over extended time horizons.

Empirical and behavioural research consistently indicates that insider threats

rarely manifest as single anomalous actions. Instead, risk emerges through gradual

behavioural change, escalation, and coordination across activities that may individu-

ally remain within policy bounds. Models that operate at a single representational

level, even when modularised, are therefore prone to conflating short-term irreg-

ularities with meaningful behavioural progression or overlooking slow-burn insider

trajectories embedded in routine activity.

Hierarchical modelling addresses this limitation by structuring learning across

multiple layers of abstraction. Lower layers capture immediate operational patterns,

while higher layers integrate evidence over longer temporal windows and across be-

havioural contexts. This enables the model to distinguish transient deviations from

sustained behavioural drift and to represent escalation dynamics that are otherwise

difficult to capture using flat or purely modular architectures.

5.2.1 Temporal Blind-Spot Failure Mode

The principal failure mode motivating the hierarchical framework is termed the

Temporal Blind-Spot Failure Mode. It describes a condition in which behaviour that

appears weak, ambiguous, or benign within individual observation windows becomes

security-relevant only when interpreted as part of a longer behavioural trajectory.

This limitation is particularly relevant to low-and-slow insider activity, where

potentially malicious actions may be distributed across multiple sessions or extended

periods. Under such conditions, improving predictive optimisation within a single

observation window cannot recover behavioural relationships that are absent from

that window. The limitation therefore concerns not only classifier capacity, but also

the temporal information made available to the classifier.

Let a sequence of behavioural observations be represented as

X1:T = {x1,x2, . . . ,xT}. (5.1)

A flat model operating on a local temporal window of length τ estimates

ŷt = fθ (xt−τ+1:t) . (5.2)

However, the behavioural significance of an insider trajectory may depend on

relationships extending beyond this local window. Conceptually,

P (Yt | xt−τ+1:t) ̸= P (Yt | x1:t) , (5.3)

where the inequality represents the possibility that the longer behavioural history

contains outcome-relevant information that is unavailable within the local observa-

tion window.
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Equation 5.3 formalises the temporal blind spot. If relevant evidence is dis-

tributed across observations outside the local window, a classifier restricted to that

window cannot explicitly model those longer-range dependencies, irrespective of how

effectively it is optimised over the information available within the window.

Within the staged architectural progression developed in this thesis, this limita-

tion is expressed through three related forms.

Sub-threshold behavioural accumulation. Individual activities or sessions may

remain below a detection threshold even when their cumulative pattern indicates

sustained behavioural progression. For example, repeated low-volume file access,

gradual changes in working hours, or incremental use of available privileges may

individually remain within expected behavioural variation. Their potential signi-

ficance may emerge only through persistence, recurrence, or co-occurrence across

longer temporal horizons.

Loss of inter-session dependency. SOMANN introduces topology-informed be-

havioural representation, while MANN preserves domain-specific structure before fu-

sion. However, in the flat configurations evaluated in the preceding chapters, neither

architecture explicitly represents dependencies between behaviourally related obser-

vations separated across extended temporal intervals. Events occurring in different

sessions may therefore be individually represented while their trajectory-level rela-

tionship remains unavailable to a short-horizon decision function.

Ambiguity under legitimate behavioural change. Short-term deviations are

not necessarily indicative of malicious behaviour. Changes in workload, tempor-

ary responsibilities, project activity, working patterns, or other legitimate organisa-

tional circumstances may produce transient behavioural deviations. A short observa-

tion horizon may therefore provide insufficient context for distinguishing temporary

variation from persistent behavioural progression. Longer-horizon representation

provides additional temporal context through which the persistence and evolution

of such deviations can be assessed.

Why predictive optimisation alone is insufficient. The temporal blind spot

distinguishes improvement in the decision function from improvement in the inform-

ation available to that function. Increasing the capacity of a flat classifier, modifying

its optimisation procedure, or refining its decision boundary may improve the map-

ping from the available representation to the predicted outcome. These changes do

not, however, introduce behavioural relationships that were excluded by the obser-

vation window.

This distinction can be expressed conceptually as
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Classifier optimisation ̸= temporal information acquisition. (5.4)

The purpose of hierarchical modelling in this chapter is therefore structural

rather than simply an increase in predictive capacity. The MLML framework ex-

pands the represented temporal context by integrating behavioural evidence across

progressively longer horizons, allowing local observations to contribute to interme-

diate and trajectory-level behavioural states.

Empirical motivation. The slow-burn evaluation reported later in this chapter

provides empirical evidence of the identified failure mode. Under the evaluated

slow-burn condition, the flat MANN configuration achieved an F1-score of 0.412,

whereas the hierarchical MLML configuration achieved an F1-score of 0.885. The

full experimental protocol, comparative analysis, and interpretation of this result

are presented in the corresponding experimental evaluation section.

At this stage, the result is used only to establish empirical motivation for the

architectural transition. It indicates that, under the evaluated slow-burn condition,

the flat representation retained substantially less discriminative capability than the

multi-horizon representation when behavioural evidence was distributed across a

longer temporal trajectory. The result does not establish that MLML is the only

architecture capable of representing such dependencies.

Other sequence-modelling approaches could, in principle, provide mechanisms

for representing longer-range temporal relationships. The claim made in this thesis

is therefore narrower: within the staged architectural formulation evaluated here,

the observed temporal blind spot provides both theoretical and empirical motivation

for introducing an explicit multi-horizon representation mechanism.

Accordingly, hierarchical representation is treated as necessary within the evalu-

ated architectural formulation for addressing the identified long-horizon failure mode,

rather than as a universal requirement for all insider-threat detection architectures.

Accordingly, this chapter introduces a hierarchical multi-layered machine learn-

ing framework for insider-threat detection. The chapter formalises the architecture,

describes its implementation and evaluation under chronology-preserving protocols,

and empirically assesses its contribution relative to ANN, SOMANN, and MANN

baselines. Within the staged architectural programme, the framework specifically

examines whether explicit multi-horizon representation can address the temporal

blind spot identified above and improve detection when behavioural significance

emerges across extended trajectories.
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5.3 Behavioural Hierarchy in Insider Activity

A central argument of this thesis is that insider-threat detection is not merely a

problem of recognising anomalous events, but of modelling behavioural progression

under plausibility constraints. Chapters 3 and 4 showed that stabilised representa-

tions and domain-aligned modular learning can improve detection under temporally

faithful evaluation. However, both approaches still operate primarily at a single be-

havioural abstraction level: they model patterns within a chosen observation window

and feature space, but do not explicitly represent how insider behaviour accumulates

meaning across time, roles, and organisational context.

In practice, insider incidents often unfold as multi-stage trajectories. Early-

stage signals may be weak and locally plausible (e.g., gradual changes in working

hours, small increases in sensitive file access, repeated exploratory queries), while

later stages may involve more overt violations (e.g., bulk transfers, use of removable

media, or coordinated exfiltration). Importantly, these stages are rarely separable

by a single log channel; rather, they emerge through interaction across domains

and time, frequently with long-horizon dependencies [8], [15], [22]. A modelling

framework that treats behaviour as “flat” is therefore at risk of either (i) over-alerting

on benign short-term deviations, or (ii) missing slow-burn insider trajectories that

only become salient when viewed at higher abstraction.

5.3.1 Hierarchy as an Organising Principle

In this thesis, behavioural hierarchy refers to an organising principle that repres-

ents insider activity across multiple levels of abstraction. Lower levels capture

fine-grained operational behaviour (e.g., event patterns, short-window aggregates),

while higher levels capture sustained behavioural tendencies, drift, and progres-

sion (e.g., evolving routines, multi-step workflows, cross-domain escalation). This

concept aligns with behavioural cybersecurity perspectives that emphasise traject-

ory, context, and socio-technical embedding rather than isolated anomalies [11],

[12].

A hierarchical view is not introduced to add complexity for its own sake. Instead,

it provides two specific benefits that are difficult to obtain with flat representations:

1. Temporal abstraction: the ability to integrate evidence over longer horizons

while preserving short-term sensitivity. This supports distinguishing transient

deviations from sustained behavioural drift.

2. Semantic abstraction: the ability to represent behaviour in progressively

higher-level constructs (e.g., “routine deviation”→ “policy tension”→ “workflow-

consistent exfiltration tendency”), which enables more meaningful fusion of

cross-domain signals.
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Figure 5.1: Computational pipeline of the Multi-Layered Modular Learning (MLML)
framework. The complete implementation comprises five processing stages, within which
three behavioural abstraction tiers represent progressively broader behavioural context.
Stage 1 performs telemetry ingestion and normalisation; Stages 2–4 implement session-
level, task/domain-level, and trajectory-level behavioural representation, respectively; and
Stage 5 produces the final prediction and auxiliary outputs. The five-stage computational
pipeline therefore contains, rather than competes with, the three-tier conceptual behavi-
oural hierarchy.

5.3.2 Conceptual Hierarchy and Implementation Pipeline

The hierarchical framework is described in this thesis from two complementary per-

spectives: a conceptual behavioural hierarchy and a computational implementation

pipeline. The distinction is made explicit here because the original presentation

referred to both a three-level behavioural structure and a five-level implementation

structure, without clearly specifying their relationship.

These descriptions do not represent competing architectural definitions. The

conceptual hierarchy contains three behavioural abstraction tiers, whereas the im-

plementation view describes the complete five-stage processing pipeline from tele-

metry ingestion to final prediction. The relationship between the two views can be

represented as

Input Processing︸ ︷︷ ︸
Stage 1

→ Session→ Task/Domain→ Trajectory︸ ︷︷ ︸
Three behavioural abstraction tiers: Stages 2–4

→ Prediction︸ ︷︷ ︸
Stage 5

. (5.5)

Stages 1 and 5 therefore provide the input and output processing surrounding

the behavioural hierarchy, while Stages 2–4 implement the three substantive levels

of behavioural abstraction.
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5.3.2.1 Three-Tier Conceptual Behavioural Hierarchy

The conceptual hierarchy represents user behaviour at three progressively broader

levels of temporal and contextual abstraction.

Tier A: Session-Level Behaviour. The first behavioural tier represents activity

within an individual session or local observation window. It captures immediate

behavioural dynamics and produces a compact session-level representation of the

activity observed within that context. This tier provides the local behavioural state

from which higher-order representations are constructed.

Tier B: Task and Domain Context. The second tier integrates session-level

representations according to broader task, workflow, and behavioural-domain rela-

tionships. Its purpose is to represent behavioural context that may span multiple

local observations while remaining associated with a coherent operational activity.

This tier therefore extends the local session representation by preserving relation-

ships between activities occurring within relevant functional contexts.

Tier C: User-Level Behavioural Trajectory. The third tier integrates inter-

mediate behavioural states across longer temporal horizons. It represents the evol-

ution of user behaviour across multiple sessions and provides the framework with

a mechanism for modelling persistent deviation, behavioural drift, recurrence, and

longer-horizon progression.

The conceptual hierarchy can therefore be expressed as

esession → ztask → htrajectory, (5.6)

where esession denotes the local session representation, ztask denotes the interme-

diate task/domain representation, and htrajectory denotes the longer-horizon behavi-

oural trajectory state.

5.3.2.2 Five-Stage Computational Pipeline

The implementation view expands the conceptual hierarchy into the complete end-

to-end computational pipeline. The five stages describe how telemetry is processed,

transformed into progressively broader behavioural representations, and ultimately

supplied to the prediction mechanism.

1. Stage 1: Telemetry Ingestion and Normalisation.

Raw multi-source organisational telemetry is ingested, aligned, and trans-

formed into the common representation required by subsequent processing.

This stage supports the behavioural hierarchy but does not constitute a beha-

vioural abstraction tier.
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2. Stage 2: Session Representation.

Behavioural events are organised into local temporal or session contexts and

encoded as session-level representations. This stage implements Conceptual

Tier A and produces esession.

3. Stage 3: Task/Domain Representation.

Session-level representations are integrated according to the task, workflow,

and behavioural-domain relationships represented by the framework. This

stage implements Conceptual Tier B and produces ztask.

4. Stage 4: Trajectory Representation.

Intermediate behavioural representations are integrated across longer temporal

horizons to construct user-level trajectory states. This stage implements Con-

ceptual Tier C and produces htrajectory.

5. Stage 5: Prediction and Multi-Task Output.

The trajectory representation is supplied to the prediction and auxiliary task

heads used by the framework. This stage produces the final model outputs

and therefore completes the computational pipeline, but it does not introduce

an additional behavioural abstraction tier.

5.3.2.3 Mapping Between the Two Views

Table 5.1 summarises the correspondence between the three conceptual behavioural

tiers and the five computational stages.

Table 5.1: Mapping between the three-tier conceptual behavioural hierarchy and the
five-stage MLML computational pipeline.

Conceptual Role Computational Stage Primary Function / Out-
put

Supporting input
process

Stage 1: Telemetry inges-
tion and normalisation

Preprocessed behavioural
event stream

Tier A: Session-
level behaviour

Stage 2: Session repres-
entation

Session representation
esession

Tier B: Task/do-
main context

Stage 3: Task/domain
representation

Task-context representation
ztask

Tier C: Behavioural
trajectory

Stage 4: Trajectory rep-
resentation

Long-horizon behavioural
state htrajectory

Supporting output
process

Stage 5: Prediction and
multi-task output

Threat probability and aux-
iliary task outputs

The two descriptions therefore operate at different levels of abstraction. The

three-tier hierarchy defines the behavioural reasoning structure of MLML, while the

five-stage pipeline describes the computational process through which that hierarchy
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is implemented. The apparent three-level/five-level discrepancy is therefore resolved

by recognising that only Stages 2–4 correspond to behavioural abstraction tiers.

For consistency throughout the remainder of this chapter, the term tier is used

when referring to behavioural abstraction, while the term stage is used when re-

ferring to computational processing. References to the implementation architecture

and its associated figure should be interpreted according to this distinction.

5.3.3 Relationship to Modularity

Modularity (Chapter 4) and hierarchy address different but complementary struc-

tural problems. Modularity reduces cross-domain interference by learning domain-

specific representations before fusion. Hierarchy, by contrast, addresses cross-level

interference: evidence that is weak at one level may be decisive when accumulated

across levels and time. A domain module may capture a small increase in after-hours

file activity, for example, but the higher-level interpretation depends on whether this

increase persists, co-occurs with access pattern shifts, or aligns with device/network

staging. Thus, a modular architecture can still remain “flat” if it lacks an explicit

mechanism to represent progression and accumulation.

This distinction also clarifies why hierarchy is positioned in the thesis after mod-

ular learning. Once domain-specific signals are protected and made semantically co-

herent through modularity, hierarchical abstraction can integrate them across time

and behavioural stages without being dominated by high-volume domains. In this

sense, hierarchy builds on the modular foundation rather than replacing it.

5.3.4 Behavioural Progression Across the Hierarchy

The three behavioural tiers defined in Section 5.3.2.1 represent progressively broader

contexts rather than independent classification stages. Tier A captures local session

behaviour, Tier B places these representations within task and domain context, and

Tier C integrates them into longer-horizon user trajectories.

This progression enables behavioural evidence to accumulate across temporal

and contextual boundaries. An activity that is weakly informative at the session

level may acquire greater significance when it recurs within a coherent task context

or contributes to a persistent trajectory-level pattern. Conversely, a short-term

deviation may be interpreted differently when the longer behavioural trajectory

remains consistent with legitimate activity.

The hierarchy therefore provides the multi-horizon representation required to

address the temporal blind-spot failure mode defined in Section 5.2.1. Its purpose

is not to assign different threat labels independently at each tier, but to preserve

and progressively integrate behavioural context before final prediction.
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5.3.5 Implications for Evaluation

A hierarchical perspective also imposes stronger evaluation requirements. If the

modelling goal is to capture progression and drift, evaluation must preserve chrono-

logy and avoid randomisation that collapses temporal structure. Similarly, perform-

ance must be interpreted not only through aggregate metrics but also through error

profiles over time (e.g., whether early-stage signals are detected without excessive

false positives). These requirements remain consistent with the disciplined evalu-

ation stance developed in Chapter 2 and implemented throughout Chapters 3–4.

In summary, this section motivates hierarchical modelling as a necessary re-

sponse to the trajectory-based and plausibility-constrained nature of insider beha-

viour. The next section formalises the hierarchical architecture and specifies how

multi-level representations are constructed, integrated, and evaluated within the

thesis framework.

5.4 Formal Hierarchical Framework

This section formalises the hierarchical multi-layered framework proposed in this

chapter. The purpose is to provide a mathematically explicit description of how

behavioural evidence is represented at multiple levels of abstraction and how the

corresponding representations are integrated for insider-risk inference. In contrast

to Chapters 3 and 4, which respectively prioritised variance-stabilised representation

and domain-aligned modular learning, the framework developed here introduces

an explicit cross-level structure that supports progression-aware modelling under

temporally faithful evaluation.

5.4.1 Notation and Multi-Log Behavioural Observations

Let u ∈ U denote a user, and let D = {D1, . . . , DK} denote the set of behavioural

domains (e.g., authentication, file, communication, device/network) introduced in

Section 5.3 and operationalised in Chapter 4. For each domain Dk, the event stream

for user u is represented as an ordered sequence:

E (k)u = {e(k)u,1, e
(k)
u,2, . . . , e

(k)

u,T
(k)
u

},

where events are time-stamped and ordered chronologically. Because event rates

differ across domains, T
(k)
u is domain-dependent.

To enable learning, event streams are mapped into windowed behavioural repres-

entations. Let w denote an aggregation window (e.g., a day or a fixed time block),

and let x
(k)
u,t ∈ Rdk be the domain-specific feature vector for user u in domain k over
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window t. The set of domain-specific representations at time t is:

xu,t =
(
x
(1)
u,t ,x

(2)
u,t , . . . ,x

(K)
u,t

)
.

Labels (where available) are denoted yu,t ∈ {0, 1}, interpreted as an insider-risk

indicator for the corresponding behavioural window. As noted in Chapter 2, such

labels are dataset- and scenario-derived and should be interpreted within explicit

validity boundaries.

5.4.2 Hierarchical Representation Levels

The framework introduces L levels of behavioural abstraction. Each level ℓ ∈
{1, . . . , L} produces a representation h

(ℓ)
u,t that summarises behavioural evidence at

a particular temporal and semantic granularity. The hierarchy is designed such

that lower levels capture short-window operational behaviour, while higher levels

integrate evidence across longer horizons and broader behavioural context.

Level 1: short-window behavioural encoding. At the lowest level, each do-

main representation is mapped into a domain-aligned latent embedding. Let f
(1)
k (·)

denote the Level-1 encoder for domain k:

h
(1,k)
u,t = f

(1)
k

(
x
(k)
u,t

)
, k = 1, . . . , K.

These domain embeddings are fused to produce the Level-1 global representation:

h
(1)
u,t = F (1)

(
h
(1,1)
u,t , . . . ,h

(1,K)
u,t

)
,

where F (1)(·) denotes a fusion mechanism analogous in intent to MANN fusion

(Chapter 4), but used here as the base representation layer for hierarchical abstrac-

tion.

Level 2: behavioural drift and routine abstraction. Level 2 aggregates

Level-1 representations across a longer temporal horizon to capture sustained beha-

vioural change. Let τ2 denote the Level-2 context length (e.g., multiple windows). A

generic Level-2 aggregator g(2)(·) maps the recent history of Level-1 representations

into a drift-aware representation:

h
(2)
u,t = g(2)

(
h
(1)
u,t−τ2+1, . . . ,h

(1)
u,t

)
.

The aggregator may be instantiated using recurrent units, temporal convolution,

attention pooling, or statistical summarisation (e.g., mean/variance descriptors over

the horizon). In this thesis, the choice is guided by the objective of capturing
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progression without sacrificing interpretability and evaluation discipline.

Level 3: trajectory and stage-level abstraction. Level 3 integrates evidence

at the highest abstraction, aiming to represent longer-horizon escalation and cross-

domain coordination patterns. Let τ3 denote the Level-3 context length, with τ3 ≥
τ2. The Level-3 representation is:

h
(3)
u,t = g(3)

(
h
(2)
u,t−τ3+1, . . . ,h

(2)
u,t

)
.

This level is not claimed to recover true psychological “stages” of intent. Rather,

it provides a pragmatic abstraction for capturing accumulation and coordination

patterns that remain locally plausible at Level 1 but become salient when integrated

over time and across domains.

5.4.3 Hierarchical Fusion and Risk Inference

The multi-level representations are integrated to produce a final risk score ŷu,t. Two

design strategies are considered:

Progressive (top-down) inference. A simple approach uses only the highest-

level representation for prediction:

ŷu,t = σ
(
W (3)h

(3)
u,t + b(3)

)
,

where σ(·) is the logistic function and W (3), b(3) are learnable parameters.

Multi-level (skip-connected) inference. To preserve sensitivity to short-window

signals while incorporating higher-level context, a multi-level classifier integrates

representations from multiple levels:

zu,t = concat
(
h
(1)
u,t ,h

(2)
u,t ,h

(3)
u,t

)
, ŷu,t = σ(Wzu,t + b) .

This formulation provides an explicit mechanism for balancing immediate anomalies

against long-horizon progression, thereby addressing a common limitation of flat

architectures that either overreact to transient irregularities or underreact to slow-

burn escalation.
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5.4.4 Training Objective and Class-Imbalance Handling

The hierarchical model is trained to minimise a weighted binary cross-entropy loss

over the chronologically partitioned training windows:

L = −
∑

(u,t)∈T

[
α yu,t log(ŷu,t) + (1− yu,t) log(1− ŷu,t)

]
,

where T denotes training indices and α is a class-weight factor used to mitigate

imbalance. In line with Chapter 2, evaluation emphasises PR-oriented metrics and

calibrated operating points rather than accuracy optimisation, acknowledging the

rarity and cost asymmetry of insider events.

5.4.5 Design Rationale and Complexity Considerations

The hierarchical structure is intended to address two failure modes that persist even

after modular decomposition. First, weak but consistent deviations can be missed

by models that operate at a single window scale. Second, locally plausible actions

distributed across domains can appear benign in isolation but become suspicious

when integrated as a trajectory. By introducing explicit temporal context lengths

τ2 and τ3, the framework defines a controlled mechanism for evidence accumulation

rather than relying on incidental long-range correlations within a flat model.

The additional structure introduces complexity and hyperparameters (e.g., num-

ber of levels, horizon lengths, aggregation operators). To prevent overfitting and

to maintain methodological comparability with Chapters 3–4, the thesis evaluates

hierarchical designs using the same chronology-preserving protocol and controlled

baseline comparisons. Ablations are used to isolate whether performance improve-

ments arise from increased capacity or from the hierarchical inductive bias itself.

5.4.6 Scope and Validity Boundaries

It is important to delineate the scope of the formalism. The hierarchy is a modelling

abstraction over log-derived behavioural telemetry; it is not a direct measurement

of intent, psychological state, or organisational context. Higher-level representa-

tions should be interpreted as computational summaries of accumulated behavioural

evidence, suitable for comparative evaluation and analyst support, rather than as

definitive explanations of insider motivation.

With these boundaries stated, the hierarchical framework provides a principled

basis for evaluating whether progression-aware representation improves insider-threat

detection relative to ANN, SOMANN, and MANN baselines under disciplined exper-

imental conditions. The next section describes the methodology and implementation

used to instantiate this framework on the CERT benchmark.
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5.5 Methodology and Implementation

This section describes the experimental methodology and implementation details

used to instantiate and evaluate the hierarchical multi-layered framework introduced

in Section 5.4. The methodology is designed to ensure comparability with the ANN,

SOMANN, and MANN baselines developed in previous chapters, while introducing

hierarchy as the sole additional inductive bias. In line with the evaluation prin-

ciples established in Chapter 2, particular emphasis is placed on temporal integrity,

controlled experimentation, and transparency of design choices.

5.5.1 Dataset Configuration and Preprocessing

All experiments in this chapter are conducted using the CERT insider-threat data-

set, consistent with the comparative architecture programme adopted throughout

the thesis. As detailed in Chapter 2, the dataset provides multi-log telemetry across

authentication, file access, device usage, web activity, communication, and organisa-

tional metadata. The choice to retain the same dataset across Chapters 3–5 ensures

that observed performance differences can be attributed to architectural changes

rather than data variation.

Preprocessing follows the domain-aligned pipeline introduced in Chapter 4. Raw

event streams are parsed, timestamp-normalised, and aggregated into fixed-duration

windows to produce domain-specific feature vectors. Feature engineering focuses

on activity frequency, temporal regularity, burstiness, and deviation from personal

baselines, avoiding features that directly encode ground-truth labels or scenario

artefacts. All preprocessing steps are executed independently within each temporal

fold to prevent information leakage.

5.5.2 Chronology-Preserving Data Partitioning

To preserve behavioural progression and avoid temporal leakage, data are partitioned

using blocked temporal folds. Windows are ordered chronologically for each user,

and training, validation, and test splits are defined as contiguous temporal segments

rather than random samples. This protocol ensures that the model is evaluated

on future behaviour relative to the training period, reflecting realistic deployment

conditions and preventing contamination of early-stage signals by later events.

Validation windows are used exclusively for hyperparameter selection and early

stopping, while test windows are held out for final evaluation. No user appears

in multiple temporal roles (e.g., training and testing at overlapping time points),

and no future information is incorporated into feature computation. This design

directly addresses a common methodological weakness identified in the insider-threat

literature, where random shuffling can inflate reported performance.
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5.5.3 Hierarchical Model Instantiation

The hierarchical framework is instantiated using three abstraction levels, corres-

ponding to the behavioural intent described in Section 5.3. Level 1 encoders op-

erate on domain-specific windowed features and are implemented using lightweight

feedforward networks to limit capacity and encourage domain-aligned representa-

tion. Level 2 aggregators integrate Level 1 outputs across medium-term temporal

contexts using fixed-horizon temporal pooling, while Level 3 aggregators integrate

Level 2 outputs over longer horizons to capture sustained behavioural drift and

escalation.

Fusion between levels follows the multi-level inference strategy described in Sec-

tion 5.4, with skip connections used to retain sensitivity to short-window deviations

while incorporating higher-level context. Hyperparameters such as context lengths,

hidden dimensionality, and aggregation operators are selected via validation per-

formance under the chronology-preserving protocol.

5.5.4 Training Procedure and Optimisation

Models are trained using weighted binary cross-entropy loss to mitigate class imbal-

ance, with class weights determined from the training data only. Optimisation is

performed using the Adam optimiser with a fixed learning rate schedule and early

stopping based on validation loss. To reduce variance, experiments are repeated

across multiple random initialisations, and reported results reflect mean perform-

ance with corresponding variability.

Importantly, the hierarchical architecture is not trained with privileged inform-

ation about attack stages or scenario structure. All supervision is derived from

window-level labels provided by the dataset, ensuring that hierarchy functions as an

inductive bias rather than a hand-crafted encoding of attack progression.

5.5.5 Evaluation Metrics and Reporting

Consistent with Chapter 2, evaluation prioritises metrics appropriate for imbalanced

classification. Precision–recall (PR) curves, average precision, and recall at fixed

false-positive operating points are used as primary indicators. Receiver operating

characteristic (ROC) curves are reported for completeness but are not treated as

decisive evidence of effectiveness. Threshold selection is performed on validation

data, and test results are reported at fixed thresholds to avoid optimistic bias.

In addition to aggregate metrics, error profiles are examined over time to assess

whether hierarchical modelling improves early-stage detection without introducing

excessive false positives. This temporal perspective aligns with the behavioural

motivation for hierarchy and provides a more nuanced understanding of model be-

haviour than static summary metrics alone.
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5.5.6 Implementation Environment and Reproducibility

All experiments are implemented in Python using standard scientific computing and

machine-learning libraries. Experiments are executed in a controlled environment

with fixed random seeds, documented preprocessing pipelines, and consistent evalu-

ation scripts. Where stochastic components are involved, results are averaged across

multiple runs to improve robustness.

To support reproducibility, key implementation artefacts—including configura-

tion parameters, training logs, and supplementary diagnostics—are provided in the

appendices. The hierarchical model implementation follows the same coding conven-

tions and evaluation harness as the ANN, SOMANN, and MANN baselines, enabling

direct architectural comparison.

5.5.7 Ethical and Methodological Considerations

The methodology is designed to support responsible interpretation of insider-threat

detection results. Model outputs are treated as probabilistic risk indicators rather

than deterministic judgements of intent. No attempt is made to infer psychological

state or motivation, and no operational decisions are implied by the reported res-

ults. The evaluation framework explicitly avoids retrospective bias and emphasises

forward-looking detection under uncertainty.

With these methodological controls in place, the experimental results reported in

the next section can be interpreted as evidence of the architectural contribution of

hierarchical modelling, rather than as artefacts of data leakage, evaluation shortcuts,

or uncontrolled capacity increases.

5.6 Experimental Evaluation

This section reports the experimental evaluation of the hierarchical multi-layered

framework introduced in Chapter 5. The objective is to assess whether expli-

cit hierarchical abstraction improves insider-threat detection relative to the ANN,

SOMANN, and MANN baselines under the same dataset, feature space, and chronology-

preserving evaluation protocol. The evaluation is designed to minimise non-architectural

differences between the compared models so that the incremental contribution of

hierarchical representation can be examined under a common evaluation protocol.

5.6.1 Analysis of Performance Benchmarks

The discriminative performance of the MLML framework is evaluated against the

established baselines in Figure 5.4. Under the reported evaluation conditions, the

proposed architecture achieves the highest values across the primary metrics, in-

cluding an AUC of 0.97 and an F1-score of 0.94. These results provide evidence
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Figure 5.2: Temporal resilience and adaptation behaviour of the MLML framework
under the evaluated drift condition. The framework retains approximately 89% of its
reference ROC-AUC at the final temporal block (MSI = 0.89), while the normalised
latent-distribution displacement is CDR = 0.25. Fine-tuning requires 83% fewer training
epochs than the corresponding from-scratch procedure (RE = 0.83), and the adapted
model achieves a post-drift F1-score of 0.92. MSI, CDR, and RE are operational measures
defined specifically for the evaluation protocol used in this thesis.

Figure 5.3: Incremental performance across the architectural layers of the MLML frame-
work (L1 through L5). The transition to Level 3 (Parallel Domain Modules) is associated
with the largest observed increase in F1-score (+5%), while Levels 4 and 5 provide further
incremental improvements. The complete configuration achieves an AUC of 0.97 under
the reported evaluation conditions. Source: Author’s own experimental results.
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Figure 5.4: Comparative performance of the MLML framework and the evaluated
baselines on the CERT dataset. Under the reported evaluation protocol, MLML achieves
the highest values across the displayed metrics, including Accuracy and ROC-AUC values
of 0.97. The comparison provides aggregate evidence of improved predictive performance
under the evaluated benchmark conditions. Source: Author’s own experimental results.

that the hierarchical formulation improves discrimination relative to the evaluated

baselines.

The contribution of the hierarchical design is examined further in Figure 5.3.

The incremental analysis shows that the transition to domain-aligned modularity

at L3 is associated with the largest observed increase in F1-score (+5%). The sub-

sequent layers (L4–L5) provide further incremental improvements, indicating that

performance gains are distributed unevenly across the architectural stages.

5.6.2 Operational Drift Metrics

The temporal evaluation reported in this chapter uses three complementary quant-

ities to characterise model behaviour under distributional change: the Model Sta-

bility Index (MSI), Concept Drift Rate (CDR), and Retraining Efficiency (RE).

These quantities are used in this thesis as operational evaluation measures ; they are

not presented as universally standardised metrics with fixed definitions across the

concept-drift literature.

The measures capture three distinct aspects of temporal robustness: retention

of predictive performance, displacement of the learned behavioural representation,

and efficiency of model adaptation. Their definitions and computation procedures

are stated explicitly below to ensure that the reported results are reproducible and

appropriately interpreted.
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5.6.2.1 Model Stability Index

The Model Stability Index (MSI) measures the proportion of reference predictive

performance retained when a trained model is evaluated on a later temporal block

without intervening retraining.

Let AUCT1 denote the model’s ROC-AUC on the reference temporal block and

AUCTk
its ROC-AUC on a later evaluation block. MSI is defined in this thesis as

MSI(Tk) =
AUCTk

AUCT1

. (5.7)

Accordingly,

MSI


< 1, predictive performance has degraded,

= 1, predictive performance has been retained,

> 1, predictive performance has improved.

(5.8)

Because ROC-AUC is non-negative, the ratio has a theoretical range of [0,∞),

although values close to one indicate greater retention of the reference performance.

For the temporal evaluation reported in this chapter,

AUCT1 = 0.9700, AUCT6 = 0.8633, (5.9)

giving

MSI(T6) =
0.8633

0.9700
= 0.890. (5.10)

Thus, the model retained approximately 89.0% of its reference ROC-AUC at

T6 without intervening retraining. Equivalently, this represents an approximately

11.0% relative reduction in the selected performance measure.

The use of performance degradation as an indicator of model instability is con-

sistent with the broader concept-drift literature [32]. The specific retention ratio

defined in Equation 5.7, however, is an operational measure adopted for this thesis

and should not be interpreted as a standard definition of MSI within that literature.

5.6.2.2 Concept Drift Rate

The Concept Drift Rate (CDR) is used to quantify displacement between the lat-

ent behavioural representations associated with different temporal blocks. In this

thesis, the measure is derived from the first-order Wasserstein distance between the

corresponding empirical latent distributions.

Let PT1 and PTk
denote the empirical distributions of latent representations ob-

tained at the reference and later temporal blocks, respectively. Their first-order

Wasserstein distance is defined as
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W1(PT1 , PTk
) = inf

γ∈Π(PT1
,PTk

)
E(x,y)∼γ [∥x− y∥2] , (5.11)

where Π(PT1 , PTk
) denotes the set of couplings whose marginals are PT1 and PTk

.

Because the magnitude of the Wasserstein distance depends on the scale of the

latent representation, the value reported in this thesis is normalised as

CDR(Tk) =
W1(PT1 , PTk

)

Dmax

, (5.12)

where Dmax denotes the reference distance used to normalise the evaluated latent

space.

Under this formulation, values closer to zero indicate comparatively small dis-

placement between the evaluated latent distributions, while larger values indicate

greater distributional displacement. A value approaching one represents displace-

ment approaching the maximum defined by the adopted normalisation procedure.

It should not be interpreted as a universal threshold for “complete” concept drift.

For the temporal comparison between T1 and T6, the resulting normalised value

was

CDR(T6) = 0.250. (5.13)

This result indicates measurable displacement of the learned behavioural rep-

resentation between the reference and later temporal blocks. It does not, however,

establish the source of that displacement or demonstrate a change in the conditional

relationship P (Y | X). CDR therefore provides evidence of representation-level dis-

tribution shift, rather than a direct measure of changes in the underlying threat

concept.

The use of Wasserstein distance as a measure of distributional discrepancy is

grounded in prior work on distribution comparison and domain adaptation shen2018wasserstein.

The normalised CDR formulation in Equation 5.12 is specific to the evaluation pro-

tocol adopted in this thesis.

5.6.2.3 Epoch-Based Retraining Efficiency

Retraining Efficiency (RE) measures the proportional reduction in training epochs

required to adapt an existing model to a later temporal block relative to training

the corresponding model configuration from a new initialisation.

Let Escratch denote the number of epochs required to satisfy the defined con-

vergence criterion when training from scratch, and let Efine denote the number of

epochs required when fine-tuning the previously trained model. RE is defined as

RE = 1− Efine

Escratch

. (5.14)
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When fine-tuning requires no more epochs than training from scratch, RE ∈
[0, 1]. A value of zero indicates no reduction in the number of training epochs,

whereas values approaching one indicate progressively greater epoch reduction.

For the adaptation experiment reported in this chapter,

Escratch = 100, Efine = 17, (5.15)

and therefore

RE = 1− 17

100
= 0.830. (5.16)

Fine-tuning therefore required 83% fewer epochs than the corresponding from-

scratch procedure under the convergence criterion used in this experiment.

This result is deliberately described as an epoch-based efficiency measure. It

does not establish an equivalent reduction in wall-clock time, energy consumption,

computational cost, or financial cost, since those quantities were not measured as

part of this experiment. The use of fine-tuning to reduce adaptation effort is con-

sistent with established transfer-learning principles yosinski2014transferable; the

RE ratio itself is the operational measure defined for this thesis.

5.6.2.4 Interpretive Scope

The three measures characterise different aspects of temporal model behaviour and

should not be interpreted interchangeably:

• MSI measures retention of predictive performance across temporal blocks;

• CDR measures distributional displacement in the learned latent representa-

tion;

• RE measures the proportional reduction in training epochs required for model

adaptation.

These quantities may therefore change independently. A model may exhibit

measurable representation-level drift while retaining strong predictive performance,

or it may experience predictive degradation while remaining comparatively inex-

pensive to adapt in terms of training epochs. Reporting MSI, CDR, and RE to-

gether provides a broader operational characterisation than any individual measure

considered in isolation.

Importantly, these metrics do not establish that the hierarchical framework is

universally robust to concept drift. They quantify its behaviour under the specific

temporal evaluation and adaptation conditions examined in this chapter. Their

interpretation therefore remains bounded by the temporal partitions, latent rep-

resentation, normalisation procedure, convergence criterion, and CERT benchmark

used in the experiment.

188



5.6.3 Repeated-Run Statistical Validation of MLML

To assess whether the performance improvements observed for the Multi-Layered

Modular Learning (MLML) framework were consistent across repeated experiments,

the principal PR-AUC comparisons were evaluated over seven paired runs (n = 7).

Each paired comparison used identical data partitions, preprocessing procedures,

and evaluation protocols. The repeated-run analysis therefore evaluates whether

the observed differences are consistent across matched training runs rather than

being attributable to a single training outcome.

Performance is reported as the mean and standard deviation across the seven

runs. A 95% confidence interval (CI) is additionally reported for the mean paired

PR-AUC difference as a descriptive measure of between-run uncertainty. Statistical

comparisons were conducted using the two-sided exact Wilcoxon signed-rank test

because of the small number of paired observations and without assuming normal-

ity of the paired differences. The matched-pairs rank-biserial correlation (rrb) is

reported as the corresponding effect-size measure.

Table 5.2 summarises the repeated-run comparisons. In the comparison designed

to examine the incremental contribution associated with hierarchical modelling,

MANN achieved a mean PR-AUC of 0.904±0.017, whereas MLML achieved 0.936±
0.015. The mean paired improvement was 0.031, with a 95% CI of [0.028, 0.035].

MLML achieved a higher PR-AUC than MANN in all seven paired runs. The

two-sided exact Wilcoxon signed-rank test yielded p = 0.016, with a matched-pairs

rank-biserial correlation of rrb = 1.00.

The comparison against the common ANN baseline produced a larger perform-

ance difference. ANN achieved a mean PR-AUC of 0.810 ± 0.022, whereas MLML

achieved 0.936± 0.015. The mean paired improvement was 0.126, with a 95% CI of

[0.118, 0.133]. MLML achieved a higher PR-AUC in each of the seven paired runs,

with the exact Wilcoxon signed-rank test yielding p = 0.016 and rrb = 1.00.

Table 5.2: Repeated-run statistical validation of MLML using PR-AUC (n = 7 paired
runs). Model performance is reported as mean ± standard deviation.

Measure MANN vs MLML ANN vs MLML
Baseline model MANN ANN
Baseline PR-AUC 0.904± 0.017 0.810± 0.022
MLML PR-AUC 0.936± 0.015 0.936± 0.015
Mean paired difference +0.031 +0.126
95% CI of mean paired difference [0.028, 0.035] [0.118, 0.133]
Exact Wilcoxon signed-rank test p = 0.016 p = 0.016
Matched-pairs rank-biserial correlation rrb = 1.00 rrb = 1.00

For seven non-zero paired observations, the minimum attainable two-sided exact

Wilcoxon probability is p = 0.015625. In both comparisons, all seven paired differ-

ences favoured MLML, resulting in p = 0.016 after rounding and a matched-pairs
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rank-biserial correlation of rrb = 1.00. The latter indicates complete directional con-

sistency across the evaluated paired runs and should be interpreted in conjunction

with the small number of repeated experiments.

The repeated-run results provide evidence that the higher PR-AUC observed for

MLML is consistent across the evaluated runs. The MANN comparison is particu-

larly relevant to the architectural progression developed in this thesis because it eval-

uates the incremental change from domain-specific modular representation to hier-

archical, multi-horizon representation under matched experimental conditions. The

ANN comparison additionally establishes the performance of the complete MLML

formulation relative to the common thesis baseline.

These findings support the interpretation that hierarchical modelling provides

additional predictive benefit under the evaluated CERT conditions. They do not

establish that hierarchical organisation is universally necessary for insider-threat

detection, nor do they demonstrate equivalent performance under operational or-

ganisational telemetry. The conclusions are therefore bounded to the benchmark,

architectures, and evaluation protocol considered in this chapter.

5.6.4 Interpretation of Retraining Efficiency

The computational implications of model adaptation are interpreted in this thesis

strictly in relation to the quantities measured experimentally. As defined in Sec-

tion 5.6.2, the Epoch-Based Retraining Efficiency (RE) compares the number of

optimisation epochs required to adapt a previously trained model with the number

required when training the corresponding configuration from a new initialisation.

In the reported temporal-drift experiment, adaptation of the previously trained

model required 17 epochs, compared with 100 epochs for training the corresponding

configuration from scratch. This produced

RE = 1− 17

100
= 0.83. (5.17)

Under the convergence criterion adopted in this experiment, the fine-tuning pro-

cedure therefore required 83% fewer optimisation epochs than the corresponding

from-scratch training procedure.

This result provides empirical evidence that the previously learned representa-

tion could be adapted to the evaluated later temporal block with substantially fewer

optimisation epochs. It does not establish a corresponding reduction in financial

cost, wall-clock execution time, energy consumption, hardware utilisation, engineer-

ing effort, or wider operational maintenance cost, since these quantities were not

measured in the experimental evaluation.

Accordingly, RE = 0.83 is interpreted specifically as evidence of epoch-based

retraining efficiency. No quantitative claim is made regarding operational or finan-
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cial cost savings. Establishing such savings would require a separate deployment-

oriented evaluation incorporating wall-clock execution time, computational resource

utilisation, retraining frequency, infrastructure requirements, engineering effort, and

Security Operations Centre (SOC) processes.

5.6.5 Evaluation Protocol and Baselines

All models are evaluated using blocked temporal folds, as described in Section 5.5.

Training, validation, and test windows are strictly ordered in time, ensuring that

predictions are made on future behaviour relative to the training period. This

protocol prevents temporal leakage and preserves behavioural progression, which is

necessary for evaluating the temporal properties of the hierarchical framework under

chronology-preserving conditions.

The hierarchical framework is compared against the following baselines:

• ANN: a monolithic feedforward network operating on fused behavioural fea-

tures;

• SOMANN: a hybrid model incorporating variance-stabilised SOM represent-

ations;

• MANN: a modular architecture with domain-aligned encoders and fusion.

All baselines use identical preprocessing, feature engineering, class-weighting,

and evaluation metrics. Hyperparameters are selected using validation data only,

and test results are reported at fixed operating points to avoid optimistic bias.

5.6.6 Aggregate Performance Comparison

Table A.3 summarises aggregate performance across models. The hierarchical frame-

work demonstrates consistent improvements in PR-AUC and recall at comparable

false-positive rates relative to all baselines. These gains are incremental rather than

dramatic, reflecting the fact that earlier architectures already incorporate stabilisa-

tion and modularity. Nevertheless, the results indicate that hierarchy provides a

measurable advantage in capturing long-horizon behavioural patterns.

Importantly, accuracy is not emphasised due to class imbalance. Improvements

in PR-oriented metrics suggest that the hierarchical model is better able to surface

relevant insider-risk windows without proportionally increasing false alarms. This

aligns with the behavioural motivation for hierarchy: integrating weak but persistent

signals across time rather than reacting to isolated deviations.
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5.6.7 Temporal Error Analysis

To assess whether hierarchy improves progression-aware detection, error profiles are

examined over time. Compared to flat and modular baselines, the hierarchical model

shows earlier detection of sustained behavioural drift in several insider scenarios,

while maintaining comparable false-positive rates during benign periods. These

observations suggest that higher-level representations capture accumulation effects

that are not visible within short-window models.

However, not all insider trajectories benefit equally from hierarchical abstraction.

In scenarios where malicious actions are abrupt and highly localised, flat or modular

models may already achieve strong performance. This highlights that hierarchy is

most beneficial in slow-burn or multi-stage cases, consistent with the conceptual

framing in Section 5.3.

5.6.8 Ablation and Sensitivity Analysis

This section deepens the analysis of the hierarchical model by conducting ablations

and sensitivity studies to assess the individual contribution of each hierarchy level

and the impact of different temporal context lengths. These experiments are de-

signed to assess the importance of each structural component and their sensitivity

to various factors such as horizon length and smoothing.

5.6.8.1 Ablation Studies: Contribution of Hierarchical Levels

Ablation studies focus on the role of each hierarchical level in the model. By se-

lectively removing higher-level aggregators, we can evaluate their specific impact on

performance. Removing Level 3, the top layer, primarily impacts recall for long-

horizon trajectories, leading to decreased performance in detecting gradual insider

activities. However, short-window performance remains largely unaffected, suggest-

ing that Level 3 plays a critical role in progression integration rather than immediate

anomaly detection.

Removing Level 2, the mid-level abstraction, causes intermediate degradation

in performance, indicating that this layer’s role in drift abstraction is stabilising.

Level 2 helps bridge the gap between operational signals (i.e., immediate activities)

and trajectory-level inference (i.e., long-term behavioural patterns). These findings

support the interpretation that, within the evaluated MLML configuration, interme-

diate and higher-level abstractions contribute to the representation of behavioural

progression across temporal scales.

5.6.8.2 Sensitivity Analysis: Temporal Context Lengths (τ2, τ3)

Sensitivity analysis was conducted on the temporal context lengths (τ2, τ3), which

govern the windows over which behavioural patterns are abstracted and detected.
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The results show that there are diminishing returns beyond a moderate horizon

length. Excessively long contexts introduce over-smoothing, which leads to delayed

detection of emerging threats, as subtle deviations get averaged out over time.

Conversely, shorter contexts (τ2 < 2 hours) were associated with higher false-

negative rates for gradual insider scenarios, indicating that the available temporal

context was insufficient to represent some longer-horizon behavioural dependencies.

Within the range of configurations evaluated, the moderate context lengths provided

the most favourable observed trade-off between temporal resolution and detection

performance.

5.6.8.3 Conditions Under Which Hierarchy Provides Limited Benefit

The evaluation also identifies conditions under which hierarchical abstraction provides

limited additional benefit. Behaviour involving weak, distributed signals across mul-

tiple domains may remain difficult to distinguish when individual observation win-

dows contain insufficient discriminatory evidence. Similarly, short and highly loc-

alised malicious actions may provide limited opportunity for higher-level temporal

aggregation to improve upon lower-level representations.

Detection is also constrained by telemetry coverage. Behaviour occurring through

channels that are absent from the monitored feature space cannot be recovered solely

through hierarchical aggregation. This represents an observability limitation rather

than a limitation specific to the hierarchical architecture.

These findings indicate that hierarchical modelling should not be interpreted

as providing uniformly improved detection across all insider-threat conditions. Its

principal benefit under the experiments reported here occurs where relevant behavi-

oural evidence is distributed across temporal horizons and can be integrated through

progressively broader representations. Robustness to deliberate manipulation of ob-

servable behaviour constitutes a separate modelling problem and is examined in

Chapter 6.

5.6.8.4 Smoothing Effects on Detection Performance

Temporal smoothing reduces short-term variation but may also delay the represent-

ation of emerging behavioural changes. The sensitivity analysis therefore examined

the effect of different smoothing-window lengths on the balance between short-term

responsiveness and representation of longer-term behavioural patterns.

Within the evaluated configurations, the 10-minute window retained greater sens-

itivity to rapidly changing behaviour but provided weaker representation of some

longer-duration patterns. The 60-minute window improved the representation of

gradual behavioural change but was associated with greater detection delay. The

20-minute window provided the most favourable observed trade-off among the tested

configurations. This value should therefore be interpreted as an empirical choice
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for the present dataset and evaluation protocol rather than as a generally optimal

smoothing interval for insider-threat detection.

5.6.9 Comparative Interpretation Across Chapters

Viewed across the thesis progression, the results in this chapter complete a coher-

ent architectural narrative. ANN provides a discriminative baseline but is sensitive

to variance and cross-domain dominance. SOMANN introduces topology-informed

behavioural representation and improves representational stability relative to the

common ANN baseline. MANN introduces domain-aligned modularity that pre-

serves heterogeneous behavioural signals. The hierarchical framework builds on this

foundation by integrating evidence across time and abstraction levels, improving

detection of progression-based insider behaviour.

The observed hierarchical gains are achieved without introducing privileged su-

pervision or explicit attack-stage labels. This is consistent with the interpretation

of hierarchy as a structural inductive bias for organising behavioural information

across abstraction levels and temporal horizons, rather than as an explicit encoding

of the evaluated insider scenarios.

5.6.10 Limitations of the Experimental Findings

The experimental findings should be interpreted within the validity boundaries es-

tablished in Chapter 2. The CERT dataset provides a defensible benchmark for

architectural comparison but cannot capture the full richness of organisational con-

text, intent, or policy interpretation. Labels are scenario-derived and may not reflect

all real-world insider behaviours.

Furthermore, while hierarchical abstraction improves detection of sustained be-

havioural drift, it does not inherently guarantee robustness against adaptive ma-

nipulation. Adversaries who deliberately mimic benign progression patterns may

still evade detection. These limitations motivate the behaviourally constrained ad-

versarial framework developed in Chapter 6.

In summary, the experimental evaluation provides evidence that hierarchical

modelling improves performance relative to the evaluated flat and modular baselines

under the chronology-preserving CERT evaluation protocol, particularly where rel-

evant behavioural evidence extends across temporal horizons. The results also

identify conditions under which hierarchical abstraction provides limited additional

benefit and therefore bound the scope of the conclusions drawn from this chapter.
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5.7 Discussion

This section synthesises the findings of Chapter 5 and interprets the contribution of

hierarchical modelling in relation to the preceding architectural stages of the thesis.

Rather than reiterating numerical results, the discussion focuses on behavioural

meaning, architectural implications, and the boundaries within which hierarchical

abstraction provides value for insider-threat detection.

5.7.1 What Hierarchical Abstraction Contributes

The primary contribution of the hierarchical framework is not an absolute perform-

ance gain, but a change in how behavioural evidence is integrated and interpreted.

Earlier chapters demonstrated that stabilisation (SOMANN) and domain-aligned

modularity (MANN) reduce variance and semantic interference, respectively. How-

ever, both approaches remain limited in their ability to represent behavioural pro-

gression as an accumulating process.

Hierarchical abstraction addresses this limitation by introducing explicit cross-

level structure. Weak signals that are individually plausible and statistically un-

remarkable at short time scales can become salient when integrated across longer

horizons and higher abstraction levels. This mechanism aligns with behavioural in-

sider models that emphasise gradual escalation, routine deviation, and coordination

rather than isolated anomalies. The experimental findings suggest that hierarchy

improves sensitivity to such patterns without proportionally increasing false-positive

rates, particularly in slow-burn insider scenarios.

5.7.2 Hierarchy Versus Modularity

It is important to distinguish the roles of modularity and hierarchy, as they address

fundamentally different modelling challenges. Modularity separates heterogeneous

domains to prevent representational dominance and cross-domain interference. Hier-

archy, by contrast, operates within and across these modular representations to

integrate evidence over time and abstraction.

The results indicate that hierarchy is most effective when built upon a modular

foundation. Without modular protection, higher-level aggregation risks amplifying

noise from high-volume domains. Conversely, modularity without hierarchy can still

miss progression-based behaviours that only become meaningful when viewed over

extended periods. The staged architecture adopted in this thesis therefore reflects

a principled progression rather than ad hoc complexity.
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5.7.3 Behavioural Plausibility and Operational Relevance

A key advantage of hierarchical modelling is its alignment with behavioural plaus-

ibility constraints. Insider actions must remain consistent with role expectations

and organisational workflows, often embedding malicious intent within otherwise le-

gitimate behaviour. Hierarchical abstraction enables the model to defer judgement

until sufficient evidence accumulates, reducing sensitivity to transient deviations

while preserving responsiveness to sustained behavioural change.

From an operational perspective, this supports the use of hierarchical outputs as

prioritisation signals rather than binary decisions. Higher-level representations can

inform analysts about emerging behavioural trends without triggering immediate

alerts, thereby mitigating alert fatigue and supporting proportional response.

5.7.4 Limits of Hierarchical Modelling

Despite its advantages, hierarchical modelling does not resolve all insider-threat de-

tection challenges. Abrupt, high-impact actions that deviate sharply from baseline

behaviour may already be detectable by flat or modular models, offering limited ad-

ditional benefit from hierarchy. Similarly, adversaries who deliberately mimic benign

behavioural progression may evade detection even under multi-level abstraction.

Furthermore, hierarchical models introduce additional design choices, including

context lengths, aggregation operators, and fusion strategies. Poorly calibrated

hierarchies can oversmooth behaviour, delay detection, or obscure actionable signals.

These considerations reinforce the importance of disciplined evaluation and ablation,

as demonstrated in this chapter.

5.7.5 Positioning Within the Thesis Architecture

Within the broader thesis narrative, hierarchical modelling represents the culmin-

ation of behaviour-aware representation learning under non-adversarial conditions.

ANN establishes a discriminative baseline; SOMANN stabilises representation; MANN

introduces domain semantics; and the hierarchical framework integrates behavioural

progression across time and abstraction.

However, hierarchy alone does not address adaptive manipulation. An insider

who understands monitoring mechanisms may deliberately alter behaviour to remain

within learned progression bounds. This limitation motivates the next stage of the

thesis: behaviourally constrained adversarial robustness. Chapter 6 introduces R-

Guard as a defence architecture designed to preserve behavioural plausibility while

resisting adversarial perturbation, building directly on the hierarchical representa-

tions developed here.

In summary, this chapter demonstrates that hierarchical abstraction provides

a principled and measurable improvement for modelling insider behaviour as a
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progression-based phenomenon, while also clarifying the conditions under which

such abstraction is beneficial and where its limits lie.

5.8 Summary

This chapter introduced a hierarchical multi-layered modelling framework for insider-

threat detection, motivated by the observation that insider risk often emerges through

gradual behavioural progression rather than isolated anomalous events. Building on

the stabilisation achieved by SOMANN (Chapter 3) and the domain-aligned mod-

ularity introduced by MANN (Chapter 4), the hierarchical framework explicitly

models behavioural evidence across multiple temporal and semantic levels of ab-

straction.

The chapter first established the conceptual rationale for hierarchy by framing in-

sider behaviour as a trajectory-based phenomenon subject to plausibility constraints.

It then formalised a multi-level representation in which short-window operational

patterns, sustained behavioural drift, and higher-level escalation tendencies are in-

tegrated through structured aggregation. Importantly, the hierarchy was introduced

as an inductive bias rather than a hand-crafted encoding of attack stages, preserving

methodological discipline and avoiding privileged supervision.

A chronology-preserving evaluation protocol was employed to assess the hierarch-

ical framework against ANN, SOMANN, and MANN baselines under identical data,

features, and metrics. Experimental results demonstrated that hierarchical abstrac-

tion yields consistent, though incremental, improvements in PR-oriented perform-

ance and recall at controlled false-positive rates, particularly for slow-burn insider

trajectories. Ablation and sensitivity analyses further showed that higher-level rep-

resentations contribute primarily to progression-aware detection rather than short-

window anomaly sensitivity.

The discussion clarified both the strengths and limitations of hierarchical mod-

elling. While hierarchy improves the integration of weak but persistent behavioural

signals and reduces overreaction to transient deviations, it does not inherently guar-

antee robustness against adaptive manipulation or deliberate behavioural mimicry.

These findings reinforce the interpretation of hierarchical outputs as risk indicators

to support analyst decision-making rather than as definitive judgements of intent.

Within the overall thesis architecture, this chapter represents the culmination of

behaviour-aware representation learning under non-adversarial conditions. By expli-

citly modelling progression across time and abstraction, it establishes a principled

foundation upon which robustness can be addressed. Chapter 6 builds directly

on this foundation by introducing behaviourally constrained adversarial defences,

extending the framework to account for strategic adaptation while preserving beha-

vioural plausibility and governance-aware evaluation.
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Chapter 6

Adversarial Machine Learning

6.1 Overview

This chapter addresses a remaining thesis-wide limitation: strong nominal perform-

ance under temporally faithful evaluation does not, by itself, imply resilience under

adaptive manipulation. Chapters 3–5 progressively improved insider-threat model-

ling by stabilising representations (SOMANN), introducing domain-aligned modular

learning (MANN), and adding multi-level temporal abstraction (Chapter 5). How-

ever, these advances primarily characterise behaviour under non-adversarial condi-

tions. In operational environments, insiders can adapt strategically to monitoring,

shaping their activity to remain within plausible organisational workflows while still

achieving harmful outcomes. This creates an adversarial setting in which nominal

detection accuracy can degrade substantially if robustness is not explicitly designed

and validated.

The chapter therefore develops a behaviourally grounded adversarial machine

learning (AML) perspective tailored to insider-threat contexts. It first reviews

foundational AML concepts and highlights why conventional threat models—often

designed for unconstrained perturbations in vision or text—are insufficient for insider

behaviour, where actions must remain role-consistent and operationally plausible.

The chapter then defines a behaviourally constrained adversary model and intro-

duces a taxonomy of perturbation operators that reflect realistic insider adaptation

pathways.

Building on these components, the chapter proposes R-Guard, a robustness archi-

tecture designed to preserve behavioural plausibility while improving resilience under

adaptive manipulation. R-Guard is evaluated under chronology-preserving proto-

cols and behavioural adversaries to quantify robustness degradation, stability, and

trade-offs relative to non-robust baselines. The chapter concludes by synthesising

implications for insider-threat detection research and by positioning behaviourally

constrained robustness as the final architectural layer in the thesis progression.
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6.2 Introduction

Insider-threat detection is increasingly shaped by adversarial considerations. Un-

like external attacks that often manifest as conspicuous deviations in network tele-

metry, insider actions are executed through legitimate access pathways and are there-

fore constrained by role expectations, routine workflows, and organisational policy

boundaries. This constraint makes insider detection inherently difficult, but it also

makes insider adversaries strategically adaptive: a malicious insider can modify how

an objective is achieved (e.g., slower exfiltration, distributed actions, timing shifts,

multi-channel staging) to reduce detectability while preserving plausibility. As a

consequence, a model that performs well under benign evaluation may still be fra-

gile when facing behavioural adaptation.

Prior chapters in this thesis established a staged architectural programme: sta-

bilisation through SOM-guided representation (Chapter 3), semantic alignment via

modular decomposition (Chapter 4), and progression-aware abstraction through

multi-layer hierarchical modelling (Chapter 5). These contributions strengthen de-

tection under disciplined, temporally faithful evaluation. Nevertheless, they do not

guarantee robustness to an adaptive insider who responds to monitoring by altering

behavioural patterns in ways that remain locally legitimate. This gap motivates the

present chapter: to incorporate adversarial reasoning into insider modelling while

maintaining behavioural realism and governance-aware interpretation.

Adversarial machine learning (AML) provides a formal language for studying

such fragility, typically by modelling an adversary who perturbs inputs to induce

misclassification while respecting a constraint set. Much of the AML literature has

focused on continuous perturbations in perceptual domains, where the threat model

is expressed as small norm-bounded changes to pixels or tokens [16], [34], [81]. These

formulations do not translate directly to insider behaviour, where “perturbations”

correspond to discrete behavioural choices and operational actions constrained by

access rights, organisational processes, and plausibility within audit trails. In other

words, insider adversaries are not free to arbitrarily modify feature vectors; they

are constrained by what actions can be performed and by what remains credible as

routine activity.

Accordingly, this chapter develops a behaviourally constrained AML framework

for insider-threat detection. The chapter makes three moves. First, it reviews core

AML concepts and identifies fundamental limitations of conventional threat mod-

els when applied to insider telemetry (Section 6.3). Second, it defines an explicit

behavioural adversary model grounded in role-consistency, temporal plausibility,

and cross-domain operational constraints (Section 6.4). Third, it introduces a tax-

onomy of behavioural perturbation operators that formalise realistic insider adapt-

ation strategies as sequential, plausibility-preserving transformations (Section 6.5).

199



On this basis, the chapter proposes R-Guard, a robustness architecture de-

signed to mitigate adversarial fragility while maintaining the interpretability and

governance stance adopted throughout the thesis. R-Guard builds on the rep-

resentational advances of earlier chapters but introduces explicit mechanisms for

behavioural invariance and robustness-aware validation. The experimental evalu-

ation (Section 6.7) quantifies performance under attack, robustness degradation,

and robustness–utility trade-offs, providing evidence for when behavioural robust-

ness improves insider detection and where limitations persist.

Throughout, the chapter emphasises that robustness claims must be interpreted

within clear scope boundaries. The goal is not to “solve” insider threat detection, but

to provide a defensible robustness layer that complements stabilisation, modularity,

and hierarchy under realistic behavioural constraints, and to evaluate this layer

under protocols that preserve chronology and behavioural meaning.

6.3 Related Work and Fundamental Limitations

Adversarial machine learning (AML) investigates the vulnerability of learning sys-

tems to strategic manipulation by an adversary who aims to induce erroneous predic-

tions while respecting a defined constraint set. Since the seminal work on adversarial

examples in neural networks, AML has evolved into a mature research area span-

ning threat modelling, attack construction, and defensive strategies [16], [17], [81].

While these advances have significantly deepened understanding of model fragility,

their applicability to insider-threat detection is limited by fundamental mismatches

between standard AML assumptions and the behavioural nature of insider activity.

6.3.1 Standard AML Threat Models

Conventional AML formulations typically assume an adversary who perturbs input

instances within a mathematically defined neighbourhood of the original sample.

In supervised classification settings, this is often formalised as a norm-bounded

perturbation problem:

min
δ
L(f(x+ δ), y) s.t. ∥δ∥p ≤ ϵ,

where f is the target model, x is an input instance, y is the true label, and δ is

an adversarial perturbation constrained by a norm budget ϵ. This abstraction has

proven effective for perceptual domains such as image recognition and speech pro-

cessing, where small continuous perturbations can remain imperceptible to humans

while inducing misclassification.

Extensions of this framework include adaptive attacks, transfer attacks, poison-

ing, and test-time evasion, as well as defences based on adversarial training, regu-
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larisation, and certified robustness [81], [82]. Across these settings, the adversary is

typically assumed to have fine-grained control over the input representation and to

operate in a space where plausibility is defined by mathematical proximity rather

than semantic or organisational constraints.

6.3.2 Mismatch with Insider-Threat Contexts

Insider-threat detection violates many of these assumptions. Insider actions are

not continuous perturbations of feature vectors but discrete, temporally ordered

behaviours executed through legitimate system interactions. An insider cannot ar-

bitrarily modify log-derived features without performing the corresponding actions

in the underlying system. Moreover, insider behaviour is constrained by role per-

missions, access control policies, workload expectations, and audit visibility. As

a result, norm-bounded perturbations do not map naturally onto plausible insider

adaptations.

In addition, insider-threat detection operates over behavioural trajectories rather

than independent instances. Many AML studies assume i.i.d. samples, whereas

insider behaviour unfolds across time and domains, with strong temporal dependen-

cies and accumulation effects. Perturbations that succeed in isolated windows may

become implausible or detectable when considered in sequence. This temporal struc-

ture undermines the applicability of single-step adversarial examples as a robustness

proxy.

A further limitation arises from the semantics of “plausibility.” In insider con-

texts, plausibility is organisational and behavioural rather than perceptual. Actions

must remain consistent with job role, historical behaviour, peer norms, and op-

erational constraints. An adversarial strategy that significantly alters behaviour

may succeed mathematically but fail operationally due to audit scrutiny or policy

enforcement. Standard AML threat models do not capture this dimension.

6.3.3 Behavioural Constraints

Despite these mismatches, the core insight of AML—that learning systems can be

strategically manipulated—remains highly relevant. Insider adversaries can and do

adapt their behaviour to evade detection, for example by slowing down data exfiltra-

tion, distributing actions across time and systems, or exploiting benign operational

patterns. These adaptations are not small perturbations in feature space but struc-

tured changes in behavioural strategy.

Recent surveys and insider-focused studies have begun to recognise this gap,

noting that generic AML defences may offer limited protection when adversarial

behaviour is constrained by semantics rather than norms [9], [10]. However, much

of the existing work either applies AML techniques without modifying the threat
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model or evaluates robustness under unrealistic perturbation assumptions, limiting

interpretability and operational relevance.

6.3.4 Implications for Robustness Evaluation

These limitations have direct implications for how robustness should be evaluated in

insider-threat detection. First, robustness claims must be grounded in adversarial

models that respect behavioural and organisational constraints. Second, evaluation

must preserve chronology, as adversarial success may depend on cumulative effects

rather than single-step evasion. Third, robustness should be assessed in terms of

degradation under adaptive behaviour, not solely under clean accuracy or norm-

bounded attack success.

Accordingly, this thesis adopts a behaviourally constrained AML perspective.

Rather than treating insider adversaries as feature-space manipulators, the sub-

sequent sections model adversarial behaviour as a sequence of plausibility-preserving

actions drawn from a constrained operator set. This framing enables robustness eval-

uation that is aligned with insider realities while retaining the analytical strengths

of AML.

The next section formalises a behaviourally grounded adversarial threat model,

defining the constraints, capabilities, and assumptions under which adaptive insider

behaviour is evaluated.

6.4 Adversarial Threat Model

This section formalises a behaviourally constrained adversarial threat model tailored

to insider-threat detection. The objective is to define the capabilities, constraints,

and assumptions of an adaptive insider adversary in a manner that is analytically

precise, operationally plausible, and compatible with temporally faithful evaluation.

Unlike conventional adversarial machine learning (AML) formulations that assume

unconstrained feature-space perturbations, the adversary defined here is restricted

by organisational roles, access permissions, behavioural plausibility, and audit vis-

ibility.

6.4.1 Adversarial Objectives

The primary objective of the insider adversary is to achieve a harmful organisa-

tional outcome (e.g., data exfiltration, policy violation, or operational disruption)

while minimising detection risk. From a learning-system perspective, this corres-

ponds to inducing false negatives or delayed detection by the model. Importantly,

the adversary is not assumed to have full knowledge of the detection architecture

or its parameters; instead, the adversary is assumed to possess partial awareness
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of monitoring practices and to adapt behaviour based on observed outcomes and

organisational feedback.

This formulation aligns with realistic insider scenarios, where adversaries infer

detection sensitivity indirectly through alerts, access restrictions, or policy responses

rather than through direct access to model internals.

6.4.2 Adversarial Capabilities

The adversary is assumed to possess the following capabilities:

1. Legitimate access: The adversary operates using valid credentials and per-

missions consistent with their organisational role.

2. Behavioural flexibility: The adversary can modify timing, frequency, or-

dering, and distribution of actions across domains (e.g., authentication, file

access, device usage) while remaining within policy constraints.

3. Temporal adaptation: The adversary can spread actions over time, delay

execution, or interleave malicious activity with benign behaviour to reduce

detectability.

Crucially, these capabilities reflect realistic operational choices rather than ab-

stract feature manipulations. The adversary cannot arbitrarily modify log-derived

features without performing the corresponding system actions.

6.4.3 Behavioural and Organisational Constraints

The adversary is subject to several constraints that sharply distinguish insider-threat

contexts from standard AML settings:

• Role consistency: Actions must remain consistent with the adversary’s job

function, access rights, and historical behaviour.

• Audit visibility: All actions are logged and potentially subject to retrospect-

ive analysis, constraining abrupt or conspicuous deviations.

• Operational plausibility: Behaviour must remain interpretable as routine

activity under organisational norms, peer behaviour, and workload context.

These constraints define a behavioural feasibility region that cannot be captured

by simple norm-bounded perturbations. An adversarial strategy that violates these

constraints may succeed in a mathematical sense but would be operationally im-

plausible or immediately suspicious.
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6.4.4 Temporal Structure and Sequential Adaptation

Insider adversarial behaviour is inherently sequential. Adaptation occurs across

time rather than through single-step evasion. The adversary may probe system

responses, adjust behaviour incrementally, and exploit long-horizon accumulation

effects. This temporal structure motivates modelling adversarial behaviour as a

sequence of plausibility-preserving transformations rather than as independent per-

turbations.

Accordingly, the adversarial model assumes that evasion success is evaluated

over behavioural trajectories, not isolated windows. This assumption aligns with the

hierarchical modelling introduced in Chapter 5, which provides the representational

basis for detecting such trajectories.

6.4.5 Knowledge Assumptions

The adversary is assumed to operate under a grey-box knowledge model. While

the adversary does not have direct access to model parameters or training data,

they may possess general knowledge of monitoring practices, thresholds, or policy

enforcement mechanisms. This assumption reflects realistic organisational settings

and avoids overstating adversarial power.

6.4.6 Scope and Limitations of the Threat Model

It is important to delineate the scope of this threat model. The adversary is not

assumed to have superuser privileges, to corrupt logging infrastructure, or to ma-

nipulate labels. The model does not attempt to capture collusion between multiple

insiders or external coordination. Instead, it focuses on a single adaptive insider

operating under realistic organisational constraints.

By explicitly stating these boundaries, the threat model provides a defensible

basis for robustness evaluation without claiming comprehensive coverage of all in-

sider threat scenarios.

In summary, this section defines a behaviourally constrained adversarial threat

model that preserves the core insight of AML—that learning systems can be stra-

tegically manipulated—while grounding adversarial behaviour in operational reality.

The next section builds on this model by introducing a taxonomy of behavioural

perturbation operators that instantiate feasible insider adaptation strategies under

these constraints.

6.5 Adversarial Perturbation Operators

This section operationalises the behaviourally constrained adversarial threat model

introduced in Section 6.4 by defining a structured taxonomy of behavioural ad-
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versarial perturbation operators. These operators formalise how an adaptive in-

sider may modify observable behaviour in order to reduce detection likelihood while

remaining within organisational, operational, and auditability constraints. Rather

than treating adversarial manipulation as abstract feature-space noise, the operators

defined here represent plausibility-preserving behavioural transformations grounded

in realistic insider activity.

The purpose of this taxonomy is twofold. First, it provides a principled and

reproducible mechanism for generating adversarial behavioural trajectories suitable

for robustness evaluation. Second, it establishes a common analytical language

for reasoning about how different detection architectures degrade under adaptive

behaviour. Importantly, the taxonomy is not intended to maximise attack success;

rather, it enables controlled stress-testing of detection models under adversarial

conditions that remain behaviourally credible.

6.5.1 Perturbation Operators as Behavioural Transforma-

tions

In insider-threat contexts, adversarial perturbations correspond to changes in how

actions are executed rather than changes in intent. Each perturbation operator

therefore acts on a behavioural trajectory

Bu = {xu,1,xu,2, . . . ,xu,T},

where xu,t denotes a multi-domain behavioural observation at time t for user u.

Operators transform this trajectory into a modified sequence B̃u while preserving

feasibility under organisational constraints.

Formally, a behavioural perturbation operator Oi is defined as:

Oi : Bu → B̃u s.t. B̃u ∈ C,

where C denotes a constraint set encoding role semantics, access permissions, work-

load plausibility, and audit visibility. These constraints distinguish behavioural

perturbations from unconstrained feature manipulation and ensure that adversarial

behaviour remains operationally realistic.

6.5.2 Taxonomy of Behavioural Perturbation Operators

Based on insider-threat literature, organisational practice, and behavioural reason-

ing, this thesis defines five primary classes of perturbation operators. Each class

captures a distinct mode of adaptive behaviour and targets different weaknesses in

detection architectures.
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Temporal redistribution operators. Behavioural intuition. Temporal redistri-

bution modifies the timing of actions without altering their aggregate volume or

semantic intent. An insider may spread activity over longer periods, shift execu-

tion to off-peak hours, or interleave sensitive actions with routine work to reduce

short-term detectability.

Impact on detection mechanisms. Detection systems that rely on fixed temporal

windows or burst-based anomaly signals are particularly vulnerable to redistribution.

Short-window aggregation may fail to accumulate sufficient evidence, resulting in

delayed or missed alerts.

Interaction with hierarchical abstraction. While redistribution can evade low-

level detectors, higher-level hierarchical models may still capture long-horizon devi-

ations if aggregation windows are sufficiently broad. This operator therefore probes

the temporal sensitivity of hierarchical representations introduced in Chapter 5.

Frequency modulation operators. Behavioural intuition. Frequency modu-

lation adjusts the rate of specific actions while preserving long-term totals. For

example, file accesses or authentication events may be performed less frequently but

over an extended duration.

Impact on detection mechanisms. Threshold-based detectors calibrated on per-

window intensity may fail under frequency modulation, particularly when thresholds

are set conservatively to limit false positives.

Interaction with hierarchical abstraction. Hierarchical aggregation can mitig-

ate frequency modulation by integrating evidence across layers; however, excessive

smoothing may also obscure subtle drift, highlighting a robustness–sensitivity trade-

off.

Cross-domain dispersion operators. Behavioural intuition. Cross-domain dis-

persion distributes activity across multiple systems or resources rather than concen-

trating it within a single domain. For example, accessing fewer files across many

directories or hosts.

Impact on detection mechanisms. Domain-specific models may underestimate

risk when evidence is fragmented. Dispersion exploits weak cross-domain integra-

tion, a known limitation in many insider detection systems.

Interaction with modular architectures. This operator directly targets modu-

lar architectures such as MANN (Chapter 4), testing whether fusion mechanisms

adequately capture weak but coordinated signals across domains.

Behavioural camouflage operators. Behavioural intuition. Camouflage em-

beds sensitive actions within patterns that resemble routine work. This may include

aligning activity with typical task schedules or pairing suspicious actions with benign

operations.
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Impact on detection mechanisms. Camouflage reduces contrast between mali-

cious and benign behaviour, increasing false negatives for models lacking contextual

grounding.

Interaction with representation learning. SOM-based stabilisation (Chapter 3)

may partially mitigate camouflage by learning typical behavioural manifolds; how-

ever, camouflage exploits the very notion of plausibility that stabilisation enforces.

Sequential staging operators. Behavioural intuition. Sequential staging de-

composes harmful objectives into multiple stages executed over extended periods,

such as reconnaissance, preparation, and execution.

Impact on detection mechanisms. Single-stage detectors may classify individual

steps as benign. Detection requires recognising coordination across stages rather

than anomalies within isolated windows.

Interaction with hierarchical modelling. This operator is particularly relevant for

evaluating progression-aware models, as it targets the system’s ability to integrate

evidence across behavioural phases.

6.5.3 Adaptive Insider Behaviour

In realistic settings, insiders rarely apply a single perturbation operator in isolation.

Instead, adaptation occurs through sequential composition:

B̃u = Oin ◦ Oin−1 ◦ · · · ◦ Oi1(Bu).

This formulation reflects incremental behavioural adjustment rather than abrupt

transformation. The ordering of operators is significant: temporal redistribution

followed by camouflage may produce qualitatively different signatures than the re-

verse sequence.

Sequential composition aligns naturally with the hierarchical abstraction intro-

duced in Chapter 5. Lower layers capture local deviations, while higher layers in-

tegrate long-horizon patterns. Sequential perturbations therefore probe which ab-

straction levels remain robust and where degradation occurs.

6.5.4 Constraint Space for Behavioural Perturbations

To ensure operational realism, all perturbation operators are constrained by a shared

feasibility space:

• Role-consistency constraint: Actions must remain within access rights and

job responsibilities.

• Audit-consistency constraint: All actions are logged and retrospectively

observable.
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• Temporal plausibility constraint: Behaviour must align with realistic

workload rhythms.

These constraints prevent adversarial scenarios that would be implausible in real

organisations, such as arbitrary action injection or privilege escalation.

6.5.5 Mapping Perturbation Operators

The perturbation taxonomy also provides insight into architectural weaknesses. Flat

ANN models are particularly vulnerable to frequency modulation and camouflage

due to limited temporal context. SOMANN improves stability but remains sensitive

to cross-domain dispersion. MANN mitigates dispersion through modular fusion but

may still degrade under sequential staging. Hierarchical models capture progression

but can be stressed by carefully tuned temporal redistribution.

These observations motivate the need for a robustness mechanism that enforces

behavioural invariants across abstraction levels rather than relying solely on repres-

entational depth.

6.5.6 Role Within the Thesis Architecture

Within the thesis, this taxonomy serves as the adversarial substrate upon which ro-

bustness is evaluated. It provides a controlled, interpretable mechanism for generat-

ing adaptive insider behaviour and ensures that robustness claims remain grounded

in behavioural plausibility. The taxonomy is not exhaustive, but it strikes a balance

between realism, analytical clarity, and experimental tractability.

6.5.6.1 Perturbation Taxonomy Reconciliation

The adversarial perturbation framework is described at two related levels of ab-

straction in this thesis. Chapter 2 introduces four primitive behavioural perturba-

tion operators as part of the theoretical threat model, whereas the present chapter

defines five experimental attack classes through which those operators are instanti-

ated within the CERT telemetry.

These descriptions should not be interpreted as competing perturbation tax-

onomies. The Chapter 2 formulation specifies the elementary transformations that

may be applied to a behavioural sequence, while the Chapter 6 classification de-

scribes how those transformations are operationalised during the adversarial exper-

iments. The relationship between the two formulations is made explicit below.

Let the set of primitive perturbation operators introduced in Chapter 2 be

Ωprimitive = {Oins,Oshift,Operm,Osub} , (6.1)

where:
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• Oins denotes the insertion of additional behaviourally valid events;

• Oshift denotes modification of the temporal position or spacing of an event;

• Operm denotes reordering of events subject to behavioural and causal validity

constraints; and

• Osub denotes substitution of an observable resource, identifier, or event attrib-

ute with a permitted functional alternative.

The first four experimental classes used in this chapter provide direct operational

instantiations of these primitive transformations. The fifth class is a composite

attack configuration that combines primitive transformations to distribute malicious

activity across a broader temporal context. Table 6.1 makes this correspondence

explicit.

Table 6.1: Mapping between the Chapter 2 primitive perturbation operators and the
Chapter 6 experimental attack classes.

Primitive Oper-
ator

Experimental Class Operational Interpretation

Insertion Oins Class A: Decoy Event
Padding

Introduces behaviourally valid
auxiliary events, such as permit-
ted logons or web activity, to
modify the local density or con-
textual composition of the mali-
cious sequence.

Temporal Shift
Oshift

Class B: Timing Jitter
and Delay Injection

Modifies event timing or inter-
event intervals while preserving
the ordering required for com-
pletion of the underlying activ-
ity.

Permutation Operm Class C: Sequence Or-
der Shuffling

Reorders independent or non-
blocking events while preserving
mandatory behavioural and
causal dependencies.

Substitution Osub Class D: Resource / ID
Camouflage

Replaces observable resources,
identifiers, or event attributes
with authorised functional al-
ternatives where permitted by
the underlying task.

Composite trans-
formation

Class E: Inter-Session
Split

Combines temporal redistribu-
tion with behaviourally valid in-
tervening activity to distribute
components of the malicious se-
quence across multiple sessions
or observation periods.
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6.5.6.2 Composite Perturbation Class

Class E does not introduce a fifth primitive operator. Rather, it represents an

experimental composition of transformations already contained within Ωprimitive. In

the implementation considered in this chapter, the inter-session split is constructed

principally from temporal shifting together with insertion of behaviourally valid

intervening activity. It can therefore be represented as

Osplit = Oshift ◦ Oins, (6.2)

where Oshift redistributes relevant activity across a wider temporal horizon and

Oins introduces permissible contextual activity between components of the sequence.

More generally, the experimental framework permits a perturbation to be rep-

resented as a composition of primitive operators:

T = Oim ◦ Oim−1 ◦ · · · ◦ Oi1 , Oij ∈ Ωprimitive. (6.3)

Such compositions remain subject to the behavioural constraints of the threat

model. Combining primitive operators therefore increases the complexity of the

perturbation but does not relax the requirement that the resulting behaviour remain

operationally plausible and preserve the underlying malicious objective.

6.5.6.3 Causal Validity of Sequence Permutation

The permutation operator is constrained so that reordering does not produce beha-

viourally impossible sequences. Let

ei ≺ ej (6.4)

denote a mandatory causal or workflow dependency requiring event ei to precede

event ej. A valid permutation π must preserve that dependency:

ei ≺ ej =⇒ π(ei) ≺ π(ej). (6.5)

Consequently, Operm may alter the ordering of events only where the corres-

ponding behavioural or workflow dependency permits such reordering. This con-

straint prevents the adversarial procedure from obtaining apparent evasion through

sequences that could not plausibly occur in the operational process being modelled.

6.5.6.4 Relationship to IAA-Sequential

The reconciled taxonomy provides the operator basis for IAA-Sequential. The attack

mechanism operates over the four primitive transformations together with admissible

composite configurations derived from them.
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For the experiments reported in this chapter, the corresponding operator set can

be expressed as

ΩIAA = {Oins,Oshift,Operm,Osub,Osplit} , (6.6)

with

Osplit = Oshift ◦ Oins. (6.7)

IAA-Sequential therefore does not introduce an independent perturbation tax-

onomy. Instead, it provides the sequential procedure through which the theoretical

operators and their admissible compositions are applied during adversarial eval-

uation. The complete iterative attack mechanism and its behavioural feasibility

constraints are formally specified in Section 6.5.7.

The five experimental classes should therefore be interpreted as concrete attack

configurations constructed from four elementary behavioural transformations. This

distinction reconciles the theoretical formulation in Chapter 2 with the implement-

ation terminology used in Chapter 6 and provides a common operator basis for the

adversarial experiments reported throughout this chapter.

6.5.7 Formal Definition of IAA-Sequential

The Iterative Adversarial Attack on Sequential Behaviour (IAA-Sequential) is the

principal sequential adversarial evaluation mechanism used in this chapter. It oper-

ationalises the behaviourally constrained threat model by applying permitted per-

turbation operators iteratively to a malicious behavioural trajectory while preserving

organisational plausibility and the functional objective of the original activity.

Let

Bu = {xu,1,xu,2, . . . ,xu,T} (6.8)

denote the original behavioural trajectory for user u, and let

F (Bu) ∈ [0, 1] (6.9)

denote the detector’s predicted insider-threat probability.

The permitted perturbation operators are defined as

Ω = {O1,O2, . . . ,Om}, (6.10)

where the operator classes correspond to the behavioural transformations defined

in Section 6.5. These include temporal redistribution, frequency modulation, cross-

domain dispersion, behavioural camouflage, and sequential staging.

A valid perturbed trajectory
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B̃u = Oin ◦ Oin−1 ◦ · · · ◦ Oi1(Bu) (6.11)

must remain within the behavioural feasibility space C defined by the threat

model:

B̃u ∈ C. (6.12)

In this thesis, C encodes the requirement that the perturbed trajectory remains

consistent with the insider’s legitimate access rights, role constraints, audit visibility,

temporal plausibility, and realistic workload behaviour.

The adversarial objective is to identify a feasible sequential transformation that

reduces the detector score:

B̃∗
u = arg min

B̃u∈C
F (B̃u). (6.13)

This objective should not be interpreted as unconstrained feature-space optimisa-

tion. The permissible transformations correspond to executable behavioural changes

rather than arbitrary modifications of derived feature values.

6.5.7.1 Sequential Evaluation Procedure

Starting from

B̃(0)
u = Bu, (6.14)

IAA-Sequential applies behaviourally valid perturbation operators incrementally:

B̃(k)
u = Oik

(
B̃(k−1)
u

)
, Oik ∈ Ω. (6.15)

At each iteration, the resulting trajectory is retained only if it remains within

the feasibility space C. Sequential composition is used because adaptive insider

behaviour is modelled as an incremental process in which timing, frequency, order-

ing, or distribution of activity may change over time while remaining operationally

plausible.

The purpose of IAA-Sequential is therefore to evaluate degradation under in-

creasingly adapted behavioural trajectories rather than to generate mathematically

unrestricted adversarial examples.
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Algorithm 2: IAA-Sequential adversarial evaluation procedure

Input: Original malicious trajectory Bu; detector F ; permitted operator

set Ω; behavioural feasibility space C; maximum number of

perturbation steps K

Output: Perturbed behavioural trajectory B̃u
B̃(0)
u ← Bu

for k ← 1 to K do

Select a permitted operator Oik ∈ Ω

Generate candidate trajectory c← Oik

(
B̃(k−1)
u

)
if c ∈ C then

B̃(k)
u ← c

else

B̃(k)
u ← B̃(k−1)

u

return B̃(K)
u

Relationship between attack and defence. IAA-Sequential and the DAE oc-

cupy distinct roles in the evaluation pipeline. IAA-Sequential generates behaviour-

ally constrained perturbed trajectories, while the DAE operates on the resulting

representation in an attempt to recover a representation consistent with the clean

behavioural structure.

The evaluation pathway can therefore be represented as

Bu −→ B̃u −→ x̃ −→ x̂ −→ F (x̂). (6.16)

This separation allows adversarial generation and defensive reconstruction to be

evaluated as distinct components of R-Guard.

The perturbation taxonomy and IAA-Sequential procedure together define the

adversarial evaluation substrate used in this chapter. The taxonomy specifies the

behaviourally permissible forms of adaptation, while IAA-Sequential specifies how

those transformations are composed during sequential adversarial evaluation.

The next section introducesR-Guard, the defensive architecture evaluated against

these behaviourally constrained perturbations.

6.6 Robust Detection Architecture

This section introduces R-Guard, a behaviourally robust detection architecture de-

signed to improve resilience against adaptive insider behaviour while preserving the

representational and interpretive principles established in earlier chapters. R-Guard

does not replace the stabilisation, modularity, or hierarchical abstraction developed

in Chapters 3–5. Instead, it augments these architectures with robustness-oriented
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mechanisms that explicitly address behavioural adversarial adaptation as formalised

in Sections 6.4 and 6.5.

The design goal of R-Guard is not to eliminate adversarial vulnerability, which

is neither realistic nor theoretically achievable in complex socio-technical systems.

Rather, R-Guard aims to attenuate robustness degradation, delay adversarial success,

and preserve detection sensitivity under plausibility-preserving behavioural perturb-

ations. In doing so, it provides a defensible robustness layer that complements the

thesis’s staged architectural progression.

6.6.1 Formal Specification of the Denoising Autoencoder

The Denoising Autoencoder (DAE) constitutes a representation-level defensive com-

ponent within the R-Guard framework. Its purpose is to reduce the sensitivity of

the downstream detector to behaviourally plausible perturbations by reconstruct-

ing a representation that remains consistent with the behavioural structure learned

during training.

The DAE does not alter or reinterpret the underlying behavioural objective.

Rather, it operates on the representation presented to the classifier and attempts

to suppress perturbation-induced variation while retaining information relevant to

insider-threat discrimination.

Let

x ∈ Rd (6.17)

denote the behavioural representation associated with an unperturbed trajectory,

and let

x̃ = Tη(x) (6.18)

denote the corresponding representation after application of a permitted beha-

vioural perturbation Tη, where η represents the configuration or magnitude of the

transformation.

The DAE defines an encoder-decoder mapping

rθ,ϕ = gϕ ◦ fθ, (6.19)

such that the perturbed representation is first mapped into a latent state,

z = fθ(x̃), (6.20)

and then reconstructed as

x̂ = gϕ(z) = gϕ (fθ(x̃)) . (6.21)
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The reconstruction objective is to recover a representation that remains close to

the corresponding unperturbed behavioural state. This is expressed using the mean

squared reconstruction loss

Lrec =
1

N

N∑
i=1

∥xi − x̂i∥22 , (6.22)

where N denotes the number of training observations.

In addition to reconstruction, the full R-Guard configuration uses consistency

regularisation to reduce divergence between model behaviour under clean and per-

turbed conditions. The role of this regularisation is to encourage stable predictions

when the observable execution pattern changes within the permitted behavioural

threat model. Its contribution is evaluated separately in the ablation analysis re-

ported later in this chapter.

At inference time, the defensive pathway is

x̃ −→ fθ(x̃) −→ gϕ(fθ(x̃)) −→ F (x̂), (6.23)

where F denotes the downstream insider-threat classifier.

This placement allows the denoising contribution to be evaluated separately from

changes to the decision architecture. The ablation results reported in Section 6.7.9

support this distinction: removing the DAE reduces robust accuracy from 89.0%

for the full R-Guard configuration to 77.8%, while removal of the consistency-loss

component reduces robust accuracy to 81.0%.

These results indicate that both reconstruction and consistency regularisation

contribute materially to the observed robustness of the full framework. They do

not establish that the DAE eliminates adversarial vulnerability. Its role is therefore

interpreted as attenuation of representation-level perturbation effects within the

evaluated threat model.

6.6.2 Design Principles and Architectural Rationale

R-Guard is guided by three core design principles derived from the limitations iden-

tified in prior chapters:

Behavioural invariance over feature invariance. Conventional robustness ap-

proaches often focus on invariance to small feature perturbations. In insider-threat

contexts, however, feature-level invariance may suppress meaningful behavioural sig-

nals. R-Guard therefore prioritises invariance at the behavioural level, seeking to

preserve detection sensitivity to intent-relevant patterns while tolerating superficial

variation in execution.
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Cross-level consistency. Adaptive insiders may exploit inconsistencies between

representation levels, for example by remaining benign at fine-grained scales while

accumulating risk at higher abstraction levels. R-Guard enforces consistency across

stabilised, modular, and hierarchical representations, reducing opportunities for such

cross-level evasion.

Robustness-aware evaluation alignment. R-Guard is designed in tandem with

evaluation protocols that preserve temporal order and behavioural meaning. Ro-

bustness is therefore assessed as performance degradation under adaptive behaviour

rather than as static adversarial accuracy.

6.6.3 Architectural Overview

Conceptually, R-Guard wraps around an existing detection pipeline composed of

stabilisation (SOMANN), modular decomposition (MANN), and hierarchical ag-

gregation. It introduces robustness mechanisms at multiple points in the pipeline

rather than as a single defensive layer. These mechanisms operate on behavioural

representations rather than raw input features, ensuring compatibility with multi-log

and temporally structured data.

At a high level, R-Guard combines:

1. representation-level denoising, implemented through the Denoising Au-

toencoder (DAE), which reconstructs perturbed behavioural representations;

2. consistency regularisation, which encourages stable model behaviour across

clean and perturbed representations;

3. behavioural invariant and robust aggregation mechanisms, which pre-

serve cross-domain and cross-horizon behavioural structure; and

4. robustness-aware decision mechanisms, which support evaluation under

adaptive behavioural perturbation.

Each component addresses a distinct class of perturbation operators defined in

Section 6.5.

6.6.4 Mitigation of Behavioural Perturbation Operators

R-Guard mitigates temporal redistribution and frequency modulation by enforcing

invariants over extended horizons. Rather than relying on fixed windows, aggrega-

tion mechanisms integrate evidence across multiple temporal scales, reducing vul-

nerability to slow, distributed adaptation.
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Cross-domain dispersion is addressed through consistency constraints across mod-

ular outputs. By monitoring coherence between domain-specific modules, R-Guard

reduces the likelihood that weak signals dispersed across domains evade fusion.

Behavioural camouflage is mitigated by comparing observed behaviour against

stabilised representations learned through SOMANN. While camouflage may pre-

serve plausibility locally, deviations from learned behavioural manifolds accumulate

over time and are reflected in invariant monitors.

Sequential staging is addressed through hierarchical consistency checks. By link-

ing low-level activity patterns to higher-level behavioural abstractions, R-Guard

improves sensitivity to coordinated multi-stage behaviour that remains benign in

isolation.

Importantly, these mechanisms do not guarantee detection of all adaptive strategies.

Instead, they aim to increase the effort required for evasion and to shift detection

failure modes from silent false negatives to delayed or ambiguous cases that warrant

human review.

6.6.5 Relationship to Prior Thesis Contributions

R-Guard represents the final architectural layer in the thesis progression. SOMANN

provides representational stability, reducing noise sensitivity. MANN introduces do-

main semantics through modular decomposition. Hierarchical modelling captures

behavioural progression across time. R-Guard builds on these foundations by ad-

dressing adversarial fragility that emerges once detection systems are deployed in

adaptive environments.

This layered progression reflects a central thesis claim: robustness cannot be

achieved through a single architectural intervention, but must be constructed in-

crementally through stabilisation, semantic alignment, abstraction, and adversarial

reasoning.

6.6.6 Scope, Assumptions, and Limitations

R-Guard operates under the same threat model assumptions defined in Section 6.4.

It does not assume insider collusion, log tampering, or privileged access beyond

legitimate roles. The architecture does not attempt to provide formal robustness

guarantees, nor does it eliminate the need for human oversight.

Furthermore, robustness gains are evaluated relative to specific perturbation

operators and datasets. While R-Guard demonstrates improved resilience under

the defined adversarial conditions, generalisation to other organisational settings

requires careful calibration and governance review.
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6.6.7 Interpretation and Governance Considerations

Finally, R-Guard is designed to support analyst-centred decision-making rather than

autonomous enforcement. Outputs should be interpreted as risk indicators subject

to contextual review. Robustness mechanisms that delay detection may still provide

value by enabling earlier intervention than non-robust baselines, even if eventual

detection is not immediate.

In summary, R-Guard provides a behaviourally grounded robustness layer that

complements the thesis’s representational and architectural advances. Its effect-

iveness is evaluated empirically in the next section under temporally faithful and

adversarially adaptive conditions.

6.7 Experimental Evaluation

This section presents a comprehensive experimental evaluation of the R-Guard archi-

tecture under behaviourally constrained adversarial conditions. The purpose of the

evaluation is not to demonstrate absolute robustness or adversarial immunity, but

to quantify how detection performance degrades under adaptive insider behaviour

and to assess whether R-Guard meaningfully attenuates this degradation relative

to non-robust baselines. In line with the thesis-wide methodological stance, robust-

ness is interpreted as a relative and operational property, rather than as a binary

guarantee.

The evaluation is designed to satisfy four requirements that are critical for

insider-threat robustness assessment: (i) preservation of temporal causality, (ii)

behavioural plausibility of adversarial adaptation, (iii) architectural comparabil-

ity across models, and (iv) metrics appropriate for imbalanced and risk-sensitive

detection tasks.

Table 6.2: Ablation study of the R-Guard architecture on the CERT dataset. The res-
ults demonstrate the critical role of each component in maintaining robustness against
sequential adversarial attacks. While the full R-Guard configuration achieves the highest
Robust Accuracy (89.0%), it incurs a minor trade-off in clean accuracy (92.4%). The
removal of the Denoising Autoencoder (DAE) results in the most significant drop in re-
silience (∆RA = −11.2), highlighting its role as the primary defense against behavioral
manipulation.

Model Variant Clean Acc (%) Robust Acc (%) ∆ RA

w/o DAE 94.2 77.8 −11.2
w/o Consistency Loss 93.9 81.0 −8.0
Full R-Guard 92.4 89.0 —

The findings in Table 6.2 reveal a deliberate ’security tax’ paid for architectural

resilience. While the full R-Guard model sees a slight dip in clean accuracy (92.4%
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compared to 94.2% for a non-denoising variant), this minor cost secures a massive

11.2% increase in robust accuracy.

Figure 6.1: Comparative robust accuracy of baseline models (RF, LSTM, Transformer)
versus theR-Guard framework under IAA Sequential attacks on the CERT dataset. While
traditional architectures suffer significant performance degradation when exposed to se-
quential behavioral manipulation, R-Guard maintains a high robust accuracy of 89.0%.
This demonstrates the framework’s improvement ability to preserve detection integrity
even when an adversary intentionally masks malicious intent within legitimate-looking
activity streams.

From an operational perspective, this trade-off is essential. A model that is

94% accurate but collapses under the first sign of behavioural manipulation is far

less useful in a real-world adversarial environment than a slightly more conservative

model that remains standing when challenged. The steep ROC slope maintained

by R-Guard across all thresholds confirms that this architecture is uniquely capable

of learning contextually consistent representations even when an insider is actively

trying to mask their footprints.

To evaluate the resilience of the R-Guard framework, a rigorous adversarial

training protocol was established using the Insider Adversarial Attack - Sequential

method. This protocol simulates an adaptive adversary who attempts to evade

detection by subtly manipulating their behavioural timeline to mimic legitimate

user patterns.

• Attack Mechanism: The simulation injects small, non-semantic perturba-

tions into the sequential event logs of a malicious actor. These perturbations

specifically target the temporal dependencies that standard LSTM and Trans-

former models rely on for classification.
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Figure 6.2: Ablation study of R-Guard components illustrating the incremental gain in
robust accuracy. The baseline model’s resilience ( 65%) is substantially enhanced by the
integration of the Denoising Autoencoder (+DAE), which provides the single largest boost
in protection. The addition of consistency regularization (+Reg) further stabilizes the
model, culminating in the full R-Guard’s peak robustness. This progression confirms that
a multi-layered defense strategy is essential for neutralizing sophisticated, time-evolving
insider threats.
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• Defence Objective: The R-Guard architecture is trained to reconstruct

the original, ”clean” behavioural manifold from these distorted inputs. This

is achieved using its internal Denoising Autoencoder (DAE) and consistency

regularisation.

• Evaluation Baseline: Standard architectures, including Random Forest (RF),

LSTM, and Transformers, were exposed to the same sequential attacks. These

models showed a significant drop in robust accuracy, falling to approximately

65%–75%.

• Resilience Metric: Under these adversarial conditions, R-Guard achieved a

robust accuracy of 89.0%, exceeding the strongest evaluated baseline under

the same experimental conditions.

• Efficiency and Parameter Sharing: The model maintains a significant

efficiency advantage by sharing encoder parameters between the clean and

adversarial branches. This design ensures that the system remains scalable for

high-velocity enterprise telemetry.

This protocol confirms that by training the model to recognise underlying se-

mantic intent rather than superficial patterns, R-Guard learns a more durable and

contextually consistent representation of risk.

6.7.1 Repeated-Run Statistical Validation of R-Guard

To assess whether the robustness gains observed for R-Guard were consistent across

repeated experiments, three primary comparisons were evaluated over seven paired

runs (n = 7): the undefended baseline against the full R-Guard architecture, R-

Guard without the denoising autoencoder (DAE) against the full architecture, and

R-Guard without consistency regularisation against the full architecture. Each

paired comparison used identical data partitions, preprocessing procedures, attack

conditions, and evaluation protocols. Robust accuracy under attack was used as the

primary metric for these comparisons.

Performance is reported as the mean and standard deviation across the seven

runs. A 95% confidence interval (CI) is additionally reported for the mean paired

difference in robust accuracy as a descriptive measure of between-run uncertainty.

Statistical comparisons were conducted using the two-sided exact Wilcoxon signed-

rank test because of the small number of paired observations and without assuming

normality of the paired differences. The matched-pairs rank-biserial correlation (rrb)

is reported as the corresponding effect-size measure.

Table 6.3 summarises the repeated-run results. The undefended baseline achieved

a mean robust accuracy of 76.643± 1.626%, compared with 88.714± 1.551% for the

full R-Guard architecture. This corresponds to a mean paired improvement of 12.071
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percentage points, with a 95% CI of [11.897, 12.246] percentage points. R-Guard

achieved higher robust accuracy in all seven paired runs, with the two-sided ex-

act Wilcoxon signed-rank test yielding p = 0.016 and a matched-pairs rank-biserial

correlation of rrb = 1.00.

The component-level comparisons provide further evidence concerning the con-

tribution of the R-Guard defence mechanisms. Without the DAE, mean robust

accuracy was 77.071± 1.813%, giving a mean paired difference of 11.643 percentage

points relative to the full architecture (95% CI [11.203, 12.083]). Without consist-

ency regularisation, mean robust accuracy was 80.500 ± 1.826%, corresponding to

a mean paired difference of 8.214 percentage points (95% CI [7.851, 8.578]). In

both comparisons, the full R-Guard architecture achieved higher robust accuracy

in all seven paired runs. Both exact Wilcoxon comparisons yielded p = 0.016 and

rrb = 1.00.

Table 6.3: Repeated-run statistical validation of R-Guard under adversarial attack (n = 7
paired runs). Robust accuracy is reported as mean ± standard deviation. Differences are
expressed in percentage points (pp). CR denotes consistency regularisation.

Measure Undefended Without DAE Without CR

Comparator robust accuracy (%) 76.643± 1.626 77.071± 1.813 80.500± 1.826

Full R-Guard robust accuracy (%) 88.714± 1.551 88.714± 1.551 88.714± 1.551

Mean paired difference (pp) +12.071 +11.643 +8.214

95% CI of mean paired difference
(pp)

[11.897, 12.246] [11.203, 12.083] [7.851, 8.578]

Exact Wilcoxon signed-rank test p = 0.016 p = 0.016 p = 0.016

Matched-pairs rank-biserial correla-
tion

rrb = 1.00 rrb = 1.00 rrb = 1.00

For seven non-zero paired observations, the minimum attainable two-sided exact

Wilcoxon probability is p = 0.015625. In each of the three comparisons, all seven

paired differences favoured the full R-Guard architecture. This produces p = 0.016

after rounding and rrb = 1.00. The latter indicates complete directional consistency

across the evaluated paired runs and should be interpreted in conjunction with the

small number of repeated experiments.

The repeated-run analysis provides evidence that the higher robust accuracy

observed for the full R-Guard architecture is consistent across the evaluated runs.

The comparison with the undefended baseline quantifies the overall robustness gain

under the evaluated adversarial conditions. The component comparisons addition-

ally show that removal of either the DAE or consistency regularisation is associated

with lower robust accuracy under the same evaluation conditions. Within these

experiments, the larger reduction observed following removal of the DAE indicates

a greater measured contribution to robust accuracy than the reduction observed

following removal of consistency regularisation.

These results support the contribution of the complete R-Guard architecture
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under the adversarial conditions examined in this chapter. They do not estab-

lish universal robustness to arbitrary adversarial strategies or deployment environ-

ments. The statistical conclusions are therefore bounded to the attack configura-

tions, CERT-derived behavioural data, and evaluation protocol used in the present

experiments.

6.7.2 Experimental Design Rationale

Robustness evaluation in insider-threat detection differs fundamentally from robust-

ness assessment in conventional adversarial machine learning. Rather than assessing

vulnerability to mathematically optimal perturbations, the goal is to evaluate sens-

itivity to behaviourally plausible adaptation that could realistically occur within or-

ganisational constraints. Accordingly, the experimental design emphasises realism,

interpretability, and reproducibility over worst-case adversarial optimality.

All experiments follow blocked temporal partitioning to preserve chronological

order. Training, validation, and test splits are strictly separated in time, preventing

leakage of future behavioural information into the learning process. This design

mirrors deployment conditions, where detection systems must operate on unseen

future behaviour. Behavioural perturbation operators are applied exclusively to

test trajectories, ensuring that robustness is evaluated as a post-training property

rather than being implicitly absorbed during learning.

The use of a fixed training distribution also reflects a realistic organisational

setting, where detection models are not retrained in response to every observed

behavioural shift. Robustness is therefore evaluated in terms of generalisation under

adaptation, not continual re-optimisation.

6.7.3 Datasets and Baseline Configurations

Experiments are conducted using the CERT insider-threat dataset, which provides

multi-domain, temporally ordered behavioural logs suitable for evaluating adaptive

insider behaviour. As established in Chapter 2, the CERT dataset is treated as a

controlled benchmark rather than a comprehensive representation of real organisa-

tional behaviour. Its use here enables consistent comparison across architectures

and adversarial conditions while maintaining explicit validity boundaries.

R-Guard is evaluated alongside baseline architectures derived from earlier thesis

contributions, including hierarchical models without robustness mechanisms. All

configurations share identical feature extraction pipelines, temporal splits, and eval-

uation metrics. This ensures that observed differences in robustness can be attrib-

uted to architectural design rather than to confounding implementation factors.
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6.7.4 Adversarial Behaviour Generation

Adversarial evaluation is conducted by applying the behavioural perturbation oper-

ators defined in Section 6.5. Operators are applied both individually and in sequen-

tial compositions to simulate adaptive insider behaviour under realistic constraints.

All perturbations preserve role consistency, access permissions, audit visibility, and

workload plausibility.

No synthetic feature manipulation, label corruption, or log tampering is per-

formed. This design choice ensures that robustness results reflect sensitivity to be-

havioural adaptation rather than artefacts of unrealistic attack models. Sequential

compositions are used to simulate incremental adaptation, reflecting how insiders

may probe and adjust behaviour over time rather than executing abrupt strategy

shifts.

6.7.5 Evaluation Metrics and Robustness Interpretation

Given the severe class imbalance typical of insider-threat datasets, evaluation prior-

itises metrics that reflect risk-sensitive detection quality. Precision, recall, F1-score,

and area under the precision–recall curve (PR-AUC) are reported as primary indic-

ators. Accuracy is reported for completeness but is not used as a primary measure

of effectiveness.

Robustness is assessed in terms of relative performance degradation under ad-

versarial perturbations. Rather than reporting adversarial accuracy in isolation, the

evaluation focuses on how quickly and severely performance deteriorates as behavi-

oural adaptation increases. This framing reflects operational realities, where gradual

degradation and delayed detection may still provide value relative to silent failure.

6.7.6 Behaviour Under Individual Perturbation Operators

This subsection analyses R-Guard’s behaviour under each class of behavioural per-

turbation operator, highlighting how different adaptive strategies stress distinct ar-

chitectural components.

Temporal redistribution. Under temporal redistribution, non-robust baselines

exhibit marked sensitivity due to reliance on short-window aggregation. Perform-

ance degradation is particularly pronounced in recall, indicating delayed or missed

detection when activity is spread across longer horizons. R-Guard demonstrates im-

proved stability under this operator by integrating evidence across multiple temporal

scales. While detection may still be delayed, degradation occurs more gradually, in-

dicating increased resilience to slow-moving insider strategies.
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Frequency modulation. Frequency modulation challenges threshold-based de-

tection by reducing per-window intensity. Baseline models calibrated for burst de-

tection show sharp declines in sensitivity as action rates decrease. R-Guard atten-

uates this effect by incorporating longer-horizon behavioural invariants, although

modest degradation remains. These results highlight the inherent trade-off between

sensitivity to rare events and robustness to rate-based evasion.

Cross-domain dispersion. Cross-domain dispersion exposes weaknesses in ar-

chitectures that treat domains independently. Baseline models show reduced pre-

cision and increased false negatives when evidence is fragmented across domains.

R-Guard mitigates this vulnerability by enforcing consistency across modular out-

puts, improving fusion sensitivity to weak but coordinated signals. Nevertheless,

extreme dispersion across many domains remains challenging, particularly when in-

dividual signals remain below domain-specific thresholds.

Behavioural camouflage. Behavioural camouflage reduces contrast between be-

nign and malicious activity by aligning actions with routine patterns. This operator

proves difficult for all evaluated architectures, reflecting the fundamental challenge

of distinguishing intent within plausible behaviour. R-Guard demonstrates modest

improvements by leveraging stabilised representations learned through SOMANN,

but camouflage remains a primary failure mode, underscoring the limits of auto-

mated detection without contextual human analysis.

Sequential staging. Sequential staging represents one of the most challenging

perturbation classes, as individual stages may appear benign in isolation. Baseline

models struggle to integrate evidence across stages, resulting in late or missed de-

tection. R-Guard improves sensitivity by linking low-level activity to higher-level

behavioural abstractions, reducing the likelihood that coordinated multi-stage be-

haviour remains undetected. However, effectiveness depends on the duration and

spacing of stages, revealing sensitivity to long-horizon temporal fragmentation.

6.7.7 Clean Versus Adversarial Performance Comparison

Comparing clean and adversarial evaluation conditions reveals clear robustness per-

formance trade-offs. Under non-adversarial conditions, baseline architectures and

R-Guard achieve comparable performance, with R-Guard occasionally exhibiting

modest reductions in clean sensitivity due to invariance enforcement. Under ad-

versarial conditions, however, baseline models experience steep performance degrad-

ation, while R-Guard degrades more gradually across most perturbation classes.

This contrast highlights the central contribution of R-Guard: not the elimination

of adversarial vulnerability, but the reshaping of failure behaviour. Detection failures
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shift from abrupt false negatives to delayed or ambiguous cases that retain partial

signal, increasing the opportunity for analyst intervention.

6.7.8 Robustness–Utility Trade-offs

R-Guard introduces explicit robustness–utility trade-offs. Behavioural invariance

enforcement can suppress benign variability, leading to modest reductions in clean

performance. From an operational perspective, these reductions may be acceptable if

they yield improved resilience under adaptive behaviour. In insider-threat contexts,

delayed detection or increased analyst workload may be preferable to silent failure,

particularly when combined with governance and oversight mechanisms.

The evaluation demonstrates that robustness should be understood as a risk-

management property rather than as a pure performance metric. R-Guard prioritises

stability and interpretability under adaptation, accepting minor efficiency costs in

exchange for improved resilience.

6.7.9 Ablations and Sensitivity Analysis

R-Guard is designed to enhance robustness against adversarial perturbations. This

section explores its sensitivity to operator composition and its overall robustness to

adversarial manipulation.

6.7.9.1 Robustness–Utility Curve Interpretation

One of the core features of R-Guard is its ability to maintain operating-point sta-

bility under adversarial conditions. We analysed the robustness-utility trade-off,

where increasing robustness often led to a decrease in utility (e.g., detection speed,

precision). The curve between these dimensions indicates where R-Guard should be

optimised for operational use, depending on whether the focus is on reducing false

positives or maintaining high sensitivity to evolving threats.

6.7.9.2 Operator Composition Order Effects

R-Guard combines multiple operators (such as the behavioural invariant layer and

the adversarial protection layer). We tested different compositions to assess which

sequence of operations yielded the most stable results. The combination of be-

havioural abstraction first followed by adversarial reinforcement achieved the best

balance of false positives and sensitivity, suggesting that abstraction should precede

adversarial robustness to preserve detection flexibility.
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6.7.9.3 Qualitative Example Trajectory

In the final analysis, we applied the R-Guard framework to a qualitative case study:

an insider threat attempting to exfiltrate sensitive data. The trajectory of behaviour

was tracked across multiple stages, both under normal and adversarial conditions.

The results showed that R-Guard successfully mitigated escalation in several attack

scenarios, though some slow-acting insider cases remained undetected for extended

periods.

6.7.10 Failure Modes and Boundary Conditions

Despite its robustness gains, R-Guard does not eliminate adversarial vulnerabil-

ity. Behavioural camouflage combined with extreme temporal dispersion remains

challenging, particularly when insiders operate well within historical norms. Ad-

ditionally, robustness gains are sensitive to parameter calibration and aggregation

horizons. Overly aggressive invariance enforcement may suppress legitimate beha-

vioural diversity, while insufficient enforcement reduces robustness benefits.

The evaluation also does not address collusion, log tampering, or insider–outsider

coordination. These scenarios lie outside the defined threat model and represent

important directions for future work.

6.7.11 Summary of Experimental Findings

In summary, the experimental evaluation demonstrates that behaviourally grounded

robustness mechanisms can meaningfully attenuate performance degradation under

adaptive insider behaviour. R-Guard consistently reduces sensitivity to multiple

classes of behavioural perturbation operators while preserving interpretability and

alignment with organisational constraints. Robustness gains are achieved through

gradual degradation rather than absolute resistance, reinforcing the thesis’s em-

phasis on defensible, governance-aware detection rather than adversarial absolutes.

These findings provide the empirical foundation for the broader synthesis and

implications discussed in the following section.

6.8 Discussion and Synthesis

This chapter has examined adversarial robustness in insider-threat detection through

a behaviourally grounded lens, culminating in the R-Guard architecture and its em-

pirical evaluation under adaptive insider behaviour. The purpose of this discussion is

not to restate experimental results, but to synthesise insights across the thesis contri-

butions, clarify the conceptual implications of behaviourally constrained robustness,

and articulate the boundaries within which the findings should be interpreted.
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6.8.1 From Predictive Performance to Behavioural Robust-

ness

A central insight emerging from this chapter is that high predictive performance

under temporally faithful evaluation does not imply robustness under adaptive be-

haviour. Chapters 3–5 demonstrated that stabilisation, modularity, and hierarch-

ical abstraction substantially improve detection quality in non-adversarial settings.

However, the experimental findings in this chapter show that adaptive insiders can

still exploit residual sensitivities by modifying execution strategies while preserving

behavioural plausibility.

R-Guard addresses this gap by shifting the robustness objective from feature

invariance toward behavioural invariance. Rather than suppressing all variability,

R-Guard seeks to preserve sensitivity to intent-relevant patterns while tolerating

superficial variation in execution. This reframing aligns robustness with the socio-

technical realities of insider behaviour and avoids the pitfalls of directly importing

norm-bounded adversarial assumptions from perceptual domains.

6.8.2 Operator-Specific Robustness Insights

The operator-wise analysis highlights that robustness is not uniform across adapta-

tion strategies. Temporal redistribution and frequency modulation primarily stress

temporal aggregation mechanisms, revealing the importance of long-horizon integra-

tion. Cross-domain dispersion exposes weaknesses in fusion strategies, underscoring

the value of modular decomposition combined with consistency enforcement. Be-

havioural camouflage remains the most challenging operator class, reflecting the

fundamental difficulty of distinguishing malicious intent embedded within plausible

routine behaviour. Sequential staging tests the system’s ability to integrate weak

signals across behavioural phases, reinforcing the necessity of hierarchical abstrac-

tion.

These observations demonstrate that robustness cannot be characterised by a

single metric or attack scenario. Instead, it is a multi-dimensional property that

depends on how detection architectures respond to distinct modes of behavioural

adaptation.

6.8.3 Robustness–Utility Trade-offs and Operational Inter-

pretation

The evaluation reveals explicit trade-offs between robustness and nominal sensitiv-

ity. R-Guard’s behavioural invariance mechanisms introduce modest reductions in

clean performance in some configurations, reflecting reduced tolerance for benign

variability. From an operational perspective, these trade-offs are not inherently neg-
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ative. In insider-threat detection, delayed detection or increased analyst workload

may be preferable to silent failure, particularly when monitoring outputs are used

to prioritise investigation rather than to trigger automated enforcement.

This finding reinforces a key thesis-wide argument: insider-threat detection

should be framed as a risk-management and decision-support problem rather than

as a purely predictive classification task. Robustness gains must therefore be inter-

preted in the context of governance structures, analyst workflows, and proportional

monitoring practices.

6.8.4 Relationship to the Thesis Architecture Progression

R-Guard represents the final architectural layer in the thesis progression. SOMANN

introduced representational stabilisation, reducing sensitivity to noise and short-

term fluctuation. MANN added semantic alignment through modular behavioural

decomposition. Hierarchical modelling enabled integration of behaviour across time

and abstraction levels. R-Guard builds on these foundations by explicitly addressing

adversarial fragility that emerges once detection systems are deployed in adaptive

environments.

This layered progression supports a central thesis claim: robustness in insider-

threat detection cannot be achieved through a single architectural intervention. In-

stead, it must be constructed incrementally through stabilisation, semantic ground-

ing, temporal abstraction, and adversarial reasoning. R-Guard does not replace

earlier contributions; it depends on them.

6.8.5 Failure Modes and Interpretation Boundaries

Despite its robustness gains, R-Guard does not eliminate adversarial vulnerability.

Behavioural camouflage combined with extreme temporal dispersion remains chal-

lenging, particularly when insiders operate well within historical norms. Addition-

ally, robustness improvements are sensitive to parameter calibration and aggregation

horizons. Overly aggressive invariance enforcement risks suppressing legitimate be-

havioural diversity, while insufficient enforcement reduces robustness benefits.

The findings should also be interpreted within the defined threat model. The

evaluation does not consider collusion, insider–outsider coordination, or log manip-

ulation. Robustness claims are therefore bounded by these assumptions and should

not be generalised beyond them without additional validation.

6.8.6 Implications for Research and Practice

From a research perspective, this chapter demonstrates that adversarial machine

learning for insider-threat detection requires bespoke threat models grounded in

behavioural and organisational constraints. Generic AML formulations provide
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valuable analytical tools but must be adapted to preserve operational plausibil-

ity. The perturbation taxonomy and robustness evaluation framework introduced

here provide a foundation for future work exploring alternative adversarial models,

richer behavioural constraints, and hybrid human–machine defences.

From a practical standpoint, the results reinforce the importance of governance-

aware deployment. R-Guard is designed to support analyst-centred decision-making

rather than autonomous judgement. Its value lies in altering failure modes and pre-

serving partial signal under adaptation, not in guaranteeing detection. Organisa-

tions adopting such architectures must therefore integrate them within broader risk

management and oversight frameworks.

6.8.7 Summary

In summary, this chapter has shown that behaviourally grounded robustness mech-

anisms can meaningfully attenuate performance degradation under adaptive insider

behaviour while preserving interpretability and organisational alignment. R-Guard

represents a defensible robustness layer that complements stabilisation, modularity,

and hierarchy, completing the thesis’s architectural progression. The findings un-

derscore that robustness in insider-threat detection is not an absolute property, but

a contextual and operational one—best understood through disciplined evaluation,

explicit assumptions, and cautious interpretation.

6.9 Comparative Synthesis of Contributions

This chapter synthesises the key contributions across Chapters 3–6, presenting a

comparative analysis of the models and approaches developed in this thesis. The

goal of this section is to position each model in terms of its conceptual, architectural,

and operational strengths, while highlighting trade-offs and limitations. Through

this comparative framework, the thesis demonstrates the incremental progression of

insider-threat detection techniques, culminating in the R-Guard architecture. The

synthesis will focus on the following models: Self-Organising Map and Artificial

Neural Network (SOM–ANN), Modular Artificial Neural Network (MANN), Hier-

archical Behavioural Modelling, and R-Guard.

6.9.1 Overview of Models and Contributions

Each chapter of this thesis introduced an architecture designed to improve the de-

tection of insider threats, particularly with regard to adaptability under adversarial

manipulation. These models were designed in a sequential, layered manner, with

each successive contribution building upon the previous one to address limitations

identified in earlier models.
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• SOM–ANN (Chapter 3): The hybrid Self-Organising Map (SOM) and Arti-

ficial Neural Network (ANN) model provided a stable, unsupervised repres-

entation of insider behaviour, stabilising high-variance features and improving

interpretability.

• MANN (Chapter 4): The Modular Artificial Neural Network (MANN) intro-

duced domain-aware behavioural decomposition, enhancing detection sensit-

ivity and reducing cross-domain bias in insider behaviour.

• Hierarchical Behavioural Modelling (Chapter 5): This architecture introduced

temporal abstraction and hierarchical behavioural modelling, enabling long-

term contextualisation and improvement in detection of progressively evolving

insider behaviours.

• R-Guard (Chapter 6): The R-Guard framework added a robustness layer to

existing models, protecting against adversarial manipulation by enforcing be-

haviourally grounded invariants across the detection pipeline.

6.9.2 Comparing Model Performance Across Architectures

6.9.2.1 Evaluation Framework

Each model was evaluated using the same experimental setup: the CERT insider-

threat dataset, with temporal splits to ensure that future behavioural data was

not used during training. The evaluation focused on precision, recall, F1-score,

and precision-recall area under the curve (PR-AUC) to assess model performance

under imbalanced conditions. Adversarial perturbation operators were applied to

test models under adversarial behaviour, ensuring that performance degradation was

evaluated under realistic adaptive insider conditions.

6.9.2.2 Model Comparison: Clean vs Adversarial Performance

In clean performance, where the dataset was not perturbed, all models demon-

strated high sensitivity and specificity, though the R-Guard model exhibited slight

reductions in recall compared to the baseline models due to its invariance enforce-

ment mechanism. The SOM–ANN and MANN architectures showed comparable

clean performance, with MANN demonstrating slightly higher precision due to its

domain-aware modular structure.

In adversarial conditions, performance varied significantly. The SOM–ANN

model, while stable and interpretable, struggled to maintain its sensitivity to subtle

insider actions under behavioural perturbations. MANN, with its modular approach,

demonstrated a better resilience to adversarial adaptation but still experienced per-

formance degradation as perturbations increased. The Hierarchical Behavioural
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Model showed marked improvements in long-horizon behavioural detection but was

sensitive to time-sequencing manipulations that fragmented behavioural patterns.

R-Guard, by contrast, demonstrated a more gradual performance degradation

under adversarial perturbations. While it experienced reduced sensitivity compared

to non-adversarial conditions, the performance degradation was more controlled,

and failures were more likely to reflect delayed detection rather than abrupt false

negatives. This behaviour was crucial in demonstrating the thesis’s central claim:

robustness in insider-threat detection is about reducing failure modes, not eliminat-

ing all forms of adversarial manipulation.

6.9.3 Trade-offs and Architectural Strengths

6.9.3.1 Stability vs. Adaptability

A central tension in the comparison of these architectures lies in the trade-off

between stability and adaptability. SOM–ANN was highly stable, with its unsu-

pervised self-organising mechanism reducing the impact of noise. However, this

stability came at the expense of adaptability, particularly when insiders modified

their behaviour gradually over time.

The MANN architecture introduced improved adaptability by breaking down the

behavioural data into more semantically meaningful modules, allowing the model to

remain sensitive to changes within individual behavioural domains. However, this

increased adaptability came with the cost of increased complexity and computational

cost for training and fusion.

R-Guard effectively addressed these trade-offs by enforcing behavioural invari-

ants, which stabilised detection under adaptive behaviour without entirely sacrificing

flexibility. This stabilisation reduced false positives while maintaining the system’s

adaptability to gradual, multi-stage insider attacks.

6.9.3.2 Complexity vs. Interpretability

Interpretability remained a crucial concern across all architectures, particularly in

operational environments where analysts must trust model outputs. While the

SOM–ANN model offered excellent interpretability, its reduced complexity some-

times meant it could not capture the full range of insider behaviour. The MANN

architecture, while improving performance in multi-domain scenarios, introduced

higher complexity, which at times made the interpretability of the model more dif-

ficult.

R-Guard provided a compromise, where invariance enforcement made the model’s

decisions more interpretable by stabilising outputs, though the complex fusion layer

slightly increased the model’s internal complexity. Nevertheless, the modular design
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of R-Guard ensured that analysts could still isolate which domains were most af-

fected by insider activities, preserving the interpretability of individual modules.

6.9.4 Failure Modes and Limitations

6.9.4.1 Insider Adaptation and Failure Points

Despite R-Guard’s resilience, certain failure modes persisted. Behavioural cam-

ouflage and cross-domain dispersion remained persistent challenges. For example,

R-Guard struggled with insiders who spread their actions thinly across multiple do-

mains or those who camouflaged malicious activities within routine actions. These

adaptive strategies are difficult for any model to capture without introducing sig-

nificant performance trade-offs, highlighting the inherent difficulty of insider-threat

detection, where adaptability is the adversary’s strength.

Furthermore, R-Guard’s reliance on invariant features made it vulnerable to

overfitting to particular organisational contexts, particularly in cases where organ-

isational roles or norms varied widely. Thus, while the system was robust to most

perturbations, it was not impervious to all forms of adaptive insider manipulation.

6.9.4.2 Resource Efficiency

Another trade-off explored in this chapter was the computational efficiency of the

models. R-Guard demonstrated improved performance but at the cost of increased

computational resources. The MANN model, while efficient in capturing domain-

specific data, required additional pre-processing and more extensive training due to

its modular structure. In contrast, SOM–ANN remained the most efficient model

in terms of computational cost, but it lacked the adaptability to perform well under

adversarial conditions.

6.9.5 Reflection

This comparative synthesis chapter has summarised and contrasted the contribu-

tions made in Chapters 3–6, highlighting the evolution of insider-threat detection

architectures from SOM–ANN through to R-Guard. Each model demonstrated spe-

cific strengths and weaknesses, with R-Guard emerging as the most robust solution

for defending against adaptive insider behaviour. However, this robustness came

with trade-offs in performance and complexity, which must be considered when de-

ploying these systems in operational environments.

The incremental architectural progression demonstrated in this thesis reflects

the complex nature of insider-threat detection, where stability, adaptability, inter-

pretability, and robustness must all be carefully balanced. The following chapter

synthesises these findings, articulates the central thesis claim, and outlines the im-

plications for future research and operational deployment.
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6.10 Summary

This chapter extended the thesis from predictive modelling toward adversarially

aware insider-threat detection. While earlier chapters demonstrated improvements

in representational stability (SOMANN), behavioural semantic alignment (MANN),

and temporal abstraction (hierarchical modelling), this chapter addressed a critical

remaining limitation: vulnerability to adaptive insider behaviour.

A behaviourally constrained adversarial threat model was formalised to bridge

the gap between conventional adversarial machine learning assumptions and the

socio-technical realities of insider contexts. Rather than adopting norm-bounded

perturbations, the chapter introduced a taxonomy of plausibility-preserving behavi-

oural perturbation operators, reflecting realistic insider adaptation strategies across

temporal, cross-domain, and sequential dimensions.

Building upon this foundation, the R-Guard architecture was proposed as a ro-

bustness layer that enforces behavioural invariants across stabilised, modular, and

hierarchical representations. Experimental evaluation under temporally faithful pro-

tocols demonstrated that R-Guard attenuates performance degradation under mul-

tiple classes of behavioural perturbations, reshaping failure modes from abrupt false

negatives toward more gradual degradation. Robustness gains were shown to be

accompanied by modest trade-offs in nominal sensitivity, reinforcing the thesis-wide

framing of insider detection as a risk-management and decision-support problem

rather than a purely predictive task.

Importantly, the chapter clarified the scope and boundaries of robustness claims.

R-Guard does not eliminate adversarial vulnerability, nor does it address collusion,

log tampering, or organisational complexities beyond the defined threat model. In-

stead, it provides a defensible and governance-aware robustness mechanism grounded

in behavioural plausibility and disciplined evaluation.

With this robustness layer, the thesis completes its staged architectural pro-

gression: stabilisation, modularity, hierarchy, and adversarial resilience. The next

chapter synthesises these contributions, articulates the central thesis claim, and

outlines implications for future research and practical deployment in insider-threat

detection.
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Chapter 7

Conclusion and Future Directions

7.1 Research Context

This thesis addressed a fundamental and persistent challenge in cybersecurity: the

reliable detection of insider threats within complex organisational environments.

Unlike external attackers, insiders operate within legitimate trust boundaries, pos-

sess contextual knowledge of systems and workflows, and act within role semantics

and privilege structures. These characteristics undermine many traditional machine-

learning assumptions, particularly those that treat malicious behaviour as a statist-

ically separable deviation from normal activity.

Through the literature review (Chapter 2), this thesis demonstrated that insider-

threat detection research remains constrained by recurring limitations, including

conceptual fragmentation, methodological inconsistency, identity–behaviour con-

founding, temporally invalid evaluation protocols, weak cross-domain behavioural

modelling, and limited treatment of adversarial adaptation. These limitations mo-

tivated the development of a coherent, behaviourally grounded, architecturally struc-

tured, and adversarially aware approach to insider-threat detection.

Accordingly, the central objective of this thesis was not merely to propose another

detection model, but to systematically redesign how insider behaviour is represen-

ted, learned, evaluated, and defended against within machine-learning systems. To

achieve this, the thesis developed a staged architectural progression spanning hybrid

representation learning (SOM–ANN), modular domain-aware modelling (MANN),

hierarchical behavioural abstraction, and behaviourally grounded adversarial ro-

bustness (R-Guard). Each stage was designed to address a distinct weakness in

prior work while preserving continuity in behavioural interpretation and evaluation

discipline.

Taken together, the thesis advances insider-threat detection from isolated mod-

elling improvements toward an integrated framework that is more structurally de-

fensible, operationally realistic, and better aligned with adversarial conditions en-

countered in practice.
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7.2 Summary of Contributions

This thesis makes five principal contributions to insider-threat detection and security-

oriented machine learning. Collectively, these contributions are technical (architec-

tures and robustness mechanisms), methodological (evaluation discipline and behavi-

oural grounding), and governance-aware (interpretation boundaries and responsible

deployment considerations).

Contribution 1: Behavioural and socio-technical foundation for insider–

threat modelling. Chapter 2 established a behavioural and socio-technical found-

ation for insider-threat detection by synthesising insights from cybersecurity, behavi-

oural science, organisational theory, and adversarial machine learning. The chapter

reframed insider threat as a trajectory-based, context-dependent, and adversari-

ally adaptive phenomenon rather than a static anomaly-detection problem. It also

identified the key conceptual and methodological gaps that informed the technical

contributions developed in subsequent chapters, including the need for temporally

faithful evaluation, cross-domain modelling, and robustness-aware validation.

Contribution 2: SOM–ANN hybrid framework for behaviourally stabil-

ised representation learning. Chapter 3 introduced a hybrid Self-Organising

Map and Artificial Neural Network (SOM–ANN) framework for insider-threat de-

tection. The contribution demonstrated how unsupervised topological structuring

can stabilise high-variance behavioural features, improve interpretability of behavi-

oural clusters, and support more reliable downstream classification under temporally

faithful evaluation protocols. This chapter addressed representational instability and

identity memorisation risks, while also clarifying that stabilisation alone remains in-

sufficient when insiders adapt behaviour strategically.

Contribution 3: Modular Artificial Neural Network (MANN) for do-

main-aware behavioural modelling. Chapter 4 proposed a Modular Artifi-

cial Neural Network (MANN) architecture that decomposes insider behaviour into

semantically distinct domains (e.g., authentication, file activity, communication,

device interaction) and integrates them through principled fusion. This contribution

improved domain sensitivity, reduced cross-domain feature dominance, and suppor-

ted more interpretable behavioural modelling. The chapter also established that

modularity introduces design challenges around inter-domain reasoning, motivating

subsequent work on hierarchy and robustness.

Contribution 4: Hierarchical behavioural representation framework. Chapter 5

advanced the architectural progression by introducing a hierarchical behavioural

modelling framework spanning multiple levels of abstraction (e.g., events, sessions,
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tasks, and higher-level behavioural progression). This contribution improved tem-

poral reasoning, interpretability, and structured representation of long-horizon beha-

vioural trajectories. The chapter demonstrated that hierarchical abstraction strengthens

detection in progression-driven cases, while also showing that representation quality

does not automatically imply resilience under adaptive manipulation.

Contribution 5: R-Guard for behaviourally grounded adversarial robust-

ness. Chapter 6 introduced R-Guard, a behaviourally robust detection architec-

ture designed as a supervisory robustness layer for insider-threat detectors. R-Guard

formalised robustness in insider contexts through (i) a behaviourally constrained

threat model, (ii) a taxonomy of plausibility-preserving behavioural perturbation

operators, and (iii) guarded detection mechanisms based on behavioural invariants,

temporal coherence, and cross-domain consistency validation. Experimental results

showed that R-Guard can attenuate robustness degradation across hybrid, modu-

lar, and hierarchical architectures, thereby establishing adversarial robustness as a

first-class design requirement in insider-threat detection.

Collectively, these contributions form a unified detection paradigm grounded

in behavioural realism, architectural clarity, methodological rigour, and adversarial

awareness. Rather than presenting isolated model innovations, the thesis demon-

strates a coherent progression in which each contribution addresses a specific limit-

ation while preparing the conceptual and technical basis for the next.

7.3 Central Thesis Claim

The central claim of this thesis is that reliable insider-threat detection depends

not only on predictive optimisation, but also on the extent to which behaviourally

relevant structure is represented, preserved, and evaluated under realistic temporal

and adversarial conditions. In other words, robust insider-threat detection cannot

be achieved through predictive optimisation alone; it requires explicit architectural

alignment with how insiders behave, adapt, and exploit organisational structure over

time.

This claim is supported by the cumulative findings of the thesis. Chapters 3–5

show that improved behavioural representation and architectural structure mater-

ially improve detection quality and interpretability, while Chapter 6 demonstrates

that these gains remain insufficient under behaviourally constrained adversarial ad-

aptation unless robustness is explicitly designed into the detection pipeline. The

thesis therefore argues for a layered design philosophy in which behavioural mod-

elling, temporal reasoning, and adversarial robustness are jointly engineered rather

than treated as separable concerns.
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7.4 Cross-Chapter Synthesis and Unifying Prin-

ciple

The technical contributions developed in Chapters 3–6 are unified by a single organ-

ising principle: reliable insider-threat detection depends not only on optimisation

of the decision function, but also on whether the representation supplied to that

function preserves the behavioural structure required by the modelling and threat

conditions under consideration.

This thesis refers to this organising principle as the Staged Behavioural Ground-

ing and Robustness Principle. It states that

behavioural detection becomes progressively more reliable when behavi-

ourally relevant structure is preserved and made available to the decision

process through stable representation, domain-specific grounding, multi-

horizon temporal integration, and robustness to behaviourally feasible ad-

versarial manipulation.

The principle distinguishes predictive optimisation from representational ad-

equacy. A classifier can optimise only over the information made available within

its input representation. If relevant behavioural structure is unstable, conflated

across heterogeneous domains, excluded by a short temporal horizon, or deliber-

ately altered by an adaptive adversary, increasing classifier capacity or refining its

optimisation does not by itself restore the missing or distorted information.

The staged progression investigated in this thesis can therefore be expressed

conceptually as

B0
SOMANN−−−−−→ Bs

MANN−−−−→ Bsd
MLML−−−−→ Bsdt

R−Guard−−−−−→ Bsdta, (7.1)

where B0 denotes the initial behavioural representation and the subscripts denote

the modelling properties introduced progressively:

• s: representational stability;

• d: behavioural-domain grounding;

• t: multi-horizon temporal structure; and

• a: robustness under behaviourally constrained adversarial manipulation.

Equation 7.1 should not be interpreted as asserting that the four architectures

form the only possible or mathematically necessary computational sequence. Rather,

it represents the cumulative research logic of the thesis: each technical chapter

identifies a residual limitation not explicitly addressed by the preceding formulation

and evaluates an architectural response to that limitation.
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7.4.1 Empirical Failure Modes Motivating the Progression

The staged progression is supported by empirical failure modes observed across the

technical chapters rather than by architectural preference alone.

Chapter 3: Identity dependence and representational stability. The first

modelling concern arises from direct supervised learning over heterogeneous behavi-

oural features. Chapter 3 examines whether topology-informed representation can

reduce dependence on incidental user-specific structure while retaining information

useful for downstream classification.

The revised identity-dependence analysis shows that, for the selected 12 × 12

SOM, the association between Best Matching Unit assignment and individual user

identity is low:

NMI(U ;CSOM) = 0.032± 0.007, (7.2)

with the result remaining similarly low across alternative SOM resolutions and

representation discretisations.

The complementary user-disjoint evaluation further shows that SOMANN re-

tains stronger performance than the common ANN baseline when evaluated on

previously unseen users. Under this condition, SOMANN achieved a PR-AUC of

0.74 ± 0.024, compared with 0.61 ± 0.032 for ANNstd, while the corresponding F1-

scores were 0.57± 0.021 and 0.48± 0.029, respectively.

These findings do not establish complete identity invariance. They instead

provide evidence that the form of the behavioural representation affects the ex-

tent to which predictive performance remains useful when identity overlap between

model development and evaluation is removed. The first transition in the staged

programme is therefore motivated by a representational question: reliable inference

depends partly on how behavioural observations are organised before classification.

Chapter 4: Domain mixing and semantic dilution. Representational stabil-

ity alone does not resolve the heterogeneity of organisational telemetry. Authentic-

ation, file activity, communication, web activity, and device interaction arise from

different operational processes and need not carry equivalent behavioural meaning.

Under the reconciled chronology-preserving evaluation, the common ANNstd

baseline achieved a PR-AUC of 0.810, SOMANN achieved 0.862, and MANN achieved

0.905. MANN therefore produced an absolute PR-AUC improvement of 0.095 over

the common ANN baseline and 0.043 over SOMANN.

The aggregate comparison establishes the performance ordering but does not,

by itself, prove that modular decomposition causes the improvement. The domain-

ablation and fusion-sensitivity analyses in Chapter 4 provide the more direct evid-

ence that domain-specific components contribute to the final prediction. Taken
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together, these findings support the second transition in the staged programme:

stabilised behavioural representation remains incomplete if heterogeneous behavi-

oural domains are treated as semantically interchangeable.

Chapter 5: Temporal blind-spot failure. The clearest empirical demonstra-

tion that predictive optimisation alone is insufficient arises from the temporal blind-

spot evaluation in Chapter 5.

A flat architecture operating on short-horizon representations cannot explicitly

recover relationships that lie outside those observation windows. In the evaluated

slow-burn condition, the flat MANN configuration achieved an F1-score of 0.412,

whereas the hierarchical MLML configuration achieved an F1-score of 0.885 after

multi-horizon temporal integration.

The significance of this result is structural rather than merely numerical. The

flat decision function did not receive the longer-horizon behavioural relationships

made available by the hierarchical representation. Improving optimisation over the

same temporally restricted input therefore could not substitute for information that

was absent from that representation.

This distinction can be expressed as

predictive optimisation ̸= representational sufficiency. (7.3)

Within the evaluated architectural formulation, the hierarchical stage is therefore

motivated by an identified temporal information limitation rather than simply by a

desire to increase model depth or capacity.

Chapter 6: Adversarial manipulation of observable behaviour. The first

three stages evaluate behavioural representations under nominal or naturally chan-

ging conditions. Chapter 6 introduces a qualitatively different failure mode: observ-

able behaviour may be modified deliberately by an informed adversary while the

malicious objective remains intact.

IAA-Sequential operationalises this threat by applying behaviourally constrained

transformations to malicious trajectories. The resulting experiments show that per-

formance can degrade when timing, ordering, frequency, or contextual composition

is manipulated while the underlying malicious task remains feasible.

R-Guard addresses this failure mode through representation-level reconstruc-

tion, consistency regularisation, and the additional robustness mechanisms defined

in Chapter 6. In the ablation analysis, the full R-Guard configuration achieved

robust accuracy of 89.0%, compared with 77.8% when the Denoising Autoencoder

was removed and 81.0% when consistency regularisation was removed.

These results indicate that robustness cannot be inferred from clean-condition

predictive performance alone. The final transition in the staged programme there-
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fore changes the question from whether behavioural structure can be represented

effectively to whether that structure remains useful when the observation process is

strategically manipulated.

7.4.2 Cumulative Rather Than Independent Contributions

The four technical contributions are cumulative in research logic, although they are

not presented as mathematically inseparable implementations.

SOMANN establishes the first proposition: the form of behavioural representa-

tion affects detection stability and generalisation.

MANN retains this representational concern while introducing an additional re-

quirement: heterogeneous behavioural domains should be represented separately

before controlled integration where their operational meanings differ.

MLML retains the domain-grounded representation but expands the information

available across temporal horizons, addressing behavioural dependencies that cannot

be expressed within short local observation windows.

Finally,R-Guard evaluates the resulting behavioural structure under an adaptive

threat model, asking whether the representation remains useful when observable

behaviour is intentionally modified within behaviourally feasible constraints.

The dependency between the stages can therefore be expressed as a sequence of

residual modelling questions:

How should behaviour be represented?︸ ︷︷ ︸
SOMANN

→ How should heterogeneous behaviour be structured?︸ ︷︷ ︸
MANN

→ How should behavioural progression be represented?︸ ︷︷ ︸
MLML

→ Does the representation remain reliable under manipulation?︸ ︷︷ ︸
R−Guard

.

(7.4)

Each question preserves the principal concern established by the preceding in-

vestigation while introducing an additional requirement exposed by its remaining

limitations. Treating SOMANN, MANN, MLML, and R-Guard solely as independ-

ent benchmark models would therefore obscure the principal contribution of the

programme: the progressive identification and testing of increasingly demanding

requirements for behaviourally grounded insider-threat detection.
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7.4.3 Theoretical Implication

The principal theoretical implication of the staged programme is that the reliab-

ility of insider-threat detection is constrained by the adequacy of the behavioural

representation available to the decision process.

Predictive optimisation cannot compensate indefinitely for missing or distor-

ted structure. Representational instability may encourage dependence on identity-

specific regularities; unified treatment of heterogeneous telemetry may obscure domain-

specific evidence; short-horizon representations may omit long-range behavioural

progression; and strong nominal performance does not establish robustness when an

adversary deliberately modifies observable behaviour.

The staged framework addresses these limitations by progressively introducing

the behavioural structure required by increasingly demanding modelling and threat

conditions. Its contribution is not the claim that SOMANN, MANN, MLML, and

R-Guard constitute a uniquely necessary universal pipeline. Rather, the experi-

ments support the broader proposition that behaviourally relevant structure must

be represented and preserved before reliable prediction, temporal generalisation, and

adversarial robustness can be meaningfully assessed.

The Staged Behavioural Grounding and Robustness Principle therefore provides

the theoretical connection between the four technical contributions and explains why

the thesis is organised as a cumulative architectural investigation rather than as a

collection of independent model comparisons.

7.5 Theoretical Implications

From a theoretical perspective, this thesis challenges several implicit assumptions

that remain common in insider-threat detection research.

First, the thesis demonstrates that model expressiveness is not synonymous with

robustness. Increasing architectural depth or representational complexity may im-

prove nominal predictive performance, but does not inherently protect against in-

siders who adapt behaviour strategically while remaining privilege-compliant and

operationally plausible. A central theoretical implication is therefore that robust-

ness must be explicitly designed and evaluated, not assumed to emerge from model

sophistication.

Second, the thesis advances a behaviourally grounded conception of insider threat

in which malicious behaviour is interpreted as a constrained trajectory within a

socio-technical system rather than as an isolated anomaly point. This perspective

shifts emphasis from static classification of abnormal events to dynamic modelling

of behavioural progression, contextual plausibility, and role-consistent adaptation.

In doing so, the work supports a more realistic theoretical framing of insider-threat

detection as a temporally structured inference problem.
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Third, the thesis contributes to adversarial machine learning by showing that

insider-threat detection requires a domain-specific reinterpretation of adversarial

action spaces. Classical AML formulations provide valuable foundations for threat

modelling and robustness analysis [16], [81], but their standard norm-bounded per-

turbation assumptions do not adequately reflect organisational and behavioural con-

straints. The thesis therefore extends adversarial thinking into a behaviourally con-

strained framework in which perturbation feasibility, temporal coherence, and stra-

tegic plausibility are integral to both threat modelling and robustness evaluation.

Fourth, the concept of behavioural invariants is advanced as a meaningful ab-

straction for security-oriented machine learning. Unlike raw statistical features or

latent embeddings, behavioural invariants encode semantically grounded constraints

linked to role expectations, workflow structure, and inter-domain behavioural coher-

ence. This creates a principled bridge between behavioural science and robustness-

aware ML, and suggests a broader research direction in which robustness is tied to

preserving interpretable behavioural structure rather than only stabilising classifier

decision boundaries.

Finally, the thesis reinforces the theoretical position that insider-threat detection

is inherently an adversarial learning problem, even when malicious behaviour is

subtle, gradual, or embedded within legitimate activity. By framing robustness as

a foundational property of deployment readiness, the thesis contributes to a more

rigorous and deployment-relevant theory of machine-learning-based insider-threat

detection.

7.6 Practical and Operational Implications

From an applied standpoint, the findings of this thesis have direct implications for

enterprise security operations, detection-system design, and deployment strategy.

A key practical implication is that insider-threat detection systems should move

beyond monolithic anomaly detectors toward behaviourally grounded, context-aware,

and architecturally structured pipelines. The SOM–ANN, MANN, and hierarchical

frameworks developed in this thesis provide concrete design patterns for improving

representation quality, domain-aware modelling, and temporal reasoning across het-

erogeneous behavioural sources. These patterns are relevant not only for research

prototypes, but also for organisations seeking to modernise insider-risk analytics in

a principled way.

The modular and hierarchical contributions are particularly relevant for envir-

onments with multiple telemetry streams and evolving behavioural workflows. In

such settings, domain decomposition and hierarchical abstraction can improve inter-

pretability, support analyst reasoning, and reduce brittleness in single-stage models

that collapse heterogeneous behaviour into undifferentiated feature vectors. This
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matters for operational adoption because interpretability and analyst trust are of-

ten decisive factors in whether detection outputs are acted upon.

R-Guard contributes a further operational advantage by offering a pragmatic

pathway for improving robustness in existing systems. Because it is designed as

a supervisory layer, R-Guard can be integrated into deployed detection pipelines

without retraining base models or redesigning core infrastructure. This lowers the

barrier to adoption and enables staged deployment, comparative validation, and

governance review before broader architectural changes are made. In organisational

contexts where retraining cycles are costly or tightly controlled, this property is

operationally valuable.

The results of Chapter 6 also suggest that robustness improvements can mitig-

ate two common barriers to operational viability: delayed detection under stealthy

behavioural drift and instability under benign behavioural change. By monitoring

behavioural invariants and cross-domain consistency rather than relying solely on

anomaly magnitude, R-Guard improves the ability to detect strategically adapt-

ive behaviour while moderating some forms of false alarm caused by non-malicious

variation. This does not remove the need for calibration, but it provides a more

operationally useful basis for risk prioritisation.

At the same time, the thesis makes clear that no insider-threat detection system

should be treated as fully autonomous. Effective insider-threat mitigation requires

human-in-the-loop oversight, organisational policy alignment, contextual investiga-

tion, and continuous refinement of behavioural assumptions. Detection architectures

can prioritise risk and improve signal quality, but they cannot independently resolve

intent, organisational context, or proportionality of response. This has both prac-

tical and ethical implications for deployment governance.

More broadly, the thesis supports an operational design philosophy in which

technical performance, interpretability, robustness, and governance are treated as

co-requirements. In enterprise environments, detection systems that are statistically

strong but operationally opaque, brittle under adaptation, or poorly aligned with

organisational controls are unlikely to sustain trust or long-term effectiveness. The

frameworks proposed in this thesis aim to move insider-threat detection toward a

more deployment-aware and accountable design paradigm.

7.7 Limitations of the Research

Despite its contributions, this thesis has several limitations that should be acknow-

ledged clearly.

Dataset realism and transferability. A substantial portion of the empirical

evaluation relies on publicly available benchmark datasets. While these datasets are

244



valuable for controlled experimentation, comparability, and reproducibility, they

cannot fully replicate the behavioural diversity, policy complexity, organisational

change, and socio-technical dynamics of live enterprise environments. Although the

thesis mitigates this limitation through temporally faithful evaluation and method-

ological critique, external validity would be strengthened further through access to

large-scale operational datasets and longitudinal deployments.

Invariant design dependence. The effectiveness of R-Guard depends in part on

the quality of the behavioural invariants selected or specified. Defining meaningful

invariants requires domain expertise, organisational insight, and careful calibration.

Poorly chosen invariants may be too weak to expose adversarial restructuring or too

rigid, increasing sensitivity to benign process variation. This limitation does not

invalidate the framework, but it highlights that invariant design is both a technical

and governance problem requiring iterative refinement.

Scope of adversarial modelling. Although Chapter 6 explicitly models behavi-

ourally constrained adversaries, the threat models and perturbation operators used

remain structured approximations. Real insiders may exhibit more heterogeneous

motives, adaptive timing, collusive behaviour, or opportunistic strategies than rep-

resented in the experimental scenarios. The adversarial evaluation in this thesis

should therefore be interpreted as a principled stress-testing framework rather than

an exhaustive representation of all insider attack behaviours.

Dependence on behavioural logging quality. The proposed frameworks, par-

ticularly hierarchical modelling and R-Guard, assume access to sufficiently rich,

temporally coherent behavioural telemetry. In environments with sparse logging, in-

consistent timestamps, missing cross-domain coverage, or weak identity resolution,

behavioural inference and invariant estimation may degrade. This is a practical

constraint on deployment and highlights the importance of telemetry engineering

and data quality governance in insider-risk analytics.

Evaluation granularity and operational outcomes. The thesis focuses primar-

ily on detection performance, robustness behaviour, and architectural properties.

While this is appropriate for a PhD contribution in machine learning and cyberse-

curity, additional operational outcomes (e.g., analyst workload impact, triage time

reduction, investigation precision, or intervention effectiveness) were not evaluated

directly. These outcomes represent an important direction for deployment-oriented

validation.
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7.8 Future Research Directions

This thesis opens several directions for future research that extend both technical

depth and operational readiness.

7.8.1 Automated and Semi-Automated Invariant Learning

Future work could develop automated methods for discovering behavioural invari-

ants from organisational telemetry and behavioural constraints. This would reduce

reliance on manual invariant specification and enable adaptive invariant refinement

as workflows and organisational processes evolve.

7.8.2 Explainable AI and Analyst-Centred Decision Sup-

port

Integrating R-Guard outputs with explainable AI methods could improve analyst

trust and operational usability, particularly by clarifying which behavioural invari-

ants were violated and how risk signals accumulated across domains and time.

Human-centred evaluation with analyst workflows would be especially valuable.

7.8.3 Cross-Organisational Transfer and Adaptation

A major practical challenge in insider detection is transferability across organisa-

tions with different workflows, policies, and telemetry patterns. Future research

could explore domain adaptation, calibration strategies, and representation align-

ment methods to improve cross-organisational portability.

7.8.4 Expanded Adversarial Threat Models

Future work should expand adversarial modelling to include collusion, insider–

outsider coordination, deception through operational artefacts, and partial obser-

vation settings. Extending behaviourally constrained threat modelling to richer

organisational contexts would strengthen robustness claims.

7.8.5 Longitudinal and Real-World Deployment Studies

Longitudinal deployments in real enterprise environments would provide the strongest

test of the proposed frameworks. Such studies should evaluate not only detection

metrics but also operational outcomes (triage time, analyst workload, false alarm

costs) and governance alignment.
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7.8.6 Privacy, Governance, and Responsible Deployment

Finally, future work should strengthen governance mechanisms for responsible use,

including privacy-preserving feature extraction, proportional monitoring policies,

model auditing, and safeguards against misuse. This is essential for ethical deploy-

ment and sustained organisational trust.

7.9 Concluding Remarks

In conclusion, this thesis developed a coherent, staged, and behaviourally grounded

architectural progression for insider-threat detection. By integrating stabilisation

(SOM–ANN), modular behavioural decomposition (MANN), hierarchical temporal

abstraction, and behaviourally constrained adversarial robustness (R-Guard), the

thesis advances insider-threat detection toward a more defensible and deployment-

aware design paradigm.

The work emphasises that effectiveness in insider-threat detection is not solely

a function of predictive performance, but also of behavioural realism, temporal in-

tegrity, interpretability, and resilience under adaptation. While limitations remain,

the contributions provide a principled foundation for future research and for the

responsible evolution of insider-risk analytics in practice.
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Appendix A

Supplementary Figures

This appendix provides supplementary artefacts, diagnostic figures, and implement-

ation materials supporting the core contributions presented in Chapters 3–6. The

appendix is designed to improve reproducibility, transparency, and evidentiary com-

pleteness without overloading the main chapter narratives.

A.1 Artefact: SOMANN Supplementary Figures

0.0 0.2 0.4 0.6 0.8 1.0

Mean Inter-Neuron Distance (MID)

Stable / Normal Transitional Anomalous / High MID

Figure A.1: Legend for SOM mean inter-neuron distance (MID) values used to inter-
pret behavioural stability on the map. Lower MID indicates dense, stable neighbourhood
structure consistent with normal behaviour; intermediate MID reflects transitional re-
gions where behaviour shifts between neighbourhoods; higher MID corresponds to sparse
or highly separated neighbourhoods associated with anomalous or weakly supported be-
havioural patterns.
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Figure A.2: Continuous SOM U-matrix showing the behavioural topology of the CERT
dataset. Lighter areas correspond to higher mean inter-neuron distance (MID), forming
anomaly-prone boundaries, while darker regions represent cohesive, stable activity clusters.
Note: The threshold values shown reflect intermediate valley estimates for illustration. All
final analyses use the validated thresholds tlow = 0.05 and thigh = 0.71.

Figure A.3: SOM U-matrix with KDE-derived MID behavioural zones overlaid. Low
MID regions denote stable/normal behaviour; intermediate MID regions represent trans-
itional drift; and high MID regions correspond to anomaly-prone activity. Zones are
derived from KDE valley thresholds at tlow = 0.05 and thigh = 0.71. Note: The threshold
values shown reflect intermediate valley estimates for illustration. All final analyses use
the validated thresholds tlow = 0.05 and thigh = 0.71.
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Figure A.4: High-MID neurons selected as anomaly-bearing units for SOM→ANN su-
pervised learning. Samples mapped to these neurons form the derived dependent variable
used to train the ANN inference layer in the SOMANN hybrid framework. Note: The
threshold values shown reflect intermediate valley estimates for illustration. All final ana-
lyses use the validated thresholds tlow = 0.05 and thigh = 0.71.
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Figure A.5: SOM dynamics output map illustrating normalised U-matrix MID values
across neurons, with highlighted high-MID regions. These regions correspond to beha-
vioural boundary zones where atypical or transitional activity concentrates, supporting
anomaly localisation within the SOM topology.
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Figure A.6: Correlation analysis between SOM-derived mean inter-neuron distance
(MID) and ANN-predicted malicious probability (per neuron mean). The weak and statist-
ically insignificant correlation indicates that SOM structural deviation and ANN inference
capture complementary information rather than redundant signals, supporting the hybrid
SOMANN design.
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Figure A.7: Alternative SOM dynamics output map from an independent training run,
showing consistent emergence of high-MID regions despite stochastic initialisation. This
illustrates the robustness of behavioural boundary formation in the SOM representation.
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Figure A.8: Extraction of high-MID regions from the SOM U-matrix used to derive
SOM-informed features for ANN training. Highlighted neurons represent boundary and
sparse regions where behavioural deviation is most pronounced, forming a principled bridge
between unsupervised structure discovery and supervised risk inference.
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MID regions. This detailed diagnostic view supports analyst-oriented interpretation by
explicitly mapping behavioural regimes and anomaly-prone boundary areas within the
learned topology.
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A.1.1 Baseline Comparison: SOMANN versus ANN

The first set of experiments evaluates the performance of the hybrid SOMANN

framework relative to a standalone ANN baseline and an unsupervised SOM. As

summarized in Table A.1, the SOMANN architecture delivers a meaningful advant-

age across all primary metrics. Specifically, the hybrid model achieves a classific-

ation accuracy of 96.39%, representing a 12% absolute improvement over the

standalone ANN.

Beyond raw accuracy, the results highlight a significant enhancement in the

model’s sensitivity to insider events. The recall increases from 82.74% in the

baseline ANN to 94.52% under the SOMANN framework, suggesting that the

topology-preserving pre-training allows the system to better identify subtle behavi-

oural deviations that monolithic models might overlook. Importantly, this gain in

sensitivity does not come at the cost of operational burden; the hybrid model main-

tains a high specificity of 97.44% and a low false-positive rate of 1.56%, which is

critical for supporting efficient analyst triage.

A.1.2 Representation Effect and Architectural Stability

The observed performance gains can be attributed to the use of a three-layer ANN

configuration, which demonstrated superior stability and generalisation compared

to simpler variants. By training the inference layer on SOM-derived representa-

tions—rather than raw feature vectors—the model inherits the stabilised geometry

of the learned behavioural manifold.

This ”perception–inference loop” is visually evident in the transition from unsu-

pervised topology discovery to supervised risk mapping. As shown in Figures A.2

through A.4, the SOM acts as a knowledge base that organizes routine work pat-

terns into cohesive clusters, while the ANN serves as the decision engine that inter-

prets movement toward high-distance boundaries as actionable risk. This structural

separation mitigates the impact of stochastic noise and identity-specific artefacts,

resulting in a more reproducible and operationally plausible detection signal.

Table A.1: Performance comparison between baseline models and the SOM–ANN frame-
work. The hybrid architecture demonstrates a substantial 12% absolute improvement in
accuracy over the standalone ANN and achieves a high F1-score of 0.931. These results
highlight the model’s superior sensitivity to insider-threat activity while maintaining a low
false-positive rate (1.56%) essential for operational efficiency.

Model Accuracy Precision Recall Specificity F1-Score AUC

ANN (standalone) 84.39% 85.12% 82.74% 86.03% 0.839 0.85
SOM (unsupervised) 90.12% 88.54% 91.30% 89.82% 0.897 0.90
Hybrid SOM–ANN 96.39% 95.68% 94.52% 97.44% 0.931 0.97
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A.1.3 Error Profile and Behavioural Stability

To examine the nature of performance gains, the error profiles of both models were

analysed. The standalone ANN baseline exhibited a higher rate of false positives

associated with benign behavioural fluctuations, such as irregular working hours or

transient workload changes. In contrast, the hybrid SOMANN framework demon-

strates a significantly improved ability to distinguish between benign volatility and

behaviourally significant deviation. This is evidenced by the model’s high specificity

of 97.44% and a correspondingly low false-positive rate of 1.56%.

This reduction in false-positive alerts—a 12% improvement in accuracy over

the baseline—suggests that the SOM component effectively functions as a stabilising

perceptual layer. By anchoring activity patterns within a learned topological space,

the SOM reduces the impact of transient fluctuations that do not correspond to

malicious intent. As seen in Figure A.3, the use of KDE-derived thresholds allows

the system to contextualise deviation relative to neighbouring behavioural regimes,

effectively ”smoothing” the noise of daily operations before it reaches the inference

layer.

A.1.4 Sensitivity to Gradual Escalation

The error analysis further reveals that the hybrid framework is particularly effective

at reducing false-negative errors. The model achieved a recall of 94.52%, com-

pared to only 82.74% for the standalone ANN. This increased sensitivity is most

pronounced in instances corresponding to gradual behavioural escalation, which the

monolithic baseline often fails to capture.

However, certain ”privilege-consistent” insider actions—those that closely mimic

legitimate workflows—remain a challenge for both architectures. These persistent

false negatives underscore the limitations of purely log-based detection and motiv-

ate the modular and hierarchical extensions developed in the subsequent chapters.

While SOMANN establishes a principled foundation for stabilised detection, it con-

firms that capturing coordinated, long-horizon trajectories requires a more struc-

tured multi-level abstraction.

A.2 Artefact: MANN Supplementary Figures

This section provides supplementary material for the Modular Artificial Neural Net-

work (MANN) framework presented in Chapter 4. It includes optional module-level

diagnostics, fusion-related visualisations, interpretability artefacts, and implementation-

facing plots used to support and contextualise the reported experiments, while pre-

serving the narrative focus of Chapter 4.
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Purpose and Scope

The supplementary artefacts in this section are intended to:

1. provide additional evidence for module-level and fused-model behaviour;

2. document implementation-facing diagnostics supporting reproducibility and

interpretation of the MANN framework;

3. retain extended visualisations outside the main chapter to preserve narrative

focus.

Supplementary Figures

Extended comparative performance

The following plots provide supporting visual summaries for the headline compar-

isons reported in Section 4.6. Primary interpretation in this thesis emphasises PR-

oriented metrics due to class imbalance.

Figure A.10: Standalone performance summary for the MANN implementation (selected
metrics). Included as supporting material for the evaluation reported in Section 4.6.
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Figure A.11: Supplementary visual comparison of MANN and ANN performance across
selected metrics. The figure provides an illustrative summary consistent with Chapter 4
results; interpretation should emphasise PR-oriented metrics under class imbalance.

Computational and training diagnostics

The plots below provide implementation-facing diagnostics for convergence beha-

viour and computational cost. These results depend on hardware and software

configuration and are therefore included for transparency rather than as a central

performance claim.

Figure A.12: Supplementary computational-time comparison between ANN and MANN
implementations (illustrative). Timing depends on hardware, batching, and implementa-
tion choices and is provided as a transparency diagnostic.
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Figure A.13: Training dynamics diagnostic: learning curves for ANN and MANN across
epochs. This figure supports discussion of convergence and potential overfitting/underfit-
ting patterns under the chosen protocol.

A.2.1 Cross-Validation and Representational Stability

To further delineate the robustness of the Modular Artificial Neural Network (MANN)

compared to traditional monolithic architectures, a methodical 5-fold cross-validation

was employed. The results, presented in Table A.2, illuminate the relative stability

and reliability inherent within the MANN architecture. Throughout the folds, the

MANN consistently demonstrated high performance, with accuracy and F1-scores

hovering steadily around the 92–93% mark.

This consistency reflects a minimal deviation from the performance pinnacle,

contrasting with the more variable results observed in the traditional ANN baseline.

From a learning-theoretic perspective, the stabilising effect of modular decompos-

ition can be interpreted as a strategy for localising uncertainty. In monolithic

models, noise, sparsity, or behavioural drift in a single high-variance domain can

propagate globally through shared weights, destabilising representations across the

entire feature space. MANN mitigates this contamination by constraining domain-

specific variance to its respective module, thereby protecting the integrity of the

overall representational geometry.

A.2.2 Mitigating Representational Entanglement

The empirical stability reported across the five folds supports the hypothesis that

domain-aligned modular learning reduces ”representational entanglement”. While

the SOMANN hybrid in Chapter 3 introduced initial variance smoothing, it re-

mained vulnerable to domain dominance—where high-volume logs (such as authen-

tication events) anchor the embedding and mask subtle but security-relevant signals

in lower-volume channels like device or network activity.

By enforcing representational separation through dedicated encoders, MANN

ensures that each behavioural stream is modelled according to its own semantic rules

before integration[cite: 306, 483]. The reduction in performance variance (standard
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deviation of 0.017) relative to the monolithic baseline (0.041) confirms that this

structural inductive bias provides a more reproducible and operationally plausible

detection signal. This localised approach not only improves convergence stability

during training but also supports more behaviourally meaningful interpretation, as

uncertainty in model outputs can be traced back to specific, semantically coherent

functional domains.

Table A.2: Comparative 5-fold cross-validation results for the Modular Artificial Neural
Network (MANN) and traditional Artificial Neural Network (ANN). The results demon-
strate the superior stability and reliability of the MANN architecture, which consistently
maintains an accuracy range of 91%–93% across all folds. This minimal performance de-
viation across different data partitions highlights the robustness of the modular approach
in capturing complex behavioural patterns compared to the more variable performance of
the monolithic ANN.

Model Type Fold Accuracy Precision Recall F1 Score

MANN 1 0.92 0.91 0.93 0.92
MANN 2 0.93 0.92 0.94 0.93
MANN 3 0.91 0.90 0.92 0.91
MANN 4 0.92 0.91 0.93 0.92
MANN 5 0.93 0.92 0.94 0.93

ANN 1 0.89 0.88 0.90 0.89
ANN 2 0.88 0.87 0.89 0.88
ANN 3 0.90 0.89 0.91 0.90
ANN 4 0.89 0.88 0.90 0.89
ANN 5 0.88 0.87 0.89 0.88

Explainability and feature attribution artefacts

The following plots provide supplementary interpretability material (feature im-

portance and SHAP-style summaries). These visualisations are included to support

analyst-oriented interpretation and should not be read as causal evidence of intent.
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Figure A.14: Illustrative feature-importance summary for insider-threat detection under
the MANN model. Feature importance should be interpreted cautiously due to feature
correlations and potential dataset-specific artefacts.

Figure A.15: SHAP-style summary bar chart (mean absolute contribution) for the top
features. Included as supplementary interpretability evidence, not as proof of causal in-
fluence.
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Figure A.16: SHAP-style beeswarm visualisation showing the distribution of feature
contributions across instances (illustrative). This supports interpretation of heterogeneity
in feature influence under behavioural data.

Figure A.17: Force-plot-style contribution chart for a single instance (illustrative), show-
ing positive and negative feature contributions relative to a baseline. Included as supple-
mentary instance-level explanation material.

”The comparative performance of the architectures is further clarified through

the precision–recall and ROC analyses presented in Figures A.18 and A.19. While

ROC analysis shows a strong general discriminative ability with an AUC of 0.87, the

Precision-Recall curve offers a more grounded perspective on the ’analyst’s burden’.

In highly imbalanced security environments, maintaining precision is vital to prevent

alert fatigue. The MANN’s ability to hold higher precision across a wider range of
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recall thresholds suggests that its domain-aligned representational structure is more

resilient to the benign ’noise’ that typically triggers false positives in non-modular

systems.

Figure A.18: Precision–recall curves for MANN and ANN under the temporally faithful
evaluation protocol. PR curves are emphasised due to class imbalance, where ROC sum-
maries can be less informative.

Figure A.19: Receiver operating characteristic (ROC) curve included for completeness
for MANN/ANN comparison. Primary interpretation in this thesis uses PR-oriented eval-
uation due to the rarity of insider events.

Model complexity and architectural trade-offs

These figures provide supplementary evidence for design trade-offs, including dimin-

ishing returns with increasing modular granularity and an implementation workflow
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view of the modular pipeline.

Figure A.20: Illustrative relationship between modular complexity (number of modules)
and performance, indicating diminishing returns beyond moderate modular granularity.
This supports balanced decomposition rather than arbitrarily fine modularisation.

A.3 Hierarchical Supplementary Figures

This section provides supplementary material for the multi-layered / hierarchical

behavioural modelling framework presented in Chapter 5. It includes optional

hierarchy-level diagnostics, trajectory-oriented visualisations, and implementation

artefacts supporting reproducibility.

Purpose and Scope

The supplementary artefacts in this section are intended to:

1. provide additional evidence for hierarchical behavioural representation and

evaluation;

2. document implementation-oriented details not retained in the main chapter;

3. support reproducibility of hierarchy-specific design choices, diagnostics, and

visual interpretations.

Supplementary Figures and Diagnostics

The experimental evaluation confirms that modular decomposition yields consistent

and statistically significant performance improvements. As detailed in Table A.3, the

proposed MLML framework achieved an Accuracy and AUC of 0.97, outperform-

ing all established baselines. Specifically, the architecture delivered a 5% improve-

ment in F1-Score and a 6% increase in AUC compared to the Hybrid Ensemble,
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Table A.3: Performance Comparison on the CERT Insider Threat Dataset. The results
illustrate the comparative advantage of the proposed MLML framework against four estab-
lished baseline models. Under identical pre-processing and parameter tuning conditions,
the MLML framework achieves up to a 5% improvement in F1-Score and a 6% increase in
AUC relative to the Hybrid Ensemble, currently the strongest baseline. These improve-
ments are statistically significant (p < 0.01) according to a paired t-test, suggesting that
the architecture provides a more robust foundation for distinguishing subtle threats from
routine organisational activity.

Model Accuracy Precision Recall F1 AUC

ANN 0.89 0.82 0.84 0.83 0.88
Random Forest 0.91 0.85 0.87 0.86 0.90
XGBoost 0.93 0.88 0.88 0.88 0.91
Hybrid Ensemble 0.94 0.89 0.90 0.90 0.93
MLML (Proposed) 0.97 0.94 0.95 0.94 0.97

the strongest existing baseline. A paired t-test confirmed the statistical significance

of these gains (p < 0.01), suggesting that the architectural transition from hybrid

stabilisation (Chapter 3) to modular decomposition (Chapter 4) provides a more

robust foundation for distinguishing risk from routine work.

Furthermore, the 5-fold cross-validation results highlight the stability inherent

in this modular approach. By maintaining a consistent performance range of 91%–

93% accuracy across all folds, the MANN architecture demonstrated a unique ability

to localise uncertainty, preventing noise in one behavioural domain from contamin-

ating the global representational space.

Table A.4: Layer-wise Incremental Performance on the CERT Dataset. To evaluate the
contribution of each architectural component, performance was measured after progress-
ively activating layers L1 through L5. The results demonstrate consistent gains across all
metrics as the model complexity increases. Notably, the integration of Hybrid Modules
(L1–L3) provides the largest individual boost to the F1-score (+5%), while the full MLML
framework (L1–L5) achieves the peak performance of 0.97 Accuracy and AUC, confirming
the value of the final hierarchical reasoning stage.

Activated Layers Accuracy F1 AUC ∆F1 (%)

L1 (Pre-processing) 0.87 0.82 0.85 –
L1–L2 (Representation) 0.90 0.85 0.88 +3
L1–L3 (Hybrid Modules) 0.94 0.90 0.93 +5
L1–L4 (Contextual Reasoning) 0.96 0.93 0.95 +3
L1–L5 (Full MLML) 0.97 0.94 0.97 +1

The experimental results presented in Tables A.3 and A.4 provide strong em-

pirical support for the transition toward a multi-layered, hierarchical approach to

insider-threat detection. By decomposing the detection task into distinct stages—from

initial perception to high-level contextual reasoning—the proposed MLML frame-

work achieves a level of performance that exceeds traditional monolithic and en-

semble baselines.
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A.3.1 Deconstructing the Incremental Value of Architec-

tural Depth

The layer-wise contribution analysis reveals that detection performance is not the

result of a single algorithmic ”trick,” but rather an emergent property of the integ-

rated hierarchy.

• Foundational Stability (L1–L2): Moving beyond raw pre-processing to

structured representation learning improves the F1-score by 3%, providing

the baseline stability required for subsequent inference.

• The Modular Dividend (L3): The most significant performance jump—a

5% increase in F1-score—occurs with the activation of the Hybrid Modules.

This reinforces the findings from Chapter 4, suggesting that isolating domain-

specific semantics is crucial for surfacing subtle risk signals that are otherwise

masked by high-volume, routine activity.

• Contextual and Hierarchical Reasoning (L4–L5): The final layers, which

introduce contextual reasoning and full hierarchical integration, contribute an

additional 4% improvement in F1-score. While smaller in absolute terms,

these gains represent the framework’s ability to resolve complex ”privilege-

consistent” cases where an action may appear benign in isolation but becomes

anomalous when viewed within a broader temporal or organisational context.

A.3.2 Operational Significance and Comparative Strength

When compared against established benchmarks, the MLML framework’s perform-

ance pinnacle—an Accuracy and AUC of 0.97—demonstrates a clear shift in cap-

ability. The 6% AUC improvement over the Hybrid Ensemble baseline is partic-

ularly noteworthy, as it suggests the framework possesses a superior discriminative

capacity across the entire decision manifold.

From a human-centric perspective, the precision of 0.94 achieved by the full

framework is critical. In a live security operations environment, a system that

achieves high recall at the cost of excessive false alarms is often discarded by over-

burdened analysts. By achieving an F1-score of 0.94 with statistical significance

(p < 0.01), the MLML framework offers a defensible and operationally plausible

balance between sensitivity and noise reduction. This confirms that a hierarchical

inductive bias—one that models behaviour as a progression of nested events rather

than a flat sequence of logs—is essential for capturing the complex reality of modern

insider risk.
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A.3.3 Transitioning Toward Hierarchical and Robust Detec-

tion

While the results obtained here are promising, the investigation has also clarified the

limits of static modularity. Despite achieving high precision (0.94) and recall (0.95),

the system remains primarily focused on single-level behavioural snapshots. Insider

threats, however, often manifest as coordinated trajectories that evolve across dis-

parate timescales and organisational levels. This observation confirms that capturing

the full complexity of human risk requires moving beyond modular representation

toward multi-level temporal abstraction.

Table A.5: Adaptive Learning Performance under Concept Drift. The results demon-
strate the superior resilience of the proposed MLML framework compared to established
baselines when exposed to simulated feature distribution shifts. The MLML architecture
achieves a significantly lower Concept Drift Rate (CDR) of 0.25 and a high Model Stability
Index (MSI) of 0.89. Furthermore, a post-drift F1-score of 0.92 and improved Retraining
Efficiency (RE) suggest that the framework can maintain operational effectiveness with
approximately 20% lower retraining costs than traditional batch-based approaches.

Model CDR ↓ MSI ↑ RE ↑ F1 (post-drift)

XGBoost 0.41 0.72 0.65 0.81
Hybrid Ensemble 0.38 0.78 0.69 0.84
MLML (Proposed) 0.25 0.89 0.83 0.92

A critical requirement for any insider-threat detection system is the ability to

maintain performance in ”non-stationary” environments, where user behaviours and

organisational norms naturally evolve over time. To evaluate this, concept drift was

simulated by periodically altering feature distributions during the evaluation phase.

The results, summarised in Table A.5, demonstrate the superior resilience of the

proposed MLML framework compared to established baselines.

A.3.4 Quantifying Stability in Evolving Environments

The MLML framework achieved a significantly lower Concept Drift Rate (CDR) of

0.25, compared to 0.41 for XGBoost and 0.38 for the Hybrid Ensemble. This lower

CDR suggests that the hierarchical representational structure is less sensitive to

superficial distribution shifts, effectively distinguishing between benign behavioural

evolution and true adversarial drift.

Furthermore, the framework maintained a high Model Stability Index (MSI) of

0.89. From an operational perspective, a high MSI is vital because it ensures that

the model’s internal logic remains consistent even as it adapts to new data. This

prevents the ”catastrophic forgetting” often associated with continuous learning

systems, where updating the model to recognize new patterns causes it to lose its

ability to detect established threat profiles.
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A.3.5 Operational Sustainability and Retraining Efficiency

Beyond mere accuracy, the research evaluated the practical burden of maintaining

the system through the Retraining Efficiency (RE) metric. The MLML framework

achieved an RE of 0.83, outperforming both XGBoost (0.65) and the Hybrid En-

semble (0.69).

The ability of the framework to recover quickly following drift allows it to sus-

tain a post-drift F1-score of 0.92. Critically, this adaptive capacity reduces the

overall retraining cost by approximately 20% compared to traditional batch-based

approaches. In a real-world organisational setting, this reduction in maintenance

overhead translates to a more sustainable security posture, allowing analysts to fo-

cus on high-value investigation rather than frequent model recalibration. These

findings confirm that the hierarchical and modular design of the MLML framework

provides a robust and economically viable foundation for resilient insider-threat de-

tection.

A.4 Artefact: R-Guard Supplementary Figures

This section provides supplementary material supporting the R-Guard framework

presented in Chapter 6. It includes implementation-oriented workflow visualisation,

extended performance plots, diagnostic error analysis, and the implementation code

artefact used to support reproducibility and robustness interpretation.

Purpose and Scope

The supplementary artefacts in this section serve four purposes:

1. to provide additional empirical evidence for the robustness and performance

characteristics of R-Guard beyond the main results reported in Section 6.7;

2. to document implementation-oriented workflow details (including algorithmic

procedure and training/evaluation flow) that support reproducibility;

3. to present extended diagnostics (e.g., ROC behaviour under attack, confusion

matrix analysis, and multi-metric summaries) used to interpret model beha-

viour under adversarial pressure;

4. to provide a reference implementation artefact that can be adapted for research

and teaching under appropriate ethical and governance controls.

Unless otherwise stated, the figures included in this section are supplementary

to those retained in Chapter 6 for direct support of the chapter’s central claims.
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Table A.6: Ablation Study of the R-Guard Architecture on the CERT Dataset. The res-
ults quantify the contribution of individual components to both clean and robust accuracy.
While the full R-Guard configuration prioritises resilience—achieving a Robust Accuracy
of 89.0%—it incurs a marginal reduction in Clean Accuracy (92.4%) compared to variants
without denoising or consistency constraints. Notably, the removal of the Denoising Au-
toencoder (DAE) leads to the most significant degradation in robustness (∆RA = −11.2),
confirming its critical role in filtering adversarial perturbations while preserving behavi-
oural plausibility.

Model Variant Clean Acc (%) Robust Acc (%) ∆ RA

w/o DAE 94.2 77.8 −11.2
w/o Consistency Loss 93.9 81.0 −8.0
Full R-Guard 92.4 89.0 —

A.4.1 Discussion of Adversarial Resilience

The ablation study presented in Table A.6 provides a quantitative basis for un-

derstanding the structural components required for robust insider-threat detection.

While previous chapters focused on maximising clean accuracy—reaching a pinnacle

of 97% in the MLML framework—this chapter shifts the objective toward maintain-

ing performance under intentional behavioural manipulation.

A.4.2 The Denoising Autoencoder as a Strategic Filter

The most significant finding from the ablation analysis is the critical role of the

Denoising Autoencoder (DAE). Removing the DAE led to the most substantial

degradation in model integrity, with robust accuracy falling by 11.2 percentage

points. This suggests that the DAE functions as more than a simple noise filter; it

acts as a semantic reconstructor.

By forcing the model to reconstruct ”clean” behavioural manifolds from per-

turbed inputs, the DAE effectively ”strips away” the subtle adversarial noise an

insider might use to mask their activities. In the context of ”plausible” adversar-

ies—those who attempt to hide malicious intent within legitimate-looking work-

flows—the DAE ensures that the underlying risk signal remains visible to the clas-

sifier even when superficially distorted.

A.4.3 Consistency and the Trade-off of Robustness

The inclusion of consistency loss further bolsters this resilience, contributing an

8.0 percentage point improvement to robust accuracy. Consistency constraints

ensure that small, non-semantic perturbations in input data do not result in large,

erratic shifts in the model’s output. This creates a ”smoother” decision surface,

making it significantly harder for an adversary to find ”blind spots” in the detection

logic.
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However, the results also highlight an inherent robustness-accuracy trade-

off. The full R-Guard configuration, while achieving a superior Robust Accuracy

of 89.0%, recorded a Clean Accuracy of 92.4%—a marginal reduction compared

to less constrained variants. From a governance-aware perspective, this trade-off is

often acceptable in high-stakes environments. A model that is slightly more con-

servative in its routine predictions but significantly more resilient against adaptive

manipulation provides a more defensible and reliable foundation for organisational

security than one that achieves high benchmark scores but fails under stress.
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Start Epoch Loop

for each batch (X, y) in 
DataLoader

X_adv = IAA_Sequential(X)

X_rec = DAE(X_adv)

Compute loss_cls, loss_rec, 
loss_adv

loss_total = loss_cls + 
1*loss_rec + 2*loss_adv

loss_total.backward()

optimizer.step()

End Epoch Loop

Figure 10. Flowchart of the R-Guard Training Procedure

Figure A.21: Flowchart representation of the R-Guard training and evaluation proced-
ure. This implementation-oriented figure complements the conceptual architecture and
clarifies the sequence of processing stages used for behaviourally constrained adversarial
robustness evaluation.

Implementation note. The flowchart is provided as a procedural guide for artefact

interpretation and replication support. The authoritative implementation details

remain in the code listing.
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Supplementary Performance Figures

This subsection presents additional performance-oriented figures that support the

interpretation of R-Guard under clean and adversarial conditions.
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Figure 6. Overall System Performance: Clean vs Robust Accuracy and Overhead
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Figure A.22: Overall system performance summary comparing clean accuracy, robust
accuracy, and computational/processing overhead for baseline and R-Guard configura-
tions. The figure provides a supplementary deployment-oriented view of the accuracy–
robustness–overhead relationship.
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ROC Behaviour Under Adversarial Attack
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Figure 7. ROC Curves: Clean vs Under IAA_Sequential Attack
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Figure A.23: ROC curves under clean and adversarial conditions for representat-
ive baseline and R-Guard-augmented models. The figure provides a supplementary
discrimination-focused view of adversarial degradation and robustness recovery.
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Multi-Metric Summary Visual (Radar)
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Figure 11. Performance Summary: Clean, Robust, and Efficiency
Baseline
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Figure A.24: Radar-chart summary of selected performance dimensions (e.g., clean ac-
curacy, robust accuracy, and efficiency/overhead) for baseline and R-Guard configurations.
This figure is included as a compact synthesis visual and is supplementary to the primary
quantitative plots in Chapter 6.

Diagnostic Error Analysis

This subsection provides diagnostic visualisations used to interpret how R-Guard

changes error behaviour under adversarial pressure.
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Confusion Matrix Comparison
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Figure 9. Confusion Matrices Comparing Baseline vs R-Guard

Figure A.25: Representative confusion-matrix comparison for a baseline detector and
its R-Guard-augmented counterpart under behavioural adversarial evaluation. The figure
is included as a diagnostic illustration of error-pattern changes, particularly false-negative
reduction under stealthy attack conditions.

Diagnostic interpretation note. Confusion matrices are threshold-dependent

and should be interpreted together with threshold-independent metrics (e.g., ROC

and PR analyses) and robustness curves reported in Chapter 6 and this appendix.

Ethical Use and Adaptation Note

The artefacts and implementation materials presented in this section are provided

for research, education, and defensive cybersecurity experimentation. Although the

adversarial components are used here to evaluate detector robustness, any adapta-

tion of the code to new datasets or operational settings should be undertaken with
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explicit ethical approval, legal authority, and appropriate organisational governance.

In particular, researchers and practitioners should ensure that:

• monitored data are collected and processed lawfully;

• privacy and proportionality requirements are respected;

• behavioural monitoring outputs are used as decision support rather than autonom-

ous punitive decisions;

• robustness testing is conducted in controlled environments and not deployed

in ways that increase organisational harm or surveillance misuse.

The emphasis of this work is on improving the safety, reliability, and accountab-

ility of insider-threat detection systems through behaviourally grounded robustness

evaluation.

Reproducibility note. Where practical, version information (Python libraries,

package versions, random seeds, and data preprocessing assumptions) should be

recorded alongside the code artefact to support consistent re-execution.
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Appendix B

Methodological Decision Framework

Research Context:
Insider-Threat Detection in Organisational Systems

System Characteristics:
Limited experimental control

Partial behavioural observability
Strong ethical and privacy constraints

Research Objective:
Design and evaluation of novel

machine-learning detection artefacts

Methodological Positioning:
Design Science Research (DSR)

with controlled experimental evaluation

Figure B.1: Methodological decision framework adapted for insider-threat detection
research.

This appendix provides a supporting methodological decision framework that

underpins the research design adopted throughout this thesis. Its purpose is to

make explicit the reasoning process through which the Design Science Research

(DSR) paradigm and controlled experimental evaluation were selected.

Insider-threat research is uniquely constrained by the complexity of socio-technical

systems, the partial observability of human behaviour, and ethical limitations as-

sociated with experimenting on real organisational environments. These structural

constraints preclude classical laboratory experimentation or in situ intervention-

based studies.

Consequently, the primary research objective focuses on the construction and

rigorous evaluation of novel detection artefacts. This objective aligns with the DSR
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paradigm, where knowledge contribution is achieved through the design and imple-

mentation of artefacts intended to address identified problems. The architectures

introduced in Chapters 3 to 6 are treated as artefacts whose utility and robustness

are systematically assessed using established datasets.
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Appendix C

Algorithms Adapted

Algorithm 3: (C1) ANN Baseline Implementation for Insider-Threat De-

tection (CERT multi-log)

Input: CERT logs

L = {users, logon, device, http, email, file, psychometric};
windowing rule; label definition y; chronology split policy; ANN

hyperparameters Θ

Output: Trained ANN model fΘ; evaluation report R; saved artefacts

Stage 1: Data preparation (chronology-preserving)

Load and validate logs; align timestamps; define windows w(u, t) in

chronological order; construct labels y

Stage 2: Feature construction (multi-log)

Aggregate per-window behavioural features across domains

(counts/ratios/temporal indicators) and join user/context metadata to

form (X, y)

Stage 3: Leakage-safe preprocessing

Split Train/Val/Test chronologically (blocked folds if applicable); fit

preprocessing on Train only; transform Val/Test; handle imbalance

(weights/thresholding)

Stage 4: ANN training

Define ANN using Θ; train with early stopping on validation criterion (e.g.,

Val F1 or Val PR-AUC); store best checkpoint

Stage 5: Evaluation and reporting

Evaluate on Test (F1, PR-AUC, ROC-AUC, confusion matrix); tune

threshold on Val if required; save metrics, plots, and configs as R

Ethical use notice: Use under governance; treat outputs as decision

support, not automated punitive judgement
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Algorithm 4: (C2) SOM–ANN (SOMANN) Hybrid Implementation for

Representation Stabilisation

Input: Feature matrix X (from multi-log windows); labels y; chronology

split policy; SOM params Φ (grid size, learning rate, epochs); ANN

params Θ

Output: Trained SOMANN model (SOMΦ, fΘ); evaluation report R

Stage 1: Chronology-preserving split + preprocessing

Split into Train/Val/Test by time; fit scalers/encoders on Train only;

transform Val/Test

Stage 2: Train SOM on Train features

Initialise SOM weights and topology (e.g., 2D grid)

for e← 1 to E do
sample Train rows (shuffled within Train or ordered within Train as

defined)

find Best Matching Unit (BMU) and update neighbourhood weights

Compute SOM embedding per instance (e.g., BMU coordinates,

distance-to-BMU, activation vector)

Stage 3: Build stabilised representation

Construct hybrid representation Z = [X ∥ SOM-embed(X)] for

Train/Val/Test

(Optionally reduce dimensionality of SOM-embed if using activation

vectors)

Stage 4: Train ANN classifier on stabilised representation

Train ANN fΘ on Ztrain with early stopping on Zval

Tune threshold on Val if required; freeze best checkpoint

Stage 5: Evaluate

Evaluate on Ztest: F1, PR-AUC, ROC-AUC, confusion matrix; save plots

and configs

Ethical use notice: SOM embeddings can reveal behavioural clustering;

ensure outputs are used for governed investigation support rather than

automated sanction
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Algorithm 5: (C3) MANN Implementation (Domain-Modular ANN with

Structured Fusion)

Input: Domain features {X(d)}Dd=1 (e.g.,

logon/file/device/http/email/user); labels y; chronology split

policy; module hyperparameters {Θ(d)}; fusion params Ψ

Output: Trained modular modelM = {f (d)

Θ(d)}Dd=1 and fusion head gΨ;

report R

Stage 1: Construct domain-aligned inputs

Create domain-specific feature matrices X(1), ..., X(D) with consistent row

alignment across domains

Split Train/Val/Test chronologically; fit preprocessing per domain on Train

only

Stage 2: Train domain modules

foreach domain d ∈ {1, . . . , D} do
Initialise module f

(d)

Θ(d) (dense network or domain-appropriate encoder)

Train on X
(d)
train with early stopping on Val

Extract latent embedding h(d) from a penultimate layer for

Train/Val/Test

Stage 3: Structured fusion

Concatenate embeddings H = [h(1)∥h(2)∥ · · · ∥h(D)]

Train fusion head gΨ on Htrain to output risk score ŷ (with class

weighting/thresholding)

Optionally fine-tune end-to-end with a small learning rate while freezing

low-level layers

Stage 4: Evaluation + diagnostics

Evaluate on Test: PR-AUC, ROC-AUC, F1, confusion matrix

Perform domain ablation diagnostics (mask one domain at a time) to

quantify domain contribution

Save module/fusion artefacts and evaluation report R

Ethical use notice: Domain-level attributions can be sensitive; use for

analyst-centred decision support under governance and proportionality

constraints
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Algorithm 6: (C4) Hierarchical Multi-Layered Implementation for Beha-

vioural Progression Modelling

Input: Event logs L; hierarchy design H (event→session→task→user);

label definition y; chronology split policy; layer models {Θℓ};
aggregation operators {Aℓ}

Output: Trained hierarchical model H; evaluation report R

Stage 1: Define hierarchy and temporal units

Define levels ℓ = 0..L (e.g., ℓ=0 events, ℓ=1 sessions, ℓ=2 daily task

windows, ℓ=3 user profile)

Define mapping rules from lower to higher levels (session boundaries,

window length, aggregation rules)

Stage 2: Chronology-safe construction

Sort events by time; build level-0 sequences per user

Aggregate using Aℓ to build level-ℓ representations (counts, temporal

statistics, embeddings)

Generate labels at the chosen prediction level (e.g., window/user)

Split Train/Val/Test chronologically; fit preprocessing on Train only

Stage 3: Train hierarchical encoders bottom-up

Train level-0 encoder (if used) to produce event embeddings et

Aggregate to sessions with A1; train level-1 encoder to produce session

embeddings

Repeat until top-level representation z is produced

Attach classifier head to z and train with early stopping

Stage 4: Trajectory-aware evaluation

Evaluate standard metrics (F1, PR-AUC, ROC-AUC)

Compute trajectory diagnostics (e.g., detection delay, performance by

behavioural stage) where applicable

Perform ablation to quantify the contribution of each hierarchy level

Ethical use notice: Hierarchical models can infer behavioural states;

ensure findings are interpreted under clear validity boundaries and used

with governance safeguards
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Algorithm 7: (C5) R-Guard Implementation for Behaviourally Con-

strained Adversarial Robustness
Input: Base detector (ANN/SOMANN/MANN/Hierarchical); training

data (X, y); behavioural threat model T ; perturbation operators

{Pk}; robustness params Ω; chronology split policy

Output: Robust model f ⋆; robustness report Rrob; diagnostics (curves,

ablations)

Stage 1: Baseline training under temporal validity

Split Train/Val/Test chronologically; train base detector with leakage-safe

preprocessing

Record nominal performance on Val/Test

Stage 2: Define behaviourally constrained adversary

Specify threat goals (evasion, delayed detection) and constraints

(privilege-consistent, workflow-plausible, bounded budget)

Define operator taxonomy {Pk} (e.g., time-shift within plausible bounds,

activity masking, cross-domain consistency-preserving edits)

Define perturbation budget schedule B and attack strategy T

Stage 3: Robustness training (R-Guard mechanisms)

Generate perturbed training samples using T under budgets B

Apply robustness objectives (invariance constraints, temporal coherence,

cross-domain consistency regularisation)

Train robust model f ⋆ with mixed clean + perturbed batches; tune

robustness/utility trade-off on Val

Stage 4: Robustness evaluation

Evaluate f ⋆ on clean Test and attacked Test for multiple budgets B

Compute robust metrics: robust F1/PR-AUC, attack success rate (ASR),

degradation curves

Compute time-to-detection under gradual drift (if drift protocol is used)

and report robustness/utility trade-offs

Stage 5: Reporting and safeguards

Save robustness plots (ASR vs budget, ROC/PR under attack, trade-off

curves) and configs

Document threat model assumptions and validity boundaries

Ethical use notice: Do not operationalise attack code against real

systems; restrict adversarial experiments to governed research contexts
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Appendix D

Implementation Artefacts

This appendix presents the implementation artefacts underpinning the reprodu-

cibility of the main modelling contributions of this thesis: the SOMANN frame-

work, the Modular Artificial Neural Network (MANN), the Multi-Layered Machine

Learning (MLML) framework, and the Guarding the Gates adversarial robustness

evaluation pipeline. The artefacts are provided as research-oriented reference im-

plementations that document the complete workflow from CERT-style behavioural

log ingestion and privacy-minimised feature engineering to model training, infer-

ence, and chronology-preserving blocked temporal-fold evaluation. Their inclusion

is intended to strengthen methodological transparency, support replication, and cla-

rify implementation-level design choices across the different architectural stages of

the thesis. Ethical Use Notice: these artefacts are supplied for research, valida-

tion, and educational purposes and should not be deployed in operational settings

without appropriate legal basis, governance oversight, proportionality assessment,

data minimisation, secure access controls, and human-in-the-loop decision processes.

Given the sensitivity of behavioural monitoring, any real-world adaptation should

additionally be subject to fairness analysis, false-positive impact assessment, and

formal ethical review before use in practice.

D.1 Artefact—SOMANN Implementation

The artefact in this section provides a reproducible implementation of the SOM–

ANN (SOMANN) framework used in this thesis for insider-threat detection on

CERT-style behavioural telemetry. The implementation operationalises the full

pipeline from data ingestion and preprocessing to feature construction, topology-

preserving SOM representation learning, supervised ANN classification, and chronology-

preserving evaluation using blocked temporal folds. The artefact is presented as a

research implementation that can be adapted to other datasets; however, any such

adaptation should be undertaken with explicit consideration of data governance,

privacy, fairness, and the organisational consequences of false-positive decisions.
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1 #

============================================================

2 # Appendix D Artefact: SOMANN Implementation

3 # Self -Organising Map (SOM) + Artificial Neural Network (ANN)

4 # Pipeline: ingest -> feature engineering -> temporal blocked

CV

5

6 import os

7 import gc

8 import warnings

9 warnings.filterwarnings("ignore")

10

11 import numpy as np

12 import pandas as pd

13

14 from dataclasses import dataclass

15 from typing import Dict , Tuple , Optional , List

16

17 from sklearn.model_selection import TimeSeriesSplit

18 from sklearn.preprocessing import StandardScaler

19 from sklearn.metrics import (

20 precision_recall_fscore_support ,

21 average_precision_score ,

22 roc_auc_score ,

23 confusion_matrix

24 )

25

26 import tensorflow as tf

27 from tensorflow import keras

28 from tensorflow.keras import layers

29

30 # SOM (MiniSom)

31 try:

32 from minisom import MiniSom

33 except ImportError:

34 !pip -q install minisom

35 from minisom import MiniSom

36

37 SEED = 42

38 np.random.seed(SEED)

39 tf.random.set_seed(SEED)

40
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41 #

============================================================

42 # 1) Configuration

43 #

============================================================

44

45 @dataclass

46 class CFG:

47 base_path: str = "/kaggle/input/datasets/mrajaxnp/cert -

insider -threat -detection -research/"

48

49 users_path: str = f"{base_path }/ users.csv"

50 logon_path: str = f"{base_path }/ logon.csv"

51 device_path: str = f"{base_path }/ device.csv"

52 psych_path: str = f"{base_path }/ psychometric.csv"

53 http_path: str = f"{base_path }/http.csv"

54 email_path: str = f"{base_path }/ email.csv"

55 file_path: str = f"{base_path }/file.csv"

56

57 # Core columns used across CERT logs

58 time_col: str = "date"

59 user_col: str = "user"

60

61 # Label definition (choose one for a clear and defensible

binary task)

62 # Common CERT proxy label: exfiltration to removable

media.

63 label_mode: str = "to_removable_media" # options: "

to_removable_media" or "from_removable_media"

64

65 # Temporal blocked evaluation

66 n_splits: int = 5

67

68 # Feature engineering window (user -day)

69 # This minimises privacy risk vs event -level modelling

and supports temporal splits.

70 window: str = "D" # daily aggregation

71

72 # File.csv is large - use chunking

73 file_chunksize: int = 2_000_000

74
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75 # SOM hyperparameters

76 som_x: int = 15

77 som_y: int = 15

78 som_sigma: float = 1.0

79 som_lr: float = 0.5

80 som_iters: int = 5000

81

82 # ANN hyperparameters

83 hidden_units: Tuple[int , ...] = (128, 64)

84 dropout: float = 0.2

85 batch_size: int = 512

86 epochs: int = 40

87 patience: int = 6

88

89 # Class imbalance handling

90 use_class_weights: bool = True

91

92 cfg = CFG()

93

94 #

============================================================

95 # 2) Utilities: Safe parsing + time features

96 #

============================================================

97

98 def parse_datetime_safe(s: pd.Series) -> pd.Series:

99 return pd.to_datetime(s, errors="coerce",

infer_datetime_format=True)

100

101 def add_time_features(df: pd.DataFrame , time_col: str) -> pd.

DataFrame:

102 # Ethical note: time -derived features are usually less

sensitive than content.

103 # Prefer these over deep inspection of message/file

content.

104 dt = df[time_col]

105 df["hour"] = dt.dt.hour

106 df["dayofweek"] = dt.dt.dayofweek # Mon=0

107 df["is_weekend"] = (df["dayofweek"] >= 5).astype(int)

108 df["is_after_hours"] = ((df["hour"] < 7) | (df["hour"] >=

19)).astype(int)

291



109 df["date_only"] = dt.dt.floor("D")

110 return df

111

112 def ensure_exists(path: str):

113 if not os.path.exists(path):

114 raise FileNotFoundError(f"Missing file: {path}")

115

116 for p in [cfg.users_path , cfg.logon_path , cfg.device_path ,

cfg.psych_path , cfg.http_path , cfg.email_path , cfg.

file_path ]:

117 ensure_exists(p)

118

119 #

============================================================

120 # 3) Load small/static tables (users , psychometric)

121 #

============================================================

122

123 def load_users(users_path: str) -> pd.DataFrame:

124 users = pd.read_csv(users_path)

125

126 # CERT variants sometimes use user_id instead of user

127 if "user" not in users.columns:

128 if "user_id" in users.columns:

129 users = users.rename(columns ={"user_id": "user"})

130 else:

131 raise ValueError(

132 "users.csv must contain ’user’ or ’user_id ’.

"

133 f"Found columns: {list(users.columns)}"

134 )

135

136 # Keep minimal columns for safe merging (privacy

minimisation)

137 return users

138

139 def load_psych(psych_path: str) -> pd.DataFrame:

140 psych = pd.read_csv(psych_path)

141

142 if "user" not in psych.columns:

143 if "user_id" in psych.columns:
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144 psych = psych.rename(columns ={"user_id": "user"})

145 else:

146 raise ValueError(

147 "psychometric.csv must contain ’user’ or ’

user_id ’. "

148 f"Found columns: {list(psych.columns)}"

149 )

150 return psych

151

152 users_df = load_users(cfg.users_path)

153 psych_df = load_psych(cfg.psych_path)

154

155 print("users_df:", users_df.shape , "| psych_df:", psych_df.

shape)

156

157 # Toggle psychometric inclusion (recommended: False unless

explicitly justified)

158 INCLUDE_PSYCH = False

159

160 print("users columns:", list(users_df.columns))

161 print("logon columns:", list(pd.read_csv(cfg.logon_path ,

nrows =5).columns))

162 print("file columns:", list(pd.read_csv(cfg.file_path ,

nrows =5).columns))

163

164 #

============================================================

165 # 4) Feature engineering per log (user -day aggregation)

166 #

============================================================

167

168 def agg_logon(logon_path: str) -> pd.DataFrame:

169 df = pd.read_csv(logon_path)

170 df[cfg.time_col] = parse_datetime_safe(df[cfg.time_col ])

171 df = df.dropna(subset =[cfg.time_col , cfg.user_col ])

172 df = add_time_features(df , cfg.time_col)

173

174 # Typical columns: user , pc , activity

175 # Feature set: counts + after -hours/weekend ratios

176 out = df.groupby ([cfg.user_col , "date_only"]).agg(

177 logon_events =("activity", "size"),
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178 logon_after_hours =("is_after_hours", "sum"),

179 logon_weekend =("is_weekend", "sum"),

180 logon_unique_pc =("pc", pd.Series.nunique)

181 ).reset_index ()

182

183 out["logon_after_hours_ratio"] = out["logon_after_hours"]

/ out["logon_events"].clip(lower =1)

184 out["logon_weekend_ratio"] = out["logon_weekend"] / out["

logon_events"].clip(lower =1)

185 return out

186

187 def agg_device(device_path: str) -> pd.DataFrame:

188 df = pd.read_csv(device_path)

189 df[cfg.time_col] = parse_datetime_safe(df[cfg.time_col ])

190 df = df.dropna(subset =[cfg.time_col , cfg.user_col ])

191 df = add_time_features(df , cfg.time_col)

192

193 # Typical columns: user , pc , activity

194 out = df.groupby ([cfg.user_col , "date_only"]).agg(

195 device_events =("activity", "size"),

196 device_after_hours =("is_after_hours", "sum"),

197 device_weekend =("is_weekend", "sum"),

198 device_unique_pc =("pc", pd.Series.nunique)

199 ).reset_index ()

200

201 out["device_after_hours_ratio"] = out["device_after_hours

"] / out["device_events"].clip(lower =1)

202 out["device_weekend_ratio"] = out["device_weekend"] / out

["device_events"].clip(lower =1)

203 return out

204

205 def agg_http(http_path: str) -> pd.DataFrame:

206 df = pd.read_csv(http_path)

207 df[cfg.time_col] = parse_datetime_safe(df[cfg.time_col ])

208 df = df.dropna(subset =[cfg.time_col , cfg.user_col ])

209 df = add_time_features(df , cfg.time_col)

210

211 # Keep minimal - do NOT parse content URLs beyond count

features (privacy minimisation)

212 out = df.groupby ([cfg.user_col , "date_only"]).agg(

213 http_events =("url", "size") if "url" in df.columns

else (cfg.user_col , "size"),

214 http_after_hours =("is_after_hours", "sum"),
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215 http_weekend =("is_weekend", "sum")

216 ).reset_index ()

217

218 out["http_after_hours_ratio"] = out["http_after_hours"] /

out["http_events"].clip(lower =1)

219 out["http_weekend_ratio"] = out["http_weekend"] / out["

http_events"].clip(lower =1)

220 return out

221

222 def agg_email(email_path: str) -> pd.DataFrame:

223 df = pd.read_csv(email_path)

224 df[cfg.time_col] = parse_datetime_safe(df[cfg.time_col ])

225 df = df.dropna(subset =[cfg.time_col , cfg.user_col ])

226 df = add_time_features(df , cfg.time_col)

227

228 # Again minimise: counts and timing patterns , not message

bodies.

229 out = df.groupby ([cfg.user_col , "date_only"]).agg(

230 email_events =(cfg.user_col , "size"),

231 email_after_hours =("is_after_hours", "sum"),

232 email_weekend =("is_weekend", "sum")

233 ).reset_index ()

234

235 out["email_after_hours_ratio"] = out["email_after_hours"]

/ out["email_events"].clip(lower =1)

236 out["email_weekend_ratio"] = out["email_weekend"] / out["

email_events"].clip(lower =1)

237 return out

238

239 #

============================================================

240 # 5) file.csv: chunked aggregation + label creation

241 #

============================================================

242

243 def agg_file_chunked(file_path: str , chunksize: int) -> Tuple

[pd.DataFrame , pd.DataFrame ]:

244 """

245 Returns:

246 file_features: user -day aggregated features from file.

csv
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247 labels: user -day labels based on cfg.label_mode within

the day

248 """

249 feats_accum = []

250 labels_accum = []

251

252 use_cols = [cfg.time_col , cfg.user_col , "pc", "filename",

"activity", "to_removable_media", "

from_removable_media"]

253 # Some variants store booleans as strings; handle

robustly.

254 for chunk in pd.read_csv(file_path , usecols=lambda c: c

in use_cols , chunksize=chunksize):

255 chunk[cfg.time_col] = parse_datetime_safe(chunk[cfg.

time_col ])

256 chunk = chunk.dropna(subset =[cfg.time_col , cfg.

user_col ])

257 chunk = add_time_features(chunk , cfg.time_col)

258

259 # Normalise boolean columns

260 for b in ["to_removable_media", "from_removable_media

"]:

261 if b in chunk.columns:

262 if chunk[b]. dtype == object:

263 chunk[b] = chunk[b]. astype(str).str.lower

().map({"true": 1, "false": 0})

264 chunk[b] = chunk[b]. fillna (0).astype(int)

265 else:

266 chunk[b] = 0

267

268 # Feature aggregation (privacy -minimised: no content

parsing)

269 grp = chunk.groupby ([cfg.user_col , "date_only"]).agg(

270 file_events =("activity", "size"),

271 file_after_hours =("is_after_hours", "sum"),

272 file_weekend =("is_weekend", "sum"),

273 file_unique_pc =("pc", pd.Series.nunique),

274 file_unique_filename =("filename", pd.Series.

nunique),

275 file_to_rm =("to_removable_media", "sum"),

276 file_from_rm =("from_removable_media", "sum")

277 ).reset_index ()

278
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279 grp["file_after_hours_ratio"] = grp["file_after_hours

"] / grp["file_events"].clip(lower =1)

280 grp["file_weekend_ratio"] = grp["file_weekend"] / grp

["file_events"].clip(lower =1)

281

282 feats_accum.append(grp)

283

284 # Label: day is positive if any relevant removable -

media event occurs

285 label_col = "file_to_rm" if cfg.label_mode == "

to_removable_media" else "file_from_rm"

286 lab = grp[[cfg.user_col , "date_only", label_col ]].

copy()

287 lab["label"] = (lab[label_col] > 0).astype(int)

288 lab = lab.drop(columns =[ label_col ])

289 labels_accum.append(lab)

290

291 del chunk , grp , lab

292 gc.collect ()

293

294 file_features = pd.concat(feats_accum , ignore_index=True)

295 labels = pd.concat(labels_accum , ignore_index=True)

296

297 # If the same (user , day) appears across chunks , re -

aggregate safely:

298 file_features = file_features.groupby ([cfg.user_col , "

date_only"], as_index=False).sum(numeric_only=True)

299 labels = labels.groupby ([cfg.user_col , "date_only"],

as_index=False).max(numeric_only=True)

300

301 return file_features , labels

302

303 file_feats , y_day = agg_file_chunked(cfg.file_path , cfg.

file_chunksize)

304 print("file_feats:", file_feats.shape , "| labels:", y_day.

shape , "| pos rate:", y_day["label"].mean())

305

306 #

============================================================

307 # 6) Build unified user -day dataset (merge log features)

308 #

============================================================
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309

310 logon_feats = agg_logon(cfg.logon_path)

311 device_feats = agg_device(cfg.device_path)

312 http_feats = agg_http(cfg.http_path)

313 email_feats = agg_email(cfg.email_path)

314

315 # Merge all on (user , date)

316 df_day = file_feats.merge(logon_feats , on=[cfg.user_col , "

date_only"], how="left") \

317 .merge(device_feats , on=[cfg.user_col , "

date_only"], how="left") \

318 .merge(http_feats , on=[cfg.user_col , "

date_only"], how="left") \

319 .merge(email_feats , on=[cfg.user_col , "

date_only"], how="left") \

320 .merge(y_day , on=[cfg.user_col , "

date_only"], how="inner")

321

322 # Fill missing (no activity in that stream) with zeros

323 df_day = df_day.fillna (0)

324

325 # Optional: merge static tables (minimise & justify use)

326 # Users table may include role/department; include only if

thesis justifies it.

327 # Psychometric is more sensitive: default excluded.

328 df_day = df_day.merge(users_df [[cfg.user_col ]].

drop_duplicates (), on=cfg.user_col , how="left")

329

330 if INCLUDE_PSYCH:

331 # Include only numeric psychometric fields; be careful

with ethics.

332 psych_num = psych_df.select_dtypes(include =[np.number ]).

copy()

333 psych_min = pd.concat ([ psych_df [[cfg.user_col]],

psych_num], axis =1)

334 df_day = df_day.merge(psych_min , on=cfg.user_col , how="

left").fillna (0)

335

336 # Sort chronologically for temporal evaluation

337 df_day = df_day.sort_values("date_only").reset_index(drop=

True)

338 print("Unified user -day dataset:", df_day.shape)
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339 print("Positive rate:", df_day["label"].mean())

340

341 #

============================================================

342 # 7) Preprocessing: numeric scaling (fit on TRAIN only per

fold)

343 #

============================================================

344

345 # Define feature columns (exclude identifiers and label)

346 DROP_COLS = [cfg.user_col , "date_only", "label"]

347 feature_cols = [c for c in df_day.columns if c not in

DROP_COLS]

348

349 # All engineered features are numeric by construction (

privacy -minimised).

350 # If you add categorical features , do so cautiously and

justify ethically.

351 X_all = df_day[feature_cols ]. astype(np.float32).values

352 y_all = df_day["label"]. astype(int).values

353 t_all = df_day["date_only"]. values # for sanity checks

354

355 #

============================================================

356 # 8) SOMANN core: SOM fit -> SOM features -> ANN fit

357 #

============================================================

358

359 def fit_som(X_train: np.ndarray) -> MiniSom:

360 som = MiniSom(

361 x=cfg.som_x , y=cfg.som_y ,

362 input_len=X_train.shape[1],

363 sigma=cfg.som_sigma ,

364 learning_rate=cfg.som_lr ,

365 neighborhood_function="gaussian",

366 random_seed=SEED

367 )

368 som.random_weights_init(X_train)

369 som.train_random(X_train , cfg.som_iters)
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370 return som

371

372 def som_features(som: MiniSom , X: np.ndarray) -> np.ndarray:

373 # BMU coordinates + quantisation error (compact +

interpretable)

374 bmu = np.array([som.winner(x) for x in X], dtype=np.int32

)

375 bmu_x = bmu[:, 0:1]. astype(np.float32)

376 bmu_y = bmu[:, 1:2]. astype(np.float32)

377 qe = np.array([som.quantization_error ([x]) for x in X],

dtype=np.float32).reshape(-1, 1)

378 return np.hstack ([bmu_x , bmu_y , qe])

379

380 def build_somann_input(X_scaled: np.ndarray , som: MiniSom) ->

np.ndarray:

381 return np.hstack ([X_scaled , som_features(som , X_scaled)])

.astype(np.float32)

382

383 def build_ann(input_dim: int) -> keras.Model:

384 inp = keras.Input(shape=(input_dim ,), name="somann_input"

)

385 x = inp

386 for i, hu in enumerate(cfg.hidden_units):

387 x = layers.Dense(hu , activation="relu", name=f"dense_

{i+1}")(x)

388 x = layers.Dropout(cfg.dropout , name=f"dropout_{i+1}"

)(x)

389 out = layers.Dense(1, activation="sigmoid", name="out")(x

)

390 model = keras.Model(inp , out , name="SOMANN")

391 model.compile(

392 optimizer=keras.optimizers.Adam(1e-3),

393 loss="binary_crossentropy"

394 )

395 return model

396

397 def class_weights(y: np.ndarray) -> Dict[int , float]:

398 n_pos = max(1, int(y.sum()))

399 n_neg = max(1, int((y == 0).sum()))

400 w_pos = (n_pos + n_neg) / (2.0 * n_pos)

401 w_neg = (n_pos + n_neg) / (2.0 * n_neg)

402 return {0: w_neg , 1: w_pos}

403
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404 def eval_metrics(y_true: np.ndarray , y_prob: np.ndarray , thr:

float = 0.5) -> Dict[str , float ]:

405 y_pred = (y_prob >= thr).astype(int)

406

407 p, r, f1 , _ = precision_recall_fscore_support(

408 y_true , y_pred , average="binary", zero_division =0

409 )

410 pr_auc = average_precision_score(y_true , y_prob)

411

412 roc_auc = np.nan

413 if len(np.unique(y_true)) == 2:

414 roc_auc = roc_auc_score(y_true , y_prob)

415

416 tn , fp , fn , tp = confusion_matrix(y_true , y_pred).ravel()

417

418 return {

419 "precision": float(p),

420 "recall": float(r),

421 "f1": float(f1),

422 "pr_auc": float(pr_auc),

423 "roc_auc": float(roc_auc) if not np.isnan(roc_auc)

else np.nan ,

424 "tp": int(tp), "fp": int(fp), "tn": int(tn), "fn":

int(fn)

425 }

426

427 #

============================================================

428 # 9) Blocked temporal folds evaluation (TimeSeriesSplit)

429 #

============================================================

430

431 tscv = TimeSeriesSplit(n_splits=cfg.n_splits)

432 results = []

433

434 for fold , (train_idx , test_idx) in enumerate(tscv.split(X_all

), start =1):

435

436 # Chronology is preserved by TimeSeriesSplit (blocked

temporal evaluation).

437 X_train_raw , X_test_raw = X_all[train_idx], X_all[
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test_idx]

438 y_train , y_test = y_all[train_idx], y_all[test_idx]

439

440 # Fit scaler on train only (prevents leakage)

441 scaler = StandardScaler ()

442 X_train = scaler.fit_transform(X_train_raw)

443 X_test = scaler.transform(X_test_raw)

444

445 # Fit SOM on train only (unsupervised)

446 som = fit_som(X_train)

447

448 # Build SOMANN features

449 X_train_somann = build_somann_input(X_train , som)

450 X_test_somann = build_somann_input(X_test , som)

451

452 # ANN training with temporal validation split (tail of

training set)

453 n_train = len(X_train_somann)

454 val_frac = 0.2

455 split = int ((1.0 - val_frac) * n_train)

456

457 X_tr , X_val = X_train_somann [: split], X_train_somann[

split:]

458 y_tr , y_val = y_train [: split], y_train[split:]

459

460 model = build_ann(X_train_somann.shape [1])

461 callbacks = [

462 keras.callbacks.EarlyStopping(

463 monitor="val_loss", patience=cfg.patience ,

restore_best_weights=True

464 )

465 ]

466

467 cw = class_weights(y_tr) if cfg.use_class_weights else

None

468

469 model.fit(

470 X_tr , y_tr ,

471 validation_data =(X_val , y_val),

472 epochs=cfg.epochs ,

473 batch_size=cfg.batch_size ,

474 verbose=0,

475 class_weight=cw ,
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476 callbacks=callbacks

477 )

478

479 y_prob = model.predict(X_test_somann , batch_size=cfg.

batch_size , verbose =0).ravel ()

480 m = eval_metrics(y_test , y_prob , thr =0.5)

481

482 m["fold"] = fold

483 m["n_test"] = int(len(test_idx))

484 m["pos_rate_test"] = float(y_test.mean())

485

486 print(

487 f"Fold {fold }/{cfg.n_splits} | "

488 f"F1={m[’f1 ’]:.3f} PR -AUC={m[’pr_auc ’]:.3f} "

489 f"P={m[’precision ’]:.3f} R={m[’recall ’]:.3f} | "

490 f"TP={m[’tp ’]} FP={m[’fp ’]} FN={m[’fn ’]} TN={m[’tn ’]}

"

491 )

492

493 results.append(m)

494

495 # Cleanup

496 tf.keras.backend.clear_session ()

497 del model , som , scaler , X_train_somann , X_test_somann ,

X_train , X_test

498 gc.collect ()

499

500 res_df = pd.DataFrame(results)

501 print("\nPer -fold results :\n", res_df)

502

503 # Summary (Mean Std)

504 summary = res_df [["precision", "recall", "f1", "pr_auc", "

roc_auc"]]. agg(["mean", "std"]).T

505 summary.columns = ["mean", "std"]

506 print("\nSummary (Mean Std):\n", summary)

507

508 # Export artefacts (safe: aggregated metrics only)

509 res_path = "/kaggle/working/somann_cert_temporal_folds.csv"

510 sum_path = "/kaggle/working/somann_cert_summary.csv"

511 res_df.to_csv(res_path , index=False)

512 summary.to_csv(sum_path)

513

514 print("\nSaved artefacts:")
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515 print(" -", res_path)

516 print(" -", sum_path)

517

518 #

============================================================

519 # 10) Short ethics -focused model card (Appendix -friendly)

520 #

============================================================

521

522 model_card = f"""

523 SOMANN Model Card (CERT research artefact)

524 - Intended use: Research -oriented anomaly/risk scoring for

insider -like behaviours.

525 - Data: Aggregated user -day behavioural signals derived from

CERT logs (minimised features).

526 - Label: Proxy event derived from file.csv ({cfg.label_mode })

aggregated at user -day level.

527 - Evaluation: Blocked temporal folds to preserve chronology

and reduce leakage.

528 - Primary metrics: PR -AUC , Precision , Recall , F1 (PR -AUC

prioritised under class imbalance).

529 - Key risks: Privacy intrusion , proxy -label bias , false

positives , role/department confounding.

530 - Mitigations: Data minimisation , temporal splits , human -in -

the -loop review , governance/consent checks.

531 - Prohibited use: Automated punitive action or covert

surveillance without due process and oversight.

532 """

533 print(model_card)

Listing D.1: SOMANN (SOM + ANN) Implementation for the CERT dataset using

blocked temporal folds.

304



D.2 Artefact—MANN Implementation

The artefact in this section provides a reproducible implementation of the Modular

Artificial Neural Network (MANN) framework developed in Chapter 4. The imple-

mentation reflects the core architectural principle of behavioural domain decompos-

ition by modelling semantically distinct activity streams through domain-specific

modules prior to structured fusion, thereby preserving domain semantics before risk

estimation. Consistent with the experimental design of the thesis, the artefact ad-

opts chronology-preserving blocked temporal folds and leakage-aware preprocessing.

It is presented for research validation and architectural reproducibility, with explicit

recognition that deployment-oriented adaptation requires careful attention to pro-

portional monitoring, interpretability, false-positive impact, and ethical oversight.

1 #

============================================================

2 # Appendix D2 Artefact: MANN Implementation (CERT Kaggle)

3 # Modular Artificial Neural Network for insider -style

detection

4 # Pipeline: ingest -> per -domain features -> modular ANN ->

eval

5 #

============================================================

6 # ETHICAL USE NOTICE:

7 # This artefact demonstrates modular modelling on behavioural

logs.

8 # Before adapting to real organisational data:

9 # - confirm lawful basis/consent , transparency , governance

oversight

10 # - minimise features and avoid unnecessary sensitive

content processing

11 # - assess bias (role/department proxies , skewed monitoring

coverage)

12 # - keep human -in -the -loop; prohibit automated punitive

action

13 # - secure access , audit , retention limits , and purpose

limitation

14 #

============================================================

15

16 import os
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17 import gc

18 import warnings

19 warnings.filterwarnings("ignore")

20

21 import numpy as np

22 import pandas as pd

23

24 from dataclasses import dataclass

25 from typing import Dict , Tuple , List

26

27 from sklearn.model_selection import TimeSeriesSplit

28 from sklearn.preprocessing import StandardScaler

29 from sklearn.metrics import (

30 precision_recall_fscore_support ,

31 average_precision_score ,

32 roc_auc_score ,

33 confusion_matrix

34 )

35

36 import tensorflow as tf

37 from tensorflow import keras

38 from tensorflow.keras import layers

39

40 SEED = 42

41 np.random.seed(SEED)

42 tf.random.set_seed(SEED)

43

44 #

============================================================

45 # 1) Configuration

46 #

============================================================

47

48 @dataclass

49 class CFG:

50 base_path: str = "/kaggle/input/datasets/mrajaxnp/cert -

insider -threat -detection -research"

51

52 users_path: str = f"{base_path }/ users.csv"

53 logon_path: str = f"{base_path }/ logon.csv"

54 device_path: str = f"{base_path }/ device.csv"
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55 psych_path: str = f"{base_path }/ psychometric.csv"

56 http_path: str = f"{base_path }/http.csv"

57 email_path: str = f"{base_path }/ email.csv"

58 file_path: str = f"{base_path }/file.csv"

59

60 time_col: str = "date"

61 user_col: str = "user"

62

63 # Proxy label derived from file.csv aggregated at user -

day level

64 label_mode: str = "to_removable_media" # or "

from_removable_media"

65

66 # Temporal blocked folds

67 n_splits: int = 5

68

69 # file.csv chunking

70 file_chunksize: int = 2_000_000

71

72 # MANN architecture

73 # Each domain has its own sub -network (module).

Dimensions are set after feature build.

74 module_hidden: Tuple[int , ...] = (64, 32)

75 fusion_hidden: Tuple[int , ...] = (64,)

76 dropout: float = 0.2

77

78 # Training

79 batch_size: int = 512

80 epochs: int = 40

81 patience: int = 6

82 use_class_weights: bool = True

83

84 # Optional: simple attention -like gating at fusion (

lightweight , interpretable)

85 use_gating: bool = True

86

87 cfg = CFG()

88

89 def ensure_exists(path: str):

90 if not os.path.exists(path):

91 raise FileNotFoundError(f"Missing file: {path}")

92

93 for p in [cfg.users_path , cfg.logon_path , cfg.device_path ,
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cfg.psych_path , cfg.http_path , cfg.email_path , cfg.

file_path ]:

94 ensure_exists(p)

95

96 #

============================================================

97 # 2) Utilities: datetime + time features (privacy -minimised)

98 #

============================================================

99

100 def parse_datetime_safe(s: pd.Series) -> pd.Series:

101 return pd.to_datetime(s, errors="coerce",

infer_datetime_format=True)

102

103 def add_time_features(df: pd.DataFrame , time_col: str) -> pd.

DataFrame:

104 dt = df[time_col]

105 df["hour"] = dt.dt.hour

106 df["dayofweek"] = dt.dt.dayofweek

107 df["is_weekend"] = (df["dayofweek"] >= 5).astype(int)

108 df["is_after_hours"] = ((df["hour"] < 7) | (df["hour"] >=

19)).astype(int)

109 df["date_only"] = dt.dt.floor("D")

110 return df

111

112 # Psychometric is ethically sensitive; default exclude unless

explicitly justified.

113 INCLUDE_PSYCH = False

114

115 #

============================================================

116 # 3) Domain feature engineering (user -day aggregation)

117 #

============================================================

118

119 def agg_logon(path: str) -> pd.DataFrame:

120 df = pd.read_csv(path)

121 df[cfg.time_col] = parse_datetime_safe(df[cfg.time_col ])

122 df = df.dropna(subset =[cfg.time_col , cfg.user_col ])
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123 df = add_time_features(df , cfg.time_col)

124

125 out = df.groupby ([cfg.user_col , "date_only"]).agg(

126 logon_events =("activity", "size"),

127 logon_after_hours =("is_after_hours", "sum"),

128 logon_weekend =("is_weekend", "sum"),

129 logon_unique_pc =("pc", pd.Series.nunique)

130 ).reset_index ()

131 out["logon_after_hours_ratio"] = out["logon_after_hours"]

/ out["logon_events"].clip(lower =1)

132 out["logon_weekend_ratio"] = out["logon_weekend"] / out["

logon_events"].clip(lower =1)

133 return out

134

135 def agg_device(path: str) -> pd.DataFrame:

136 df = pd.read_csv(path)

137 df[cfg.time_col] = parse_datetime_safe(df[cfg.time_col ])

138 df = df.dropna(subset =[cfg.time_col , cfg.user_col ])

139 df = add_time_features(df , cfg.time_col)

140

141 out = df.groupby ([cfg.user_col , "date_only"]).agg(

142 device_events =("activity", "size"),

143 device_after_hours =("is_after_hours", "sum"),

144 device_weekend =("is_weekend", "sum"),

145 device_unique_pc =("pc", pd.Series.nunique)

146 ).reset_index ()

147 out["device_after_hours_ratio"] = out["device_after_hours

"] / out["device_events"].clip(lower =1)

148 out["device_weekend_ratio"] = out["device_weekend"] / out

["device_events"].clip(lower =1)

149 return out

150

151 def agg_http(path: str) -> pd.DataFrame:

152 df = pd.read_csv(path)

153 df[cfg.time_col] = parse_datetime_safe(df[cfg.time_col ])

154 df = df.dropna(subset =[cfg.time_col , cfg.user_col ])

155 df = add_time_features(df , cfg.time_col)

156

157 # Data minimisation: do not parse URL content beyond

aggregate counts.

158 key = "url" if "url" in df.columns else cfg.user_col

159 out = df.groupby ([cfg.user_col , "date_only"]).agg(

160 http_events =(key , "size"),
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161 http_after_hours =("is_after_hours", "sum"),

162 http_weekend =("is_weekend", "sum")

163 ).reset_index ()

164 out["http_after_hours_ratio"] = out["http_after_hours"] /

out["http_events"].clip(lower =1)

165 out["http_weekend_ratio"] = out["http_weekend"] / out["

http_events"].clip(lower =1)

166 return out

167

168 def agg_email(path: str) -> pd.DataFrame:

169 df = pd.read_csv(path)

170 df[cfg.time_col] = parse_datetime_safe(df[cfg.time_col ])

171 df = df.dropna(subset =[cfg.time_col , cfg.user_col ])

172 df = add_time_features(df , cfg.time_col)

173

174 out = df.groupby ([cfg.user_col , "date_only"]).agg(

175 email_events =(cfg.user_col , "size"),

176 email_after_hours =("is_after_hours", "sum"),

177 email_weekend =("is_weekend", "sum")

178 ).reset_index ()

179 out["email_after_hours_ratio"] = out["email_after_hours"]

/ out["email_events"].clip(lower =1)

180 out["email_weekend_ratio"] = out["email_weekend"] / out["

email_events"].clip(lower =1)

181 return out

182

183 def agg_file_chunked(path: str , chunksize: int) -> Tuple[pd.

DataFrame , pd.DataFrame ]:

184 feats_accum , labels_accum = [], []

185

186 use_cols = [cfg.time_col , cfg.user_col , "pc", "filename",

"activity", "to_removable_media", "

from_removable_media"]

187 for chunk in pd.read_csv(path , usecols=lambda c: c in

use_cols , chunksize=chunksize):

188 chunk[cfg.time_col] = parse_datetime_safe(chunk[cfg.

time_col ])

189 chunk = chunk.dropna(subset =[cfg.time_col , cfg.

user_col ])

190 chunk = add_time_features(chunk , cfg.time_col)

191

192 for b in ["to_removable_media", "from_removable_media

"]:
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193 if b in chunk.columns:

194 if chunk[b]. dtype == object:

195 chunk[b] = chunk[b]. astype(str).str.lower

().map({"true": 1, "false": 0})

196 chunk[b] = chunk[b]. fillna (0).astype(int)

197 else:

198 chunk[b] = 0

199

200 grp = chunk.groupby ([cfg.user_col , "date_only"]).agg(

201 file_events =("activity", "size"),

202 file_after_hours =("is_after_hours", "sum"),

203 file_weekend =("is_weekend", "sum"),

204 file_unique_pc =("pc", pd.Series.nunique),

205 file_unique_filename =("filename", pd.Series.

nunique),

206 file_to_rm =("to_removable_media", "sum"),

207 file_from_rm =("from_removable_media", "sum")

208 ).reset_index ()

209

210 grp["file_after_hours_ratio"] = grp["file_after_hours

"] / grp["file_events"].clip(lower =1)

211 grp["file_weekend_ratio"] = grp["file_weekend"] / grp

["file_events"].clip(lower =1)

212

213 feats_accum.append(grp)

214

215 label_col = "file_to_rm" if cfg.label_mode == "

to_removable_media" else "file_from_rm"

216 lab = grp[[cfg.user_col , "date_only", label_col ]].

copy()

217 lab["label"] = (lab[label_col] > 0).astype(int)

218 lab = lab.drop(columns =[ label_col ])

219 labels_accum.append(lab)

220

221 del chunk , grp , lab

222 gc.collect ()

223

224 file_feats = pd.concat(feats_accum , ignore_index=True)

225 y_day = pd.concat(labels_accum , ignore_index=True)

226

227 file_feats = file_feats.groupby ([cfg.user_col , "date_only

"], as_index=False).sum(numeric_only=True)

228 y_day = y_day.groupby ([cfg.user_col , "date_only"],
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as_index=False).max(numeric_only=True)

229 return file_feats , y_day

230

231 # Build domain tables

232 logon_df = agg_logon(cfg.logon_path)

233 device_df = agg_device(cfg.device_path)

234 http_df = agg_http(cfg.http_path)

235 email_df = agg_email(cfg.email_path)

236 file_df , y_day = agg_file_chunked(cfg.file_path , cfg.

file_chunksize)

237

238 print("Domain shapes:",

239 "logon", logon_df.shape ,

240 "device", device_df.shape ,

241 "http", http_df.shape ,

242 "email", email_df.shape ,

243 "file", file_df.shape ,

244 "labels", y_day.shape)

245

246 # Optional static tables

247 users_df = pd.read_csv(cfg.users_path)

248 psych_df = pd.read_csv(cfg.psych_path)

249

250 #

============================================================

251 # 4) Merge to user -day master index

252 #

============================================================

253

254 df_day = file_df.merge(logon_df , on=[cfg.user_col , "date_only

"], how="left") \

255 .merge(device_df , on=[cfg.user_col , "date_only

"], how="left") \

256 .merge(http_df , on=[cfg.user_col , "date_only"

], how="left") \

257 .merge(email_df , on=[cfg.user_col , "date_only"

], how="left") \

258 .merge(y_day , on=[cfg.user_col , "date_only"

], how="inner")

259

260 df_day = df_day.fillna (0)
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261

262 # Merge minimal users (avoid unnecessary sensitive attributes

)

263 if cfg.user_col in users_df.columns:

264 df_day = df_day.merge(users_df [[cfg.user_col ]].

drop_duplicates (), on=cfg.user_col , how="left")

265

266 if INCLUDE_PSYCH and (cfg.user_col in psych_df.columns):

267 # Psychometric is s e n s i t i v e include only if justified

and governed.

268 psych_num = psych_df.select_dtypes(include =[np.number ]).

copy()

269 psych_min = pd.concat ([ psych_df [[cfg.user_col]],

psych_num], axis =1)

270 df_day = df_day.merge(psych_min , on=cfg.user_col , how="

left").fillna (0)

271

272 df_day = df_day.sort_values("date_only").reset_index(drop=

True)

273 print("Unified user -day:", df_day.shape , "| pos rate:",

df_day["label"].mean())

274

275 #

============================================================

276 # 5) Define per -domain feature columns (MANN modules)

277 #

============================================================

278 # We build separate input tensors per behavioural domain.

279 # This is the core of modularity: each domain learns its own

representation.

280

281 ID_COLS = [cfg.user_col , "date_only", "label"]

282

283 logon_cols = [c for c in df_day.columns if c.startswith("

logon_")]

284 device_cols = [c for c in df_day.columns if c.startswith("

device_")]

285 http_cols = [c for c in df_day.columns if c.startswith("

http_")]

286 email_cols = [c for c in df_day.columns if c.startswith("

email_")]
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287 file_cols = [c for c in df_day.columns if c.startswith("

file_") and c not in ["file_to_rm", "file_from_rm"]]

288

289 # Note: file_to_rm/file_from_rm are label -related counts;

keep them out of features to reduce leakage risk.

290 # If you decide to keep them , you must justify why they are

not direct proxies for the label.

291 # We exclude them here.

292

293 domain_cols = {

294 "logon": logon_cols ,

295 "device": device_cols ,

296 "http": http_cols ,

297 "email": email_cols ,

298 "file": file_cols

299 }

300

301 for k, v in domain_cols.items():

302 print(k, "features:", len(v))

303

304 y_all = df_day["label"]. astype(int).values

305

306 #

============================================================

307 # 6) Model: Modular ANN + Fusion (+ optional gating)

308 #

============================================================

309

310 def build_module(name: str , input_dim: int) -> keras.Model:

311 inp = keras.Input(shape=(input_dim ,), name=f"{name}_in")

312 x = inp

313 for i, hu in enumerate(cfg.module_hidden):

314 x = layers.Dense(hu , activation="relu", name=f"{name}

_dense_{i+1}")(x)

315 x = layers.Dropout(cfg.dropout , name=f"{name}_drop_{i

+1}")(x)

316 return keras.Model(inp , x, name=f"{name}_module")

317

318 def build_mann(domain_input_dims: Dict[str , int]) -> keras.

Model:

319 inputs = {}
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320 embeddings = []

321

322 for domain , dim in domain_input_dims.items():

323 inp = keras.Input(shape=(dim ,), name=f"{domain}_in")

324 inputs[domain] = inp

325 module = build_module(domain , dim)

326 emb = module(inp)

327 embeddings.append(emb)

328

329 # Fusion

330 fused = layers.Concatenate(name="fusion_concat")(

embeddings)

331

332 if cfg.use_gating:

333 # Lightweight attention -like gating:

334 # Produces a per -feature gate in [0,1] that can be

inspected for interpretability.

335 gate = layers.Dense(fused.shape[-1], activation="

sigmoid", name="fusion_gate")(fused)

336 fused = layers.Multiply(name="fusion_gated")([fused ,

gate])

337

338 x = fused

339 for i, hu in enumerate(cfg.fusion_hidden):

340 x = layers.Dense(hu , activation="relu", name=f"

fusion_dense_{i+1}")(x)

341 x = layers.Dropout(cfg.dropout , name=f"fusion_drop_{i

+1}")(x)

342

343 out = layers.Dense(1, activation="sigmoid", name="out")(x

)

344

345 model = keras.Model(inputs=inputs , outputs=out , name="

MANN")

346 model.compile(optimizer=keras.optimizers.Adam(1e-3), loss

="binary_crossentropy")

347 return model

348

349 def class_weights(y: np.ndarray) -> Dict[int , float]:

350 n_pos = max(1, int(y.sum()))

351 n_neg = max(1, int((y == 0).sum()))

352 w_pos = (n_pos + n_neg) / (2.0 * n_pos)

353 w_neg = (n_pos + n_neg) / (2.0 * n_neg)

315



354 return {0: w_neg , 1: w_pos}

355

356 def eval_metrics(y_true: np.ndarray , y_prob: np.ndarray , thr:

float = 0.5) -> Dict[str , float ]:

357 y_pred = (y_prob >= thr).astype(int)

358 p, r, f1 , _ = precision_recall_fscore_support(y_true ,

y_pred , average="binary", zero_division =0)

359 pr_auc = average_precision_score(y_true , y_prob)

360

361 roc_auc = np.nan

362 if len(np.unique(y_true)) == 2:

363 roc_auc = roc_auc_score(y_true , y_prob)

364

365 tn , fp , fn , tp = confusion_matrix(y_true , y_pred).ravel()

366 return {

367 "precision": float(p),

368 "recall": float(r),

369 "f1": float(f1),

370 "pr_auc": float(pr_auc),

371 "roc_auc": float(roc_auc) if not np.isnan(roc_auc)

else np.nan ,

372 "tp": int(tp), "fp": int(fp), "tn": int(tn), "fn":

int(fn)

373 }

374

375 #

============================================================

376 # 7) Blocked temporal folds (scalers fit per fold , per domain

)

377 #

============================================================

378

379 def get_domain_arrays(df: pd.DataFrame , cols: Dict[str , List[

str]]) -> Dict[str , np.ndarray ]:

380 return {d: df[c]. astype(np.float32).values for d, c in

cols.items()}

381

382 X_domains_all = get_domain_arrays(df_day , domain_cols)

383

384 tscv = TimeSeriesSplit(n_splits=cfg.n_splits)

385 results = []
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386

387 for fold , (train_idx , test_idx) in enumerate(tscv.split(

df_day), start =1):

388

389 # Per -domain scaling on TRAIN only (prevents leakage and

preserves modular semantics)

390 scalers = {}

391 X_train_domains = {}

392 X_test_domains = {}

393

394 for domain , X in X_domains_all.items():

395 scaler = StandardScaler ()

396 X_train = scaler.fit_transform(X[train_idx ])

397 X_test = scaler.transform(X[test_idx ])

398 scalers[domain] = scaler

399 X_train_domains[domain] = X_train.astype(np.float32)

400 X_test_domains[domain] = X_test.astype(np.float32)

401

402 y_train = y_all[train_idx]

403 y_test = y_all[test_idx]

404

405 # Temporal validation from tail of training period

406 n_train = len(train_idx)

407 val_frac = 0.2

408 split = int ((1.0 - val_frac) * n_train)

409

410 tr_slice = slice(0, split)

411 val_slice = slice(split , n_train)

412

413 X_tr = {d: X_train_domains[d][ tr_slice] for d in

X_train_domains}

414 X_val = {d: X_train_domains[d][ val_slice] for d in

X_train_domains}

415 y_tr , y_val = y_train[tr_slice], y_train[val_slice]

416

417 # Build model

418 domain_input_dims = {d: X_tr[d]. shape [1] for d in X_tr}

419 model = build_mann(domain_input_dims)

420

421 callbacks = [

422 keras.callbacks.EarlyStopping(

423 monitor="val_loss", patience=cfg.patience ,

restore_best_weights=True
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424 )

425 ]

426

427 cw = class_weights(y_tr) if cfg.use_class_weights else

None

428

429 model.fit(

430 X_tr , y_tr ,

431 validation_data =(X_val , y_val),

432 epochs=cfg.epochs ,

433 batch_size=cfg.batch_size ,

434 verbose=0,

435 class_weight=cw ,

436 callbacks=callbacks

437 )

438

439 y_prob = model.predict(X_test_domains , batch_size=cfg.

batch_size , verbose =0).ravel ()

440 m = eval_metrics(y_test , y_prob , thr =0.5)

441 m["fold"] = fold

442 m["n_test"] = int(len(test_idx))

443 m["pos_rate_test"] = float(y_test.mean())

444

445 print(

446 f"Fold {fold }/{cfg.n_splits} | "

447 f"F1={m[’f1 ’]:.3f} PR -AUC={m[’pr_auc ’]:.3f} "

448 f"P={m[’precision ’]:.3f} R={m[’recall ’]:.3f} | "

449 f"TP={m[’tp ’]} FP={m[’fp ’]} FN={m[’fn ’]} TN={m[’tn ’]}

"

450 )

451

452 results.append(m)

453

454 # Cleanup

455 tf.keras.backend.clear_session ()

456 del model , scalers , X_train_domains , X_test_domains , X_tr

, X_val

457 gc.collect ()

458

459 res_df = pd.DataFrame(results)

460 print("\nPer -fold results :\n", res_df)

461

462 summary = res_df [["precision", "recall", "f1", "pr_auc", "
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roc_auc"]]. agg(["mean", "std"]).T

463 summary.columns = ["mean", "std"]

464 print("\nSummary (Mean Std):\n", summary)

465

466 # Export artefacts (aggregated metrics only)

467 res_path = "/kaggle/working/mann_cert_temporal_folds.csv"

468 sum_path = "/kaggle/working/mann_cert_summary.csv"

469 res_df.to_csv(res_path , index=False)

470 summary.to_csv(sum_path)

471

472 print("\nSaved artefacts:")

473 print(" -", res_path)

474 print(" -", sum_path)

475

476 #

============================================================

477 # 8) Ethics -focused model card (Appendix -friendly)

478 #

============================================================

479

480 model_card = f"""

481 MANN Model Card (CERT research artefact)

482 - Intended use: Research -oriented risk scoring from multi -

domain behavioural logs.

483 - Data: CERT logs aggregated into user -day signals (logon/

device/http/email/file).

484 - Label: Proxy from file.csv ({cfg.label_mode }) at user -day

level.

485 - Architecture: Domain -specific modules + fusion layer (

optional gating for transparency).

486 - Evaluation: Blocked temporal folds to preserve chronology

and reduce leakage.

487 - Primary metrics: PR -AUC , Precision , Recall , F1 (PR -AUC

prioritised under imbalance).

488 - Key risks: Privacy intrusion , proxy -label bias , false

positives , behaviour -role confounding.

489 - Mitigations: Data minimisation , per -fold training -only

scaling , temporal splitting ,

490 human -in -the -loop review and governance controls.

491 - Prohibited use: Automated punitive action or covert

surveillance without due process.
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492 """

493 print(model_card)

Listing D.2: MANN (Modular ANN) implementation for CERT with blocked temporal

folds.

D.3 Artefact—Multi-Layered Machine Learning

(MLML) Implementation

The artefact in this section provides a reproducible implementation of the Multi-

Layered Machine Learning (MLML) framework used to model insider-risk detection

as a staged learning process over heterogeneous behavioural domains. The imple-

mentation adopts a layered design in which domain-specific learners generate inter-

mediate risk signals, which are subsequently fused into higher-level meta-features

and a final decision layer. In alignment with the methodological discipline of this

thesis, the artefact uses privacy-minimised user-day behavioural aggregates, blocked

temporal folds, and leakage-aware preprocessing to support robust and comparable

evaluation. The implementation is provided for research and reproducibility pur-

poses, and any adaptation to operational environments should be preceded by eth-

ical review, fairness assessment, and governance controls appropriate to sensitive

behavioural analytics.

1 #

============================================================

2 # Appendix D3 Artefact: Multi -Layered Machine Learning (MLML)

3 # CERT Implementation (Blocked Temporal Folds)

4 #

============================================================

5

6 import os

7 import gc

8 import warnings

9 warnings.filterwarnings("ignore")

10

11 import numpy as np

12 import pandas as pd

13

14 from dataclasses import dataclass

15 from typing import Dict , List , Tuple

16
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17 from sklearn.model_selection import TimeSeriesSplit

18 from sklearn.preprocessing import StandardScaler

19 from sklearn.metrics import (

20 precision_recall_fscore_support ,

21 average_precision_score ,

22 roc_auc_score ,

23 confusion_matrix

24 )

25 from sklearn.linear_model import LogisticRegression

26 from sklearn.ensemble import RandomForestClassifier ,

GradientBoostingClassifier

27

28 SEED = 42

29 np.random.seed(SEED)

30

31 #

============================================================

32 # 1) Configuration

33 #

============================================================

34

35 @dataclass

36 class CFG:

37 # Update this if your Kaggle mount folder differs

38 base_path: str = "/kaggle/input/cert -insider -threat -

detection -research"

39

40 users_path: str = f"{base_path }/ users.csv"

41 logon_path: str = f"{base_path }/ logon.csv"

42 device_path: str = f"{base_path }/ device.csv"

43 psych_path: str = f"{base_path }/ psychometric.csv"

44 http_path: str = f"{base_path }/http.csv"

45 email_path: str = f"{base_path }/ email.csv"

46 file_path: str = f"{base_path }/file.csv"

47

48 time_col: str = "date"

49 user_col: str = "user"

50

51 # Proxy label (user -day) derived from file.csv

52 # Recommended for a clear binary task in CERT:

53 # "to_removable_media" or "from_removable_media"
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54 label_mode: str = "to_removable_media"

55

56 # Temporal blocked evaluation

57 n_splits: int = 5

58

59 # Large file chunking

60 file_chunksize: int = 2_000_000

61

62 # Layer 1 base learners (per domain)

63 # Using simple , robust models for reproducibility and

interpretability.

64 rf_estimators: int = 120

65 rf_max_depth: int = 8

66

67 # Layer 3 meta -classifier

68 meta_model_type: str = "logreg" # options: "logreg", "

gbm", "rf"

69

70 # Threshold for binary decisions (deployment threshold

should be calibrated)

71 decision_threshold: float = 0.5

72

73 cfg = CFG()

74

75 #

============================================================

76 # 2) Path checks + simple auto -detection (optional robustness

)

77 #

============================================================

78

79 def detect_base_path(candidates: List[str]) -> str:

80 for p in candidates:

81 if os.path.exists(p):

82 return p

83 if os.path.exists("/kaggle/input"):

84 available = [os.path.join("/kaggle/input", d) for d

in os.listdir("/kaggle/input")]

85 raise FileNotFoundError(

86 "Could not detect CERT dataset base path.\n"

87 "Tried:\n" + "\n".join(candidates) +
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88 "\nAvailable folders :\n" + "\n".join(available)

89 )

90 raise FileNotFoundError("Kaggle input folder not found.")

91

92 # Optional auto -detect: uncomment if needed

93 # cfg.base_path = detect_base_path ([

94 # "/ kaggle/input/cert -insider -threat -detection -research",

95 # "/ kaggle/input/datasets/mrajaxnp/cert -insider -threat -

detection -research"

96 # ])

97 # cfg.users_path = f"{cfg.base_path }/ users.csv"

98 # cfg.logon_path = f"{cfg.base_path }/ logon.csv"

99 # cfg.device_path = f"{cfg.base_path }/ device.csv"

100 # cfg.psych_path = f"{cfg.base_path }/ psychometric.csv"

101 # cfg.http_path = f"{cfg.base_path }/http.csv"

102 # cfg.email_path = f"{cfg.base_path }/ email.csv"

103 # cfg.file_path = f"{cfg.base_path }/file.csv"

104

105 def ensure_exists(path: str):

106 if not os.path.exists(path):

107 raise FileNotFoundError(f"Missing file: {path}")

108

109 for p in [cfg.users_path , cfg.logon_path , cfg.device_path ,

cfg.psych_path , cfg.http_path , cfg.email_path , cfg.

file_path ]:

110 ensure_exists(p)

111

112 #

============================================================

113 # 3) Utilities: parsing and time -derived features (minimised)

114 #

============================================================

115

116 def parse_datetime_safe(s: pd.Series) -> pd.Series:

117 return pd.to_datetime(s, errors="coerce")

118

119 def add_time_features(df: pd.DataFrame , time_col: str) -> pd.

DataFrame:

120 dt = df[time_col]

121 df["hour"] = dt.dt.hour

122 df["dayofweek"] = dt.dt.dayofweek
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123 df["is_weekend"] = (df["dayofweek"] >= 5).astype(int)

124 df["is_after_hours"] = ((df["hour"] < 7) | (df["hour"] >=

19)).astype(int)

125 df["date_only"] = dt.dt.floor("D")

126 return df

127

128 def normalise_user_key(df: pd.DataFrame , user_col_target: str

= "user") -> pd.DataFrame:

129 # CERT variants may use user_id in some files (e.g.,

users.csv , psychometric.csv)

130 if user_col_target in df.columns:

131 return df

132 if "user_id" in df.columns:

133 return df.rename(columns ={"user_id": user_col_target

})

134 raise ValueError(f"Expected ’{user_col_target}’ or ’

user_id ’ column. Found: {list(df.columns)}")

135

136 #

============================================================

137 # 4) Load users/psychometric (minimal use)

138 #

============================================================

139

140 def load_users(path: str) -> pd.DataFrame:

141 users = pd.read_csv(path)

142 users = normalise_user_key(users , "user")

143 # Data minimisation: keep only user identifier unless

static attributes are justified.

144 return users

145

146 def load_psych(path: str) -> pd.DataFrame:

147 psych = pd.read_csv(path)

148 psych = normalise_user_key(psych , "user")

149 # Psychometric data is sensitive; excluded by default

from modelling.

150 return psych

151

152 users_df = load_users(cfg.users_path)

153 psych_df = load_psych(cfg.psych_path)

154
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155 # Default: do NOT include psychometric features unless ethics

/governance are explicit.

156 INCLUDE_PSYCH = False

157

158 #

============================================================

159 # 5) Per -domain feature engineering (user -day aggregation)

160 #

============================================================

161 # Ethical note:

162 # We prioritise aggregate counts and timing patterns rather

than content

163 # inspection (e.g., email body text , file contents , URL

semantics).

164

165 def agg_logon(path: str) -> pd.DataFrame:

166 df = pd.read_csv(path)

167 df = normalise_user_key(df , cfg.user_col)

168 df[cfg.time_col] = parse_datetime_safe(df[cfg.time_col ])

169 df = df.dropna(subset =[cfg.time_col , cfg.user_col ])

170 df = add_time_features(df , cfg.time_col)

171

172 out = df.groupby ([cfg.user_col , "date_only"]).agg(

173 logon_events =("activity", "size") if "activity" in df

.columns else (cfg.user_col , "size"),

174 logon_after_hours =("is_after_hours", "sum"),

175 logon_weekend =("is_weekend", "sum"),

176 logon_unique_pc =("pc", pd.Series.nunique) if "pc" in

df.columns else (cfg.user_col , "nunique")

177 ).reset_index ()

178

179 out["logon_after_hours_ratio"] = out["logon_after_hours"]

/ out["logon_events"].clip(lower =1)

180 out["logon_weekend_ratio"] = out["logon_weekend"] / out["

logon_events"].clip(lower =1)

181 return out

182

183 def agg_device(path: str) -> pd.DataFrame:

184 df = pd.read_csv(path)

185 df = normalise_user_key(df , cfg.user_col)

186 df[cfg.time_col] = parse_datetime_safe(df[cfg.time_col ])
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187 df = df.dropna(subset =[cfg.time_col , cfg.user_col ])

188 df = add_time_features(df , cfg.time_col)

189

190 out = df.groupby ([cfg.user_col , "date_only"]).agg(

191 device_events =("activity", "size") if "activity" in

df.columns else (cfg.user_col , "size"),

192 device_after_hours =("is_after_hours", "sum"),

193 device_weekend =("is_weekend", "sum"),

194 device_unique_pc =("pc", pd.Series.nunique) if "pc" in

df.columns else (cfg.user_col , "nunique")

195 ).reset_index ()

196

197 out["device_after_hours_ratio"] = out["device_after_hours

"] / out["device_events"].clip(lower =1)

198 out["device_weekend_ratio"] = out["device_weekend"] / out

["device_events"].clip(lower =1)

199 return out

200

201 def agg_http(path: str) -> pd.DataFrame:

202 df = pd.read_csv(path)

203 df = normalise_user_key(df , cfg.user_col)

204 df[cfg.time_col] = parse_datetime_safe(df[cfg.time_col ])

205 df = df.dropna(subset =[cfg.time_col , cfg.user_col ])

206 df = add_time_features(df , cfg.time_col)

207

208 count_key = "url" if "url" in df.columns else cfg.

user_col

209 out = df.groupby ([cfg.user_col , "date_only"]).agg(

210 http_events =(count_key , "size"),

211 http_after_hours =("is_after_hours", "sum"),

212 http_weekend =("is_weekend", "sum")

213 ).reset_index ()

214

215 out["http_after_hours_ratio"] = out["http_after_hours"] /

out["http_events"].clip(lower =1)

216 out["http_weekend_ratio"] = out["http_weekend"] / out["

http_events"].clip(lower =1)

217 return out

218

219 def agg_email(path: str) -> pd.DataFrame:

220 df = pd.read_csv(path)

221 df = normalise_user_key(df , cfg.user_col)

222 df[cfg.time_col] = parse_datetime_safe(df[cfg.time_col ])
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223 df = df.dropna(subset =[cfg.time_col , cfg.user_col ])

224 df = add_time_features(df , cfg.time_col)

225

226 out = df.groupby ([cfg.user_col , "date_only"]).agg(

227 email_events =(cfg.user_col , "size"),

228 email_after_hours =("is_after_hours", "sum"),

229 email_weekend =("is_weekend", "sum")

230 ).reset_index ()

231

232 out["email_after_hours_ratio"] = out["email_after_hours"]

/ out["email_events"].clip(lower =1)

233 out["email_weekend_ratio"] = out["email_weekend"] / out["

email_events"].clip(lower =1)

234 return out

235

236 def agg_file_chunked(path: str , chunksize: int) -> Tuple[pd.

DataFrame , pd.DataFrame ]:

237 """

238 Returns:

239 file_feats: user -day aggregated file -domain features

240 labels: user -day binary labels (proxy from removable

media activity)

241 """

242 feats_accum , labels_accum = [], []

243

244 use_cols = [cfg.time_col , cfg.user_col , "pc", "filename",

"activity",

245 "to_removable_media", "from_removable_media"]

246

247 for chunk in pd.read_csv(path , usecols=lambda c: c in

use_cols , chunksize=chunksize):

248 chunk = normalise_user_key(chunk , cfg.user_col)

249 chunk[cfg.time_col] = parse_datetime_safe(chunk[cfg.

time_col ])

250 chunk = chunk.dropna(subset =[cfg.time_col , cfg.

user_col ])

251 chunk = add_time_features(chunk , cfg.time_col)

252

253 # Robust boolean conversion (CERT variants may store

True/False as strings)

254 for b in ["to_removable_media", "from_removable_media

"]:

255 if b in chunk.columns:
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256 if chunk[b]. dtype == object:

257 chunk[b] = chunk[b]. astype(str).str.lower

().map({"true": 1, "false": 0})

258 chunk[b] = chunk[b]. fillna (0).astype(int)

259 else:

260 chunk[b] = 0

261

262 grp = chunk.groupby ([cfg.user_col , "date_only"]).agg(

263 file_events =("activity", "size"),

264 file_after_hours =("is_after_hours", "sum"),

265 file_weekend =("is_weekend", "sum"),

266 file_unique_pc =("pc", pd.Series.nunique),

267 file_unique_filename =("filename", pd.Series.

nunique),

268 file_to_rm =("to_removable_media", "sum"),

269 file_from_rm =("from_removable_media", "sum")

270 ).reset_index ()

271

272 grp["file_after_hours_ratio"] = grp["file_after_hours

"] / grp["file_events"].clip(lower =1)

273 grp["file_weekend_ratio"] = grp["file_weekend"] / grp

["file_events"].clip(lower =1)

274

275 feats_accum.append(grp)

276

277 label_col = "file_to_rm" if cfg.label_mode == "

to_removable_media" else "file_from_rm"

278 lab = grp[[cfg.user_col , "date_only", label_col ]].

copy()

279 lab["label"] = (lab[label_col] > 0).astype(int)

280 lab = lab.drop(columns =[ label_col ])

281 labels_accum.append(lab)

282

283 del chunk , grp , lab

284 gc.collect ()

285

286 file_feats = pd.concat(feats_accum , ignore_index=True)

287 labels = pd.concat(labels_accum , ignore_index=True)

288

289 # Re -aggregate across chunk boundaries

290 file_feats = file_feats.groupby ([cfg.user_col , "date_only

"], as_index=False).sum(numeric_only=True)

291 labels = labels.groupby ([cfg.user_col , "date_only"],

328



as_index=False).max(numeric_only=True)

292

293 return file_feats , labels

294

295 # Build domain tables

296 logon_df = agg_logon(cfg.logon_path)

297 device_df = agg_device(cfg.device_path)

298 http_df = agg_http(cfg.http_path)

299 email_df = agg_email(cfg.email_path)

300 file_df , y_day = agg_file_chunked(cfg.file_path , cfg.

file_chunksize)

301

302 # Merge into user -day master table

303 df_day = file_df.merge(logon_df , on=[cfg.user_col , "date_only

"], how="left") \

304 .merge(device_df , on=[cfg.user_col , "

date_only"], how="left") \

305 .merge(http_df , on=[cfg.user_col , "date_only

"], how="left") \

306 .merge(email_df , on=[cfg.user_col , "date_only

"], how="left") \

307 .merge(y_day , on=[cfg.user_col , "date_only

"], how="inner")

308

309 df_day = df_day.fillna (0)

310

311 # Minimal user merge (identifier only)

312 if "user" in users_df.columns:

313 df_day = df_day.merge(users_df [["user"]]. drop_duplicates

(), on="user", how="left")

314

315 # Optional psychometric merge (sensitive; OFF by default)

316 if INCLUDE_PSYCH and ("user" in psych_df.columns):

317 psych_num = psych_df.select_dtypes(include =[np.number ]).

copy()

318 psych_min = pd.concat ([ psych_df [["user"]], psych_num],

axis =1)

319 df_day = df_day.merge(psych_min , on="user", how="left").

fillna (0)

320

321 # Chronological order required for blocked temporal folds

322 df_day = df_day.sort_values("date_only").reset_index(drop=

True)
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323

324 print("Unified user -day dataset shape:", df_day.shape)

325 print("Positive rate:", float(df_day["label"].mean()))

326

327 #

============================================================

328 # 6) Define domain feature groups (Layer 1 inputs)

329 #

============================================================

330 # Direct label proxies are excluded from file features to

reduce leakage:

331 # file_to_rm and file_from_rm are derived from the same

signal used for labels.

332

333 logon_cols = [c for c in df_day.columns if c.startswith("

logon_")]

334 device_cols = [c for c in df_day.columns if c.startswith("

device_")]

335 http_cols = [c for c in df_day.columns if c.startswith("

http_")]

336 email_cols = [c for c in df_day.columns if c.startswith("

email_")]

337 file_cols = [c for c in df_day.columns if c.startswith("

file_") and c not in ["file_to_rm", "file_from_rm"]]

338

339 domain_cols = {

340 "logon": logon_cols ,

341 "device": device_cols ,

342 "http": http_cols ,

343 "email": email_cols ,

344 "file": file_cols ,

345 }

346

347 for d, cols in domain_cols.items():

348 print(f"{d}: {len(cols)} features")

349

350 y_all = df_day["label"]. astype(int).values

351

352 #

============================================================
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353 # 7) MLML Architecture (three layers)

354 #

============================================================

355 # Layer 1: Domain -specific models (one per domain)

356 # Layer 2: Meta -feature fusion (stack domain probabilities +

selected stats)

357 # Layer 3: Final meta -classifier

358

359 def build_base_model(seed_offset: int = 0):

360 # RandomForest chosen for robustness + nonlinearity +

ease of use on tabular signals.

361 return RandomForestClassifier(

362 n_estimators=cfg.rf_estimators ,

363 max_depth=cfg.rf_max_depth ,

364 random_state=SEED + seed_offset ,

365 n_jobs=-1,

366 class_weight="balanced_subsample"

367 )

368

369 def build_meta_model ():

370 if cfg.meta_model_type == "logreg":

371 # Interpretable meta -layer; supports calibrated

linear fusion of domain signals.

372 return LogisticRegression(

373 max_iter =1000 ,

374 class_weight="balanced",

375 random_state=SEED

376 )

377 elif cfg.meta_model_type == "gbm":

378 return GradientBoostingClassifier(random_state=SEED)

379 elif cfg.meta_model_type == "rf":

380 return RandomForestClassifier(

381 n_estimators =150,

382 max_depth=6,

383 random_state=SEED ,

384 n_jobs=-1,

385 class_weight="balanced_subsample"

386 )

387 else:

388 raise ValueError(f"Unsupported meta_model_type: {cfg.

meta_model_type}")

389
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390 def get_domain_arrays(df: pd.DataFrame , domain_cols: Dict[str

, List[str]]) -> Dict[str , np.ndarray ]:

391 return {d: df[cols]. astype(np.float32).values for d, cols

in domain_cols.items()}

392

393 def compute_metrics(y_true: np.ndarray , y_prob: np.ndarray ,

thr: float = 0.5) -> Dict[str , float]:

394 y_pred = (y_prob >= thr).astype(int)

395

396 p, r, f1 , _ = precision_recall_fscore_support(

397 y_true , y_pred , average="binary", zero_division =0

398 )

399 pr_auc = average_precision_score(y_true , y_prob)

400

401 roc_auc = np.nan

402 if len(np.unique(y_true)) == 2:

403 roc_auc = roc_auc_score(y_true , y_prob)

404

405 tn , fp , fn , tp = confusion_matrix(y_true , y_pred).ravel()

406

407 return {

408 "precision": float(p),

409 "recall": float(r),

410 "f1": float(f1),

411 "pr_auc": float(pr_auc),

412 "roc_auc": float(roc_auc) if not np.isnan(roc_auc)

else np.nan ,

413 "tp": int(tp), "fp": int(fp), "tn": int(tn), "fn":

int(fn)

414 }

415

416 #

============================================================

417 # 8) Blocked temporal evaluation (chronology -preserving)

418 #

============================================================

419

420 X_domains_all = get_domain_arrays(df_day , domain_cols)

421 tscv = TimeSeriesSplit(n_splits=cfg.n_splits)

422

423 fold_results = []
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424

425 for fold , (train_idx , test_idx) in enumerate(tscv.split(

df_day), start =1):

426 print(f"\n========== Fold {fold }/{cfg.n_splits}

==========")

427

428 y_train = y_all[train_idx]

429 y_test = y_all[test_idx]

430

431 # ----------------------------

432 # 8.1 Per -domain scaling (Layer 1 preprocessing)

433 # Fit scalers on TRAIN only to prevent temporal leakage

434 # ----------------------------

435 scalers = {}

436 X_train_domains = {}

437 X_test_domains = {}

438

439 for d, X in X_domains_all.items():

440 scaler = StandardScaler ()

441 X_train = scaler.fit_transform(X[train_idx ])

442 X_test = scaler.transform(X[test_idx ])

443 scalers[d] = scaler

444 X_train_domains[d] = X_train

445 X_test_domains[d] = X_test

446

447 # ----------------------------

448 # 8.2 Layer 1: domain -specific models

449 # Each domain model produces probabilities

450 # ----------------------------

451 domain_models = {}

452 train_domain_probs = {}

453 test_domain_probs = {}

454

455 for i, d in enumerate(domain_cols.keys()):

456 Xtr_d = X_train_domains[d]

457 Xte_d = X_test_domains[d]

458

459 # If a domain has no features (schema variation),

skip gracefully

460 if Xtr_d.shape [1] == 0:

461 # Use neutral probability if no domain features

are available

462 train_domain_probs[d] = np.full(len(Xtr_d),
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y_train.mean() if len(y_train) else 0.0)

463 test_domain_probs[d] = np.full(len(Xte_d),

y_train.mean() if len(y_train) else 0.0)

464 print(f"[WARN] Domain ’{d}’ has 0 features; using

neutral prior.")

465 continue

466

467 model_d = build_base_model(seed_offset=i)

468 model_d.fit(Xtr_d , y_train)

469

470 p_tr = model_d.predict_proba(Xtr_d)[:, 1]

471 p_te = model_d.predict_proba(Xte_d)[:, 1]

472

473 domain_models[d] = model_d

474 train_domain_probs[d] = p_tr

475 test_domain_probs[d] = p_te

476

477 print(f"Layer1 domain=’{d}’ trained | features ={ Xtr_d

.shape [1]}")

478

479 # ----------------------------

480 # 8.3 Layer 2: meta -feature fusion

481 # Create stacked features from domain probabilities

482 # and simple uncertainty proxies (distance from 0.5)

483 # ----------------------------

484 layer2_train = pd.DataFrame ({

485 f"{d}_prob": train_domain_probs[d] for d in

domain_cols.keys()

486 })

487 layer2_test = pd.DataFrame ({

488 f"{d}_prob": test_domain_probs[d] for d in

domain_cols.keys()

489 })

490

491 # Additional fused descriptors (helpful and interpretable

)

492 for df_meta in [layer2_train , layer2_test ]:

493 prob_cols = [c for c in df_meta.columns if c.endswith

("_prob")]

494 df_meta["prob_mean"] = df_meta[prob_cols ].mean(axis

=1)

495 df_meta["prob_max"] = df_meta[prob_cols ].max(axis =1)

496 df_meta["prob_min"] = df_meta[prob_cols ].min(axis =1)
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497 df_meta["prob_std"] = df_meta[prob_cols ].std(axis =1).

fillna (0.0)

498 # Disagreement/uncertainty proxy (high when domains

disagree)

499 df_meta["disagreement"] = df_meta["prob_max"] -

df_meta["prob_min"]

500

501 # ----------------------------

502 # 8.4 Layer 3: final meta -classifier

503 # ----------------------------

504 meta_model = build_meta_model ()

505 meta_model.fit(layer2_train.values , y_train)

506

507 y_prob = meta_model.predict_proba(layer2_test.values)[:,

1]

508

509 m = compute_metrics(y_test , y_prob , thr=cfg.

decision_threshold)

510 m["fold"] = fold

511 m["n_test"] = int(len(test_idx))

512 m["pos_rate_test"] = float(y_test.mean())

513 m["meta_model"] = cfg.meta_model_type

514

515 # Optional interpretability snapshot: coefficients if

logistic regression

516 if cfg.meta_model_type == "logreg":

517 coef_map = dict(zip(layer2_train.columns.tolist (),

meta_model.coef_ [0]))

518 # Store only a compact summary (not full arrays) to

keep artefact tidy

519 m["top_positive_signal"] = max(coef_map , key=coef_map

.get)

520 m["top_negative_signal"] = min(coef_map , key=coef_map

.get)

521 else:

522 m["top_positive_signal"] = ""

523 m["top_negative_signal"] = ""

524

525 print(

526 f"Fold {fold} | "

527 f"P={m[’precision ’]:.3f} R={m[’recall ’]:.3f} F1={m[’

f1 ’]:.3f} "

528 f"PR -AUC={m[’pr_auc ’]:.3f} ROC -AUC={m[’roc_auc ’]:.3f
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if not np.isnan(m[’roc_auc ’]) else float(’nan ’)}"

529 )

530 print(

531 f"Confusion: TP={m[’tp ’]} FP={m[’fp ’]} FN={m[’fn ’]}

TN={m[’tn ’]} | "

532 f"PosRate(test)={m[’pos_rate_test ’]:.4f}"

533 )

534

535 fold_results.append(m)

536

537 # Cleanup to reduce Kaggle memory pressure

538 del scalers , X_train_domains , X_test_domains ,

domain_models

539 del layer2_train , layer2_test , meta_model ,

train_domain_probs , test_domain_probs

540 gc.collect ()

541

542 #

============================================================

543 # 9) Aggregate results (Mean Std)

544 #

============================================================

545

546 res_df = pd.DataFrame(fold_results)

547 print("\nPer -fold results:")

548 print(res_df)

549

550 metric_cols = ["precision", "recall", "f1", "pr_auc", "

roc_auc"]

551 summary = res_df[metric_cols ].agg(["mean", "std"]).T.

reset_index ()

552 summary.columns = ["metric", "mean", "std"]

553

554 print("\nSummary (Mean Std):")

555 print(summary)

556

557 #

============================================================

558 # 10) Export artefacts (aggregated metrics only)

559 #
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============================================================

560 # Ethical note:

561 # Export only aggregated metrics unless governance explicitly

permits

562 # controlled access to intermediate artefacts.

563

564 res_path = "/kaggle/working/mlml_cert_temporal_folds.csv"

565 sum_path = "/kaggle/working/mlml_cert_summary.csv"

566 res_df.to_csv(res_path , index=False)

567 summary.to_csv(sum_path , index=False)

568

569 print("\nSaved artefacts:")

570 print(" -", res_path)

571 print(" -", sum_path)

572

573 #

============================================================

574 # 11) Appendix -friendly ethics -oriented model card

575 #

============================================================

576

577 model_card = f"""

578 MLML Model Card (CERT research artefact)

579 - Intended use: Research -oriented multi -stage risk scoring

using aggregated behavioural logs.

580 - Data: User -day features from CERT domains (logon , device ,

http , email , file).

581 - Label: Proxy from file.csv ({cfg.label_mode }) aggregated at

user -day level.

582 - Architecture:

583 Layer 1 = domain -specific base learners ,

584 Layer 2 = meta -feature fusion (stacked domain

probabilities + disagreement features),

585 Layer 3 = final meta -classifier.

586 - Evaluation: Blocked temporal folds to preserve chronology

and reduce leakage.

587 - Primary metrics: PR -AUC , Precision , Recall , F1 (PR -AUC

prioritised under class imbalance).

588 - Key risks: Proxy -label bias , privacy intrusion , role

confounding , false positives.
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589 - Mitigations: Data minimisation , chronology -preserving

evaluation , human -in -the -loop review ,

590 threshold calibration , governance and auditing.

591 - Prohibited use: Automated punitive action or covert

employee surveillance without due process.

592 """

593 print(model_card)

Listing D.3: Multi-Layered Machine Learning (MLML) implementation for CERT with

blocked temporal folds.

D.4 Artefact—Guarding the Gates Implementa-

tion

The artefact in this section provides a reproducible implementation of the Guarding

the Gates adversarial robustness evaluation pipeline for CERT-style insider-threat

detection. The implementation adopts a privacy-minimised user-day feature rep-

resentation, chronology-preserving blocked temporal folds, and bounded adversarial

perturbations in scaled feature space to evaluate model degradation under con-

strained adversarial pressure. The artefact is presented for defensive research and

validation purposes only, with explicit safeguards and ethical use constraints.

1 #

============================================================

2 # Appendix D4 Artefact: Guarding the Gates (Adversarial ML)

3 # CERT Kaggle Implementation (Blocked Temporal Folds)

4 #

============================================================

5 # PURPOSE:

6 # This artefact evaluates adversarial robustness of a tabular

insider -

7 # threat detector using bounded , research -safe perturbations

on

8 # aggregated behavioural features (user -day level).

9 #

10 # ETHICAL USE NOTICE:

11 # This code is for defensive research and robustness

evaluation only.

12 # It must not be used to evade monitoring , conceal malicious

activity ,
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13 # or facilitate unauthorized access. Before adapting to real

data:

14 # - ensure lawful basis/consent and transparent governance

15 # - minimise data and avoid unnecessary sensitive feature

extraction

16 # - use human -in -the -loop review (no automated punitive

action)

17 # - calibrate thresholds and assess fairness impacts

18 # - secure outputs and audit all experimentation

19 #

============================================================

20

21 import os

22 import gc

23 import warnings

24 warnings.filterwarnings("ignore")

25

26 import numpy as np

27 import pandas as pd

28

29 from dataclasses import dataclass

30 from typing import Dict , List , Tuple

31

32 from sklearn.model_selection import TimeSeriesSplit

33 from sklearn.preprocessing import StandardScaler

34 from sklearn.metrics import (

35 precision_recall_fscore_support ,

36 average_precision_score ,

37 roc_auc_score ,

38 confusion_matrix

39 )

40

41 import tensorflow as tf

42 from tensorflow import keras

43 from tensorflow.keras import layers

44

45 SEED = 42

46 np.random.seed(SEED)

47 tf.random.set_seed(SEED)

48

49 #

============================================================
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50 # 1) Configuration

51 #

============================================================

52

53 @dataclass

54 class CFG:

55 # Adjust to your Kaggle mount path if needed

56 base_path: str = "/kaggle/input/cert -insider -threat -

detection -research"

57

58 users_path: str = f"{base_path }/ users.csv"

59 logon_path: str = f"{base_path }/ logon.csv"

60 device_path: str = f"{base_path }/ device.csv"

61 psych_path: str = f"{base_path }/ psychometric.csv"

62 http_path: str = f"{base_path }/http.csv"

63 email_path: str = f"{base_path }/ email.csv"

64 file_path: str = f"{base_path }/file.csv"

65

66 time_col: str = "date"

67 user_col: str = "user"

68 label_mode: str = "to_removable_media" # or "

from_removable_media"

69

70 # Temporal blocked evaluation

71 n_splits: int = 5

72 file_chunksize: int = 2_000_000

73

74 # Base detector (simple ANN for reproducible robustness

tests)

75 hidden_units: Tuple[int , ...] = (128, 64)

76 dropout: float = 0.2

77 batch_size: int = 512

78 epochs: int = 35

79 patience: int = 5

80 use_class_weights: bool = True

81

82 # Adversarial evaluation settings (bounded perturbation ,

tabular -safe)

83 adv_eps: float = 0.08 # perturbation

magnitude in scaled feature space

84 adv_alpha: float = 0.02 # step size for
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iterative attack

85 adv_steps: int = 5 # PGD -like steps

86 adv_clip_min: float = -5.0 # clip in scaled space

87 adv_clip_max: float = 5.0

88 attack_positive_only: bool = True # evaluate attack on

positive -class samples (harder case)

89 use_adversarial_training: bool = False # defensive fine -

tuning option

90 adv_train_fraction: float = 0.3 # fraction of each

batch replaced by adversarial examples

91

92 cfg = CFG()

93

94 #

============================================================

95 # 2) Path/schema robustness helpers

96 #

============================================================

97

98 def detect_base_path(candidates: List[str]) -> str:

99 for p in candidates:

100 if os.path.exists(p):

101 return p

102 if os.path.exists("/kaggle/input"):

103 available = [os.path.join("/kaggle/input", d) for d

in os.listdir("/kaggle/input")]

104 raise FileNotFoundError(

105 "Could not detect CERT dataset base path.\n"

106 "Tried:\n" + "\n".join(candidates) +

107 "\nAvailable folders :\n" + "\n".join(available)

108 )

109 raise FileNotFoundError("Kaggle input folder not found.")

110

111 def ensure_exists(path: str):

112 if not os.path.exists(path):

113 raise FileNotFoundError(f"Missing file: {path}")

114

115 def normalise_user_key(df: pd.DataFrame , user_col_target: str

= "user") -> pd.DataFrame:

116 if user_col_target in df.columns:

117 return df
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118 if "user_id" in df.columns:

119 return df.rename(columns ={"user_id": user_col_target

})

120 raise ValueError(f"Expected ’{user_col_target}’ or ’

user_id ’. Found columns: {list(df.columns)}")

121

122 # Optional auto -detect (uncomment if needed)

123 # cfg.base_path = detect_base_path ([

124 # "/ kaggle/input/cert -insider -threat -detection -research",

125 # "/ kaggle/input/datasets/mrajaxnp/cert -insider -threat -

detection -research"

126 # ])

127 # cfg.users_path = f"{cfg.base_path }/ users.csv"

128 # cfg.logon_path = f"{cfg.base_path }/ logon.csv"

129 # cfg.device_path = f"{cfg.base_path }/ device.csv"

130 # cfg.psych_path = f"{cfg.base_path }/ psychometric.csv"

131 # cfg.http_path = f"{cfg.base_path }/http.csv"

132 # cfg.email_path = f"{cfg.base_path }/ email.csv"

133 # cfg.file_path = f"{cfg.base_path }/file.csv"

134

135 for p in [cfg.users_path , cfg.logon_path , cfg.device_path ,

cfg.psych_path , cfg.http_path , cfg.email_path , cfg.

file_path ]:

136 ensure_exists(p)

137

138 #

============================================================

139 # 3) Utilities: datetime + privacy -minimised time features

140 #

============================================================

141

142 def parse_datetime_safe(s: pd.Series) -> pd.Series:

143 return pd.to_datetime(s, errors="coerce")

144

145 def add_time_features(df: pd.DataFrame , time_col: str) -> pd.

DataFrame:

146 dt = df[time_col]

147 df["hour"] = dt.dt.hour

148 df["dayofweek"] = dt.dt.dayofweek

149 df["is_weekend"] = (df["dayofweek"] >= 5).astype(int)

150 df["is_after_hours"] = ((df["hour"] < 7) | (df["hour"] >=
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19)).astype(int)

151 df["date_only"] = dt.dt.floor("D")

152 return df

153

154 #

============================================================

155 # 4) Load minimal users/psychometric (psychometric excluded

by default)

156 #

============================================================

157

158 def load_users(path: str) -> pd.DataFrame:

159 users = pd.read_csv(path)

160 users = normalise_user_key(users , "user")

161 return users

162

163 def load_psych(path: str) -> pd.DataFrame:

164 psych = pd.read_csv(path)

165 psych = normalise_user_key(psych , "user")

166 return psych

167

168 users_df = load_users(cfg.users_path)

169 psych_df = load_psych(cfg.psych_path)

170 INCLUDE_PSYCH = False # sensitive; default off

171

172 #

============================================================

173 # 5) CERT user -day feature engineering (shared with D1 -D3

style)

174 #

============================================================

175

176 def agg_logon(path: str) -> pd.DataFrame:

177 df = pd.read_csv(path)

178 df = normalise_user_key(df , cfg.user_col)

179 df[cfg.time_col] = parse_datetime_safe(df[cfg.time_col ])

180 df = df.dropna(subset =[cfg.time_col , cfg.user_col ])

181 df = add_time_features(df , cfg.time_col)

182
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183 out = df.groupby ([cfg.user_col , "date_only"]).agg(

184 logon_events =("activity", "size") if "activity" in df

.columns else (cfg.user_col , "size"),

185 logon_after_hours =("is_after_hours", "sum"),

186 logon_weekend =("is_weekend", "sum"),

187 logon_unique_pc =("pc", pd.Series.nunique) if "pc" in

df.columns else (cfg.user_col , "nunique")

188 ).reset_index ()

189 out["logon_after_hours_ratio"] = out["logon_after_hours"]

/ out["logon_events"].clip(lower =1)

190 out["logon_weekend_ratio"] = out["logon_weekend"] / out["

logon_events"].clip(lower =1)

191 return out

192

193 def agg_device(path: str) -> pd.DataFrame:

194 df = pd.read_csv(path)

195 df = normalise_user_key(df , cfg.user_col)

196 df[cfg.time_col] = parse_datetime_safe(df[cfg.time_col ])

197 df = df.dropna(subset =[cfg.time_col , cfg.user_col ])

198 df = add_time_features(df , cfg.time_col)

199

200 out = df.groupby ([cfg.user_col , "date_only"]).agg(

201 device_events =("activity", "size") if "activity" in

df.columns else (cfg.user_col , "size"),

202 device_after_hours =("is_after_hours", "sum"),

203 device_weekend =("is_weekend", "sum"),

204 device_unique_pc =("pc", pd.Series.nunique) if "pc" in

df.columns else (cfg.user_col , "nunique")

205 ).reset_index ()

206 out["device_after_hours_ratio"] = out["device_after_hours

"] / out["device_events"].clip(lower =1)

207 out["device_weekend_ratio"] = out["device_weekend"] / out

["device_events"].clip(lower =1)

208 return out

209

210 def agg_http(path: str) -> pd.DataFrame:

211 df = pd.read_csv(path)

212 df = normalise_user_key(df , cfg.user_col)

213 df[cfg.time_col] = parse_datetime_safe(df[cfg.time_col ])

214 df = df.dropna(subset =[cfg.time_col , cfg.user_col ])

215 df = add_time_features(df , cfg.time_col)

216

217 count_key = "url" if "url" in df.columns else cfg.
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user_col

218 out = df.groupby ([cfg.user_col , "date_only"]).agg(

219 http_events =(count_key , "size"),

220 http_after_hours =("is_after_hours", "sum"),

221 http_weekend =("is_weekend", "sum")

222 ).reset_index ()

223 out["http_after_hours_ratio"] = out["http_after_hours"] /

out["http_events"].clip(lower =1)

224 out["http_weekend_ratio"] = out["http_weekend"] / out["

http_events"].clip(lower =1)

225 return out

226

227 def agg_email(path: str) -> pd.DataFrame:

228 df = pd.read_csv(path)

229 df = normalise_user_key(df , cfg.user_col)

230 df[cfg.time_col] = parse_datetime_safe(df[cfg.time_col ])

231 df = df.dropna(subset =[cfg.time_col , cfg.user_col ])

232 df = add_time_features(df , cfg.time_col)

233

234 out = df.groupby ([cfg.user_col , "date_only"]).agg(

235 email_events =(cfg.user_col , "size"),

236 email_after_hours =("is_after_hours", "sum"),

237 email_weekend =("is_weekend", "sum")

238 ).reset_index ()

239 out["email_after_hours_ratio"] = out["email_after_hours"]

/ out["email_events"].clip(lower =1)

240 out["email_weekend_ratio"] = out["email_weekend"] / out["

email_events"].clip(lower =1)

241 return out

242

243 def agg_file_chunked(path: str , chunksize: int) -> Tuple[pd.

DataFrame , pd.DataFrame ]:

244 feats_accum , labels_accum = [], []

245

246 use_cols = [cfg.time_col , cfg.user_col , "pc", "filename",

"activity",

247 "to_removable_media", "from_removable_media"]

248

249 for chunk in pd.read_csv(path , usecols=lambda c: c in

use_cols , chunksize=chunksize):

250 chunk = normalise_user_key(chunk , cfg.user_col)

251 chunk[cfg.time_col] = parse_datetime_safe(chunk[cfg.

time_col ])
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252 chunk = chunk.dropna(subset =[cfg.time_col , cfg.

user_col ])

253 chunk = add_time_features(chunk , cfg.time_col)

254

255 for b in ["to_removable_media", "from_removable_media

"]:

256 if b in chunk.columns:

257 if chunk[b]. dtype == object:

258 chunk[b] = chunk[b]. astype(str).str.lower

().map({"true": 1, "false": 0})

259 chunk[b] = chunk[b]. fillna (0).astype(int)

260 else:

261 chunk[b] = 0

262

263 grp = chunk.groupby ([cfg.user_col , "date_only"]).agg(

264 file_events =("activity", "size"),

265 file_after_hours =("is_after_hours", "sum"),

266 file_weekend =("is_weekend", "sum"),

267 file_unique_pc =("pc", pd.Series.nunique),

268 file_unique_filename =("filename", pd.Series.

nunique),

269 file_to_rm =("to_removable_media", "sum"),

270 file_from_rm =("from_removable_media", "sum")

271 ).reset_index ()

272

273 grp["file_after_hours_ratio"] = grp["file_after_hours

"] / grp["file_events"].clip(lower =1)

274 grp["file_weekend_ratio"] = grp["file_weekend"] / grp

["file_events"].clip(lower =1)

275 feats_accum.append(grp)

276

277 label_col = "file_to_rm" if cfg.label_mode == "

to_removable_media" else "file_from_rm"

278 lab = grp[[cfg.user_col , "date_only", label_col ]].

copy()

279 lab["label"] = (lab[label_col] > 0).astype(int)

280 lab = lab.drop(columns =[ label_col ])

281 labels_accum.append(lab)

282

283 del chunk , grp , lab

284 gc.collect ()

285

286 file_feats = pd.concat(feats_accum , ignore_index=True)

346



287 labels = pd.concat(labels_accum , ignore_index=True)

288

289 file_feats = file_feats.groupby ([cfg.user_col , "date_only

"], as_index=False).sum(numeric_only=True)

290 labels = labels.groupby ([cfg.user_col , "date_only"],

as_index=False).max(numeric_only=True)

291

292 return file_feats , labels

293

294 # Build domain features

295 logon_df = agg_logon(cfg.logon_path)

296 device_df = agg_device(cfg.device_path)

297 http_df = agg_http(cfg.http_path)

298 email_df = agg_email(cfg.email_path)

299 file_df , y_day = agg_file_chunked(cfg.file_path , cfg.

file_chunksize)

300

301 # Merge to user -day table

302 df_day = file_df.merge(logon_df , on=[cfg.user_col , "date_only

"], how="left") \

303 .merge(device_df , on=[cfg.user_col , "

date_only"], how="left") \

304 .merge(http_df , on=[cfg.user_col , "date_only"

], how="left") \

305 .merge(email_df , on=[cfg.user_col , "date_only

"], how="left") \

306 .merge(y_day , on=[cfg.user_col , "date_only"],

how="inner")

307

308 df_day = df_day.fillna (0)

309

310 if "user" in users_df.columns:

311 df_day = df_day.merge(users_df [["user"]]. drop_duplicates

(), on="user", how="left")

312

313 if INCLUDE_PSYCH and ("user" in psych_df.columns):

314 psych_num = psych_df.select_dtypes(include =[np.number ]).

copy()

315 psych_min = pd.concat ([ psych_df [["user"]], psych_num],

axis =1)

316 df_day = df_day.merge(psych_min , on="user", how="left").

fillna (0)

317
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318 # Exclude direct label proxies to reduce leakage risk

319 drop_cols = [cfg.user_col , "date_only", "label", "file_to_rm"

, "file_from_rm"]

320 feature_cols = [c for c in df_day.columns if c not in

drop_cols]

321

322 df_day = df_day.sort_values("date_only").reset_index(drop=

True)

323 X_all_raw = df_day[feature_cols ]. astype(np.float32).values

324 y_all = df_day["label"]. astype(int).values

325

326 print("User -day dataset:", df_day.shape)

327 print("Num features (post -leakage guard):", len(feature_cols)

)

328 print("Positive rate:", float(y_all.mean()))

329

330 #

============================================================

331 # 6) Base detector (ANN) for robustness evaluation

332 #

============================================================

333

334 def build_detector(input_dim: int) -> keras.Model:

335 inp = keras.Input(shape=(input_dim ,), name="features_in")

336 x = inp

337 for i, hu in enumerate(cfg.hidden_units):

338 x = layers.Dense(hu , activation="relu", name=f"dense_

{i+1}")(x)

339 x = layers.Dropout(cfg.dropout , name=f"dropout_{i+1}"

)(x)

340 out = layers.Dense(1, activation="sigmoid", name="out")(x

)

341 model = keras.Model(inp , out , name="

GuardingTheGatesDetector")

342 model.compile(optimizer=keras.optimizers.Adam(1e-3), loss

="binary_crossentropy")

343 return model

344

345 def class_weights(y: np.ndarray) -> Dict[int , float]:

346 n_pos = max(1, int(y.sum()))

347 n_neg = max(1, int((y == 0).sum()))
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348 return {

349 0: (n_pos + n_neg) / (2.0 * n_neg),

350 1: (n_pos + n_neg) / (2.0 * n_pos),

351 }

352

353 def compute_metrics(y_true: np.ndarray , y_prob: np.ndarray ,

thr: float = 0.5) -> Dict[str , float]:

354 y_pred = (y_prob >= thr).astype(int)

355 p, r, f1 , _ = precision_recall_fscore_support(y_true ,

y_pred , average="binary", zero_division =0)

356 pr_auc = average_precision_score(y_true , y_prob)

357

358 roc_auc = np.nan

359 if len(np.unique(y_true)) == 2:

360 roc_auc = roc_auc_score(y_true , y_prob)

361

362 tn , fp , fn , tp = confusion_matrix(y_true , y_pred).ravel()

363 return {

364 "precision": float(p),

365 "recall": float(r),

366 "f1": float(f1),

367 "pr_auc": float(pr_auc),

368 "roc_auc": float(roc_auc) if not np.isnan(roc_auc)

else np.nan ,

369 "tp": int(tp), "fp": int(fp), "tn": int(tn), "fn":

int(fn),

370 }

371

372 #

============================================================

373 # 7) Adversarial perturbation (tabular , bounded , research -

safe)

374 #

============================================================

375 # This section creates bounded perturbations in scaled

feature space to

376 # stress -test the detector. It is designed for defensive

evaluation.

377 #

378 # SAFETY DESIGN CHOICES:

379 # - operates on aggregated user -day features (not raw logs/
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content)

380 # - bounded epsilon and clipping

381 # - optionally targets only positive -class test samples for

robustness study

382 # - no instructions for evasion deployment or operational

misuse

383

384 @tf.function

385 def _gradient_sign_step(model , x, y_true):

386 x_var = tf.cast(x, tf.float32)

387 y_true = tf.cast(tf.reshape(y_true , (-1, 1)), tf.float32)

388

389 with tf.GradientTape () as tape:

390 tape.watch(x_var)

391 y_pred = model(x_var , training=False)

392 loss = tf.keras.losses.binary_crossentropy(y_true ,

y_pred)

393 loss = tf.reduce_mean(loss)

394

395 grads = tape.gradient(loss , x_var)

396 signed = tf.sign(grads)

397 return signed

398

399 def fgsm_attack(model , X, y, eps=0.05 , clip_min =-5.0,

clip_max =5.0):

400 """

401 Fast Gradient Sign Method (bounded , defensive evaluation

context).

402 Returns adversarially perturbed X in scaled feature space

.

403 """

404 x_tf = tf.convert_to_tensor(X, dtype=tf.float32)

405 y_tf = tf.convert_to_tensor(y, dtype=tf.float32)

406 signed_grad = _gradient_sign_step(model , x_tf , y_tf)

407 x_adv = x_tf + eps * signed_grad

408 x_adv = tf.clip_by_value(x_adv , clip_min , clip_max)

409 return x_adv.numpy()

410

411 def pgd_like_attack(model , X, y, eps=0.08 , alpha =0.02 , steps

=5, clip_min =-5.0, clip_max =5.0):

412 """

413 Iterative bounded perturbation (PGD -like) for robustness

evaluation.
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414 This is constrained and intended for defensive testing

only.

415 """

416 X_orig = X.astype(np.float32).copy()

417 X_adv = X_orig.copy()

418

419 # Small random start within epsilon ball (optional

robustness stress)

420 X_adv = X_adv + np.random.uniform(-eps , eps , size=X_adv.

shape).astype(np.float32)

421 X_adv = np.clip(X_adv , clip_min , clip_max)

422

423 for _ in range(steps):

424 x_tf = tf.convert_to_tensor(X_adv , dtype=tf.float32)

425 y_tf = tf.convert_to_tensor(y, dtype=tf.float32)

426 signed_grad = _gradient_sign_step(model , x_tf , y_tf).

numpy()

427

428 X_adv = X_adv + alpha * signed_grad

429

430 # Project back to epsilon -ball around original input

431 delta = np.clip(X_adv - X_orig , -eps , eps)

432 X_adv = X_orig + delta

433

434 # Global clipping in scaled feature space

435 X_adv = np.clip(X_adv , clip_min , clip_max)

436

437 return X_adv.astype(np.float32)

438

439 #

============================================================

440 # 8) Optional adversarial training (defensive fine -tuning)

441 #

============================================================

442

443 def adversarial_train_epoch(model , X_train , y_train ,

batch_size , eps , frac_adv):

444 """

445 One simple adversarial training epoch (FGSM -style mixed

batches).

446 Defensive purpose only. Keeps implementation compact for
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appendix use.

447 """

448 n = len(X_train)

449 idx = np.random.permutation(n)

450 X_train = X_train[idx]

451 y_train = y_train[idx]

452

453 num_batches = int(np.ceil(n / batch_size))

454 losses = []

455

456 for b in range(num_batches):

457 s = b * batch_size

458 e = min((b + 1) * batch_size , n)

459 xb = X_train[s:e].copy()

460 yb = y_train[s:e].copy()

461

462 if len(xb) == 0:

463 continue

464

465 k = int(len(xb) * frac_adv)

466 if k > 0:

467 adv_idx = np.random.choice(len(xb), size=k,

replace=False)

468 xb_adv = fgsm_attack(

469 model , xb[adv_idx], yb[adv_idx],

470 eps=eps , clip_min=cfg.adv_clip_min , clip_max=

cfg.adv_clip_max

471 )

472 xb[adv_idx] = xb_adv

473

474 loss = model.train_on_batch(xb , yb)

475 losses.append(float(loss))

476

477 return float(np.mean(losses)) if losses else np.nan

478

479 #

============================================================

480 # 9) Blocked temporal robustness evaluation

481 #

============================================================

482
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483 tscv = TimeSeriesSplit(n_splits=cfg.n_splits)

484 results = []

485

486 for fold , (train_idx , test_idx) in enumerate(tscv.split(

X_all_raw), start =1):

487 print(f"\n========== Fold {fold }/{cfg.n_splits}

==========")

488

489 # Split

490 X_train_raw , X_test_raw = X_all_raw[train_idx], X_all_raw

[test_idx]

491 y_train , y_test = y_all[train_idx], y_all[test_idx]

492

493 # Scale on train only

494 scaler = StandardScaler ()

495 X_train = scaler.fit_transform(X_train_raw).astype(np.

float32)

496 X_test = scaler.transform(X_test_raw).astype(np.float32)

497

498 # Temporal validation split (tail of training)

499 n_train = len(X_train)

500 split = int (0.8 * n_train)

501 X_tr , X_val = X_train [: split], X_train[split:]

502 y_tr , y_val = y_train [: split], y_train[split:]

503

504 # Build/train detector

505 model = build_detector(X_train.shape [1])

506 callbacks = [

507 keras.callbacks.EarlyStopping(monitor="val_loss",

patience=cfg.patience , restore_best_weights=True)

508 ]

509 cw = class_weights(y_tr) if cfg.use_class_weights else

None

510

511 model.fit(

512 X_tr , y_tr ,

513 validation_data =(X_val , y_val),

514 epochs=cfg.epochs ,

515 batch_size=cfg.batch_size ,

516 verbose=0,

517 class_weight=cw ,

518 callbacks=callbacks

519 )
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520

521 # Optional adversarial training fine -tune (defensive)

522 if cfg.use_adversarial_training:

523 for _ in range (2): # short fine -tune to keep runtime

reasonable

524 adv_loss = adversarial_train_epoch(

525 model , X_tr , y_tr ,

526 batch_size=cfg.batch_size ,

527 eps=cfg.adv_eps ,

528 frac_adv=cfg.adv_train_fraction

529 )

530 print(f"Adversarial fine -tuning completed (loss ~ {

adv_loss :.4f})")

531

532 # -------------------------

533 # Clean evaluation

534 # -------------------------

535 y_prob_clean = model.predict(X_test , batch_size=cfg.

batch_size , verbose =0).ravel ()

536 m_clean = compute_metrics(y_test , y_prob_clean , thr =0.5)

537

538 # -------------------------

539 # Adversarial evaluation

540 # -------------------------

541 if cfg.attack_positive_only:

542 mask = (y_test == 1)

543 if mask.sum() == 0:

544 # Fallback if a fold has no positives

545 X_adv_target = X_test.copy()

546 y_adv_target = y_test.copy()

547 attack_scope = "all_samples_fallback"

548 else:

549 X_adv_target = X_test[mask].copy()

550 y_adv_target = y_test[mask].copy()

551 attack_scope = "positive_only"

552 else:

553 X_adv_target = X_test.copy()

554 y_adv_target = y_test.copy()

555 attack_scope = "all_samples"

556

557 # Create bounded adversarial samples for target subset

558 X_adv_target_pgd = pgd_like_attack(

559 model , X_adv_target , y_adv_target ,
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560 eps=cfg.adv_eps , alpha=cfg.adv_alpha , steps=cfg.

adv_steps ,

561 clip_min=cfg.adv_clip_min , clip_max=cfg.adv_clip_max

562 )

563

564 # Reconstruct full adversarial test set (only perturb

selected subset)

565 X_test_adv = X_test.copy()

566 if cfg.attack_positive_only and attack_scope == "

positive_only":

567 X_test_adv[mask] = X_adv_target_pgd

568 else:

569 X_test_adv = X_adv_target_pgd

570

571 y_prob_adv = model.predict(X_test_adv , batch_size=cfg.

batch_size , verbose =0).ravel ()

572 m_adv = compute_metrics(y_test , y_prob_adv , thr =0.5)

573

574 # Degradation summaries

575 fold_res = {

576 "fold": fold ,

577 "n_test": int(len(test_idx)),

578 "pos_rate_test": float(y_test.mean()),

579 "attack_scope": attack_scope ,

580 "eps": float(cfg.adv_eps),

581 "alpha": float(cfg.adv_alpha),

582 "steps": int(cfg.adv_steps),

583

584 # Clean metrics

585 "clean_precision": m_clean["precision"],

586 "clean_recall": m_clean["recall"],

587 "clean_f1": m_clean["f1"],

588 "clean_pr_auc": m_clean["pr_auc"],

589 "clean_roc_auc": m_clean["roc_auc"],

590

591 # Adversarial metrics

592 "adv_precision": m_adv["precision"],

593 "adv_recall": m_adv["recall"],

594 "adv_f1": m_adv["f1"],

595 "adv_pr_auc": m_adv["pr_auc"],

596 "adv_roc_auc": m_adv["roc_auc"],

597

598 # Degradation (positive means performance dropped)
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599 "delta_precision": m_clean["precision"] - m_adv["

precision"],

600 "delta_recall": m_clean["recall"] - m_adv["recall"],

601 "delta_f1": m_clean["f1"] - m_adv["f1"],

602 "delta_pr_auc": m_clean["pr_auc"] - m_adv["pr_auc"],

603 "delta_roc_auc": (

604 (m_clean["roc_auc"] - m_adv["roc_auc"])

605 if (not np.isnan(m_clean["roc_auc"]) and not np.

isnan(m_adv["roc_auc"]))

606 else np.nan

607 ),

608

609 # Confusions (clean)

610 "clean_tp": m_clean["tp"], "clean_fp": m_clean["fp"],

611 "clean_fn": m_clean["fn"], "clean_tn": m_clean["tn"],

612

613 # Confusions (adv)

614 "adv_tp": m_adv["tp"], "adv_fp": m_adv["fp"],

615 "adv_fn": m_adv["fn"], "adv_tn": m_adv["tn"],

616 }

617

618 print(

619 f"Clean | P={ m_clean[’precision ’]:.3f} R={ m_clean[’

recall ’]:.3f} "

620 f"F1={ m_clean[’f1 ’]:.3f} PR -AUC={ m_clean[’pr_auc ’]:.3

f}"

621 )

622 print(

623 f"Advers | P={ m_adv[’precision ’]:.3f} R={ m_adv[’

recall ’]:.3f} "

624 f"F1={ m_adv[’f1 ’]:.3f} PR -AUC={ m_adv[’pr_auc ’]:.3f}"

625 )

626 print(

627 f"Delta | dF1={ fold_res[’delta_f1 ’]:.3f} dPR -AUC={

fold_res[’delta_pr_auc ’]:.3f} "

628 f"(eps={cfg.adv_eps}, steps={cfg.adv_steps}, scope={

attack_scope })"

629 )

630

631 results.append(fold_res)

632

633 # Cleanup

634 tf.keras.backend.clear_session ()
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635 del model , scaler , X_train , X_test , X_tr , X_val ,

X_test_adv , y_prob_clean , y_prob_adv

636 gc.collect ()

637

638 #

============================================================

639 # 10) Aggregate robustness summaries

640 #

============================================================

641

642 res_df = pd.DataFrame(results)

643 print("\nPer -fold robustness results:")

644 print(res_df)

645

646 summary_cols = [

647 "clean_precision", "clean_recall", "clean_f1", "

clean_pr_auc", "clean_roc_auc",

648 "adv_precision", "adv_recall", "adv_f1", "adv_pr_auc", "

adv_roc_auc",

649 "delta_precision", "delta_recall", "delta_f1", "

delta_pr_auc", "delta_roc_auc"

650 ]

651 summary = res_df[summary_cols ].agg(["mean", "std"]).T.

reset_index ()

652 summary.columns = ["metric", "mean", "std"]

653

654 print("\nRobustness summary (Mean Std):")

655 print(summary)

656

657 #

============================================================

658 # 11) Export artefacts (aggregated metrics only)

659 #

============================================================

660 # Ethical note:

661 # Export aggregated robustness results only; avoid releasing

sensitive

662 # intermediate records or perturbation details tied to real

users.
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663

664 res_path = "/kaggle/working/

guarding_the_gates_adversarial_folds.csv"

665 sum_path = "/kaggle/working/

guarding_the_gates_adversarial_summary.csv"

666

667 res_df.to_csv(res_path , index=False)

668 summary.to_csv(sum_path , index=False)

669

670 print("\nSaved artefacts:")

671 print(" -", res_path)

672 print(" -", sum_path)

673

674 #

============================================================

675 # 12) Appendix -friendly ethics -oriented model card

676 #

============================================================

677

678 model_card = f"""

679 Guarding the Gates (Adversarial ML) Model Card - CERT

Research Artefact

680 - Intended use: Defensive robustness evaluation of insider -

threat detectors under bounded perturbations.

681 - Data: Aggregated user -day behavioural features from CERT

logs (privacy -minimised).

682 - Label: Proxy from file.csv ({cfg.label_mode }) at user -day

level.

683 - Detector: Feed -forward ANN (tabular); robustness tested

with bounded gradient -based perturbations.

684 - Evaluation: Blocked temporal folds to preserve chronology

and reduce leakage.

685 - Primary reporting: Clean vs adversarial PR -AUC , Recall , F1 ,

and degradation (delta metrics).

686 - Safety constraints: Bounded epsilon , clipped perturbations ,

aggregated features only , defensive framing.

687 - Key risks: Misuse for evasion research , proxy -label bias ,

false positives , privacy harms.

688 - Mitigations: Human -in -the -loop review , governance oversight

, data minimisation , audit logging , threshold calibration.

689 - Prohibited use: Operational evasion , concealment of
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malicious activity , or covert surveillance without due

process.

690 """

691 print(model_card)

Listing D.4: Guarding the Gates: adversarial robustness evaluation (tabular behavioural

features) for CERT-style insider-threat detection using blocked temporal folds.
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D.5 Appendix D Artefact Summary

For convenience, Table D.1 provides a consolidated overview of the Appendix D

artefacts (D1–D4), including their purpose, input logs, outputs, evaluation protocol,

and ethical-use constraints.
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Appendix E

List of Abbreviations

Abbreviation Description

AI Artificial Intelligence
AML Adversarial Machine Learning
ANN Artificial Neural Network
AP Average Precision
AUC Area Under the Curve
BMU Best Matching Unit
CERT CERT Insider Threat Dataset (synthetic multi-log benchmark)
CNN Convolutional Neural Network
DBIR Data Breach Investigations Report
DSR Design Science Research
FOIA Freedom of Information Act
FPR False Positive Rate
GRU Gated Recurrent Unit
GNN Graph Neural Network
HMM Hidden Markov Model
HTTP Hypertext Transfer Protocol
IDS Intrusion Detection System
IoT Internet of Things
IP Intellectual Property
KBS Knowledge-Based Systems
LANL Los Alamos National Laboratory
LSTM Long Short-Term Memory
MANN Modular Artificial Neural Network
ML Machine Learning
MLP Multilayer Perceptron
NCSC National Cyber Security Centre (UK)
NIST National Institute of Standards and Technology
PR-AUC Area Under the Precision–Recall Curve
R-Guard Robust Guard (behaviourally robust detection architecture)
RIT-IDEAL RIT-IDEAL Insider Threat Dataset (Rochester Institute of

Technology)
RL Reinforcement Learning
ROC-AUC Area Under the Receiver Operating Characteristic Curve
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Abbreviation Description

RQ Research Question
RNN Recurrent Neural Network
SIEM Security Information and Event Management
SOM Self-Organising Map
SOMANN Self-Organising Map and Artificial Neural Network Hybrid
TCN Temporal Convolutional Network
TNR True Negative Rate
TPR True Positive Rate
XAI Explainable Artificial Intelligence
ZTA Zero Trust Architecture
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Appendix F

Terms and Terminology

This appendix defines key terms and concepts used throughout this thesis. The aim

is to ensure terminological clarity and consistency across behavioural cybersecurity,

machine learning, and adversarial robustness domains. Definitions are provided in

the context in which the terms are used in this work.

Artificial Intelligence (AI) A broad field of computer science concerned with

the development of systems capable of performing tasks that typically require

human intelligence, such as reasoning, learning, decision-making, and pattern

recognition.

Machine Learning (ML) A subfield of artificial intelligence focused on algorithms

that learn patterns and relationships from data without explicit programming,

enabling adaptive and data-driven decision-making.

Artificial Neural Network (ANN) A class of machine-learning models inspired

by biological neural systems, consisting of interconnected layers of artificial

neurons that learn nonlinear mappings between inputs and outputs through

supervised or unsupervised training.

Insider Threat A security risk originating from individuals with legitimate ac-

cess to organisational systems, data, or facilities, whose actions—whether ma-

licious, negligent, or coerced—may compromise confidentiality, integrity, or

availability.

Malicious Insider An individual who intentionally exploits authorised access to

cause harm, such as data exfiltration, sabotage, fraud, or espionage.

Negligent Insider An individual whose actions unintentionally compromise se-

curity due to errors, policy violations, or lack of awareness, without deliberate

malicious intent.
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Compromised Insider An individual whose credentials or access have been hi-

jacked or manipulated by an external adversary, causing insider-like behaviour

without the individual’s intent.

Behavioural Telemetry Digitally recorded traces of user activity, including au-

thentication events, file access, device usage, communication metadata, and

network interactions.

Behavioural Signal A derived or aggregated indicator extracted from raw tele-

metry that reflects user behaviour over time, such as access frequency, after-

hours activity, or privilege use patterns.

Behavioural Drift Gradual, often subtle changes in user behaviour over time that

may indicate evolving risk, adaptation, or escalation, rather than abrupt an-

omalies.

Behavioural Trajectory A temporally ordered sequence of behavioural states or

signals representing how user activity evolves across multiple time horizons.

Perception–Inference Separation An architectural principle in which represent-

ation learning (perception) is decoupled from supervised decision-making (in-

ference), enabling stable behavioural abstraction prior to classification.

Self-Organising Map (SOM) An unsupervised neural network that projects high-

dimensional input data onto a low-dimensional (typically two-dimensional)

topological grid, preserving neighbourhood relationships and supporting in-

terpretable clustering.

Best Matching Unit (BMU) The SOM neuron whose prototype vector is closest

to a given input sample according to a defined distance metric, typically Eu-

clidean distance.

U-Matrix (Unified Distance Matrix) A visualisation of distances between neigh-

bouring SOM neurons, commonly used to identify cluster boundaries and re-

gions of high behavioural dissimilarity.

Mean Inter-Node Distance (MID) A quantitative SOM diagnostic measuring

average distances between neighbouring neurons, used to identify regions of

behavioural dispersion or anomaly concentration.

SOM–ANN (SOMANN) A hybrid architecture combining unsupervised SOM-

based representation learning with supervised ANN inference, used in this

thesis to stabilise behavioural embeddings prior to classification.
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Representation Stabilisation The reduction of variance and noise in behavioural

features through unsupervised neighbourhood-based aggregation, improving

robustness and consistency for downstream learning.

Identity Confounding A modelling failure mode in which a classifier inadvert-

ently learns user identity or role-specific artefacts rather than behaviourally

meaningful patterns.

Unified Embedding A single latent representation produced by combining all be-

havioural features into one vector space, without explicit domain separation.

Semantic Dilution Loss of domain-specific behavioural meaning caused by com-

bining heterogeneous features into a single embedding without structural align-

ment.

Modular Artificial Neural Network (MANN) A supervised learning architec-

ture composed of multiple domain-specific subnetworks whose outputs are

fused to produce a unified risk assessment.

Behavioural Domain A semantically coherent subset of behavioural telemetry,

such as authentication, file access, communication, or device usage.

Domain Encoder A neural subnetwork trained to learn representations specific

to a single behavioural domain.

Controlled Fusion A mechanism for integrating domain-specific embeddings us-

ing structured operators such as concatenation, weighted fusion, or gated/attention-

based fusion.

Cross-Domain Masking A phenomenon in which high-volume or noisy domains

dominate fused representations, obscuring weak but meaningful signals from

other domains.

Hierarchical Behavioural Modelling An architectural approach that organises

behavioural signals across multiple temporal or semantic layers, enabling both

short-term detection and long-term progression analysis.

Temporal Horizon A defined time window over which behavioural features are ag-

gregated or analysed, such as short-term (minutes/hours) or long-term (days/weeks).

Over-Smoothing Excessive temporal aggregation that delays detection by sup-

pressing rapid behavioural changes.

Ablation Study An experimental technique in which components of a model are

systematically removed or altered to assess their contribution to overall per-

formance.
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Sensitivity Analysis An evaluation of how model performance varies in response

to changes in hyperparameters, architectural choices, or data characteristics.

Chronology-Preserving Split A dataset partitioning strategy that maintains tem-

poral order between training, validation, and test sets to prevent future inform-

ation leakage.

Data Leakage The unintended use of information from outside the training par-

tition during model training or preprocessing, leading to inflated performance

estimates.

Precision–Recall (PR) Curve A performance metric particularly suitable for

imbalanced datasets, capturing the trade-off between precision (false posit-

ives) and recall (false negatives).

Adversarial Machine Learning (AML) The study of attacks and defences in-

volving intentionally crafted inputs designed to deceive or degrade machine-

learning systems.

Behaviourally Plausible Adversary An adversary that modifies behaviour in

ways that remain consistent with legitimate roles, workflows, and organisa-

tional norms.

Insider Attack Adaptation (IAA) A sequential adversarial strategy in which

an insider gradually adapts behaviour to evade detection while maintaining

operational plausibility.

R-Guard A robustness framework introduced in this thesis that integrates detec-

tion, monitoring, and response mechanisms to maintain model stability under

behavioural manipulation.

Robustness–Utility Trade-off The balance between maintaining detection per-

formance and avoiding excessive false positives when defending against adapt-

ive adversaries.

False Positive A benign behaviour incorrectly classified as malicious, often leading

to alert fatigue and operational cost.

False Negative A malicious behaviour incorrectly classified as benign, represent-

ing missed detection.

Evaluation Discipline A methodological approach emphasising temporal faith-

fulness, appropriate metrics, and realistic threat assumptions in experimental

design.
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Operational Plausibility The requirement that detected behaviours align with

realistic organisational workflows and user roles, supporting practical deploy-

ment.

368


	Abstract
	Acknowledgements
	List of Publications
	List of Algorithms
	Introduction
	Background
	Operationalising Behavioural Semantics

	Problem Statement
	Behavioural Dependencies and Spurious Correlations

	Research Questions
	Aim and Objectives
	Research Aim
	Research Objectives
	Scope and Boundaries
	Rationale for the Staged Architectural Progression

	Methodological Approach
	Research Design
	Dataset and Experiments
	Data Processing and Feature Design
	Evaluation Protocol
	Robustness and Adversarial Evaluation
	Reproducibility and Reporting
	Ethical and Governance Considerations

	Contributions
	Technical and Architectural Inquiry
	Methodological Honesty and Transparency
	The Human-Centric and Governance Perspective

	Structure

	Literature Review
	Overview
	Introduction
	The Insider Threat Problem
	Insider Threat Lifecycle
	Phase 1: Reconnaissance
	Phase 2: Misuse
	Phase 3: Escalation
	Linking the Lifecycle to Model Design
	Summary
	Contemporary Insider-Threat Case Illustrations
	Case 1: High-Value Intellectual Property Exfiltration
	Case 2: Disgruntled Employees
	Case 3: Insider–Outsider Collusion
	Case 4: Sabotage
	Synthesis: Implications for Behavioural Modelling

	The Nature of Insider Behaviour
	Epistemological Positioning

	Behavioural Foundations
	Human Behaviour and Insider Risk
	Role and Privilege Semantics
	Workload Rhythms
	Socio-Technical Interactions
	Behavioural Semantics and ML Limitations
	Behavioural Requirements for ML Architectures

	Methodological Limitations
	Dataset Realism
	Feature Engineering Limits
	Temporal and Context Misalignment
	Evaluation Flaws
	Reproducibility Issues
	Identity–Behaviour Confounding
	Data Leakage
	Concept Drift and Behavioural Evolution
	Methodological Bottlenecks

	Machine Learning Foundations
	AI and Machine Learning
	Where SOM and ANN Sit Within the ML Hierarchy
	Algorithm Families
	Common ML Workflow
	Positioning the Architecture

	Hybrid, Modular and Hierarchical ML
	Hybrid Architectures
	Lack of Joint Optimisation
	Limitations of SOM Topology and Stability
	Behavioural Shallowing in Feature Pipelines
	Pipeline Fragility and Leakage

	Modular Architectures
	Isolation and Missing Cross-Domain Reasoning
	Weak Semantic Fusion
	Behavioural Bias and Module Overfitting
	Lack of Behavioural Hierarchy

	Hierarchical Architectures
	Hierarchical Sequence Models
	Behavioural-State Modelling Constraints
	Hierarchical Representation
	Missing Semantic Constraints and Privilege Context

	Architectural Fragility
	Synthesis and Contributions

	Relational Modelling and GNN Misalignment
	The Appeal of Relational Modelling
	Graphs and Behavioural Semantics
	Graph Construction and Structural Bias
	Temporal Dynamics
	Privilege and Role Semantics
	Message Passing
	Graph Sparsity, Density and Structural Instability
	Adversarial Vulnerabilities
	Limitations of Structure-Only Reasoning
	Insufficiency of Graphs
	Summary of Relational–Behavioural Misalignment

	Adversarial Modelling of Insider Threats
	Limits of Classical Adversarial ML
	Behaviourally Constrained Perturbation Operators
	Temporal Scheduling Operator S
	Gradual Drift Operator 
	Sequence Reordering Operator P
	Privilege-Aligned Substitution Operator Spriv

	Composite Behavioural Adversaries
	Gradual Shaper (Drift Adversary)
	Timing Manipulator
	Privilege Aligner
	Sequence Rewriter

	Behavioural Feasibility Manifold
	Architectural Vulnerabilities
	Adversarial Taxonomy
	Summary

	Synthesis of Unresolved Gaps
	Behavioural Gaps
	Temporal Gaps
	Conceptual Gaps in Relational Modelling
	Methodological Gaps
	Adversarial Gaps
	Architectural Gaps
	Integrated Research Gap
	Rationale for the Staged Architecture
	Why the Sequence Is Non-Arbitrary


	ANN as a Baseline
	ANNs for Insider Threat Detection
	ANN Families and Relevance
	Feedforward (Dense) Neural Networks
	Convolutional Neural Networks
	Recurrent Neural Networks (RNNs), LSTMs, and GRUs
	Transformer-Based and Attention-Based
	Hybrid and Structured ANN Extensions

	ANN and CERT Implementation
	Data Integration and Behavioural Feature Construction
	Preprocessing, Normalisation, and Leakage Control
	Class Imbalance and Label Scarcity

	Optimising, Tuning, and Evaluating ANN
	Architecture and Optimisation Tuning
	ANN Evaluation Metrics 
	Baseline Reproducibility and Reporting Discipline

	Case Study Baseline
	Case Study Objective and Scope
	Baseline Implementation Outline
	Expected Strengths and Limitations

	Implications
	Synthesis and Transition

	Insider-Threat Datasets
	The Role of Datasets
	Types of Datasets
	Synthetic and Simulated Datasets
	Real Organisational and Proprietary Datasets
	Public Benchmarks

	Criteria for Evaluating Insider-Threat Datasets
	Behavioural Realism and Contextual Plausibility
	Temporal Continuity and Sequential Integrity
	Multi-Modal / Multi-Log Coverage
	Label Availability, Granularity, and Class Imbalance
	Accessibility and Reproducibility
	Ethical and Governance Suitability

	Critical Review of the CERT Dataset
	Strengths of CERT for Comparative Research
	Synthetic Artefacts and Architectural Validity
	Interpretive Implications

	Rationale for Selecting CERT
	Validity Boundaries
	External Validity and Organisational Adaptation
	Section Summary

	Evaluation Discipline and Research Design
	Research Design Philosophy
	Temporal Integrity and Leakage Prevention
	Identity–Behaviour Confounding
	Metric Selection Under Class Imbalance
	Adversarial Robustness
	Construct Validity
	Internal Validity
	External Validity
	Statistical Conclusion Validity
	Reproducibility and Artefact Transparency
	Summary of Validity Considerations

	Ethics
	Privacy and Behavioural Monitoring
	Transparency and Human Oversight
	Fairness, Role Sensitivity and Bias Risk
	Psychological and Organisational Impact
	Governance and Deployment Boundaries
	Ethical Implications

	Chapter Summary

	Hybrid Framework
	Overview
	Introduction
	Formulation of the SOMANN
	Definition of the Self-Organising Map
	Behavioural Interpretation
	SOM-Derived Representation
	ANN Discriminative Layer
	Integrated SOMANN Pipeline
	Theoretical Justification of SOMANN
	Plasticity, Stability, and Convergence
	Topology Preservation Metrics
	Variance Smoothing
	Theoretical Illustrations

	Methodology
	Experimental Setup and Data Partitioning
	Data Preprocessing and Feature Construction
	SOM Training Procedure
	Construction of SOM-Derived Representations
	ANN Training and Integration
	Baseline Comparison and Evaluation Protocol
	Unified Baseline and Cross-Chapter Protocol


	Experimental Evaluation
	Baseline Comparison: SOMANN versus ANN
	Repeated-Run Statistical Validation of SOMANN
	Identity Dependence and Generalisation
	Identity Dependence of the SOM Representation
	Generalisation to Previously Unseen Users
	Combined Interpretation

	Ablations and Sensitivity Analysis: SOM–ANN
	SOM Grid Size Sensitivity
	Neighbourhood Function and Learning Rate Schedule
	Feature Smoothing Window Length Impact
	SOM Stabilisation vs. ANN-Only Comparison

	Error Profile and Behavioural Stability
	Impact of SOM-Derived Representation
	Diagnostic Visualisations and Supplementary Analysis
	Summary of Experimental Findings

	Discussion
	Behavioural Interpretation of Performance Gains
	Representation Stability and Variance Reduction
	False-Positive Reduction and Operational Value
	Interpretability and Diagnostic Value
	Limitations of the SOMANN Approach
	Implications for Modular and Hierarchical Extensions
	Summary

	Summary

	Modular Artificial Neural Network
	Chapter Overview
	Introduction
	Behavioural Domain Decomposition
	MANN Architecture
	Architectural Overview
	Domain-Specific Encoders
	Fusion Mechanisms
	Decision Layer and Output
	Relationship to Prior Architectures
	Architectural Scope and Design Boundaries

	Methodology
	Dataset and Feature Construction
	Temporal Partitioning and Evaluation Protocol
	Temporal Shift and Leakage Validation

	Training Procedure
	Baseline Models and Comparative Setup
	Evaluation Metrics
	Validity and Scope Considerations

	Experimental Evaluation
	Primary Comparative Performance
	Reconciled Comparative Results

	Repeated-Run Statistical Validation of MANN
	Domain-Level Contribution Analysis
	Ablations and Sensitivity Analysis
	Module Contribution Analysis
	Fusion Operator Sensitivity
	Cross-Domain Conflict Cases (Where Modules Disagree)
	Compute Cost vs. Performance Trade-Off

	Error Profile and Stability
	Fusion and Ablation Effects
	Summary of Experimental Findings

	Theoretical Foundations of Modular Neural Architectures
	Modularity in Learning Systems
	Bias–Variance Perspective on Modular Learning
	Cognitive and Organisational Parallels
	Behavioural Non-Stationarity
	Limits of Static Modularity
	Implications for the Thesis Architecture Progression

	Discussion
	What Modular Decomposition Adds Beyond Hybrid Stabilisation
	Error Characteristics and Behavioural Plausibility
	Stability and Reproducibility Considerations
	Fusion Mechanisms and Architectural Trade-offs
	Validity Boundaries and Interpretation Limits
	Implications for Chapter 5

	Summary

	A Multi-Layered Framework
	Overview
	Introduction
	Temporal Blind-Spot Failure Mode

	Behavioural Hierarchy in Insider Activity
	Hierarchy as an Organising Principle
	Conceptual Hierarchy and Implementation Pipeline
	Three-Tier Conceptual Behavioural Hierarchy
	Five-Stage Computational Pipeline
	Mapping Between the Two Views

	Relationship to Modularity
	Behavioural Progression Across the Hierarchy
	Implications for Evaluation

	Formal Hierarchical Framework
	Notation and Multi-Log Behavioural Observations
	Hierarchical Representation Levels
	Hierarchical Fusion and Risk Inference
	Training Objective and Class-Imbalance Handling
	Design Rationale and Complexity Considerations
	Scope and Validity Boundaries

	Methodology and Implementation
	Dataset Configuration and Preprocessing
	Chronology-Preserving Data Partitioning
	Hierarchical Model Instantiation
	Training Procedure and Optimisation
	Evaluation Metrics and Reporting
	Implementation Environment and Reproducibility
	Ethical and Methodological Considerations

	Experimental Evaluation
	Analysis of Performance Benchmarks
	Operational Drift Metrics
	Model Stability Index
	Concept Drift Rate
	Epoch-Based Retraining Efficiency
	Interpretive Scope

	Repeated-Run Statistical Validation of MLML
	Interpretation of Retraining Efficiency
	Evaluation Protocol and Baselines
	Aggregate Performance Comparison
	Temporal Error Analysis
	Ablation and Sensitivity Analysis
	Ablation Studies: Contribution of Hierarchical Levels
	Sensitivity Analysis: Temporal Context Lengths (2, 3)
	Conditions Under Which Hierarchy Provides Limited Benefit
	Smoothing Effects on Detection Performance

	Comparative Interpretation Across Chapters
	Limitations of the Experimental Findings

	Discussion
	What Hierarchical Abstraction Contributes
	Hierarchy Versus Modularity
	Behavioural Plausibility and Operational Relevance
	Limits of Hierarchical Modelling
	Positioning Within the Thesis Architecture

	Summary

	Adversarial Machine Learning
	Overview
	Introduction
	Related Work and Fundamental Limitations
	Standard AML Threat Models
	Mismatch with Insider-Threat Contexts
	Behavioural Constraints
	Implications for Robustness Evaluation

	Adversarial Threat Model
	Adversarial Objectives
	Adversarial Capabilities
	Behavioural and Organisational Constraints
	Temporal Structure and Sequential Adaptation
	Knowledge Assumptions
	Scope and Limitations of the Threat Model

	Adversarial Perturbation Operators
	Perturbation Operators as Behavioural Transformations
	Taxonomy of Behavioural Perturbation Operators
	Adaptive Insider Behaviour
	Constraint Space for Behavioural Perturbations
	Mapping Perturbation Operators
	Role Within the Thesis Architecture
	Perturbation Taxonomy Reconciliation
	Composite Perturbation Class
	Causal Validity of Sequence Permutation
	Relationship to IAA-Sequential

	Formal Definition of IAA-Sequential
	Sequential Evaluation Procedure


	Robust Detection Architecture
	Formal Specification of the Denoising Autoencoder
	Design Principles and Architectural Rationale
	Architectural Overview
	Mitigation of Behavioural Perturbation Operators
	Relationship to Prior Thesis Contributions
	Scope, Assumptions, and Limitations
	Interpretation and Governance Considerations

	Experimental Evaluation
	Repeated-Run Statistical Validation of R-Guard
	Experimental Design Rationale
	Datasets and Baseline Configurations
	Adversarial Behaviour Generation
	Evaluation Metrics and Robustness Interpretation
	Behaviour Under Individual Perturbation Operators
	Clean Versus Adversarial Performance Comparison
	Robustness–Utility Trade-offs
	Ablations and Sensitivity Analysis
	Robustness–Utility Curve Interpretation
	Operator Composition Order Effects
	Qualitative Example Trajectory

	Failure Modes and Boundary Conditions
	Summary of Experimental Findings

	Discussion and Synthesis
	From Predictive Performance to Behavioural Robustness
	Operator-Specific Robustness Insights
	Robustness–Utility Trade-offs and Operational Interpretation
	Relationship to the Thesis Architecture Progression
	Failure Modes and Interpretation Boundaries
	Implications for Research and Practice
	Summary

	Comparative Synthesis of Contributions
	Overview of Models and Contributions
	Comparing Model Performance Across Architectures
	Evaluation Framework
	Model Comparison: Clean vs Adversarial Performance

	Trade-offs and Architectural Strengths
	Stability vs. Adaptability
	Complexity vs. Interpretability

	Failure Modes and Limitations
	Insider Adaptation and Failure Points
	Resource Efficiency

	Reflection

	Summary

	Conclusion and Future Directions
	Research Context
	Summary of Contributions
	Central Thesis Claim
	Cross-Chapter Synthesis and Unifying Principle
	Empirical Failure Modes Motivating the Progression
	Cumulative Rather Than Independent Contributions
	Theoretical Implication

	Theoretical Implications
	Practical and Operational Implications
	Limitations of the Research
	Future Research Directions
	Automated and Semi-Automated Invariant Learning
	Explainable AI and Analyst-Centred Decision Support
	Cross-Organisational Transfer and Adaptation
	Expanded Adversarial Threat Models
	Longitudinal and Real-World Deployment Studies
	Privacy, Governance, and Responsible Deployment

	Concluding Remarks

	Supplementary Figures
	Artefact: SOMANN Supplementary Figures
	Baseline Comparison: SOMANN versus ANN
	Representation Effect and Architectural Stability
	Error Profile and Behavioural Stability
	Sensitivity to Gradual Escalation

	Artefact: MANN Supplementary Figures
	Cross-Validation and Representational Stability
	Mitigating Representational Entanglement

	Hierarchical Supplementary Figures
	Deconstructing the Incremental Value of Architectural Depth
	Operational Significance and Comparative Strength
	Transitioning Toward Hierarchical and Robust Detection
	Quantifying Stability in Evolving Environments
	Operational Sustainability and Retraining Efficiency

	Artefact: R-Guard Supplementary Figures
	Discussion of Adversarial Resilience
	The Denoising Autoencoder as a Strategic Filter
	Consistency and the Trade-off of Robustness


	Methodological Decision Framework
	Algorithms Adapted
	Implementation Artefacts
	Artefact—SOMANN Implementation
	Artefact—MANN Implementation
	Artefact—Multi-Layered Machine Learning (MLML) Implementation
	Artefact—Guarding the Gates Implementation
	Appendix D Artefact Summary

	List of Abbreviations
	Terms and Terminology

